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Preface

This year we organized the 17th ICOST conference, an event which has succeeded in
bringing together a community from different continents for over a decade and half and
raised awareness about frail and dependent people’s quality of life in our societies.

After 16 very successful conferences held in France (2003, 2009, 2017), Singapore
(2004, 2013, 2018), Canada (2005, 2011), Northern Ireland (2006), Japan (2007), USA
(2008, 2014), Korea (2010), Italy (2012), Switzerland (2015), and China (2016), we
decided to open the conference to public health experts and tackle emerging challenges
related to Al technologies for health and well-being. This 17th edition of the Inter-
national Conference on Smart Living and Public Health (ICOST 2019), was hosted by
the College of Global Public Health at New York University (NYU) and the New York
Academy of Medicine (NYAM) in New York City, USA, during October 14-16, 2019.
The theme of the conference this year was “How Does Al Impact Urban Living and
Public Health?”

ICOST 2019 provided a premier venue for the presentation and discussion of
research in the design, development, deployment, and evaluation of Al for health, smart
urban environments, assistive technologies, chronic disease management, and coaching
and health telematics systems. ICOST 2019 aimed to understand and assess how
research impacts public health policies when facing emerging social and economic
challenges. ICOST 2019 brought together stakeholders from health care, public health,
academia and industry along with end users and family caregivers to explore how to
utilize technologies to foster health prevention, independent living, and offer an
enhanced quality of life. The ICOST 2019 conference featured a dynamic program
incorporating a range of technical, clinical, and industrial related keynote speakers, oral
and poster presentations, along with demonstrations and technical exhibits. Specific use
cases were presented, such as the PULSE European funded project aiming at accel-
erating the use and vision of Big Data by designing a system to exploit Big Data Value
(BDV) in the public health sector. PULSE (Participatory Urban Living for Sustainable
Environments) is incorporating several major cities as test beds: Barcelona (Spain),
New York City (USA), Paris (France), Birmingham (United Kingdom), Singapore,
Keelung (Taiwan) and Pavia (Italy).

ICOST 2019 was proud to extend its hospitality to an international community
consisting of researchers from major universities and research centers, representatives
from industry and users from 13 different countries. We would like to thank the authors
for submitting their current research work and the Program Committee members for
their commitment to reviewing submitted papers. The ICOST proceedings have now
reached over 150,000 downloads, and are in the top 25% of downloads of
Springer LNCS.



vi Preface

We were very pleased to host world-renowned keynote speakers from multiple
backgrounds coming from all over the world. We are extremely thankful to our
sponsors for their commitment and support to the vision and mission of ICOST.
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Bessam Abdulrazak

Maria Fernanda Cabrera



General Chair

José Pagan

Conference Co-chairs

Mounir Mokhtari

Maria Fernanda Cabrera
Steering Committee
Mounir Mokhtari

Sumi Helal

Bessam Abdulrazak
Hamdi Aloulou

Jose Pagan

Maria Fernanda Cabrera

Organization

New York University and the New York Academy
of Medicine, USA

Institut Mines-Télécom, France, and Image
and Pervasive Access Lab., Singapore
University Politecnica de Madrid, Spain

Institut Mines Télécom, France, and Image
and Pervasive Access Lab., Singapore
Lancaster University (2017—-present), UK,
and University of Florida (1998-2017), USA
University of Sherbrooke, Canada
University of Monastir, Tunisia, and Institut
Mines-Télécom, France
New York University and the New York Academy
of Medicine, USA
University Politecnica de Madrid, Spain

Scientific Advisory Board

Dagqing Zhang
Hisato Kobayashi
Jongbae Kim

Christian Roux
Dong Jin Song

Sungyoung Lee

Timo Jamsi
Daby Sow

Institut Mines Télécom, Télécom SudParis, France

Hosei University, Japan

Science and Technology Research Center, Yonsei
University, South Korea

Institut Mines Télécom, France

National University of Singapore, Singapore,
and Griffith University, Australia

College of Electronics and Information, Kyung Hee
University, South Korea

EAMBES, University of Oulu, Finland

IBM Research AI, USA



viii Organization

Program Committee

Chairs

Bessam Abdulrazak
Hamdi Aloulou

Members

Abdallah M’Hamed
Belkacem Chikhaoui
Benoit Encelle

Boussada Rihab

Charles Gouin-Vallerand
David Menga

Diane Cook

Farah Arab

Hisato Kobayashi
Hongbo Ni

Houssem Aloulou

Ibrahim Sadek

Jeffrey Soar

Laurent Billonnet
Manfred Wojciechowski
Salim Hima

Sofia Ben Jebara

Timo Jamsa

Victor Manuel Ponce Diaz

Vigouroux Nadine

Yves Demazeau

University of Sherbrooke, AmlI-Lab., Canada
University of Monastir, Tunisia, and Institut
Mines-T¢élécom, France

Télécom SudParis - Evry, France

University of Sherbrooke, Canada

Université de Lyon, CNRS Université Lyon 1, LIRIS,
France

National School for Computer Science (ENSI), Tunisia

Télé-Université du Québec, Canada

EDF R&D, France

Washington State University, USA

Université Paris 8, France

Hosei University, Japan

Northwestern Polytechnical University, China

Faculté des Sciences Economiques et de Gestion de
Sfax, Tunisia

Singapore University of Technology and Design
(SUTD), Singapore

University of Southern Queensland, Australia

University of Limoges, France

University of Applied Sciences Duesseldorf, Germany

ESME-SUDRIA, France

Ecole supérieure des communications de Tunis
(SUPCOM), Tunisia

University of Oulu, Finland

Université de Sherbrooke, Canada

Institut de Recherche en Informatique de Toulouse
(IRIT), France

Laboratoire d’Informatique de Grenoble (LIG), France

Industry Liaison Committee

Peter Wu

Daby M. Sow
Vladimir Urosevic
Suzanne Ballard

ASUS Cloud, Taiwan
IBM Research AI, USA
Belit, Serbia

FCL, UK



Organization

Organizing Committee

Chair

Nina Raffio NYU College of Global Public Health, USA
Members

Elisa Fisher The New York Academy of Medicine, USA
Hamdi Aloulou University of Monastir, Tunisia, and Institut

Mines-Télécom, France
Antoine de Marassé¢ Enouf =~ CNRS, Singapore
Valentina Tageo European Connected Health Alliance, Spain

Sponsors

Institut Mines Télécom, Paris, France

National Center for Scientific Research, France

PULSE H2020 Project, Europe

New York University College of Global Public Health, USA
The New York Academy of Medicine, USA

ix



Contents

E-health Technology Design

Privacy and Security of IoT Based Healthcare Systems: Concerns,

Solutions, and Recommendations . .. ... .. ... ... ... . . . ...

Ibrahim Sadek, Shafiq Ul Rehman, Josué Codjo,
and Bessam Abdulrazak

Designing an ICT Solution for the Empowerment of Functional
Independence of People with Mild Cognitive Impairment: Findings

from Co-design Sessions with Older People . . . ....... ... ... ... .....

Silvia de los Rios, Rebeca 1. Garcia-Betances, Miguel Pdaramo,
Maria Fernanda Cabrera-Umpiérrez, Marta Vancells, Maite Garolera,
Jakub Kazmierski, and Maria Teresa Arredondo Waldmeyer

Deployment of an IoT Solution for Early Behavior Change Detection . . . . . .

Hamdi Aloulou, Mounir Mokhtari, and Bessam Abdulrazak

Long Short Term Memory Based Model for Abnormal Behavior

Prediction in Elderly Persons . . .. ....... .. ... ... ... ... .. ...

Meriem Zerkouk and Belkacem Chikhaoui

Well-being Technology

A Deep Learning Method for Automatic Visual Attention Detection

in Older Drivers . . . .. ... e

Belkacem Chikhaoui, Perrine Ruer, and Evelyne F. Vallieres

Smart Mat for Respiratory Activity Detection: Study in a Clinical Setting . . .

Samuel Otis, Bessam Abdulrazak, Sofia Ben Jebara, Francois Tournoux,
and Neila Mezghani

Non-invasive Classification of Sleep Stages with a Hydraulic Bed Sensor

Using Deep Learning. . . . ... ...

Rayan Gargees, James M. Keller, Mihail Popescu, and Marjorie Skubic

Biomedical and Health Informatics

A Convolutional Gated Recurrent Neural Network for Epileptic

Seizure Prediction . . . . ... ... .

Abir Affes, Afef Mdhaffar, Chahnez Triki, Mohamed Jmaiel,
and Bernd Freisleben

18

27

36

49

61

73

85



Xii Contents

Ubiquitous Healthcare Systems and Medical Rules in COPD Domain . . . . . . 97
Hicham Ajami, Hamid Mcheick, and Karam Mustapha

DLADED: Deep Learning for Depressive Episode Detection

on Mobile Devices . .. ........ .. 109
Afef Mdhaffar, Fedi Cherif, Yousri Kessentini, Manel Maalej,
Jihen Ben Thabet, Mohamed Maalej, Mohamed Jmaiel,
and Bernd Freisleben

ICT-Based Health Care Services for People with Spinal Cord Injury:

APilot Study . . . ... 122
Wanho Jang, Dongwan Kim, Jeonghyun Kim, Seungwan Yang,
Yunjeong Uhm, and Jongbae Kim

Smart Environment Technology

An Interconnected Smart Technology System for Individuals with Mental

Illness Living in the Community and Transitional Hospital Apartments . . . . . 131
Cheryl Forchuk, Jonathan Serrato, Abraham Rudnick,
Deborah Corring, Rupinder Mann, and Barbara Frampton

Transfer Learning for Urban Landscape Clustering and Correlation with

Health Indexes . . . ... ... i e e e 143
Riccardo Bellazzi, Alessandro Aldo Caldarone, Daniele Pala,
Marica Franzini, Alberto Malovini, Cristiana Larizza,
and Vittorio Casella

An IoT Architecture of Microservices for Ambient Assisted Living

Environments to Promote Aging in Smart Cities. . . .. ................ 154
Hubert Kenfack Ngankam, Hélene Pigot, Maxime Parenteau,
Maxime Lussier, Aline Aboujaoudé, Catherine Laliberté,
Meélanie Couture, Nathalie Bier, and Sylvain Giroux

Designing a Navigation System for Older Adults: A Case Study

Under Real Road Condition . . . ........... .. ... . .. 168
Perrine Ruer, Damien Brun, Charles Gouin-Vallerand,
and Evelyne F. Valliéres

Short Contributions

User Embeddings Based on Mobile App Behavior Data. . ... ........... 183
Kushal Singla, Satyen Abrol, and Sungdeuk Park

Design, Development and Initial Validation of a Wearable Particulate

Matter Monitoring Solution . . ... ....... ... ... 190
José G. Terius-Padron, Rebeca 1. Garcia-Betances, Nikolaos Liappas,
Maria F. Cabrera-Umpiérrez, and Maria Teresa Arredondo Waldmeyer



Contents Xiii

Cooperative System and Scheduling Algorithm for Sustainable Energy-
Efficient Communiti€S . . . . . . . o oo it e 197
Esther Palomar, Carlos Cruz, Ignacio Bravo, and Alfredo Gardel

ForeSight - Platform Approach for Enabling Al-based Services

for Smart Living. . . . ... 204
Jochen Bauer, Hilko Hoffimann, Thomas Feld, Mathias Runge,
Oliver Hinz, Andreas Mayr, Kristina Forster, Franz Teske,
Franziska Schdfer, Christoph Konrad, and Jorg Franke

Mobility Application with Semantic Reasoning. . . ................... 212
Martin Kodys, Antoine de Marassé, and Mounir Mokhtari

Author Index . . .. ... . ... . . .. e 223



E-health Technology Design



®

Check for
updates

Privacy and Security of IoT Based
Healthcare Systems: Concerns, Solutions,
and Recommendations

Ibrahim Sadek!®), Shafiq Ul Rehman?, Josué Codjo?,
and Bessam Abdulrazak3

! Faculty of Engineering, Biomedical Engineering Department,
Helwan University, Cairo, Egypt
ibrahim_ibrahim@h-eng.helwan.edu.eg
2 ST Electronics-SUTD Cyber Security Laboratory,
Singapore University of Technology and Design, Singapore, Singapore
3 Département d'Informatique, Faculté des sciences,
Université de Sherbrooke (UdeS), Sherbrooke, Canada

Abstract. Although emerging IoT paradigms in sleep tracking have a
substantial contribution to enhancing current healthcare systems, there
are several privacy and security considerations that end-users need to
consider. End-users can be susceptible to malicious threats when they
allow permission to potentially vulnerable or leaky third-party apps.
Since the data is migrated to the cloud, it goes over insecure commu-
nication channels, all of which have their security concerns. Moreover,
there are alternative data violation concerns when the data projects into
the proprietor’s cloud storage facility. In this study, we present some of
the existing IoT sleep trackers, also we discuss the most common features
associated with these sleep trackers. As the majority of end-users are not
aware of the privacy and security concerns affiliated with emerging IoT
sleep trackers. We review existing solutions that can apply to IoT sleep
tracker architecture. Also, we describe a deployed IoT platform that can
address these concerns. Finally, we provide some of the recommendations
to end-users and service providers to ensure a safer approach while lever-
aging the IoT sleep tracker in caregiving. This incorporates recommen-
dations for software updates, awareness programs, software installation,
and social engineering.

1 Introduction

The 2019 “World Economic Forum” global risk report' has nominated cyber
attacks and data breaches as the fourth and fifth deliberate risks facing the
world today. It is the second year in a row that these threats feature in the top
five list of risks. Healthcare, among others, was offended with more cybersecu-
rity breaches, in which several situations can lead to these breaches, for example,

! World Economic Forum. The Global Risks Report 2019. Retrieved May 29, 2019,
from https://www.weforum.org/reports/the-global-risks-report-2019.
© The Author(s) 2019

J. Pagén et al. (Eds.): ICOST 2019, LNCS 11862, pp. 3-17, 2019.
https://doi.org/10.1007/978-3-030-32785-9_1
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credential-stealing malware, an insider who either systematically or accidentally
unveils patient data, or lost laptops or other mobile devices. On the illegal mar-
ket, “Protected Health Information” (PHI) is more important than credit card
credentials or even personally identifiable information. Hence, there is a higher
motivation for cybercriminals to target medical databases, and so they can sell
the PHI or adapt it for their benefits.

Throughout the world, healthcare challenges can exist in different shapes and
forms. Subsequently, this presents tremendous pressure on the current system.
Even though every society faces various demands and encounters several effects,
it is still practicable to determine the overall global risk to current healthcare
systems. These demands are a fundamental starting point for the work ahead.
Population aging, the prevalence of chronic diseases, shortage of healthcare spe-
cialists, and the unpredictable rise of healthcare costs, among other reasons,
are the considerable challenges facing today’s healthcare systems. For dealing
with these issues, public and private sector players should collaborate to find
more innovative and affordable methods that can be deployed in out-of-hospital
environments [14]. Healthcare IoT based systems are multiples and vary from
wearable to mobile sensors going through actuators, that acquire patient biosig-
nals, motion, or contextual information. Amongst those systems, we have Zio
Patch depicted in [24] which measures heart rate and electrocardiogram (ECG)
and Myo [9] which is a motion controller used in orthopedics for patients who
need to exercise after a fracture. None of the above performs in multiple infor-
mation gathering. Therefore, we have systems, which can combine biosignals,
motion, and contextual information such as sleep trackers.

In this paper, we focus on sleep tracking as a significant vector of quality of
life. Sleep is crucial to our health and sleep disorders can often be a symptom of
a disease; or likewise may be a signal of a subsequent illness such as depression.
As a result, assessment of sleep is a fundamental component of any health check.
Understanding cardiovascular and respiratory systems are essential for analyzing
sleep and sleep cycles. This is because the active processes in the human body
are different in sleep and wakefulness.

Nowadays, we can render the Internet of Things (IoT) and Cloud services
to improve access to caregiving by remotely strengthen the quality of caregiving
and above all cut down the cost of caregiving. As different sleep trackers, i.e.,
IoT devices are used to collect the user data and transfer it to the cloud. The
collected data is later being analyzed by sleep experts to enhance these devices
for better results. According to the “ABI Research” report? currently, there are
over 10 billion wirelessly connected IoT devices, and by 2020, the number will
exceed 30 billion devices. Some of these devices will fall within the category of
sleep-tracking devices. Nevertheless, these emerging technologies are vulnerable
to adversarial attacks because of their design. The data breach can have severe
consequences both on individual users and the company’s reputation. Moreover,

2 ABI Research. Over 30 Billion Devices Will Wirelessly Connect to the Internet of
Everything in 2020. Retrieved May 29, 2019, from https://www.abiresearch.com/
press/more-than-30-billion-devices-will-wirelessly-conne/.
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compromised [oT sleep tracking devices can allow intruders to monitor the user’s
private lives actively.

The main contribution of this study is to highlight the privacy and security
concerns of IoT sleep trackers and provide an insight into how precise mech-
anisms or approaches can be applied to prevent or mitigate such adversarial
attempts. We anticipate this research to guide future researchers to use and
apply specific solutions for IoT in healthcare problems based on the proposed
approaches and mechanisms by security experts.

The rest of the paper is organized as follows: IoT sleep trackers and their
types are described in Sect. 2. We state the security and privacy issues that are
associated with IoT sleep trackers in Sect. 3. We present some existing solutions
in Sect. 4, then we depict an IoT based case study in Sect.5, while we mention
the recommendations in Sect. 6. We outline the conclusion in Sect. 7.

2 10T Sleep Trackers

The healthcare system desperately needs reform to rein in costs, improve quality,
and expand access. Medical diagnosis consumes a large part of hospital bills.
Technology can move medical check routines from a hospital (hospital-centered)
to the home (home-centered) of the patient. A new paradigm, known as the
IoT, widely applies in many areas, including healthcare. The full application
of this paradigm in healthcare is a mutual hope, as it enables medical centers
to function more efficiently and patients to receive better treatment. There are
unique benefits with the use of this technology that could improve the quality
and efficiency of treatments and thus improve patient health.

IoT technology permits and facilitates remote monitoring of patients who
do not have ready access to adequate health monitoring. Likewise, it helps to
thoroughly reduce costs and promote health by increasing the availability and
quality of care [12]. The IoT is a network of smart devices and other objects inte-
grated with electronics, software, sensors, and network connectivity that permit
these objects to get and exchange data. The concept of IoT provides health-
care professionals and caregivers to access a patient’s medical history, vitals, lab
results, medical and prescription histories either on-site or remotely via tablets
or smartphones. Patients can be observed and notified from anywhere [9]. We
can use IoT based solutions to record patient health data securely from several
sensors, apply complicated algorithms to analyze the data and then distribute
it through wireless connectivity with medical specialists who can make suitable
health recommendations [21].

Typically, examining a person’s sleep requires an overnight sleep test (Fig. 1)
or polysomnography (PSG) that allows the monitoring of several physiological
functions besides sleep cycles [4,22]. Although the PSG, or as known as the gold
standard for sleep monitoring, provides real-time and accurate information about
sleep, it is cumbersome, expensive, and time-consuming. Thus, the healthcare
community is inquiring novel nonintrusive solutions that can improve the quality
of healthcare for the patient while sustaining the cost of the service provided [19].
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Fig. 1. An illustration of the location of the various electrodes and sensors used during
the overnight sleep. Adapted from: mattressclarity.com

Actigraph is a very famous example that can be used for sleep analysis. The
device is not as accurate as of the PSG. However, its information, which is based
on the users’ activity, is critical for healthcare professionals to interpret and
analyze the sleep behavior of the users. As hardware and software technology
is advancing quickly, several devices and mobile apps have been developed for
general healthcare monitoring, including sleep. These devices could be wear-
ables such as bracelets, smart-watches, smart-shirts, or smart-rings (Fig.2) or
non-wearable like bed-sensors that can be installed underneath the user’s bed
mattress (Fig. 3).

Sleep monitoring is described as getting qualitative sleep metrics by moni-
toring a person’s sleep during the night. These serve two functions. One is to
formulate an objective view of the quality of a person’s sleep, while the other
role is to determine the trends in sleep. Respiratory rate and body movements
are considered the most detailed measurements for sleep monitoring during the
sleeping session. The respiratory rate and respiratory rate variability are used
for rapid eye movement (REM) sleep identification, while the movement metrics
are utilized to discriminate between deep sleep, light sleep, and then waking
stages of sleep. We can also extract several sleep parameters, for example, the
duration of a sleep period, the number of awakenings, duration of disturbed
sleep periods, and the time required to fall asleep. In recent years, various sen-
sor technologies have been exploited, especially to monitor sleep-wake patterns
simultaneously with the gold standard PSG and actigraphy; these sensor tech-
nologies are commonly denoted as consumer sleep tracking devices. Consumer
sleep tracking devices are just like actigraphs because they allow users to be
mobile and sleep as usual while being monitored closely.

Most of the consumer sleep monitors pretend to help provide information
about sleep duration and quality of sleep, enabling subjects to awaken only
from the light sleep. Typically, the data gained from consumer sleep tracking
devices are not intended for routine diagnosis of sleep disorders. However, scien-
tific improvements in hardware and software, accessibility, and ready availability


https://www.mattressclarity.com/blog/complete-guide-sleep-trackers-apps/

Security and Privacy of IoT Based Healthcare Systems 7

(a) (b) (©)

Fig. 2. Illustrations for wearable sleep trackers; (a) smart-shirt, (b) smart-bracelet,
and (c) smart-watch. Icons made by Freepik from: flaticon.com

(a) (b) )

Fig. 3. Some examples of non-wearables sleep trackers; (a) Beautyrest (©) 2019 Simmons
Bedding Company LLC, (b) EarlySense (©) 2019 Early Sense, and (c) Withings (© 2019
Withings.

allow the public to adopt them for clinical purposes. These devices include Emyfit
@S, Beddit, Withings, Sleepace Reston, Beautyrest, and Juvo. Figure3 shows
three examples of existing bed-based sleep trackers.

These sensors are designed and packaged in a way that makes them invisible
to the subjects. For instance, we can easily integrate them into home furniture
such as beds, pillows, chairs, or even weighing scales [26]. These sensors technolo-
gies are preferred than those popular sensors (e.g., ECG) when we are considering
long-term (trend over time, early detection and intervention by sending alarms
to family members or caregivers through well-designed user interfaces), mobile,
convenient and practical (aging-in-place, senior activity centers). However, in
critical situations, gold-standard methods should be considered [20].

Most of the existing products implement the piezoelectric technology for
nonintrusive monitoring of vital signs (for example, Beddit, Withings, Sleep-
ace Reston, and Beautyrest) which shows the popularity and suitability of the
piezoelectric material for measuring the slight vibrations caused by the heart
movements that is transmitted through the bed mattress. Another famous sleep
tracker sensor using a piezoelectric sensor is FarlySense. The system can report
information about heart rate, respiration, snoring, coughing, and movement. A
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recent study showed good agreement between FEarlySense and the gold standard
PSG for sleep staging [23]. The device provided promising results for sleep apnea
detection [7].

On the one hand, there are some standard features that these sensors claim
to measure, such as heart rate, respiration, sleep and wake-up time, and sleep
interruptions. There are several publications in the existing literature that can
support these claims, as mentioned in [20].

Insufficient publications are available in existing literature that can support
other claims such as sleep efficiency (i.e., the time in bed spent asleep before
waking up), sleep score (i.e., summarizes your night’s sleep quality and quantity
in a single number, it takes your sleep time, sleep efficiency, restfulness, snoring,
and heart rate into account), smart alarm (i.e., to awaken the wearer at an
optimal time within a time-window that ends in the final alarm setting) and sleep
stages. For example, to get accurate results about the different stages of sleep, the
patient should undergo a full-night sleep study or as known as polysomnography
[25]. Tt seems that Emfit QS is the only device claiming to measure heart rate
variability. Similarity, Withings is claiming to measure a breathing disturbance
metric that can contribute to identifying abnormal sleep patterns such as apneas.
A power supply is required for operating most of these sensors. However, Sleepace
Reston is a battery-powered. It is worth mentioning that these sensors are only
designed to monitor a single person overnight. However, the BeautyRest sleep
tracker comes with two sensors, so couples can independently track their sleep.

Having said that, although the security and privacy feature of these sensors
are essential, most of the end-users might not fully know of weaknesses and
potential risks in their existing devices. Therefore, we present in the ensuing
sections, the security and privacy features associated with existing IoT sleep
trackers.

3 Privacy and Security Concerns

According to Deborah Lupton’s report?, during her Research she found there
are risks associated with data collection (a) from IoT tracking devices such as
devices’ storage, (b) while transmitting it over the network and (c) finally, in the
cloud where data is stored for analyses. The same risk applies to the IoT Sleep
Tracker Architecture, where these devices are being used for collecting data while
users are asleep, later transmitted to cloud via wireless communication.

Sleep tracking devices aid us in practical applications in gaining quality
sleep, thus improving our lives by measuring our heart rates and movements
as described in Sect. 2. However, they can possess severe security and privacy
risks. Since the sleep tracker users can become a victim to malware by down-
loading the insecure third-party apps and thus gives permission to the potential
adversary to access the device remotely, Later, the users operate these sleep

3 The Irish Times. Fitness trackers run into resistance over data security concerns.
Retrieved May 29, 2019, from https://www.irishtimes.com/business/technology/
fitness-trackers-run-into-resistance-over-data-security-concerns-1.3119483.
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trackers knowingly or unknowingly in their private places, i.e., home, consider-
ing their devices are secure enough to be compromised. Mostly IoT sleep-tracking
devices communicate over the public networks. As the data is being transferred
to the cloud, the adversary can intercept over the communication channel by
carrying out various attacks such as Botnet, Denial of Service (DoS) and Man
in the Middle (MITM) attacks. Moreover, there are data breach concerns, as
the adversary can remotely access the data stored in the cloud by compromising
it via malicious software. Once the device/storage is hacked, a hacker can gain
the user’s confidential data about sleeping habits such as sleep talking, snoring
sounds, and sensual activities. Such a data breach can have a severe impact on
the user’s reputation. Besides, a hacker can induce the noise by speaking or pro-
ducing some sounds to disturb the user while asleep, which can consequently
result in inadequate sleep.

Hacker
Bed with PersonthComputer,
Embedded Sleep Smartphones, ....
Processing Box v

S

Cloud Server

S

Malware

Fig.4. An illustration of a sleep-tracking mat as an example of an IoT device in a
medical setting and how an attacker can exploit the several stages of data processing,
i.e., from data acquisition to end-users.

Similarly, there is a risk of data profiling which is defined as “collecting a
person’s behavior and analyzing psychological characteristics to predict or assess
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their ability in a certain sphere or to identify a particular group of people.” This
means the data generated by the sleep tracker devices can be exploited to create
profiles of such device users, which can be afterward used for target advertise-
ments. The reason being that an individual’s data is collected through wirelessly
connected devices means there is a need for advanced measures to ensure the
security and privacy of end-users. Research has shown [1], that because of the het-
erogeneous nature of IoT), it has raised various privacy and security concerns. For
instance, data confidentiality, integrity, availability, user authentication, autho-
rization, and anonymity. Figure 4 depicts the different attack scenarios that can
affect the remote monitoring of sleep.

4 Existing Security and Privacy Solutions

While considering these IoT privacy and security concerns, the researchers and
security experts around the globe from different domains, i.e., academia, indus-
try, and technical backgrounds are attempting to mitigate these flaws in IoT
infrastructure by fulfilling the necessary security and privacy measures as men-
tioned in Sect. 3. Some existing proposed mechanisms that also apply to sleep-
tracker architecture are as follows:

Bruening and Waterman [5] introduced a concept of data tagging to ensure
data privacy while transferring the sensor data over the network. It appends
an additional tag to data transfer to ensure trusted communication, hence can
hide the user’s identity. Similarly, Chatzigiannakis et al. [6] proposed another
approach to preserve user identity, which is known as the zero-knowledge proof
(ZKP). Based on this concept, the sender can show to receive specific properties
of transferred information that can ensure its authenticity without revealing its
identity. Moreover, Henze et al., [11] have examined the clustering technique
known as the k-anonymity model to hide the location of sensor nodes to protect
the sensitive data being transferred over the wireless network (WSN). The idea
behind this is to gather the data from these nodes at different positions without
being easily traced. Furthermore, Google* proposed a solution that is a part of
the Google cloud platform. Scalability is the main feature of this platform, which
allows connecting the devices, collecting the data, and visualizing them.

Besides, IoT solutions, namely IBM Bluemix Platform offered by IBM, is
an IoT-enabled cloud solution. This platform can be used for the development
of cloud-based applications managing data generated by several sensors and
devices, and it supports secure data transfers.

Moreover, Internet Protocol version 6 (IPv6) [8] is the next-generation Inter-
net protocol, which is being deployed as a communication protocol in the IoT
environment. However, because of its nature, it is vulnerable to DoS attacks [17].
Such vulnerability can interrupt the communication between the nodes in a net-
work. To resolve this problem, the Rule-based mechanism [16] and a lightweight,
encrypted scheme known as Secure-DAD [18] have been proposed by Rehman

4 Google Cloud IoT - Fully managed IoT services — Google Cloud. Retrieved May
29, 2019, from https://cloud.google.com /solutions/iot /.
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and Manickam. The former technique can detect any attempt of the DoS attack,
while a later system can prevent it from occurring. Thus, by deploying such
mechanisms, we can ensure a trusted communication between the IoT nodes in
a heterogeneous environment.

Recently, Dwivedi et al. [10] proposed an IoT framework based on a modified
blockchain model. The authors claim that the proposed framework provides a
solution that is based on advanced cryptographic primitives for IoT data appli-
cations and secure transactions. Also, it can provide anonymity of users over the
blockchain-based network.

To complement, in Sect.5, we present an IoT-based case study (i.e., AMI-
ToT platform) to show how these security concerns as aforementioned can be
addressed in a real-life scenario.

5 AMI-IoT Deployed Platform

The Ami-lab has been developing several IoT architectures for the past decade
and following; we described how we addressed the previously discussed secu-
rity issues. We have mainly focused on privacy, data profiling, the man-in-the-
middle-attack, data corruption, which can undermine the end-to-end communi-
cation from the environmental nodes to the database. The AMI-IoT platform as
depicted in Fig. 5 is composed of three main components, which are, end-users
environment, network, and cloud architecture. Based on the work of Mendonga
et al. [2], we assume that the three elements, Sensing Approach (SA), Awareness
& Security (AS) and Responsibility & Actions (RA), are essentials to address
the IoT security concerns.

5.1 Sensing Approach (SA)

The SA element is the entry point of the architecture. It ensures data detection
and its migration from environmental nodes to the database. It also represents
the listening state of other components as well as the architecture. At this point,
making sure of the working state of environmental nodes is crucial. Data gathered
by nodes will be sent through a network path built by the node and its peer. This
element is the foundation of IoT architecture, enabling endpoint sleep trackers
and allowing them to submit information through the entire network, giving
the opportunity to experts to process the data. Sleep tracker such as a smart
mat has been used, transmitting data to a node that will serve as a broker and
publish the information. On the other hand, a unique peer will be subscribing
to that broker getting the data in time through a canal. A gateway will be used
to monitor and redirect the traffic from the peer to the smart mat. Nevertheless,
during the SAP, neglecting the user’s privacy, the authenticity of the information
sent, and the security of the database on which information is stored does not
respect the security standards Raza et al. [15]. It’s from this perspective that we
build the same element.
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Internet (Web)
Network

End-users
environment

Cloud architecture

Sentinel (cloud
architecture)
ii

Fig.5. Ami-IoT Architecture issues addressed (i. Jamming, Flooding, Phishing, Con-
nection Timed out, Battery, Not responsible, Privacy, Data profiling; ii. The sinkhole,
Man-in-the-middle, Hello Flood, Connection persistence, Packet loss, Botnet; iii. Flood-
ing, Dos, Data stealing, Data loss, Data modification, privacy)

5.2 Awareness and Security (AS)

This element intends to make the system aware of abnormalities and breaches,
which can occur and put the needed security to prevent a possible attack. On
this note, a system cannot be protected if we are not aware of the situations and
the risks surrounding it. Based on that, the Ami-lab will be relying on the three
components of the architecture.

End-User Environment. It regroups all the environmental nodes gathering
the data. This component is the favorite spot of attackers due to the negligence
of users and their compliance with the attacks mentioned previously. This com-
ponent is subject to external attacks and faces issues such as privacy, access,
data profiling. To face those challenges, Ami-lab implemented firewalls Raza et
al. [15] in every node deployed on the end-user side. Those firewalls have been
added, preventing external attacks and allowing just one communication at a
time. Regarding privacy, we concluded that even the node should be identified
by their ID and not the users. Thus, yet if the attacker has the identifier, he
won’t be able to know whose information he has access to. Moreover, rules have
also been applied so that the user will have limited access to the node. It will
restrict phishing attacks, which can compromise the system. Also, all incoming
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connections are blocked, accepting just the one responsible for collecting data.
These techniques lead to securing the End-users environment component.

Cloud Architecture. It represents the core of the Ami-lab system. It’s all the
technologies and methods put together to enable a peer for each environmental
node and the storing in the database. Data corruption, data stealing, data loss,
privacy, data modification are various problems undermining this component.
Ami-lab took some countermeasures such as defining a firewall on each server
composing this part, to restrict intrusion. Every rule is set carefully, to block
every incoming traffics and allowing single traffic from the listener to its peer
(environmental node). Every outgoing traffic is controlled. Self-configuration and
optimization being part of our architecture, everything adapts itself to the new
configuration in our cloud. Thus, we are avoiding “data corruption” and any
other kind of intrusion. We are keeping the use of the environmental node iden-
tifier and data compression to address the privacy issue. It comes to another
concern, the bridge.

Internet (Network). Named in IoT architecture, the weak link, due to its
public nature, it can be subject to many attacks mentioned in the previous sec-
tions. It relates the end-users environment to the cloud environment serving as
a bridge. While an attack cannot reach the first component of the architecture,
there is still a chance to intercept the data while it’s been sent. Then, botnet
attacks, man-in-the-middle attacks, which will block the transaction or worst
prevent data from storing in the database. To avoid this weak point, we cre-
ated a secure tunnel known just by our peers. The Internet will serve to, will be
retrieving the certificates and then establishing a secured channel between the
environmental node and the cloud node. Every communication has been made
to guarantee that each environmental node has its peer and can communicate
just with that peer. In case something happened, it won’t affect the whole sys-
tem since we made them independent. To reinforce the security, a high level of
encryption has been used as well as data compression.

5.3 Responsibility and Actions (RA)

This element is the last piece conferring “responsibility” feature to a system and
is based on Angarita and Kelaidonis et al. work [3,13]. Making a system able to
take action, depending on the outcome of a situation is the key role of this part.
Being part of our future work, Ami-lab strives to achieve a self-healing architec-
ture. The concept of “responsibility” should be transmitted to the architecture
enabling its self-management. A responsible environment based on awareness
feature should be able to react in time when a situation occurs. A system should
be able to define the right action to take and complete it in an optimal way.
Indeed, an IoT system, when facing an intrusion issue, should be able to take
action and keeps working. For instance, if there is an attack on the environmen-
tal node, the node should be able to detect and close all the connections, then
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re-enable the peer connection. We achieved “the responsibility” feature on the
environmental nodes. It allows them to take action against intrusion, connectiv-
ity issues, and data transmission issues. Processing information, and creating an
adapted virtual object dynamically to decipher the correct information, is also
part of our future work. This feature grants autonomy to the applications letting
the system creating an environment suited to the end-user. It gives the required
access to the user, based on its knowledge and background. Regarding the lis-
tening peers for data retrieval, our system can take action upon peers’ failure
by replacing them in time. A monitoring system such as Prometheus or Zabbix
will be listening to applications, environmental nodes, cloud nodes, and servers
and networks to transmit the right information, while the nodes themselves will
decide the communication state.

6 Recommendations

Apart from the given possible solutions as described in Sects. 4, and 5 certain
things need to be considered by both parties, i.e., sleep tracker end-users as
well as the healthcare service providers, to ensure a safer approach while lever-
aging the IoT sleep tracker in caregiving. This section outlines some of these
recommendations.

— Application/Firmware Updates: Hackers are always in search of find-
ing the weak links to attack victims, which could be via mobile apps, IoT
sleep trackers. For instance, outdated mobile apps are the most vulnerable
to security threats. Similarly, healthcare system providers rarely provide the
latest firmware updates on existing IoT sleep trackers, which open the doors
for possible side-channel attacks on end-user devices. Therefore, healthcare
service providers should offer the regular updates on mobile apps and ensure
availability of sleep tracker device’s latest firmware to mitigate the zero-day
attacks i.e., latest security threats which are unknown to security systems,
while end-users should update their device apps and keep IoT sleep tracker’s
firmware updated to prevent possible security breaches.

— Software Installation: After ensuring the mobile app and IoT sleep tracker
are updated. End-users should also refrain from downloading any untrusted
third-party software, applications or click on any adware link by doing so,
and they are inviting the malware into their mobile devices. For example,
end-users receive any health promotion ads by clicking on the link or by
downloading a malicious app, IoT sleep tracker users allow the attacker to
gain access, thus can monitor their privacy remotely. After compromising
the mobile user device, an attacker can secretly get the private information
that most of the time, IoT sleep tracker users are unaware of. Therefore,
before downloading any app or clicking such links, IoT sleep tracker users
should confirm their source or authenticity to prevent malware installation
into their mobile devices.
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— Social Engineering: With the massive impact of social media, end-users
share their personal information publicly on social media sites such as Face-
book, Instagram, etc. With such a large user-base, these platforms are seen
by cybercriminals as a new and lucrative platform to spread malware. There-
fore, IoT sleep tracker users should not reveal their personal details with an
unknown person over these sites or the phone’s calls.

— Awareness Program: Moreover, healthcare service providers should con-
duct awareness programs such as online surveys and workshops to keep edu-
cating their IoT sleep tracker customers regularly so that end-users can gain
awareness about the latest hacking tactics, cybercrimes, and their possible
countermeasures.

By applying these suggestions into practice, the possibilities of privacy and secu-
rity threats targeted against the IoT sleep tracker environment can be prevented.
Thus, to enable a safe and secure remote caregiving.

7 Conclusion

With the rapid advancement and deployment of the IoT in the healthcare
domain, these technologies are closely related to people; therefore, privacy and
security are major concerns. To highlight these two critical aspects of IoT, we
reviewed in this paper the progress of the research works related to IoT sleep
trackers and found that these concerns need to be addressed. Moreover, to miti-
gate such threats, some proposed solutions from researchers and security experts
are described. Furthermore, there are certain things that we recommend for both
end-users and service providers to deploy a resilient IoT infrastructure to ensure
a secured sleep tracker.
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Abstract. Mild Cognitive Impairment (MICI) symptoms are one of the main
issues that contribute, in older people, to the difficulty to live independently,
social isolation and loss of autonomy. INFINITy solution provides a set of
services aimed to reinforce and support the daily routines of people with MCI
for both indoor and outdoor scenarios. A co-design session with end-users were
performed in order to better adapt the INFINITy solution to the needs and
characteristics of the target beneficiaries. Results show the feedback received
form end-users regarding different aspects of the solution such as: functionali-
ties, use cases, and interfaces. The results were useful to improve the INFINITy
solution to better address user’s needs and preferences.

Keywords: Co-design - Participatory design + Older users * Functional
independence - Mild cognitive impairment - Dementia

1 Introduction

It is estimated that 75 million of people will live with Dementia in 2030 worldwide and
this number is expected to double every 20 years, to 132 million in 2050. Due to its
widespread high incidence the World Health Organization recommended that
Dementia should be treated and handled as a major public health issue [1] and its
prevention and treatment currently represent one of the major challenges for researches,
health and social services worldwide. Impairments in memory and spatial navigation
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associated with aging and, in some cases, to a cognitive condition such as Mild
Cognitive Impairment (MCI) or Dementia, are one of the main issues that contribute to
the difficulty to live independently, social isolation and a progressive loss of autonomy
[1]. Behavioral changes and spatial disorientation that leads to develop a wandering
behavior and reduce social activities and interactions, are important early indicators of
a potential evolution from normal aging to other more severe cognitive conditions [2].
Different ICT solutions could help to prevent the evolution to these conditions or
maintain as long and possible a condition in which people could live independently and
continue to perform their daily routines, but most of them do not provide the necessary
support and tools while performing outdoor activities [3].

Based on this, the INFINITy project offers a technological solution to cover some
of the needs of people with MCI, with the ambition of safeguarding their independence
and autonomy while performing their daily routines for as long as possible. The main
objective is to have a positive impact on the Quality of Life (QoL) of these people and
their main caregiver, while preserving their functionality and extending their autonomy
in indoor and outdoor activities by using a technological solution.

Currently there are two main directions collecting data from users with cognitive
impairments. Either within the framework of clinical trials which often entails large
cohorts of users but rarely focuses on ICT solutions but rather on the medicinal effects,
or studies involving the effect of ICT solutions to people with cognitive impairments
focused on cognitive impairment as co-morbidity or results because of the primary
health condition. The important of QoL metrics and techniques are of vital importance
for testing quality of living assessment in older people. The primary INFINITy inno-
vation is to estimate the real-life depiction of the potentially positive effect of ICT
solution on cognitive decline in both indoors and outdoors activities of daily living.

The manuscript presents the process followed to design an ICT solution together
with potential end users. Section 2 presents the materials used, the sample, and
methods followed to conduct the co-design sessions with end-users. Section 3 describe
the design of the INFINITy solution showing the use cases defined and the first designs
of the solution (i.e. interfaces and NFC tags formats) used as an initial visual material.
Section 4 presents the key findings from co-design sessions regarding system designs
and defined use cases. Finally, Sect. 5 presents the conclusions.

2 Materials and Methods

The following sub-sections present the materials used and the methods followed to
carry out the co-design sessions with end-users. The findings obtained following this
approach provide useful information that will be used to define and develop the final
INFINITYy solution.

2.1 Materials

The main materials used for the co-design sessions were: (1) the questionnaires used to
collect user’s feedbacks, both standardized and designed for the occasion question-
naires, including questions regarding social and leisure activities, technology use,
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interfaces look and feel, functionalities and use cases; (2) the interface mock-ups of the
INFINITYy solution; and (3) the NFC tags presented in different formats.

Technologies used for the INFINITy solution (e.g. NFC, BLE) were selected based
on their low costs, easiness to use, availability and compatibility with current smart-
phones, and communication capabilities that fulfill the main purpose of the features
provided by INFINITYy.

Specifically, the standardized questionnaires used were: Socioeconomic Subjective
Status (SES) [4], Montreal Cognitive Assessment (MoCa) [5], Lawton & Brody test
[6], and Memory Failures of Everyday (MFE) [7].

Consent must be obtained from all participants including the individuals who act as
their informal caregiver. Participants were provided with the information they need to
make an informed decision. In the occurrence of a change in the informal carer during
the testbed duration, consent must be obtained from the new carer before they can
become involved in the evaluation. A series of Consent Form Sheets were provided in
English to all clinical partners, detailing the list of items to be consented. All partici-
pants completed the consent before the start of the co-design session.

2.2 Sample

The study involved 20 participants from Spain and Poland (10 participants by site)
including people with MCI and their caregivers. Caregivers participated during the co-
design sessions as supporters of the MCI participants as well as providing their opinions
specifically in the definition of features and use cases. Demographic data collected from
MCI participants is the following: age mean of 72.7 (sdv 5.96), 50% of the sample is in
the age range from 71 to 80 years old; 8 females and 2 males; schooling level with a
mean of 8.4 (sdv 4.06) years of schooling; MoCa mean score of 23.9 (sdv 2.13); a
functionality level of 6.8 (sdv 1.03); and SES mean score of 4.7 (sdv 1.159).

2.3 Co-design Sessions Protocol

The co-design sessions aim to design and improve different technical aspects of the
application in terms of interface design and workflow of functionalities. The session
consists of an interview conducted by a project member of testbed site, where the
participant and the caregiver will go through different questions related to interface
design and functions of the proposed solution. The questions were defined in an easy
and understandable way in order to collect the opinions and suggestions from MCI
participants and their caregivers.
Specifically, the objectives of the co-design sessions were:

e Define the format and icons design of NFC tags (using questionnaires and set of
NFC cards and media material)

e Assess first set of use cases and get ideas for new use cases (using questionnaires
and videos of the Smart Cards)

e Get feedback regarding the mock-ups of the interface (using the mock-ups and the
questionnaires)
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Each session had an approximate duration of 90 min. A written informed consent
was provided to the participant and caregiver in order to be part of the co-design
session and to approve video recording of the session to later visualize and analyze the
answers. These recordings will only be viewed by members of the project, and sub-
sequently deleted from the system.

Three main phases of the study were defined: (1) socio-demographic assessment;
(2) psychometric assessment; and (3) qualitative assessment.

Socio-demographic Assessment: In this phase information regarding age, sex, years
schooling, profession, marital status and socioeconomic status (SES questionnaire)
were collected from participants.

Psychometric Assessment: The MoCa questionnaire and the Lawton & Brody test
were used to collect information about cognitive and functional state. Additionally, the
Subjective Cognitive Complaints were measured using the most important items from
the MFE questionnaire. The items used are the following: forgetting where you have
put something; having to go back to check whether you have done something; for-
getting that you were told something yesterday; and getting lost on a place where you
have only been once or twice before.

Qualitative Assessment: A questionnaire designed for the occasion questions related
to social and leisure activities, technology use, interfaces, functionalities and use cases
was provided to participants. The project member guiding the session went through all
the specific questions complementing the information provided in the questionnaire
with additional materials such as screen shots of the interfaces and NFC tags in dif-
ferent formats.

3 INFINITYy Solution Design

The INFINITy solution is aimed to support daily life activities of older people with
MCT in indoor and outdoor environments in order to reinforce their functional abilities
and safeguard their independence and autonomy while performing daily routines. It is
constituted by a smartphone App (on Android) and a set of cards with the contact less
technology Near-Field-Communication (NFC). In addition, a set of Bluetooth Low
Energy (BLE) beacons located around the city are used to activate automatic messages
while walking around.

3.1 Use Cases

3.1.1 Support to Indoor and Outdoor Activities with NFC Cards

Different use cases (UC) with NFC cards were designed in order to support daily life
activities in both, indoors and outdoors scenarios. Table 1 shows the description of
each defined UC. These use cases were pre-defined in order to assess and refine them
during the co-designed session with MCI participants and with their caregivers.
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Table 1. Use cases with NFC cards.

Environment | UC name Description

Indoors Voice mail It allows a bidirectional communication between the user and
their caregiver by sending (recording) and receiving
(listening) voice messages through two paired of NFC cards

Battery It provides the battery status of the smartphone
Pre-fixed It sends a predefined message to the caregiver

message

Date and It provides the current date and time

time

Agenda It allows to create an event on the agenda or consult the

existing ones
Outdoors Go home It guides the user to go home from wherever he is

Go to a POI | It guides the user to go to a specific Point of Interest from
wherever he is

Call a It makes a phone call to a contact

contact

Share a It sends the GPS location of the user to their caregiver
GPS

3.1.2 Automatic Messages to Reinforce Abilities

In addition to the use cases described in the previous section, there is an additional use
case related to the reinforcement of the abilities through the stimulation of the
declarative memory using associative principles to link two pieces of information by
content and context relationships. While the user with MCI is walking around the city,
the city sends them messages to their smartphone with the aim to support their daily life
activities. Messages are in the form of quick games (or quizzes) and healthy or well-
being tips and are launched every time that a user passes nearby a Point of Interest
mapped with GPS or with a BLE beacon.

3.2 Interface First Designs

Based on the previous use cases, the INFINITy App was designed as a launcher
application that enables the different functionalities of the system. It provides a simple
and user-friendly interface, where the caregiver can access to set up the initial con-
figuration of the system and where the user with MCI can access normally their
standard applications installed on the phone.

3.2.1 Main Menu (Launcher) Interface

Different mockups of the main interface were designed to offer a variety of options for
the co-design sessions: two options in portrait mode (A and B), two options in land-
scape mode (C and D), two options with soft colors (A and C), and two options with
vivid colors (B and D). Figure 1 shows the four design options of the main menu
interface.
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Portrait mode Landscape mode
Option A - with list Option B - with grid Option C - with list
100%l 1245 Men principal 100% 1245

Menu principal

u Notificaciones
Opciones
Localizacién

ﬂ Informacién

Notificaciones  Opciones  Localizacién
eco

3
O
DEe

Aviso 0 mensaje de estado relevante

Option D - with grid

@

N

Fig. 1. Four design options for the user interface of the main menu.

Mensaje o aviso relevante

In addition, two themes were designed: one with light background (A) and one with
dark background (B), as presented in Fig. 2.

Option A (Light Theme) Option B (Night/Dark Theme)
Mend principal 1005l 1245 Menu principal
Notificaciones  Opciones  Localizacién Notificaciones  Opciones  Localizacion
® 00 ® 0

ado relevante

Fig. 2. Two design option with different themes.

3.2.2 Automatic Messages Interface

Three mockups defined to provide the messages to reinforce abilities while the user is
walking around the city. The first presents message launched when a user passes nearby
a region (POI) mapped with GPS or BLE in the INFINITy system. This screen informs
the user that he is walking nearby a concrete type of POI and asks whether a quick quiz
can be launched. The second one presents the quiz and provides the user with two
options to answer the question proposed. The third provides the tip/recommendation
related to the POL
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3.2.3 Other Interface Buttons and Functionalities

In addition, other interface components were designed with the aim to discover what
was preferred by the end users according to the font type, status bar, icons and navi-
gation elements. Moreover, a pair of mockups were designed to show the different
contrasts proposed, three with light background colors and black font, and three with
dark background colors and white font.

3.3 NFC Cards Format

During co-design sessions it was also provided a set of options to understand which is
the best format to provide the NFC cards for indoor and outdoor scenarios. Taking into
account the wide offer of formats in which an NFC chip can be embedded and pre-
sented, the following six were selected as the most appropriate for the proposed use
cases: credit card, key chain, pendant, ring, wristband and fridge magnetic.

4 Key Findings from Co-design Sessions

Before analyzing the results obtained regarding the functionalities and interface design
of the solution, it is important to analyze the overall general opinion about technolo-
gies, perceived level of difficulty of smartphones and technology usage.

Regarding technological level of participants, the majority do not use smartphones
(70%). Specific responses of different statements were asked regarding technology use
with a liker scale from 1 to 5 where 1 means completely disagree, 2 disagree, 3 neutral,
4 agree and 5 completely agree. Participants reported that they find smartphones hard to
use (mean 3.30 SD 1.34), feel that new technologies are not for them (mean 3.50 SD
1.65) and they feel overwhelmed with so much technology (mean 3.10 SD 1.85).

Pre-defined use cases were assess by participants in order to give their opinons
about their usefulness. In the case of outdoor use cases, 70% of the participants in
general perceive that all use cases presented are very useful for them. Regarding,
indoor use cases the 90% of the participants think that the voice mail use case is the
most useful for them, followed by send pre-fixed messages, with 70%, and know the
battery level with a 60%. The use cases that MCI participants liked the most were:
phonebook management, use of calendar, know date and time, outdoors guidance,
make calls and send messages.

Specifically, where asked about their opinions regarding the additional use case
related to the reinforcement of the abilities through the stimulation of the declarative
memory. In this respect, 50% of participants find it useful, the other half thinks that in
some cases could represent an additional workload (30%) and could be annoying
(40%).
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Results regarding the interface designs participants likes more option B (portrait
mode with grid) and think it is clean, pretty and that the size of the elements are correct.
In terms of screen look and feel (e.g. colors) they think that option A (portrait mode
with list) colors will not tire their eyesight (70%). Overall, 80% of participants prefer
the list format although they liked more option B with a grid format, they think that
having a list would be most simple to them. In the case of other interface buttons and
functionalities, users prefered the options that make it more intuitive and readable, for
example: icons text in plain instead of italic; navigation bars with buttons and with text;
and a good contrast between background colors and font.

Futhermore, participants were asked to choose their prefered format of NFC tags
for both types of use cases, indoors and outdoors. In general the most voted was the
card format (40%).

5 Conclusions

Co-design sessions were a fruitful experience to start involving end users from the early
stages of the prototype definition, in order to better adapt the product to the target
beneficiaries of the solution.

After the co-design sessions were carried out, we could conclude that a positive
feedback was collected that helped us to understand the user needs and choose their
preferred elements when developing the system. Feedback from end-users will be used
to improve the first designs of the solutions and to identify potential new use cases and
functionalities.
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Abstract. Today, numerous factors are causing a demographic change
in many countries in the world. This change is producing a nearly bal-
anced society share between the young and aging population. The notice-
able increasing aging population is causing different economical, logistical
and societal problems. In fact, aging is associated with chronic diseases
in addition to physical, psychological, cognitive and societal changes.
These changes are considered as indicators of aging peoples’ frailty. It is
therefore important to early detected these changes to prevent isolation,
sedentary lifestyle, and even diseases in order to delay the frailty period.
This paper presents an experiment deployment of an Internet of Thing
solution for the continuous monitoring and detection of elderly people’s
behavior changes. The objective is to help geriatricians detect sedentary
lifestyle and health-related problems at an early stage.

Keywords: Behavior change - Internet of Things - Frailty

1 Introduction

Aging is often related to significant changes in physical activities, mobility, nutri-
tion, social life and cognitive status. These changes considerably affect elderly
people quality of life. According to the World Health Organization (WHO) [1],
the biggest health risk for seniors is the adoption of a sedentary lifestyle that
causes isolation, depression and many other diseases such as cardiovascular dis-
ease, obesity, high blood pressure, etc.

In this paper, we present our experience in deploying an Internet of Things
(IoT) solution for the continuous monitoring and detection of elderly people’s
behavior changes. The objective is to help geriatricians detect sedentary lifestyle
and health related problems at early stage, without the need to perform classi-
cal psycho-geriatric tests that have many limitations like assessment inaccuracies
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and the difficulty for elderly people to recall past events. The work was performed
as part of the European project City4Age based on 6 pilot sites: Athens, Birm-
ingham, Lecce, Madrid, Montpellier and Singapore. In this paper, we will focus
and detail the deployment performed in the pilot site of Montpellier.

2 Literature Review and Related Work

Early detection of ageing people behavior change can improve medical assess-
ments and enable proactive intervention. In fact, aging-related health problems
generate long-term behavior changes, such as possible instabilities, variations,
impairments, declines, increases or improvements [2]. Nowadays, geriatricians
use psycho-geriatric scales and questionnaires to analyze behavior and investi-
gate possible changes [3,4]. These psycho-geriatric approaches are insufficient
to monitor patients on a daily basis [5]. Thus, geriatricians need technological
services to acquire new objective observations that complete their medical obser-
vations. Monitoring technologies can help follow-up elderly people at home and
in city, in order to early detect possible health changes [6].

Contrary to existing technological solutions that target Short-term Health
Change Detection [7], retrospectively investigate possible changes after change
occurrence [8] and use intrusive technologies to capture video sequences, col-
lect daily questionnaire-based information and record physical data using body
sensors [9], our proposed approach analyzes overall behavior over long periods,
in order to detect long-term changes in health status. These long-term changes
require weeks and months to emerge, and are difficult to detect due to normal
continuous variation in human behavior [10]. In addition, it continuously ana-
lyzes monitoring data on a daily basis, in order to early detect possible changes.
This proactive change detection provides opportunity for daily assessment and
subsequent intervention. Finally, it uses unobtrusive monitoring technologies
that are embedded in our real environment or in objects of daily living, do
not interfere with natural behavior of elderly people and do not change their
daily habits.

3 Montpellier Pilot Setup

Montpellier pilot site goal is to quickly and unobtrusively detect possible aging
people’s behavior changes. Detected behavior changes are afterwards analyzed
and confirmed by collaborating geriatricians to provide adequate intervention.
The pilot site is Coordinated by the French National Center for Scientific
Research (CRNS) and is collaborating with local authorities such as Montpel-
lier Metropolis, the ETAPE (health autonomy pole) association and healthcare
professionals from Beausoleil Clinic and Saint Vincent De Paul nursing home.
The proposed solution deployed in the pilot site of Montpellier consists of
a set of sensors deployed in the participants’ homes and in the city as shown
in Fig. 1. For indoor monitoring, the pilot uses motion sensors, contact sensors
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and bed sensors. Outdoor monitoring is based on Smartphones carried by par-
ticipants and beacons deployed in places of interest of participants in the city.
These sensors allow to collect raw data and objective information in real time,
which are processed to detect behavior changes.

Smartphone

) Residential Gateway

Beacons

Cinema Public Transport

Fig. 1. Montpelier pilot site global setup

4 Recruitment and Engagement

Each of the six pilot sites followed a specific ethical approval process, related
to specific countries’ regulation, in order to recruit participants. For Montpel-
lier pilot site, the ethical process consists in sending the specifications of the
deployment to CNRS’s Data Protection Correspondent (Correspondants Infor-
matique et Libertés: CIL). In parallel, an application was also submitted to the
Institutional review board (Comités de Protection des Personnes: CPP).

After obtaining the ethical approval, we started the recruitment process. We
have approached around 40 potential participants with the help of ETAPE asso-
ciation and Saint Vincent De Paul nursing home. In fact, we have presented the
solution in several local events to promote the project and identify interested
people to be included in the study. As shown in Fig. 2, briefing and presentation
sessions were organized in the Montpellier pilot site to better promote exper-
imentation objectives, quickly launch recruitment process and keep recruited
participants involved in the experimentation. These events allowed to have in
depth discussions with interested aging people who accepted to visit a demon-
stration house, see a live demonstration of the system and have their feedback.
The demonstration house highlights the unobtrusiveness of the technological
solution proposed for the potential participants. Interested people also observe
sensor events in real-time and examples of real data over weeks and months
indicating significant changes in health status. Potential participants asked for
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information about employed technological solutions, real benefits of adopting
them at home and possible risks.

A ./
Local Medical Event Local Medical Event
“Pass’Sport Santé Séniors” “France Parkinson”

Fig. 2. Briefing and involvement sessions

19 participants accepted and have been equipped with the City4Age solution.
An initial interview with included participants allowed to collect some indica-
tions on their social and health profiles. Participants have diverse medical and
social profiles such as educational level, dependence level, habits and health sta-
tus. Table 1 presents regular habits and health info of some participants.

Table 1. Examples of Montpelier pilot site participants habits and health status

Patient |Regular habits Health info

98 Wakes up at 8 h. Home aid 4 times per day. Stays Alzheimer
most often at home. Sometimes goes out with Diabetes
daughter or caregiver Vision and audition

problems

101 Wakes up at 7 h30-8 h. Home aid visits 3 times per |Alzheimer
day (morning, midday and evening). Niece and Some falls and
neighbor visits during the day. Sleeps earlier than hospitalizations
before (at 20 h, and before at 22 h)

102 Wakes up at 6 h—7 h. Home aid visits each day in the | Heart problems
morning. Lives alone. Daughter house is nearby. Urinary infection
Monthly visits to and from daughter

5 Technologies and Data Collection

The system proposed in Montpellier pilot site uses indoor and outdoor technolo-
gies to monitor daily living activities of participants. For indoor monitoring, the
pilot is proposing a set of sensors (motion sensors, contact sensors and bed sen-
sors). These sensors operate discreetly and allow to collect raw data and objective
information in real time. The objective is to be able to accurately determine the
“habitual behaviours” of people by collecting data over time. Outdoor monitor-
ing is based on beacons deployed in the participants’ places of interest in the city
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(e.g. bus and metro stations, cinemas, restaurants, etc.) and smartphones with
dedicated mobile application carried by the participants. Thus, it is possible to
collect data on the activities of our participants’ even when they are in outdoor
in the city. Figure 3 showcases some deployed sensors in Montpellier pilot site.

Motion Sensor. Contact Sensor

=

J

1\ /w

Bed Sensor Beacon

Fig. 3. Indoor and outdoor sensors deployment

All indoor and outdoor data are collected in Montpellier pilot site local server
where local treatment for Low Elementary Actions (LEAs) and measures iden-
tification is performed. Low Elementary Actions are basic participants’ actions
which are inferred from received sensors’ events (e.g. Start Moving, Stop Moving,
Change Room, Visit Restaurant, etc.). Measures are quantified data extracted
from LEAs (e.g time in the bedroom/day, number of toilet visits /day, num-
ber of shops visits/week, etc.). Later, these information are transferred to the
City4Age repository and analytic algorithm where further treatments are per-
formed in order to produce visualisations for the geriatrician. The complete
architecture of the City4Age solution and the performed deployment and data
analysis in Montpellier pilot site is presented in Fig. 4.

Mong)ellier Pilot site
leployment

‘\/A -
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W | EA and measure [N CitydAge
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LBE farT
% \ Lo City4Age
= q (A o Dashboard
beacons H Mc:bile ChangeTracker «—(:Fyﬁ§man
H gateway algorithm angeTracker
' senice .J
City 4
Geriatrician

Montpellier Pilot site local
server

Care provider

Fig. 4. Complete architecture of Montpellier pilot site’s deployment
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The deployment of this system in France allowed to collect around two years
of real data. We have collected 310.590 of Low Elementary Actions (LEA) and
49.659 of Measures for 19 participants.

6 Data Interpretation

The goal of the system proposed in Montpellier pilot site is to detect possible
behavior changes that will be analysed and confirmed by collaborating geriatri-
cians to provide adequate intervention. A behavior change tracker service [11]
was developed allowing to detect changes in participants’ behavior using statis-
tical algorithms. Collected data are analyzed by this developed algorithm and
presented to collaborating geriatricians from clinic Beausoleil. Figure5 show-
cases some behavior changes detected by the ChangeTracker service for one of
the participants in the pilot site. In Fig. 5, 3 consecutive decreases on 2017-02-
15, 2017-06-20 and 2017-10-25 are detected for participant 91. Participant and
family doctor confirm mobility impairments and increased risk of dependence in
managing activities of daily living. Professional caregiver helps with medication
taking and household from 2017-05-04.

35
30
25
20
15

’ ?Derected Decrease
;Deleﬂo(l Increase

10 Activity Level
s (Movement/Hour)

Reported mobility problems
0 Dates - \

SO S
'\?"&'»“'»“'\9'»“'\?'\9»“'\.‘»“» AT AN AN AT AR AN AF

Fig. 5. Detected changes in activity level of participant 91 due to mobility impairments

7 Intervention Process

To perform intervention, the pilot site is providing a framework with visualiza-
tions about participants activities and statistics about their daily routines and
habits. The ChangeTracker service is integrated in this framework allowing to
automatically detect possible changes that can be confirmed by the caregivers
and the geriatrician. The caregivers and geriatricians can navigate the data pro-
vided by these visualizations and decide on the type and form of intervention
when needed. As an example, after detecting a decrease in outdoor and indoor
activities for participant 96, nursing home stuff decided to initiate home assis-
tance.
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8 Validation

8.1 Detection Process Validation

The ChangeTracker service has being validated with the help of our stakehold-
ers. Detected changes are being correlated with medical observation and health
records to validate the used algorithms and their performances.

The ChangeTracker service sends change notifications. Change notifications
provide opportunity to confirm that detected changes are really permanent
and investigate possible correlations with geriatric observations. Regular review
meetings with elderly people, family members and family doctors allow to accu-
rately investigate possible causes of detected changes. Review meetings inves-
tigate mutli-dimensional correlations of detected changes, such as identifying
parallel decreases in activity level and time out home related to mobility impair-
ments, and consecutive increases in sleep interruptions and toilet entries after
treatment change. Figure 6 shows some results of changes detected by Change-
Tracker service and their correlation with medical observations and participant
feedback.

Participant Feedbacks
Two Decreases in Sleep Impairments in August and October

One Increase in Global Activity Level in November

Feedback

« Participant was very tired and sick in October due to urinary infection

« Participant was positively impressed, because detected positive changes confirm her
health status improvement in November

Fig. 6. Detected behavior changes by ChangeTracker and corresponding participant
feedback

8.2 Results and Performance

In total, we have detected 340 changes for all participants with an average of 0.97
change per month. Participants show diverse changes in monitoring period that
are associate with diverse medical reasons, such as physical problems (45.59% of
detected changes), health improvements (36.76%), nutritional problems (8.82%),
personal changes (7.35%) and social problems (1.47%).
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9 Conclusion

Montpellier pilot site was a proof of concept of our IoT proposed solution for the
early identification of behavior changes. In total, 340 changes have been detected
for all participants. These changes have been validated and classified with the
help of local geriatrician and by correlation with Medical Observations. This
solution could be of great value for the geriatricians. In fact, the technological
observations provided by the proposed solution enrich their medical observation
for better assessments of frailty and MCI. The solution is also valuable for nursing
homes. In fact, nursing homes need to maintain independent living at home and
identify elderly people at risk who really require entry to nursing home.
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Abstract. Smart home refers to the independency and comfort that are ensured
by remote monitoring and assistive services. Assisting an elderly person requires
identifying and accurately predicting his/her normal and abnormal behaviors.
Abnormal behaviors observed during the completion of activities of daily living
are a good indicator that the person is more likely to have health and behavioral
problems that need intervention and assistance. In this paper, we propose a
method, based on long short-term memory recurrent neural networks (LSTM),
to automatically predicting an elderly person’s abnormal behaviors. Our method
allows to model the temporal information expressed in the long sequences
collected over time. Our study aims to evaluate the performance of LSTM on
identifying and predicting elderly persons abnormal behaviors in smart homes.
We experimentally demonstrated, through extensive experiments using a data-
set, the suitability and performance of the proposed method in predicting
abnormal behaviors with high accuracy. We also demonstrated the superiority of
the proposed method compared to the existing state-of-the-art methods.

Keywords: Smart home + ADL - LSTM - Anomaly detection

1 Introduction

Internet of Things (IoT), which is an emerging domain, promises to create a world
where all the objects around us are connected to the Internet and communicate with
each other with minimum human intervention. The crucial goal is to create a better
world for human beings, where objects around us are context awareness, that can
respond to questions: what we want, what we need and where we are. Smart homes
represent one of the main application domains of IoT that received particular attention
from researchers [1].

The smart homes become a safe and secure environment for dependent people.
They offer the ability (1) to track residents’ activities without interfering in their daily
life, and (2) to track residents’ behaviors and to monitor their health by using sensors
embedded in their living spaces [2]. The data collected from smart homes needs to be
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deeply analyzed and investigated, in order to extract useful information about residents’
daily routines, and more specifically (specific) activities of daily living.

Activity recognition [3], as a core feature of smart home, consists of classifying
data recorded by the different integrated environmental and/or wearable sensors, into
well-defined and known movements. However, dependent persons are usually exposed
to different types of problems causing them mostly to perform activities of daily living
in a wrong way. Therefore, detecting abnormal behaviors is of great importance for
dependent people in order to ensure that activities are performed correctly without
errors [4]. This will also ensure their safety and well-being.

Detecting an anomaly in the activities of daily living (ADL) of a person is usually
performed by detecting nonconformities from their usual ADL patterns. This has been
conducted in various works using classical machine learning algorithms [5, 6]. Tele-
health care requires systems with high accuracy, less computational time and less user
intervention because data are becoming larger and more complex [7]. However, deep
learning architectures provide a way to automatically extract useful and meaningful
spatial and temporal features of a raw data without the need for data labeling which is
time consuming, complex and error prone. This makes deep learning models easily
generalizable to different contexts. LSTM is a powerful deep learning model for
sequence prediction and anomaly detection in sequential data [8]. LSTM models are
able to extract temporal features with long time relationships. This property is of great
importance in smart homes in order to understand person’s behaviors, they change over
time, and particularly any deviations from normal execution of activities of daily living.

In this paper, we propose an LSTM model to identify and predict elderly people’s
abnormal behaviors. The rationale of using LSTM model in our work is threefold: (1) it
is capable of handling multivariate sequential time-series data, (2) it can identify and
accurately predict abnormal behavior in time-series data [9, 10], and (3) it can auto-
matically extract features from massive time-series data, which makes it possible to be
easily generalizable to other types of data. Therefore, the contributions of our paper can
be summarized as follows:

1. Proposing an LSTM model for automatic prediction of abnormal behaviors in smart
homes.

2. Managing the problem of imbalanced data by oversampling minority