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CONTENTS CONTENTS
Preface

There are several popular meanings of the term “reverse engineering”: 1) The reverse engineering of software: researching
compiled programs; 2) The scanning of 3D structures and the subsequent digital manipulation required order to duplicate
them; 3) recreating DBMS? structure. This book is about the first meaning.

Topics discussed in-depth

x86/x64, ARM/ARM64, MIPS, Java/IVM.

Topics touched upon
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mini-FAQ

Q: Why should one learn assembly language these days?

A: Unless you are an 0S'® developer, you probably don’t need to code in assembly—modern compilers are much better at
performing optimizations than humans *°. Also, modern CPU?%s are very complex devices and assembly knowledge doesn’t
really help one to understand their internals. That being said, there are at least two areas where a good understanding of
assembly can be helpful: First and foremost, security/malware research. It is also a good way to gain a better understanding
of your compiled code whilst debugging. This book is therefore intended for those who want to understand assembly
language rather than to code in it, which is why there are many examples of compiler output contained within.

Q: I clicked on a hyperlink inside a PDF-document, how do | go back?

A: In Adobe Acrobat Reader click Alt+LeftArrow.

Q: Your book is huge! Is there anything shorter?

A: There is shortened, lite version found here: http://beginners.re/#lite.

Q: I'm not sure if | should try to learn reverse engineering or not.
A: Perhaps, the average time to become familiar with the contents of the shortened LITE-version is 1-2 month(s).

17twitter.com/TanelPoder/status/524668104065159169
18Qperating System

19A very good text about this topic: [Fog13b]

20Central processing unit
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Everything is comprehended in comparison

Author unknown

When the author of this book first started learning C and, later, C++, he used to write small pieces of code, compile them, and
then look at the assembly language output. This made it very easy for him to understand what was going on in the code that
he had written. 22. He did it so many times that the relationship between the C/C++ code and what the compiler produced
was imprinted deeply in his mind. It's easy to imagine instantly a rough outline of C code’s appearance and function. Perhaps
this technique could be helpful for others.

Sometimes ancient compilers are used here, in order to get the shortest (or simplest) possible code snippet.

Exercises

When the author of this book studied assembly language, he also often compiled small C-functions and then rewrote them
gradually to assembly, trying to make their code as short as possible. This probably is not worth doing in real-world
scenarios today, because it’s hard to compete with modern compilers in terms of efficiency. It is, however, a very good way
to gain a better understanding of assembly.

Feel free, therefore, to take any assembly code from this book and try to make it shorter. However, don’t forget to test what
you have written.

Optimization levels and debug information

Source code can be compiled by different compilers with various optimization levels. A typical compiler has about three such
levels, where level zero means disable optimization. Optimization can also be targeted towards code size or code speed.

A non-optimizing compiler is faster and produces more understandable (albeit verbose) code, whereas an optimizing compiler
is slower and tries to produce code that runs faster (but is not necessarily more compact).

In addition to optimization levels and direction, a compiler can include in the resulting file some debug information, thus
producing code for easy debugging.

One of the important features of the ‘"debug’ code is that it might contain links between each line of the source code and the
respective machine code addresses.  Optimizing compilers, on the other hand, tend to produce output where entire lines
of source code can be optimized away and thus not even be present in the resulting machine code.

Reverse engineers can encounter either version, simply because some developers turn on the compiler’s optimization flags
and others do not. Because of this, we'll try to work on examples of both debug and release versions of the code featured in
this book, where possible.

22| fact, he still does it when he can’t understand what a particular bit of code does.
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Chapter 1

A short introduction to the CPU

The CPU is the device that executes the machine code a program consists of.
A short glossary:

Instruction : A primitive CPU command. The simplest examples include: moving data between registers, working with
memory, primitive arithmetic operations . As a rule, each CPU has its own instruction set architecture (ISA).

Machine code : Code that the CPU directly processes. Each instruction is usually encoded by several bytes.

Assembly language : Mnemonic code and some extensions like macros that are intended to make a programmer’s life
easier.

CPU register : Each CPU has a fixed set of general purpose registers (GPR). ~ 8 in x86, » 16 in x86-64, ~ 16 in ARM. The
easiest way to understand a register is to think of it as an untyped temporary variable . Imagine if you were working
with a high-level PL! and could only use eight 32-bit (or 64-bit) variables . Yet a lot can be done using just these!

One might wonder why there needs to be a difference between machine code and a PL. The answer lies in the fact that
humans and CPUs are not alike— . It is much easier for humans to use a high-level PL like C/C++, Java, Python, etc., but it is
easier for a CPU to use a much lower level of abstraction . Perhaps it would be possible to invent a CPU that can execute
high-level PL code, but it would be many times more complex than the CPUs we know of today . In a similar fashion, it
is very inconvenient for humans to write in assembly language, due to it being so low-level and difficult to write in without
making a huge number of annoying mistakes.  The program that converts the high-level PL code into assembly is called a
compiler.

1.1 A couple of words about different ISAs

The x86 ISA has always been one with variable-length opcodes, so when the 64-bit era came, the x64 extensions did not
impact the ISA very significantly. In fact, the x86 ISA still contains a lot of instructions that first appeared in 16-bit 8086
CPU, yet are still found in the CPUs of today.

ARM is a RISC? CPU designed with constant-length opcode in mind, which had some advantages in the past.  In the very
beginning, all ARM instructions were encoded in 4 bytes®. This is now referred to as ‘ARM mode”.

Then they thought it wasn’t as frugal as they first imagined. In fact, most used CPU instructions* in real world applications
can be encoded using less information. They therefore added another ISA, called Thumb, where each instruction was
encoded in just 2 bytes. This is now referred as “Thumb mode”. However, not all ARM instructions can be encoded in just 2
bytes, so the Thumb instruction set is somewhat limited. It is worth noting that code compiled for ARM mode and Thumb
mode may of course coexist within one single program.

The ARM creators thought Thumb could be extended, giving rise to Thumb-2, which appeared in ARMv7.  Thumb-2 still uses
2-byte instructions, but has some new instructions which have the size of 4 bytes.  There is a common misconception that
Thumb-2 is a mix of ARM and Thumb. This is incorrect. Rather, Thumb-2 was extended to fully support all processor features
so it could compete with ARM mode—a goal that was clearly achieved, as the majority of applications for iPod/iPhone/iPad
are compiled for the Thumb-2 instruction set (admittedly, largely due to the fact that Xcode does this by default). Later
the 64-bit ARM came out. This ISA has 4-byte opcodes, and lacked the need of any additional Thumb mode. However,

LProgramming language

ZReduced instruction set computing

3By the way, fixed-length instructions are handy because one can calculate the next (or previous) instruction address without effort. This feature will be
discussed in the switch() operator ( 13.2.2 on page 164) section.

4These are MOV/PUSH/CALL/Jcc
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the 64-bit requirements affected the ISA, resulting in us now having three ARM instruction sets: ARM mode, Thumb mode
(including Thumb-2) and ARM64. These ISAs intersect partially, but it can be said that they are different ISAs, rather than
variations of the same one.  Therefore, we would try to add fragments of code in all three ARM ISAs in this book.

There are, by the way, many other RISC ISAs with fixed length 32-bit opcodes, such as MIPS, PowerPC and Alpha AXP.
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Chapter 2

The simplest Function

The simplest possible function is arguably one that simply returns a constant value:

Here it is:

Listing 2.1: C/C++ Code

int f()
{

return 123;
}

Lets compile it!

2.1 x86

Here’s what both the optimizing GCC and MSVC compilers produce on the x86 platform:

Listing 2.2: Optimizing GCC/MSVC (assembly output)

mov eax, 123
ret

There are just two instructions: the first places the value 123 into the EAX register, which is used by convention for storing
the return value and the second one is RET, which returns execution to the caller. The caller will take the result from the

EAX register.

2.2 ARM

There are a few differences on the ARM platform:

Listing 2.3: Optimizing Keil 6/2013 (ARM mode) ASM OQutput

f PROC
MOV ro,#0x7b ; 123
BX 1r
ENDP

ARM uses the register RO for returning the results of functions, so 123 is copied into RO.

The return address is not saved on the local stack in the ARM ISA, but rather in the link register, so the BX LR instruction

causes execution to jump to that address—effectively returning execution to the caller.

It is worth noting that MOV is a misleading name for the instruction in both x86 and ARM ISAs.  The data is not in fact

moved, but copied.
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2.3 MIPS

There are two naming conventions used in the world of MIPS when naming registers: by number (from $0 to $31) or by
pseudoname ($V0, $A0, etc). The GCC assembly output below lists registers by number:

Listing 2.4: Optimizing GCC 4.4.5 (assembly output)

j $31
1i $2,123 # 0x7b

..while IDA! does it—by their pseudonames:

Listing 2.5: Optimizing GCC 4.4.5 (IDA)

jr $ra
1i $v0, O0x7B

The $2 (or $VO0) register is used to store the function’s return value. LI stands for “Load Immediate” and is the MIPS equivalent
to MOV.

The other instruction is the jump instruction (J or JR) which returns the execution flow to the caller, jumping to the address
in the $31 (or $RA) register. This is the register analogous to LR? in ARM.

You might be wondering why positions of the the load instruction (LI) and the jump instruction (J or JR) are swapped. This is
due to a RISC feature called “branch delay slot”.  The reason this happens is a quirk in the architecture of some RISC ISAs
and isn’t important for our purposes - we just need to remember that in MIPS, the instruction following a jump or branch
instruction is executed before the jump/brunch instruction itself. As a consequence, branch instructions always swap places
with the instruction which must be executed beforehand.

2.3.1 A note about MIPS instruction/register names

Register and instruction names in the world of MIPS are traditionally written in lowercase. However, for the sake of consis-
tency, we'll stick to using uppercase letters, as it is the convention followed by all other ISAs featured this book.

LInteractive Disassembler and debugger developed by Hex-Rays
2Link Register
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Chapter 3

Hello, world!

Let’s use the famous example from the book “The C programming Language”[Ker88]:

#include <stdio.h>

int main()

{
printf("hello, world\n");
return 0;

3.1 x86

3.1.1 MSVC

Let’s compile it in MSVC 2010:

cl 1.cpp /Fal.asm

(/Fa option instructs the compiler to generate assembly listing file)

Listing 3.1: MSVC 2010

CONST SEGMENT

$SG3830 DB 'hello, world', OAH, OOH
CONST  ENDS

PUBLIC _main

EXTRN _printf:PROC

; Function compile flags: /0dtp

_TEXT SEGMENT

_main PROC
push ebp
mov ebp, esp
push OFFSET $SG3830
call _printf
add esp, 4
xor eax, eax
pop ebp
ret 0

_main ENDP

_TEXT  ENDS

MSVC produces assembly listings in Intel-syntax. The difference between Intel-syntax and AT &T-syntax will be discussed
in 3.1.3 on page 9.

The compiler generated the file, 1.0bj, which is to be linked into 1.exe. In our case, the file contains two segments:
CONST (for data constants) and _TEXT (for code).

The string hello, world in C/C++ has type const char[] [Strl3, p176,7.3.2], but it does not have its own name. The
compiler needs to deal with the string somehow so it defines the internal name $SG3830 for it.

That is why the example may be rewritten as follows:
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#include <stdio.h>
const char $SG3830[]="hello, world\n";

int main()

{
printf($SG3830);
return 0;

}

Let’s go back to the assembly listing. As we can see, the string is terminated by a zero byte, which is standard for C/C++
strings. More about C strings: 57.1.1 on page 664.

In the code segment, _TEXT, there is only one function so far: main(). The function main() starts with prologue code
and ends with epilogue code (like almost any function)®.

After the function prologue we see the call to the printf () function: CALL _printf. Before the call the string address
(or a pointer to it) containing our greeting is placed on the stack with the help of the PUSH instruction.

When the printf () function returns the control to the main() function, the string address (or a pointer to it) is still on
the stack. Since we do not need it anymore, the stack pointer (the ESP register) needs to be corrected.

ADD ESP, 4 means add 4 to the ESP register value. Why 4? Since this is a 32-bit program, we need exactly 4 bytes for
address passing through the stack. If it was x64 code we would need 8 bytes. ADD ESP, 4 is effectively equivalent to POP
register but without using any register?.

For the same purpose, some compilers (like the Intel C++ Compiler) may emit POP ECX instead of ADD (e.g., such a pattern
can be observed in the Oracle RDBMS code as it is compiled with the Intel C++ compiler). This instruction has almost the
same effect but the ECX register contents will be overwritten. The Intel C++ compiler probably uses POP ECX since this
instruction’s opcode is shorter than ADD ESP, x (1 byte for POP against 3 for ADD).

Here is an example of using POP instead of ADD from Oracle RDBMS:
Listing 3.2: Oracle RDBMS 10.2 Linux (app.o file)

.text:0800029A push ebx
.text:0800029B call gksfroChild
.text:080002A0 pop ecx

After calling printf(), the original C/C++ code contains the statement return 0 —return O as the result of the main()
function. In the generated code this is implemented by the instruction XOR EAX, EAX. XOR is in fact just “eXclusive OR”®
but the compilers often use it instead of MOV EAX, 0— again because it is a slightly shorter opcode (2 bytes for XOR against
5 for MOV).

Some compilers emit SUB EAX, EAX, which means SUBtract the value in the EAX from the value in EAX, which, in any case,
results in zero.

The last instruction RET returns the control to the caller. Usually, this is C/C++ CRT* code, which, in turn, returns control to
the OS.

3.1.2 GCC

Now let’s try to compile the same C/C++ code in the GCC 4.4.1 compiler in Linux: gcc 1.c -0 1 Next, with the assistance
of the IDA disassembler, let’s see how the main() function was created. IDA, like MSVC, uses Intel-syntax’.

Listing 3.3: code in IDA

main proc near
var_10 = dword ptr -10h
push ebp
mov ebp, esp
and esp, OFFFFFFFOh
sub esp, 10h
mov eax, offset aHelloWorld ; "hello, world\n"

LYou can read more about it in the section about function prologues and epilogues ( 4 on page 23).

2cpu flags, however, are modified

3wikipedia

4C runtime Llibrary : 68.1 on page 701

>We could also have GCC produce assembly listings in Intel-syntax by applying the options -S -masm=intel.
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mov [esp+10h+var_10], eax
call _printf
mov eax, O
leave
retn
main endp

The result is almost the same. The address of the hello, world string (stored in the data segment) is loaded in the EAX
register first and then it is saved onto the stack. In addition, the function prologue contains AND ESP, OFFFFFFFOh —this
instruction aligns the ESP register value on a 16-byte boundary. This results in all values in the stack being aligned the
same way (The CPU performs better if the values it is dealing with are located in memory at addresses aligned on a 4-byte
or 16-byte boundary)®.

SUB ESP, 10h allocates 16 bytes on the stack. Although, as we can see hereafter, only 4 are necessary here.
This is because the size of the allocated stack is also aligned on a 16-byte boundary.

The string address (or a pointer to the string) is then stored directly onto the stack without using the PUSH instruction.
var_10 —is a local variable and is also an argument for printf (). Read about it below.

Then the printf() function is called.
Unlike MSVC, when GCC is compiling without optimization turned on, it emits MOV EAX, O instead of a shorter opcode.

The last instruction, LEAVE —is the equivalent of the MOV ESP, EBP and POP EBP instruction pair —in other words, this
instruction sets the stack pointer (ESP) back and restores the EBP register to its initial state. This is necessary since we
modified these register values (ESP and EBP) at the beginning of the function (by executing MOV EBP, ESP/AND ESP,
)

3.1.3 GCC: AT&T syntax

Let’s see how this can be represented in assembly language AT&T syntax. This syntax is much more popular in the UNIX-
world.

Listing 3.4: let’s compile in GCC 4.7.3

gcc -S 1_1.c

We get this:
Listing 3.5: GCC 4.7.3

.file "1_1.c"

.section .rodata
.LCO:
.string "hello, world\n"
.text
.globl main
.type main, @function
main:
.LFBO:
.cfi_startproc
pushl  %ebp
.cfi_def_cfa_offset 8
.cfi_offset 5, -8
mov1l %esp, %ebp
.cfi_def_cfa_register 5
andl $-16, %esp
subl $16, %esp
movl $.LCO, (%esp)
call printf
movl $0, %eax
leave
.cfi_restore 5
.cfi_def_cfa 4, 4
ret
.cfi_endproc
.LFEO:

.Size main, .-main
.ident "GCC: (Ubuntu/Linaro 4.7.3-1ubuntul) 4.7.3"

éWikipedia: Data structure alignment
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.section .note.GNU-stack,"",@progbits

The listing contains many macros (beginning with dot). These are not interesting for us at the moment. For now, for the sake
of simplification, we can ignore them (except the .string macro which encodes a null-terminated character sequence just like
a C-string). Then we'll see this’:

Listing 3.6: GCC 4.7.3

.LCO:
.string "hello, world\n"
main:
pushl  %ebp
mov1 %esp, %ebp
andl $-16, %esp
subl $16, %esp
movl $.LCO, (%esp)
call printf
movl $0, %eax
leave
ret

Some of the major differences between Intel and AT&T syntax are:
» Source and destination operands are written in opposite order.
In Intel-syntax: <instruction> <destination operand> <source operand>.
In AT&T syntax: <instruction> <source operand> <destination operand>.

Here is an easy way to memorise the difference: when you deal with Intel-syntax, you can imagine that there is an

equality sign (=) between operands and when you deal with AT&T-syntax imagine there is a right arrow (=) &.

» AT&T: Before register names, a percent sign must be written (%) and before numbers a dollar sign ($). Parentheses
are used instead of brackets.

o AT&T: A suffix is added to instructions to define the operand size:
q — quad (64 bits)

L — long (32 bits)

w — word (16 bits)

b — byte (8 bits)

Let’s go back to the compiled result: it is identical to what we saw in IDA. With one subtle difference: OFFFFFFFOh is
presented as $-16. It is the same thing: 16 in the decimal system is 0x10 in hexadecimal. -0x10 is equal to OXFFFFFFFO
(for a 32-bit data type).

One more thing: the return value is to be set to 0 by using the usual MOV, not XOR. MOV just loads a value to a register. lts
name is a misnomer (data is not moved but rather copied). In other architectures, this instruction is named “LOAD” or “STORE”
or something similar.

3.2 x86-64

3.2.1 MSVC-—x86-64

Let’s also try 64-bit MSVC:
Listing 3.7: MSVC 2012 x64

$SG2989 DB 'hello, world', OAH, OOH
main PROC
sub rsp, 40
lea rcx, OFFSET FLAT:$SG2989
call printf
xor eax, eax
add rsp, 40

"This GCC option can be used to eliminate “unnecessary” macros: -fno-asynchronous-unwind-tables
8 By the way, in some C standard functions (e.g., memcpy(), strcpy() the arguments are listed in the same way as in Intel-syntax: first the pointer to the
destination memory block, and then the pointer to the source memory block.

10
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ret 0
main ENDP

In x86-64, all registers were extended to 64-bit and now their names have an R- prefix. In order to use the stack less often
(in other words, to access external memory/cache less often), there exists a popular way to pass function arguments via
registers (fastcall: 64.3 on page 682). l.e., a part of the function arguments is passed in registers, the rest—via the stack. In
Win64, 4 function arguments are passed in the RCX, RDX, R8, R9 registers. That is what we see here: a pointer to the string
for printf () is now passed not in the stack, but in the RCX register.

The pointers are 64-bit now, so they are passed in the 64-bit registers (which have the R- prefix). However, for backward
compatibility, it is still possible to access the 32-bit parts, using the E- prefix.

This is how the RAX/EAX/AX/AL register looks like in x86-64:

7th ®vte numben T 6th | 5th [ 4th | 3rd | 2nd [ 1st | Oth
RAxx64
\ EAX

AX
AH AL

The main( ) function returns an int-typed value, which is, in C/C++, for better backward compatibility and portability, still
32-bit, so that is why the EAX register is cleared at the function end (i.e., the 32-bit part of the register) instead of RAX.

There are also 40 bytes allocated in the local stack. This is called the “shadow space”, about which we are going to talk
later: 8.2.1 on page 93.

3.2.2 GCC—x86-64

Let’s also try GCC in 64-bit Linux:
Listing 3.8: GCC 4.4.6 x64

.string "hello, world\n"

main:
sub rsp, 8
mov edi, OFFSET FLAT:.LCO ; "hello, world\n"
Xor eax, eax ; number of vector registers passed
call printf
xor eax, eax
add rsp, 8
ret

A method to pass function arguments in registers is also used in Linux, *BSD and Mac OS X [Mit13]. The first 6 arguments
are passed in the RDI, RSI, RDX, RCX, R8, R9 registers, and the rest—via the stack.

So the pointer to the string is passed in EDI (the 32-bit part of the register). But why not use the 64-bit part, RDI?

It is important to keep in mind that all MOV instructions in 64-bit mode that write something into the lower 32-bit register
part also clear the higher 32-bits[Int13]. l.e., the MOV EAX, 011223344h writes a value into RAX correctly, since the
higher bits will be cleared.

If we open the compiled object file (.0), we can also see all the instructions’ opcodes’:

Listing 3.9: GCC 4.4.6 x64

.text:00000000004004D0 main proc near

.text:00000000004004D0 48 83 EC 08 sub rsp, 8

.text:00000000004004D4 BF E8 05 40 00 mov edi, offset format ; "hello, world\n"
.text:00000000004004D9 31 CO Xxor eax, eax

.text:00000000004004DB E8 D8 FE FF FF call _printf

.text:00000000004004E0 31 CO Xxor eax, eax

.text:00000000004004E2 48 83 C4 08 add rsp, 8

.text:00000000004004E6 C3 retn

.text:00000000004004E6 main endp

As we can see, the instruction that writes into EDI at 0x4004D4 occupies 5 bytes. The same instruction writing a 64-bit
value into RDI occupies 7 bytes. Apparently, GCC is trying to save some space. Besides, it can be sure that the data segment
containing the string will not be allocated at the addresses higher than 4GiB.

We also see that the EAX register was cleared before the printf () function call. This is done because the number of used
vector registers is passed in EAX in *NIX systems on x86-64 ([Mit13]).

9This must be enabled in Options — Disassembly — Number of opcode bytes

11




CHAPTER 3. HELLO, WORLD! CHAPTER 3. HELLO, WORLD!

3.3 GCC—one more thing

The fact that an anonymous C-string has const type ( 3.1.1 on page 7), and that C-strings allocated in constants segment are
guaranteed to be immutable, has an interesting consequence: the compiler may use a specific part of the string.

Let’s try this example:

#include <stdio.h>

int f1()
{
printf ("world\n");
}
int f2()
{
printf ("hello world\n");
}
int main()
{
f10);
f20);
}

Common C/C++-compilers (including MSVC) allocate two strings, but let’s see what GCC 4.8.1 does:
Listing 3.10: GCC 4.8.1 + IDA listing

f1 proc near
s = dword ptr -1Ch
sub esp, 1Ch
mov [esp+1Ch+s], offset s ; "world\n"
call _puts
add esp, 1Ch
retn
f1 endp
f2 proc near
s = dword ptr -1Ch
sub esp, 1Ch
mov [esp+1Ch+s], offset aHello ; "hello "
call _puts
add esp, 1Ch
retn
f2 endp
aHello db 'hello '
s db 'world',Oxa,0

Indeed: when we print the “hello world” string, these two words are positioned in memory adjacently and puts() called
from f2() function is not aware that this string is divided. In fact, it’s not divided; it’s divided only “virtually”, in this listing.

When puts() is called from f1(), it uses the “world” string plus a zero byte. puts() is not aware that there is something
before this string!

This clever trick is often used by at least GCC and can save some memory.

3.4 ARM

For my experiments with ARM processors, several compilers were used:
» Popular in the embedded area: Keil Release 6/2013.
« Apple Xcode 4.6.3 IDE (with the LLVM-GCC 4.2 compiler??).

10yt is indeed so: Apple Xcode 4.6.3 uses open-source GCC as front-end compiler and LLVM code generator

12
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e GCC 4.9 (Linaro) (for ARM64), available as win32-executables at http://go.yurichev.com/17325.

32-bit ARM code is used (including Thumb and Thumb-2 modes) in all cases in this book, if not mentioned otherwise. When
we talk about 64-bit ARM here, we call it ARM64.

3.4.1 Non-optimizing Keil 6/2013 (ARM mode)

Let’s start by compiling our example in Keil:

armcc.exe --arm --c90 -00 1.c

The armcc compiler produces assembly listings in Intel-syntax but it has high-level ARM-processor related macros'?, but it
is more important for us to see the instructions “as is” so let’s see the compiled result in IDA.

Listing 3.11: Non-optimizing Keil 6/2013 (ARM mode) IDA

.text:00000000 main

.text:00000000 10 40 2D E9 STMFD SP!, {R4,LR}

.text:00000004 1E OE 8F E2 ADR RO, aHelloWorld ; "hello, world"
.text:00000008 15 19 00 EB BL _ 2printf

.text:0000000C 00 00 AO E3 MoV RO, #0

.text:00000010 10 80 BD E8 LDMFD  SP!, {R4,PC}

.text:000001EC 68 65 6C 6C+aHelloWorld DCB "hello, world",0 ; DATA XREF: main+4

In the example, we can easily see each instruction has a size of 4 bytes. Indeed, we compiled our code for ARM mode, not
for Thumb.

The very first instruction, STMFD SP!, {R4,LR}'? works as an x86 PUSH instruction, writing the values of two registers
(R4 and LR) into the stack. Indeed, in the output listing from the armcc compiler, for the sake of simplification, actually
shows the PUSH {r4, 1r} instruction. But that is not quite precise. The PUSH instruction is only available in Thumb mode.
So, to make things less confusing, we're doing this in IDA.

This instruction first decrements the SP'* so it points to the place in the stack that is free for new entries, then it saves the
values of the R4 and LR registers at the address stored in the modified SP.

This instruction (like the PUSH instruction in Thumb mode) is able to save several register values at once which can be very
useful. By the way, this has no equivalent in x86. It can also be noted that the STMFD instruction is a generalization of the
PUSH instruction (extending its features), since it can work with any register, not just with SP. In other words, STMFD may
be used for storing a set of registers at the specified memory address.

The ADR RO, aHelloWorld instruction adds or subtracts the value in the PC'® register to the offset where the hello,
wor1d string is located. How is the PC register used here, one might ask? This is called “position-independent code”. 1©
Such code can be be executed at a non-fixed address in memory. In other words, this is PC-relative addressing. The ADR
instruction takes into account the difference between the address of this instruction and the address where the string is
located. This difference (offset) is always to be the same, no matter at what address our code is loaded by the OS. That’s
why all we need is to add the address of the current instruction (from PC) in order to get the absolute memory address of
our C-string.

BL _2print1:17 instruction calls the printf () function. Here’s how this instruction works:
» store the address following the BL instruction (OxC) into the LR;
« then pass the control to printf () by writing its address into the PC register.

When printf() finishes its execution it must have information about where it needs to return the control to. That’s why
each function passes control to the address stored in the LR register.

That is a difference between “pure” RISC-processors like ARM and CISC'8-processors like x86, where the return address is
usually stored on the stack®®.

By the way, an absolute 32-bit address or offset cannot be encoded in the 32-bit BL instruction because it only has space for
24 bits. As we may remember, all ARM-mode instructions have a size of 4 bytes (32 bits). Hence, they can only be located

e g. ARM mode lacks PUSH/POP instructions

125TMFD®3

4stack pointer. SP/ESP/RSP in x86/x64. SP in ARM.
15program Counter. IP/EIP/RIP in x86/64. PC in ARM.
16Read more about it in relevant section ( 67.1 on page 696)
17Branch with Link

18Complex instruction set computing

19Read more about this in next section ( 5 on page 24)
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on 4-byte boundary addresses. This implies that the last 2 bits of the instruction address (which are always zero bits) may
be omitted. In summary, we have 26 bits for offset encoding. This is enough to encode current_PC + ~ 32M.

Next, the MOV RO, #0%° instruction just writes O into the RO register. That’s because our C-function returns 0 and the return
value is to be placed in the RO register.

The last instruction LDMFD SP!, R4,PC?!is an inverse instruction of STMFD. It loads values from the stack (or any other
memory place) in order to save them into R4 and PC, and increments the stack pointer SP. It works like POP here.

N.B. The very first instruction STMFD saved the R4 and LR registers pair on the stack, but R4 and PC are restored during the
LDMFD execution.

As we already know, the address of the place where each function must return control to is usually saved in the LR register.
The very first instruction saves its value in the stack because the same register will be used by our main() function when
calling printf (). In the function’s end, this value can be written directly to the PC register, thus passing control to where
our function was called.

Since main() is usually the primary function in C/C++, the control will be returned to the OS loader or to a point in a CRT,
or something like that.

All that allows omitting the BX LR instruction at the end of the function.

DCB is an assembly language directive defining an array of bytes or ASCII strings, akin to the DB directive in the x86-assembly
language.

3.4.2 Non-optimizing Keil 6/2013 (Thumb mode)

Let's compile the same example using Keil in Thumb mode:

armcc.exe --thumb --c90 -00 1.c

We are getting (in IDA):
Listing 3.12: Non-optimizing Keil 6/2013 (Thumb mode) + IDA

.text:00000000 main

.text:00000000 10 B5 PUSH {R4,LR}

.text:00000002 CO A0 ADR RO, aHelloWorld ; "hello, world"
.text:00000004 06 FO 2E F9 BL _ 2printf

.text:00000008 00 20 MOVS RO, #0

.text:0000000A 10 BD POP {R4,PC}

.text:00000304 68 65 6C 6C+aHelloWorld DCB "hello, world",0 : DATA XREF: main+2

We can easily spot the 2-byte (16-bit) opcodes. This is, as was already noted, Thumb. The BL instruction, however, consists
of two 16-bit instructions. This is because it is impossible to load an offset for the printf() function while using the
small space in one 16-bit opcode. Therefore, the first 16-bit instruction loads the higher 10 bits of the offset and the second
instruction loads the lower 11 bits of the offset. As was noted, all instructions in Thumb mode have a size of 2 bytes (or 16
bits). This implies it is impossible for a Thumb-instruction to be at an odd address whatsoever. Given the above, the last
address bit may be omitted while encoding instructions. In summary, the BL Thumb-instruction can encode an address in
current_ PC + ~ 2M.

As for the other instructions in the function: PUSH and POP work here just like the described STMFD/LDMFD only the SP
register is not mentioned explicitly here. ADR works just like in the previous example. MOVS writes O into the RO register in
order to return zero.

3.4.3 Optimizing Xcode 4.6.3 (LLVM) (ARM mode)

Xcode 4.6.3 without optimization turned on produces a lot of redundant code so we’'ll study optimized output, where the
instruction count is as small as possible, setting the compiler switch -03.

Listing 3.13: Optimizing Xcode 4.6.3 (LLVM) (ARM mode)

__text:000028C4 _hello_world
_ text:000028C4 80 40 2D E9 STMFD SP!, {R7,LR}
_ text:000028C8 86 06 01 E3 MOV RO, #0x1686
__text:000028CC 0D 70 A0 E1 MOV R7, SP
__text:000028D0 00 00 40 E3 MOVT RO, #0
20MOVe
21 DMFD?
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__text:000028D4 00 00 8F EO  ADD RO, PC, RO
__text:000028D8 C3 05 00 EB  BL _puts
__text:000028DC 00 00 AO E3 MOV RO, #0
__text:000028E0 80 80 BD E8 LDMFD SP!, {R7,PC}

__cstring:00003F62 48 65 6C 6C+aHelloWorld_0 DCB "Hello world!",0

The instructions STMFD and LDMFD are already familiar to us.

The MOV instruction just writes the number 0x1686 into the RO register. This is the offset pointing to the “Hello world!”
string.

The R7 register (as it is standardized in [App10]) is a frame pointer. More on that below.

The MOVT RO, #0 (MOVe Top) instruction writes 0 into higher 16 bits of the register. The issue here is that the generic
MOV instruction in ARM mode may write only the lower 16 bits of the register. Remember, all instruction opcodes in ARM
mode are limited in size to 32 bits. Of course, this limitation is not related to moving data between registers. That's why
an additional instruction MOVT exists for writing into the higher bits (from 16 to 31 inclusive). Its usage here, however, is
redundant because the MOV RO, #0x1686 instruction above cleared the higher part of the register. This is probably a
shortcoming of the compiler.

The ADD RO, PC, RO instruction adds the value in the PC to the value in the RO, to calculate the absolute address of the
“Hello world!” string. As we already know, it is “position-independent code” so this correction is essential here.

The BL instruction calls the puts () function instead of printf().

GCC replaced the first printf() call with puts(). Indeed: printf() with a sole argument is almost analogous to
puts(). Almost, because the two functions are producing the same result only in case the string does not contain printf
format identifiers starting with %. In case it does, the effect of these two functions would be different?3.

Why did the compiler replace the printf () with puts()? Probably because puts() is faster’*. Because it just passes
characters to stdout without comparing every one of them with the % symbol.

Next, we see the familiar MOV RO, #Oinstruction intended to set the RO register to 0.

3.4.4 Optimizing Xcode 4.6.3 (LLVM) (Thumb-2 mode)

By default Xcode 4.6.3 generates code for Thumb-2 in this manner:

Listing 3.14: Optimizing Xcode 4.6.3 (LLVM) (Thumb-2 mode)

__text:00002B6C _hello_world

__ text:00002B6C 80 B5 PUSH {R7,LR}
__text:00002B6E 41 F2 D8 30 MOVW RO, #0x13D8
_ text:00002B72 6F 46 MoV R7, SP

__ text:00002B74 CO F2 00 00 MOVT.W RO, #0

_ _text:00002B78 78 44 ADD RO, PC
__text:00002B7A 01 FO 38 EA BLX _puts

_ text:00002B7E 00 20 MOVS RO, #0
__text:00002B80 80 BD POP {R7,PC}

__cstring:00003E70 48 65 6C 6C 6F 20+aHelloWorld DCB "Hello world!",0xA,0

The BL and BLX instructions in Thumb mode, as we recall, are encoded as a pair of 16-bit instructions. In Thumb-2 these
surrogate opcodes are extended in such a way so that new instructions may be encoded here as 32-bit instructions. That is
obvious considering that the opcodes of the Thumb-2 instructions always begin with OxFx or OXEx. But in the IDA listing
the opcode bytes are swapped because for ARM processor the instructions are encoded as follows: last byte comes first and
after that comes the first one (for Thumb and Thumb-2 modes) or for instructions in ARM mode the fourth byte comes first,
then the third, then the second and finally the first (due to different endianness).

So that is how bytes are located in IDA listings:
o for ARM and ARM64 modes: 4-3-2-1;
e for Thumb mode: 2-1;
« for 16-bit instructions pair in Thumb-2 mode: 2-1-4-3.

231t has also to be noted the puts () does not require a \n’ new line symbol at the end of a string, so we do not see it here.
Z4ciselant.de/projects/gcc_printf/gcc_printf.html
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So as we can see, the MOVW, MOVT .W and BLX instructions begin with OxFx.

One of the Thumb-2 instructions is MOVW RO, #0x13D8 -—it stores a 16-bit value into the lower part of the RO register,
clearing the higher bits.

Also, MOVT.W RO, #0 works just like MOVT from the previous example only it works in Thumb-2.

Among the other differences, the BLX instruction is used in this case instead of the BL. The difference is that, besides saving
the RA%° in the LR register and passing control to the puts () function, the processor is also switching from Thumb/Thumb-2
mode to ARM mode (or back). This instruction is placed here since the instruction to which control is passed looks like (it is
encoded in ARM mode):

__symbolstub1:00003FEC _puts ; CODE XREF: _hello_world+E
__symbolstub1:00003FEC 44 FO 9F E5 LDR PC, =_ _imp__puts

This is essentially a jump to the place where the address of puts() is written in the imports’ section.
So, the observant reader may ask: why not call puts () right at the point in the code where it is needed?
Because it is not very space-efficient.

Almost any program uses external dynamic libraries (like DLL in Windows, .so in *NIX or .dylib in Mac OS X). The dynamic
libraries contain frequently used library functions, including the standard C-function puts().

In an executable binary file (Windows PE .exe, ELF or Mach-0) an import section is present. This is a list of symbols (functions
or global variables) imported from external modules along with the names of the modules themselves.

The OS loader loads all modules it needs and, while enumerating import symbols in the primary module, determines the
correct addresses of each symbol.

In our case, _imp__puts is a 32-bit variable used by the OS loader to store the correct address of the function in an external
library. Then the LDR instruction just reads the 32-bit value from this variable and writes it into the PC register, passing
control to it.

So, in order to reduce the time the OS loader needs for completing this procedure, it is good idea to write the address of each
symbol only once, to a dedicated place.

Besides, as we have already figured out, it is impossible to load a 32-bit value into a register while using only one instruction
without a memory access. Therefore, the optimal solution is to allocate a separate function working in ARM mode with
the sole goal of passing control to the dynamic library and then to jump to this short one-instruction function (the so-called
thunk function) from the Thumb-code.

By the way, in the previous example (compiled for ARM mode) the control is passed by the BL to the same thunk function.
The processor mode, however, is not being switched (hence the absence of an “X” in the instruction mnemonic).

More about thunk-functions

Thunk-functions are hard to understand, apparently, because of a misnomer.

The simplest way to understand it as adaptors or convertors of one type of jack to another. For example, an adaptor allowing
the insertion of a British power plug into an American wall socket, or vice-versa.

Thunk functions are also sometimes called wrappers.

Here are a couple more descriptions of these functions:

“A piece of coding which provides an address:”, according to P. Z. Ingerman, who invented thunks in 1961
as a way of binding actual parameters to their formal definitions in Algol-60 procedure calls. If a procedure is
called with an expression in the place of a formal parameter, the compiler generates a thunk which computes
the expression and leaves the address of the result in some standard location.

Microsoft and IBM have both defined, in their Intel-based systems, a “16-bit environment” (with bletcher-
ous segment registers and 64K address limits) and a “32-bit environment” (with flat addressing and semi-real
memory management). The two environments can both be running on the same computer and OS (thanks
to what is called, in the Microsoft world, WOW which stands for Windows On Windows). MS and IBM have
both decided that the process of getting from 16- to 32-bit and vice versa is called a “thunk”; for Windows
95, there is even a tool, THUNK.EXE, called a “thunk compiler”.

(The Jargon File)

25Return Address
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3.4.5 ARM64

GCC

Let’s compile the example using GCC 4.8.1 in ARM64:

Listing 3.15: Non-optimizing GCC 4.8.1 + objdump

0000000000400590 <main>:

400590: a9 f7bfd stp x29, x30, [sp,#-16]!

400594 : 910003fd mov x29, sp

400598: 90000000 adrp x0, 400000 <_init-0x3b8>

40059c: 91192000 add x0, x0, #0x648

4005a0: 97ffffal bl 400420 <puts@plt>

4005a4: 52800000 mov w0, #0x0 // #0
4005a8: a8c17bfd ldp x29, x30, [sp],#16

4005ac: d65f03c0 ret

Contents of section .rodata:
400640 01000200 00000000 48656c6c 6f210a00 ........ Hello!..

There are no Thumb and Thumb-2 modes in ARM64, only ARM, so there are 32-bit instructions only. The Register count is
doubled: B.4.1 on page 968. 64-bit registers have X- prefixes, while its 32-bit parts—W-.

The STP instruction (Store Pair) saves two registers in the stack simultaneously: X29 in X30. Of course, this instruction is
able to save this pair at an arbitrary place in memory, but the SP register is specified here, so the pair is saved in the stack.
ARM64 registers are 64-bit ones, each has a size of 8 bytes, so one needs 16 bytes for saving two registers.

The exclamation mark after the operand means that 16 is to be subtracted from SP first, and only then are values from
register pair to be written into the stack. This is also called pre-index. About the difference between post-index and pre-index
read here: 28.2 on page 457.

Hence, in terms of the more familiar x86, the first instruction is just an analogue to a pair of PUSH X29 and PUSH X30. X29
is used as FP2® in ARM64, and X30 as LR, so that’s why they are saved in the function prologue and restored in the function
epilogue.

The second instruction copies SP in X29 (or FP). This is done to set up the function stack frame.

ADRP and ADD instructions are used to fill the address of the string “Hello!” into the X0 register, because the first function
argument is passed in this register. There are no instructions, whatsoever, in ARM that can store a large number into a register
(because the instruction length is limited to 4 bytes, read more about it here: 28.3.1 on page 458). So several instructions

must be utilised. The first instruction (ADRP) writes the address of the 4KiB page, where the string is located, into X0, and
the second one (ADD) just adds the remainder to the address. More about that in: 28.4 on page 459.

0x400000 + 0x648 = 0x400648, and we see our “Hello!” C-string in the . rodata data segment at this address.
puts() is called afterwards using the BL instruction. This was already discussed: 3.4.3 on page 15.
MOV writes O into WO. WO is the lower 32 bits of the 64-bit X0 register:

High 32-bit part | low 32-bit part
X0
\ WO

The function result is returned via X0 and main() returns 0, so that’s how the return result is prepared. But why use the
32-bit part? Because the int data type in ARM64, just like in x86-64, is still 32-bit, for better compatibility. So if a function
returns a 32-bit int, only the lower 32 bits of X0 register have to be filled.

In order to verify this, let’s change this example slightly and recompile it. Now main() returns a 64-bit value:

Listing 3.16: main() returning a value of uint64_t type

#include <stdio.h>
#include <stdint.h>

uint64_t main()

{
printf ("Hello!\n");
return 0;

26Frame Pointer
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The result is the same, but that’s how MOV at that line looks Llike now:

Listing 3.17: Non-optimizing GCC 4.8.1 + objdump

4005a4: d2800000 mov x0, #0x0 // #0

LDP (Load Pair) then restores the X29 and X30 registers. There is no exclamation mark after the instruction: this implies
that the value is first loaded from the stack, and only then is SP increased by 16. This is called post-index.

A new instruction appeared in ARM64: RET. It works just as BX LR, only a special hint bit is added, informing the CPU that
this is a return from a function, not just another jump instruction, so it can execute it more optimally.

Due to the simplicity of the function, optimizing GCC generates the very same code.

3.5 MIPS

3.5.1 A word about the “global pointer”

One important MIPS concept is the ‘global pointer”. As we may already know, each MIPS instruction has a size of 32 bits, so
it's impossible to embed a 32-bit address into one instruction: a pair has to be used for this (like GCC did in our example for
the text string address loading).

It's possible, however, to load data from the address in the range of register — 32768...register + 32767 using one single
instruction (because 16 bits of signed offset could be encoded in a single instruction). So we can allocate some register
for this purpose and also allocate a 64KiB area of most used data. This allocated register is called a “global pointer” and
it points to the middle of the 64KiB area. This area usually contains global variables and addresses of imported functions
like printf (), because the GCC developers decided that getting the address of some function must be as fast as a single
instruction execution instead of two. In an ELF file this 64KiB area is located partly in sections .sbss (‘small BSS?’”) for
uninitialized data and .sdata (“small data”) for initialized data.

This implies that the programmer may choose what data he/she wants to be accessed fast and place it into .sdata/.sbss.

Some old-school programmers may recall the MS-DOS memory model 94 on page 901 or the MS-DOS memory managers
like XMS/EMS where all memory was divided in 64KiB blocks.

This concept is not unique to MIPS. At least PowerPC uses this technique as well.
3.5.2 Optimizing GCC

Lets consider the following example, which illustrates the “global pointer” concept.

Listing 3.18: Optimizing GCC 4.4.5 (assembly output)

$LCO:
; \000 is zero byte in octal base:
.ascii "Hello, world!\012\000"

main:
; function prologue.
; set the GP:

lui $28,%hi(__gnu_local_gp)

addiu  $sp,$sp,-32

addiu $28,%$28,%lo(__gnu_local_gp)
; save the RA to the local stack:

sw $31,28($sp)
; load the address of the puts() function from the GP to $25:
1w $25,%call16(puts)($28)
; load the address of the text string to $4 ($%$a0):
lui $4,%hi($LCO)
; jump to puts(), saving the return address in the link register:
jalr $25

addiu $4,%4 ,%1o($LCO) ; branch delay slot
; restore the RA:

1w $31,28($sp)
; copy O from $zero to $vO:

move $2,3%0
; return by jumping to the RA:

j $31

27Block Started by Symbol

18




25
26

=
OwVwooONOTUVT A WNE

WRNNNNNNNNNNRRRRRR R B
OWVWOONOOURAWNREROWOONO U A WNPE

CHAPTER 3. HELLO, WORLD! CHAPTER 3. HELLO, WORLD!
; function epilogue:
addiu  $sp,$sp,32 ; branch delay slot

As we see, the $GP register is set in the function prologue to point to the middle of this area. The RA register is also saved
in the local stack. puts() is also used here instead of printf (). The address of the puts() function is loaded into
$25 using LW the instruction (“Load Word”).  Then the address of the text string is loaded to $4 using LUI (“Load Upper
Immediate”) and ADDIU (‘Add Immediate Unsigned Word”) instruction pair. LUI sets the high 16 bits of the register (hence
“upper” word in instruction name) and ADDIU adds the lower 16 bits of the address. ADDIU follows JALR (remember branch
delay slots?). The register $4 is also called $A0, which is used for passing the first function argument??.

JALR (“Jump and Link Register”) jumps to the address stored in the $25 register (address of puts()) while saving the address
of the next instruction (LW) in RA. This is very similar to ARM. Oh, and one important thing is that the address saved in RA
is not the address of the next instruction (because it’s in a delay slot and is executed before the jump instruction), but the
address of the instruction after the next one (after the delay slot). Hence, PC + 8 is written to RA during the execution of
JALR, in our case, this is the address of the LW instruction next to ADDIU.

LW (“Load Word”) at line 20 restores RA from the local stack (this instruction is actually part of the function epilogue).

MOVE at line 22 copies the value from the $0 ($ZERO) register to $2 ($V0). MIPS has a constant register, which always holds
zero. Apparently, the MIPS developers came up with the idea that zero is in fact the busiest constant in the computer
programming, so let’s just use the $0 register every time zero is needed. Another interesting fact is that MIPS lacks an
instruction that transfers data between registers. In fact, MOVE DST, SRCis ADD DST, SRC, $ZERO (DST = SRC +0),
which does the same. Apparently, the MIPS developers wanted to have a compact opcode table. This does not mean an
actual addition happens at each MOVE instruction. Most likely, the CPU optimizes these pseudoinstructions and the ALU%°
is never used.

J at line 24 jumps to the address in RA, which is effectively performing a return from the function. ADDIU after J is in fact
executed before J (remember branch delay slots?) and is part of the function epilogue.

Here is also a listing generated by IDA. Each register here has its own pseudoname:

Listing 3.19: Optimizing GCC 4.4.5 (IDA)

.text:00000000 main:
.text:00000000

.text:00000000 var_10 = -0x10

.text:00000000 var_4 = -4

.text:00000000

; function prologue.

; set the GP:

.text:00000000 lui $gp, (__gnu_local_gp >> 16)
.text:00000004 addiu  $sp, -0x20

.text:00000008 la $gp, (__gnu_local_gp & OxFFFF)
; save the RA to the local stack:

.text:0000000C sw $ra, 0x20+var_4($sp)

; save the GP to the local stack:
; for some reason, this instruction is missing in the GCC assembly output:

.text:00000010 sw $gp, 0x20+var_10($sp)

; load the address of the puts() function from the GP to $t9:
.text:00000014 1w $t9, (puts & OXFFFF)($gp)

; form the address of the text string in $a0:

.text:00000018 lui $a0, ($LCO >> 16) # "Hello, world!"
; jump to puts(), saving the return address in the link register:
.text:0000001C jalr $t9

.text:00000020 la $a0, ($LCO & OxFFFF) # "Hello, world!"
; restore the RA:

.text:00000024 1w $ra, 0x20+var_4($sp)

; copy 0 from $zero to $vO:

.text:00000028 move $v0, $zero

; return by jumping to the RA:

.text:0000002C jr $ra

; function epilogue:

.text:00000030 addiu $sp, 0x20

The instruction at line 15 saves the GP value into the local stack, and this instruction is missing mysteriously from the GCC
output listing, maybe by a GCC error®®. The GP value has to be saved indeed, because each function can use its own 64KiB
data window.

28The MIPS registers table is available in appendix C.1 on page 970
29 Arithmetic logic unit
30 Apparently, functions generating listings are not so critical to GCC users, so some unfixed errors may still exist.
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The register containing the puts() address is called $T9, because registers prefixed with T- are called “temporaries” and
their contents may not be preserved.

3.5.3 Non-optimizing GCC

Non-optimizing GCC is more verbose.

Listing 3.20: Non-optimizing GCC 4.4.5 (assembly output)

=
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$LCO:

.ascii "Hello, world!\012\000"
main:

; function prologue.

; save the RA ($31) and FP in the stack:
addiu  $sp,$sp,-32
Sw $31,28($sp)

Sw $fp,24($sp)

; set the FP (stack frame pointer):
move $fp,$sp

; set the GP:
lui $28,%hi(__gnu_local_gp)
addiu $28,%$28,%lo(__gnu_local_gp)

; load the address of the text string:
lui $2,%hi($LCO)
addiu $4,%$2,%1lo($LCO)

; load the address of puts() using the GP:
1w $2,%call16(puts)($28)
nop

; call puts():
move $25,%2
jalr $25
nop ; branch delay slot

: restore the GP from the local stack:
1w $28,16($fp)

; set register $2 ($V0) to zero:
move $2,%0

; function epilogue.

; restore the SP:
move $sp,$fp

; restore the RA:

1w $31,28($sp)
: restore the FP:
1w $fp,24($sp)

addiu $sp,$sp,32
; jump to the RA:
] $31
nop ; branch delay slot

We see here that register FP is used as a pointer to the stack frame. We also see 3 NOP>!s. The second and third of which
follow the branch instructions.

Perhaps, the GCC compiler always adds NOPs (because of branch delay slots) after branch instructions and then, if optimization
is turned on, maybe eliminates them. So in this case they are left here.

Here is also IDA listing:
Listing 3.21: Non-optimizing GCC 4.4.5 (IDA)

O WVWOoONOUT DA WNE

=

.text:00000000 main:
.text:00000000

.text:00000000 var_10 = -0x10

.text:00000000 var_8 = -8

.text:00000000 var_4 = -4

.text:00000000

; function prologue.

; save the RA and FP in the stack:

.text:00000000 addiu $sp, -0x20
.text:00000004 Sw $ra, 0x20+var_4($sp)

31No OPeration
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.text:00000008 sw $fp, 0x20+var_8($sp)

; set the FP (stack frame pointer):

.text:0000000C move $fp, $sp

; set the GP:

.text:00000010 1a $gp, __gnu_local_gp

.text:00000018 sw $gp, 0x20+var_10($sp)

; load the address of the text string:

.text:0000001C lui $v0, (aHelloWorld >> 16) # "Hello, world!"
.text:00000020 addiu $a0, $v0, (aHelloWorld & OxFFFF) # "Hello, world!"
; load the address of puts() using the GP:

.text:00000024 1w $v0, (puts & OXFFFF)(%gp)

.text:00000028 or $at, $zero ; NOP

; call puts():

.text:0000002C move $t9, $vO

.text:00000030 jalr $t9

.text:00000034 or $at, $zero ; NOP

; restore the GP from local stack:

.text:00000038 1w $gp, O0x20+var_10($fp)

; set register $2 ($V0) to zero:

.text:0000003C move $v0, $zero

; function epilogue.
; restore the SP:

.text:00000040 move $sp, $fp

; restore the RA:

.text:00000044 1w $ra, 0x20+var_4($sp)
; restore the FP:

.text:00000048 1w $fp, 0x20+var_8($sp)
.text:0000004C addiu $sp, 0x20

; jump to the RA:

.text:00000050 jr $ra

.text:00000054 or $at, $zero ; NOP

Interestingly, IDA recognized the LUI/ADDIU instructions pair and coalesced them into one LA (“Load Address”) pseudoin-
struction at line 15. We may also see that this pseudoinstruction has a size of 8 bytes! This is a pseudoinstruction (or
macro) because it's not a real MIPS instruction, but rather a handy name for an instruction pair.

Another thing is that IDA doesn’t recognize NOP instructions, so here they are at lines 22, 26 and 41. It is OR $AT, $ZERO.
Essentially, this instruction applies the OR operation to the contents of the $AT register with zero, which is, of course, an idle
instruction. MIPS, like many other ISAs, doesn’t have a separate NOP instruction.

3.5.4 Role of the stack frame in this example
The address of the text string is passed in the register. Why setup a local stack anyway? The reason for this lies in the
fact that the values of registers RA and GP have to be saved somewhere (because printf() is called), and the local stack

is used for this purpose. If this was a leaf function, it would have been possible to get rid of the function prologue and
epilogue, for example: 2.3 on page 6.

3.5.5 Optimizing GCC: load it into GDB

Listing 3.22: sample GDB session

root@debian-mips:~# gcc hw.c -03 -o hw

root@debian-mips:~# gdb hw

GNU gdb (GDB) 7.0.1-debian

Copyright (C) 2009 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law. Type "show copying"
and "show warranty" for details.

This GDB was configured as "mips-linux-gnu".

For bug reporting instructions, please see:
<http://www.gnu.org/software/gdb/bugs/>. ..

Reading symbols from /root/hw...(no debugging symbols found)...done.

(gdb) b main

Breakpoint 1 at 0x400654

(gdb) run

Starting program: /root/hw
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Breakpoint 1, 0x00400654 in main ()

(gdb) set step-mode on

(gdb) disas

Dump of assembler code for function main:

0x00400640 <main+0>: lui gp,0x42
0x00400644 <main+4>: addiu sp,sp,-32
0x00400648 <main+8>: addiu gp,gp,-30624
0x0040064c <main+12>: sw ra,28(sp)
0x00400650 <main+16>: sw gp,16(sp)
0x00400654 <main+20>: 1w t9,-32716(gp)
0x00400658 <main+24>: lui a0,0x40

0x0040065¢c <main+28>: jalr t9
0x00400660 <main+32>: addiu a0,a0,2080

0x00400664 <main+36>: 1w ra,28(sp)
0x00400668 <main+40>: move v0, zero
0x0040066¢C <main+44>: jr ra

0x00400670 <main+48>: addiu sp,sp,32
End of assembler dump.

(gdb) s

0x00400658 in main ()

(gdb) s

0x0040065c in main ()

(gdb) s

0x2ab2de60 in printf () from /lib/libc.so0.6
(gdb) x/s $a0

0x400820: "hello, world"

(gdb)

3.6 Conclusion

The main difference between x86/ARM and x64/ARM64 code is that the pointer to the string is now 64-bits in length. Indeed,
modern CPUs are now 64-bit due to both the reduced cost of memory and the greater demand for it by modern applications.
We can add much more memory to our computers than 32-bit pointers are able to address. As such, all pointers are now
64-bit.

3.7 Exercises

3.7.1 Exercise #1

main:
push OxFFFFFFFF
call MessageBeep
Xor eax,eax
retn

What does this win32-function do?

Answer: G.1.1 on page 977.

3.7.2 Exercise #2

main:
pushqg  %rbp
movq %rsp, %rbp
mov1l $2, %edi
call sleep
popq  %rbp
ret

What does this Linux-function do? AT&T assembly language syntax is used here.

Answer: G.1.1 on page 977.
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Chapter 4

Function prologue and epilogue

A function prologue is a sequence of instructions at the start of a function. It often looks something like the following code
fragment:

push ebp
mov ebp, esp
sub esp, X

What these instruction do: save the value in the EBP register, set the value of the EBP register to the value of the ESP and
then allocate space on the stack for local variables.

The value in the EBP stays the same over the period of the function execution and is to be used for local variables and
arguments access. For the same purpose one can use ESP, but since it changes over time this approach is not too convenient.

The function epilogue frees the allocated space in the stack, returns the value in the EBP register back to its initial state and
returns the control flow to the callee:

mov esp, ebp
pop ebp
ret 0

Function prologues and epilogues are usually detected in disassemblers for function delimitation.

4.1 Recursion

Epilogues and prologues can negatively affect the recursion performance.

More about recursion in this book: 36.3 on page 483.
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Chapter 5

Stack

The stack is one of the most fundamental data structures in computer science?.

Technically, it is just a block of memory in process memory along with the ESP or RSP register in x86 or x64, or the SP
register in ARM, as a pointer within that block.

The most frequently used stack access instructions are PUSH and POP (in both x86 and ARM Thumb-mode). PUSH subtracts
from ESP/RSP/SP 4 in 32-bit mode (or 8 in 64-bit mode) and then writes the contents of its sole operand to the memory
address pointed by ESP/RSP/SP.

POP is the reverse operation: retrieve the data from the memory location that SP points to, load it into the instruction
operand (often a register) and then add 4 (or 8) to the stack pointer.

After stack allocation, the stack pointer points at the bottom of the stack. =~ PUSH decreases the stack pointer and POP
increases it. The bottom of the stack is actually at the beginning of the memory allocated for the stack block. It seems
strange, but that’s the way it is.

ARM supports both descending and ascending stacks.

For example the STMFD/LDMFD, STMED?/LDMED? instructions are intended to deal with a descending stack (grows down-
wards, starting with a high address and progressing to a lower one). The STMFA*/LDMFA°, STMEA®/LDMEA’ instructions
are intended to deal with an ascending stack (grows upwards, starting from a low address and progressing to a higher one).

5.1 Why does the stack grow backwards?

Intuitively, we might think that the stack grows upwards, i.e. towards higher addresses, like any other data structure.

The reason that the stack grows backward is probably historical. When the computers were big and occupied a whole room,
it was easy to divide memory into two parts, one for the heap and one for the stack. Of course, it was unknown how big the
heap and the stack would be during program execution, so this solution was the simplest possible.

Start of heap Start of stack

Heap — «— Stack

In [RT74] we can read:

The user-core part of an image is divided into three logical segments. The program text segment begins
at location O in the virtual address space. During execution, this segment is write-protected and a single
copy of it is shared among all processes executing the same program. At the first 8K byte boundary above
the program text segment in the virtual address space begins a nonshared, writable data segment, the size

Lwikipedia.org/wiki/Call_stack

ZStore Multiple Empty Descending (ARM instruction)
3Load Multiple Empty Descending (ARM instruction)
“Store Multiple Full Ascending (ARM instruction)
>Load Multiple Full Ascending (ARM instruction)
6Store Multiple Empty Ascending (ARM instruction)
7Load Multiple Empty Ascending (ARM instruction)
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of which may be extended by a system call. Starting at the highest address in the virtual address space is a
stack segment, which automatically grows downward as the hardware’s stack pointer fluctuates.

This reminds us how some students write two lecture notes using only one notebook: notes for the first lecture are written
as usual, and notes for the second one are written from the end of notebook, by flipping it. Notes may meet each other
somewhere in between, in case of lack of free space.

5.2 What is the stack used for?

5.2.1 Save the function’s return address
x86

When calling another function with a CALL instruction, the address of the point exactly after the CALL instruction is saved
to the stack and then an unconditional jump to the address in the CALL operand is executed.

The CALL instruction is equivalent to a PUSH address_after_call / JMP operand instruction pair.
RET fetches a value from the stack and jumps to it —that is equivalent to a POP tmp / JMP tmp instruction pair.

Overflowing the stack is straightforward. Just run eternal recursion:

void f()
{

(),
+

MSVC 2008 reports the problem:

c:\tmp6>cl ss.cpp /Fass.asm
Microsoft (R) 32-bit C/C++ Optimizing Compiler Version 15.00.21022.08 for 80x86
Copyright (C) Microsoft Corporation. All rights reserved.

Ss.cpp
c:\tmp6\ss.cpp(4) : warning C4717: 'f' : recursive on all control paths, function will cause v

& runtime stack overflow

...but generates the right code anyway:

?f@@YAXXZ PROC ;T
; File c:\tmp6\ss.cpp
; Line 2

push ebp

mov ebp, esp
; Line 3

call ?f@@YAXXZ o f
; Line 4

pop ebp

ret 0
?f@@YAXXZ ENDP ; f

... Also if we turn on the compiler optimization (/0x option) the optimized code will not overflow the stack and will work
correctly® instead:

?T@@YAXXZ PROC ; f
; File c:\tmp6\ss.cpp
; Line 2
$LL3@f:
; Line 3
jmp SHORT $LL3@f
?Tf@@YAXXZ ENDP ; f

GCC 4.4.1 generates similar code in both cases without, however, issuing any warning about the problem.

8irony here
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ARM

ARM programs also use the stack for saving return addresses, but differently. As mentioned in “Hello, world!” (3.4 on page 12),
the RA is saved to the LR (link register). If one needs, however, to call another function and use the LR register one more
time, its value has to be saved. Usually it is saved in the function prologue. Often, we see instructions like PUSH R4-R7,LR
along with this instruction in epilogue POP R4-R7,PC —thus register values to be used in the function are saved in the
stack, including LR.

Nevertheless, if a function never calls any other function, in RISC terminology it is called a leaf function’. As a consequence,
leaf functions do not save the LR register (because they don’t modify it). If such function is small and uses a small number
of registers, it may not use the stack at all. Thus, it is possible to call leaf functions without using the stack, which can be
faster than on older x86 machines because external RAM is not used for the stack!. This can be also useful for situations
when memory for the stack is not yet allocated or not available.

Some examples of leaf functions: 8.3.2 on page 96, 8.3.3 on page 96, 19.17 on page 322, 19.33 on page 339, 19.5.4 on
page 340, 15.4 on page 202, 15.2 on page 201, 17.3 on page 222.

5.2.2 Passing function arguments

The most popular way to pass parameters in x86 is called “cdecl”:

push arg3

push arg2

push arg1

call f

add esp, 12 ; 4*3=12

Callee functions get their arguments via the stack pointer.

Therefore, this is how the argument values are located in the stack before the execution of the () function’s very first
instruction:

ESP return address

ESP+4 argument#1, marked in IDAas arg_0
ESP+8 argument#2, marked in IDA as arg_4
ESP+OxC | argument#3, marked in IDA as arg_8

For more information on other calling conventions see also section (64 on page 681). It is worth noting that nothing obliges
programmers to pass arguments through the stack. It is not a requirement. One could implement any other method without
using the stack at all.

For example, it is possible to allocate a space for arguments in the heap, fill it and pass it to a function via a pointer to this
block in the EAX register. This will work'. However, it is a convenient custom in x86 and ARM to use the stack for this
purpose.

By the way, the callee function does not have any information about how many arguments were passed. C functions
with a variable number of arguments (like printf()) determine their number using format string specifiers (which begin
with the % symbol). If we write something like

printf("%d %d %d", 1234);

printf() will print 1234, and then two random numbers, which were lying next to it in the stack.

That’s why it is not very important how we declare the main() function: asmain(),main(int argc, char *argv[])
ormain(int argc, char *argv[], char *envp[]).

In fact, the CRT-code is calling main() roughly as:

push envp
push argv
push argc
call main

9infocenter.arm.com/help/index.jsp?‘copic=/com.arm.doc.faqs/ka13785.html

1050me time ago, on PDP-11 and VAX, the CALL instruction (calling other functions) was expensive; up to 50% of execution time might be spent on it, so
it was considered that having a big number of small functions is an anti-pattern [Ray03, Chapter 4, Part Il].

For example, in the “The Art of Computer Programming” book by Donald Knuth, in section 1.4.1 dedicated to subroutines [Knu98, section 1.4.1], we
could read that one way to supply arguments to a subroutine is simply to list them after the JMP instruction passing control to subroutine. Knuth explains
that this method was particularly convenient on IBM System/360.
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If you declare main() as main() without arguments, they are, nevertheless, still present in the stack, but are not used. If
you declare main() asmain(int argc, char *argv[]), you will be able to use first two arguments, and the third
will remain “invisible” for your function. Even more, it is possible to declare main(int argc), and it will work.

5.2.3 Local variable storage

A function could allocate space in the stack for its local variables just by decreasing the stack pointer towards the stack
bottom. Hence, it’s very fast, no matter how many local variables are defined.

It is also not a requirement to store local variables in the stack. You could store local variables wherever you like, but
traditionally this is how it’s done.

5.2.4 x86: alloca() function

It is worth noting the alloca() function!?.
This function works like malloc (), but allocates memory directly on the stack.

The allocated memory chunk does not need to be freed viaa free () function call, since the function epilogue (4 on page 23)
returns ESP back to its initial state and the allocated memory is just dropped.

It is worth noting how alloca() is implemented.

In simple terms, this function just shifts ESP downwards toward the stack bottom by the number of bytes you need and sets
ESP as a pointer to the allocated block. Let’s try:

#ifdef _ GNUC__

#include <alloca.h> // GCC
#else

#include <malloc.h> // MSVC
#endif

#include <stdio.h>

void f()
{
char *buf=(char*)alloca (600);
#ifdef _ GNUC__
snprintf (buf, 600, "hi! %d, %d, %d\n", 1, 2, 3); // GCC
#else
_snprintf (buf, 600, "hi! %d, %d, %d\n", 1, 2, 3); // MSVC
#endif

puts (buf);
I

_snprintf() function works just like printf (), butinstead of dumping the result into stdout (e.g., to terminal or console),
it writes it to the buf buffer. Function puts() copies the contents of buf to stdout. Of course, these two function calls
might be replaced by one printf() call, but we have to illustrate small buffer usage.

MSVC

Let’s compile (MSVC 2010):
Listing 5.1: MSVC 2010

mov eax, 600 ; 00000258H
call _ alloca_probe_16

mov esi, esp

push 3

push 2

push 1

push  OFFSET $5G2672

push 600 ; 00000258H

12|n MSVC, the function implementation can be found in alloca16.asmand chkstk.asmin C:\Program Files (x86)\Microsoft Visual
Studio 10.0\VC\crt\src\intel
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push  esi

call __snprintf

push  esi

call _puts

add esp, 28 : 0000001cH

The sole alloca() argument is passed via EAX (instead of pushing it into the stack)®®.
points to the block of 600 bytes and we can use it as memory for the buf array.

GCC + Intel syntax

GCC 4.4.1 does the same without calling external functions:

Listing 5.2: GCC 4.7.3

After the alloca() call, ESP

.LCO:
.string "hi! %d, %d, %d\n"
f:
push ebp
mov ebp, esp
push ebx
sub esp, 660
lea ebx, [esp+39]
and ebx, -16 ; align pointer by 16-bit border
mov DWORD PTR [esp], ebx ;S
mov DWORD PTR [esp+20], 3
mov DWORD PTR [esp+16], 2
mov DWORD PTR [esp+12], 1
mov DWORD PTR [esp+8], OFFSET FLAT:.LCO ; "hi! %d, %d, %d\n"
mov DWORD PTR [esp+4], 600 ; maxlen
call _snprintf
mov DWORD PTR [esp], ebx ;S
call puts
mov ebx, DWORD PTR [ebp-4]
leave
ret
GCC + AT&T syntax

Let’s see the same code, but in AT&T syntax:

Listing 5.3: GCC 4.7.3

.LCO:

.string "hi! %d, %d, %d\n"

pushl
mov1
pushl
subl
leal
andl
movl
mov1
mov1l
movl
mov1
movl
call
mov1
call

%ebp

%esp, %ebp
%ebx

$660, %esp
39(%esp), %ebx
$-16, %ebx
%ebx, (%esp)
$3, 20(%esp)
$2, 16(%esp)
$1, 12(%esp)
$.LCO, 8(%esp)
$600, 4(%esp)
_snprintf
%ebx, (%esp)
puts

B3|t is because alloca() is rather a compiler intrinsic ( 90 on page 890) than a normal function.

One of the reasons we need a separate function instead of just a couple of instructions in the code, is because the MSVC* alloca() implementation also
has code which reads from the memory just allocated, in order to let the OS map physical memory to this VM1 region.
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movl -4(%ebp), %ebx
leave
ret

The code is the same as in the previous listing.

By the way, movl $3, 20(%esp)correspondstomov DWORD PTR [esp+20], 3 in Intel-syntax. Inthe AT&T syntax,
the register+offset format of addressing memory looks like of fset(%register).

5.2.5 (Windows) SEH

SEH® records are also stored on the stack (if they are present)..
Read more about it: ( 68.3 on page 710).

5.2.6 Buffer overflow protection

More about it here ( 18.2 on page 270).

5.2.7 Automatic deallocation of data in stack

Perhaps, the reason for storing local variables and SEH records in the stack is that they are freed automatically upon function
exit, using just one instruction to correct the stack pointer (it is often ADD). Function arguments, as we could say, are also
deallocated automatically at the end of function. In contrast, everything stored in the heap must be deallocated explicitly.

5.3 A typical stack layout

A typical stack layout in a 32-bit environment at the start of a function, before the first instruction execution looks like this:

ESP-0OxC | local variable #2, marked in IDA as var_8

ESP-8 local variable #1, marked in IDA as var_4
ESP-4 saved value of EBP
ESP return address

ESP+4 argument#1, marked in IDAas arg_0
ESP+8 argument#2, marked in IDA as arg_4
ESP+0OxC | argument#3, marked in IDA as arg_8

5.4 Noise in stack

Often in this book “noise” or “garbage” values in the stack or memory are mentioned. Where do they come from? These are
what was left in there after other functions’ executions. Short example:

#include <stdio.h>

void f1()
{
int a=1, b=2, c=3;
}
void f2()
{
int a, b, c;
printf ("%d, %d, %d\n", a, b, c);
}
int main()
{

10

16Structured Exception Handling : 68.3 on page 710
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f20);
}
Compiling...

Listing 5.4: Non-optimizing MSVC 2010
$5G2752 DB '%d, %d, %d', OaH, OOH
_c$ = -12 ; size = 4
_b$ = -8 ; size = 4
_a$ = -4 ; size = 4
_f1 PROC

push ebp
mov ebp, esp
sub esp, 12
mov DWORD PTR _a$[ebp], 1
mov DWORD PTR _b$[ebpl, 2
mov DWORD PTR _c$[ebpl, 3
mov esp, ebp
pop ebp
ret 0
_f1 ENDP
_c$ = -12 ; size = 4
_b$ = -8 ; size = 4
_a$ = -4 ; size = 4
_f2 PROC
push ebp
mov ebp, esp
sub esp, 12
mov eax, DWORD PTR _c$[ebp]
push eax
mov ecx, DWORD PTR _b$[ebp]
push ecx
mov edx, DWORD PTR _a$[ebp]
push edx
push OFFSET $SG2752 ; '%d, %d, %d'
call DWORD PTR __imp__printf
add esp, 16
mov esp, ebp
pop ebp
ret 0
_f2 ENDP
_main PROC
push ebp
mov ebp, esp
call _f1
call _f2
xor eax, eax
pop ebp
ret 0
_main ENDP

The compiler will grumble a little bit...

c:\Polygon\c>cl st.c /Fast.asm /MD
Microsoft (R) 32-bit C/C++ Optimizing Compiler Version 16.00.40219.01 for 80x86
Copyright (C) Microsoft Corporation. All rights reserved.

st.c

c:\polygon\c\st.c(11) : warning C4700: uninitialized local variable 'c' used
c:\polygon\c\st.c(11) : warning C4700: uninitialized local variable 'b' used
c:\polygon\c\st.c(11) : warning C4700: uninitialized local variable 'a' used
Microsoft (R) Incremental Linker Version 10.00.40219.01

Copyright (C) Microsoft Corporation. All rights reserved.

(R}

/out:st.exe
st.obj
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But when we run the compiled program...

c:\Polygon\c>st
1, 2, 3

Oh, what a weird thing! We did not set any variables in T2(). These are ‘ghosts” values, which are still in the stack.
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Let’s load the example into OllyDbg:

OllyDbg - st.exe

File WView Debug Trace FElugins Options Windows Help
Bl x| »|+n| w3 G U] L E|m|wT|c|R|.[ K| B|M| H]
o x

EFENEEE N FUSH _EEFP a |Registers (FFLD -
gizciaail - MW EEFP,ESP I EFIE BEEC2E0E —
H1z2C1883 HC ESP, BT ECY AEREEEEE1
B12C1868E5 FC alaa OWORD PTR S5:[LOCAL.11,1 ] E0 [EEERESEE
B12C186E0 F2 @28a OWORD PTR SS:CLOCAL.21,2 EEX FEFOEGEE

E1814 F4 @286 31,3

DWORD PTR S5: CLOCAL.

ESF @@lFFacs
ESERERE EEF BE1FFSEd
ES] G@BREG6E
EDI B@BmEm6sm

EIF @812C181E =t.812C181EB

ES @882E 22bit @IFFFFFFFF]
CS BE22 22bit GIFFFFEFFF)
S5 BE2E 3Zbit @(FFFFFFFF)

HDU EBP ESP
MDU EHK DMDRD PTR S5: [LOCAL. 2]

T
= s s oxow b

PUSH_EA% -
B12C1620 MOU_EC:, DWORD PTR $5:[LOCAL.2] h e s S
EBP=0R1FF&64 - G5 BEZE 22bit BIFFFFFFFF)

ESP=Ba1FF2ES

D e

LastErr BERAGEEEA ERROF_SUCCESS
- | EFL @@@aaziz (MO, ME,.MNE,A,MS, PO, GE, 5] -

Address |Hen dump BSC]|a | 9591FFE5E| FFFFFFFE|m -
B17CEDRG[EE 64 U 28| 25 64 o0 20| 25 64 0N 09 81 6B oe 0o|Hd, B
B1ZCEA16( B0 CB SC @1l 66 66 66 66| A8 CB ZC ol(6] 61 60 ool ar, o [ SREes) - oaoaaRns e

B1ECEAZ0[ B0 B0 b0 B9 B0 B0 BO GO/ B0 10 b0 05| 6O 8D B0 8O PR | e

15Cooaa| 61 Ob Db bbb b 6 Gg oo oo bb Ob da oo o oolo | TOITTETILIT ol

B12CEASH| 0B DO A8 0O\ BB 0O BO OA| BO BB DO B8] 02 09 0B 0O olErees '-gé%ggggg b8 RETURN From =t.012C
B1ECEAEH| B2 B0 BO 90| BO BO BO 9O/ BO O BO BD| 6O 8O B0 BO|8 e (a1 e 1 ¥ | RETURN from ct. 8120
@LZCEETE| @0 0O GO 06|60 GE 00 8 GG 00 GO 06|60 GE 0O GO R e P ren =t
B1ZCERSE| BE BD pE BD| BE B0 pO B0 PO B9 po oo o oo po pp| ) BOIFFS7d|roganaaal 8 hd

Figure 5.1: OllyDbg: f1()

When f1 () assigns the variables a, b and ¢, their values are stored at the address 0x1FF860 and so on.
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And when f2() executes:

OllyDbg - st.exe

File Wiew Debug Trace Flugin: Options Windows Help
Blex] »[=[1] w54 /U] u]E[miwiT]c|Rlx{x| B|mu| &
il x

ENERIEEE] R SUE EoF, e i
; . EB4E F4 HOU ERAX,OHORD FTR S5: [LOCAL.S1 4 fReaizters (FRU) 1=
Glzciozol| . E@ PUSH_ERH E Donnnnd
pizciozn|| - BB40 Fe MOU ECX, DWORD PTR $: [LOCAL. 2] — 5 e
@lzciezof| - B PUSH_ECH ED
sizciezE|| - 8BSS FC MOU EDi, DWORD PTR S5z [LOCAL. 11 S
sizciezi|| . sz PUSH EDR O
sizciozz|| - &8 peB@ZcAl |PUSH OFFSET 012CEG0S EE Mmoo
Glzciosr|| - ES ZEG6BAGE |CALL @12Cieel B3l B0oaraee
sizciesc|| - 83c4 18 ADD ESF, 1@ |
aizciasF(] - MO ESF,EEBP EIF B12C1626 =t 01201628
aiEEEaiL C 8 ES B82B S2bit O(FFFFFFFF)
algeioes F @ CS 6823 32bit 8(FFFFFFFF)
glnines A1 S5 BEEE 32bit @(FFFFFFFF)
glatinad =]z @ DS BozE 3zbit BIFFFFFFFF)
Stack [BOIFFESEI= T B GS 038 3obit ACFFFRRRFFI
ER:=OREC2E2E = A L
0@ LastErr GORBOOEA ERROR_SUCCESS
v EFL peemEz1z (MO,NE,NE, R, NS, PO, GE, ) ¥

Address |Hex dump BSC]|a || 9E1FF25H| FFFFFFFE|m A
O1ZCEoRE |2 64 20 28| 25 64 ZC 28 25 64 6n 06| 01 09 609 0o Rd, ———— W A e R A e
B1ZCEAIA| S8 CF 2C 61| AE BA A& @& 81 B1 BE B a7, @aCTEEEZENEEEEE e

BlZCEAZE[ @8 OD DD 0| BB B8 BB B8 00 10 DB Q@] 8@ B8 D 09 aairroze|| aonmaea: e

AIZCEAZA| B9 09 PO 0B BE B8 B8 B8 PO 0P B Q8|62 B8 B9 0B Loy

GLZ2CEA4A|B1 OF B0 05| A6 GE BB BB B0 0P GO OB[ GG B8 B9 006 eoiFFaca|Laisnieen| v &l RETURN € . B130
AIZCERCA| BB BA BB AR BE 0B AR BA|[ B0 BA BB AR A2 BB AA BA BELFFGGC|rGE1FFaEd| 5% rom =t —
GlZCEREA| B2 OB B0 0| B @ B8 B8 B0 0P PR GE| @G B8 G5 08| o mairrare|Laisrioe| e &l RETURM £ t. @120
B1ZCEE7E( 6 GE DO OF B8 GR GO OB BE BE G0 00| BB BE B O R I ran =t
GLZCEASE| 55 05 GO 05| GG GE G5 BE) B0 05 GG G663 BE B0 05 x| DE1FFEd Fasbnabil B =

Figure 5.2: OllyDbg: f2()

.a,band cof f2() are located at the same addresses! No one has overwritten the values yet, so at that point they are
still untouched.

So, for this weird situation to occur, several functions have to be called one after another and SP has to be the same at each
function entry (i.e., they have the same number of arguments). Then the local variables will be located at the same positions
in the stack.

Summarizing, all values in the stack (and memory cells in general) have values left there from previous function executions.
They are not random in the strict sense, but rather have unpredictable values.

Is there another option? It probably would be possible to clear portions of the stack before each function execution, but
that’s too much extra (and unnecessary) work.

5.5 Exercises

5.5.1 Exercise #1

If we compile this piece of code in MSVC and run it, three numbers are printed. Where do they come from? Where do they
come from if you compile it in MSVC with optimization (/0x)? Why is the situation completely different if we compile with
GCC?

#include <stdio.h>

int main()

{
printf ("%d, %d, %d\n");

return 0;
+

Answer: G.1.2 on page 977.

5.5.2 Exercise #2

What does this code do?
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Listing 5.5: Optimizing MSVC 2010

$SG3103 DB '%d', OaH, OOH
_main PROC

push 0

call DWORD PTR __imp__ time64

push edx

push eax

push OFFSET $SG3103 ; '%d'

call DWORD PTR __imp__printf

add esp, 16

xor eax, eax

ret 0
_main ENDP

Listing 5.6: Optimizing Keil 6/2013 (ARM mode)

main PROC

PUSH {r4,1r}

MoV ro,#0

BL time

MOV ri1,r0

ADR ro,|L0.32|

BL _ 2printf

MoV ro,#0

POP {r4,pc}

ENDP
|LO.32|

DCB "%d\n", 0

Listing 5.7: Optimizing Keil 6/2013 (Thumb mode)

main PROC

PUSH {r4,1r}

MOVS ro,#0

BL time

MOVS r1,r0

ADR ro,|L0.20|

BL _ 2printf

MOVS ro,#0

POP {r4,pc}

ENDP
|LO.20|

DCB "%d\n", 0

Listing 5.8: Optimizing GCC 4.9 (ARM64)

main:

stp x29, x30, [sp, -16]!

mov x0, O

add x29, sp, O

bl time

mov x1, x0

ldp x29, x30, [spl, 16

adrp x0, .LCO

add x0, x0, :1o12:.LCO

b printf
.LCO:

.string "%d\n"

Listing 5.9: Optimizing GCC 4.4.5 (MIPS) (IDA)

main:
var_10 = -0x10
var_4 = -4

lui $gp, (__gnu_local_gp >> 16)
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addiu
la

sw
SwW
1w

or
jalr
move
1w
lui
1w
1w

la
move
jr
addiu

$LCO: .ascii

$sp, -0x20

$gp, (__gnu_local_gp & OxFFFF)
$ra, 0x20+var_4($sp)

$gp, 0x20+var_10($sp)

$t9, (time & OXFFFF)($gp)

$at, $zero

$t9

$a0, $zero

$gp, 0x20+var_10($sp)

$a0, ($LCO >> 16) # "%d\n"
$t9, (printf & OxFFFF)($gp)
$ra, 0x20+var_4($sp)

$a0, ($LCO & OxFFFF) # "%d\n"
$a1, $vO

$t9

$sp, 0x20

"%d\n"<0> # DATA XREF: main+28

Answer: G.1.2 on page 977.
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Chapter 6

printf () with several arguments

Now let’s extend the Hello, world! ( 3 on page 7) example, replacing printf () in the main() function body with this:

#include <stdio.h>

int main()

{
printf("a=%d; b=%d; c=%d", 1, 2, 3);
return 0;

I

6.1 x86

6.1.1 x86: 3 arguments
MSVC

When we compile it with MSVC 2010 Express we get:

$SG3830 DB 'a=%d; b=%d; c=%d', OOH
push 3
push 2
push 1
push OFFSET $SG3830
call _printf
add esp, 16 ; 00000010H

Almost the same, but now we can see the printf() arguments are pushed onto the stack in reverse order. The first
argument is pushed last.

By the way, variables of int type in 32-bit environment have 32-bit width, that is 4 bytes.

So, we have 4 arguments here. 4 » 4 = 16 —they occupy exactly 16 bytes in the stack: a 32-bit pointer to a string and 3
numbers of type int.

When the stack pointer (ESP register) has changed back by the ADD ESP, X instruction after a function call, often, the
number of function arguments could be deduced by simply dividing X by 4.

Of course, this is specific to the cdec! calling convention, and only for 32-bit environment.
See also the calling conventions section ( 64 on page 681).

In certain cases where several functions return right after one another, the compiler could merge multiple “ADD ESP, X"
instructions into one, after the last call:

push a1
push a2
call ...
push a1l

36




CHAPTER 6. PRINTF () WITH SEVERAL ARGUMENTS

CHAPTER 6. PRINTF () WITH SEVERAL ARGUMENTS

call ...
push ail
push a2
push a3

call ...
add esp, 24

Here is a real-world example:

Listing 6.1: x86

.text:100113E7 push
.text:100113E9 call
.text:100113EE call
.text:100113F3 call
.text:100113F8 push
.text:100113FA call
.text:100113FF add

3

sub_100018B0 ;
sub_100019D0 ;
sub_10006A90 ;

1

sub_100018B0 ;

esp,

8

’

’

’

’

takes
takes
takes

takes
drops

one argument (3)
no arguments at all
no arguments at all

one argument (1)
two arguments from stack at once
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MSVC and OllyDbg

Now let’s try to load this example in OllyDbg. It is one of the most popular user-land win32 debuggers. We can compile our
example in MSVC 2012 with /MD option, which means to link with MSVCR* .DLL, so we can see the imported functions

clearly in the debugger.

Then load the executable in OllyDbg. The very first breakpoint is in ntdl1.d11, press F9 (run). The second breakpoint is in

CRT-code. Now we have to find the main() function.

Find this code by scrolling the code to the very top (MSVC allocates the main( ) function at the very beginning of the code

section):
[& cPu - main thread, module 1 o [m] |
[ETESTEE 55 FUSH EEF a | Registers (FPU) -
- Mok EEF —JEn GhoBoeDd MSUCRLID.  initenw =
i _ NEcH meSEcEls
Fhem ¢ EC  BEBEGEEE
FUSH OFFSET B12F260E psc | EES pEapoan
CALL_DUORD PTR DS: [CWHSUCRILE. orintf )] ERP ARSoFass
5304 16 D ESF, 18 B Beeerard
aca §g§ ER, BAX ED] @E@EaE6E
IZFiniE|fe B 4DSAEERAE | HOU ERX,SA4D SiF mLERLEms 1 ar e
@1zF 1aza : CHF UORH FTR DS:[<STRUCT IMAGE_DOS HEAD ETOEZ DEE ZEbin BIERCEERER)
B1ZF 1827 JE _SHORT B1ZF 1820 -
aiERiEED Sop Cas ER A @ S5 BBEZE 32bit BIFFFFFFFF)
prEElEEs i =z | OS ©BEE S%bit BIFFFFFFFF)
3 5@ F5 @653 37bit FEFOOGEELFFF)
Eggfgaéggggg%m—l N E S 55 BEZE 3Zhit ©(FFFFFFFF)
Local call from 12F1217 08 LastErr DEEREEEE ERROR_SUCCESS
- | EFL @e@enz4s (MO, ME.E.BE,MS.PE,GE.LE) |
Addrezs |Hew dump ASCII (AMSI & CA12F121C| 3-8 RETURH from 1.81; .
BIZFoE0a| 6l 50 25 64) OB &0 62 50| 25 64 OB 20| 63 50 25 64| B-nd; boRd; Dozifoan| oompamalis o
GLZFZa10| 08 G2 90 G891 9 9O 09|90 09 0O 09|98 B3 Ba G9 & Bocoraqs| pocoocia| At
B12F2B28| FE FF FF FF|FF FF FF FF|22 SO 2C 48|00 AZ G2 BF|= o | BESCERYE) HESECELA ML
B{2F2A%0(Ba 0B B0 08B0 08 B0 0| E1 B3 8O oA B2 9F SE o9 a T k| maicddsh ca
G1ZF3aan| 15 CE B 05|00 00 B0 08| B0 09 B0 08| 6O 68 B8 06| e o] onoaoan
GLZFZ050| @0 68 B0 08|90 08 GO 00|90 G0 GO 00|90 08 GO GO e e -
QIZF2EEE(BE G0 DO OB BE 0D DO OB BE OB DO 0D 0O OB BE o5 e B B =
Q{ZF20a70( B0 08 GO 08| B0 08 GO 0| B0 03 GO 0| AR 03 AR 09 pacchaoh| poodEeddl L.
GIZF5A50( 06 68 A6 G596 68 A6 G| G6 G8 GG G| E6 GR BG G9 e I -
alzFza%a| aa on Bo o6l Ge o8 Ge o6l Ge o8 Ge o6l Be o8 Be o9

Click on the PUSH EBP instruction, press F2 (set breakpoint) and press F9 (run). We need to perform these actions in order

Figure 6.1: OllyDbg: the very start of the main() function

to skip CRT-code, because we aren’t really interested in it yet.
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Press F8 (step over) 6 times, i.e. skip 6 instructions:

[ cPU - main thread, module 1 o ] 4|
EIEREEE S FUSH EEF =l Reaisters (FPLI n
1 ZBEL pow FEF.ESF —JEAY 6ASEDES4 MSUCRILG.  initenw =
& 22 pigt 2 M Eck eececEl=
fg | Cr e
£8 BAoEEE@L | FUSH OFFSET o12F30em RSt s s
FF1S 02025E CALL DWORD PTR DS: [<&MSUCR1LE. printF>] ECF Ppeziboes FTR to RSCID Masidy berdy o
gace 1@ AOC ESP, 1@ EEY BEaaniat
S5ce BOR BB, ERR ED] GEGRGRAGE | |
L RETH EIF @1ZF1ABE 1.&1ZF L66E
. BS 405A8A8A | MOV EAX, SA4D0 i
. SE5 CAP 10RO FTR DS: [<STRUCT IMAGE_DOS_HEAD EYOED BReE ZEbin BIERREERRR)
w74 84 JE_ SHORT 01271620 i
4.2 JE_SHoRT 21 A @ 53 @AZE Z2bit @CFFFFFFFF]
B B Y 3 R
L
[BIEFEBQB] 6ﬂ36EDF4 (MSUCRL18. printf) ~ E S G5 BEZE 27bit ALFFFFFFFF
08 LastErr BEAEEERE ERROR_SUCCESS
v | eFL eemaez4s (MO,ME,E.BE.MS,PE.GE,LE] |+
Address |Hex dump ASCII (AMST & H1Z2F3A6HA| H-6) ASCII "a=Hd; b= o
G1orJao0|ed o0 2o &4) 30 20 B2 o) oo 69 96 28] 63 JU 2o 64| B-nd; beads of sacarac| | Eagaaaal| -
B1ZF3616|0b bo bP On Dl B0 GG DD GO BH AD HD| 0D B BB OO & Dacerasel| Gooaooa: @
B1ZF362a6| FE FF FF FF|FF FF FF FF| 22 5O 3C 46|00 A2 C3 EF|= micr | BA2EEAc4)| poopanazi e,
B1ZF3656| 05 GR BP 00 03 9O GG PO AL B9 09 0B|ES SF SE OO A e e | BeE 2T e | RETURN £rom 1. 81
B12F364a| 15 CE SE 09 03 0O 03 06|98 9O 99 08|69 63 63 66| N R M rom 1,81
B1ZF365A| 65 6B bE OO OO PO GG DO GO BB BB OD| 0D 6B DR OO i | e
B1ZF3656| 00 6b 0D OO O OO GO DO 0O DO GD DD 0D OB OD GO Doaroadl| BesEares 1At ==
e e R R ol e
F2626| 65 G665 G665 GO 65 06| 65 GO 65 66 65 G665 66 T || G922FI5E|| 080808 hd

Figure 6.2: OllyDbg: before printf() execution

Now the PC points to the CALL printf instruction. OllyDbg, like other debuggers, highlights the value of the registers
which were changed. So each time you press F8, EIP changes and its value is displayed in red. ESP changes as well, because
the arguments values are pushed into the stack.

Where are the values in the stack? Take a look at the right bottom debugger window:

GacsEaodl mq e el e oGl BETHEL Coo MoLEEY 10 o

BEZZF923] B12F2088) B-B|ASCIT "a=Hd: b=hHd; o=Hd™
BAZZFIZC| AEBA0EE1| &
BEAZZFO2E| GEEE00EZ &
BEZZF224 | AHEHADES |
R aeEE] | GOcal aro| e
BEZZFIEC) LA1ZF1Z1C| U

BEZ2Fo26 eAZSEESD| Awe | RETURM from MILUCR1ILE, EHEFFEHF

+/8| RETURH from 1.812F16888 to 1.8

BEEZFO4G | [ BEEEEEE] | 8 ]
BEZZFo44| | BEEEIFEE| AL
fozoFo4s | | BESBCELS| HFl -

Figure 6.3: OllyDbg: stack after the argument values have been pushed (The red rectangular border was added by me in a
graphics editor)

We can see 3 columns there: address in the stack, value in the stack and some additional OllyDbg comments. OllyDbg
understands printf()-Llike strings, so it reports the string here and the 3 values attached to it.

It is possible to right-click on the format string, click on “Follow in dump”, and the format string will appear in the debugger
left-bottom window, which always displays some part of the memory. These memory values can be edited. It is possible to
change the format string, in which case the result of our example would be different. It is not very useful in this particular
case, but it could be good as an exercise so you start building a feel of how everything works here.
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Press F8 (step over).

We see the following output in the console:

W C:\Polygon\ollydbg\1.exe

Figure 6.4: printf() function executed

Let’s see how the registers and stack state have changed:

[E cPu - main thread, module 1 =10l x|

BlZFIGEGI[E B FUSH_EEF -
sizrioo (|- gEEC MOU EEF,ESP 2 Registers (R |
el R e Fhatt 2 _MECH ER3EEESS MSUCRI1G. EA3EEESD
en ae PUsH 1 ED  BESESFFD
62 HACHZERL H OFFSET BlzF 3660 ASC | E5% Go9oF9as TR to ASCII "a=ids b=id: o
FE1E 28852 o EACL DWORD PTR. DS: C4HSUCRL LB, i intF> ] Eik Apsoraza =ads b=sds
] AOD ESP, 16 EEY Dhaefasd
3208 ROR ERX, EAX Eil oooonoas
all - =0 FOF EEF -
L. = RETH EIF BL2F1814 1.B12F1014
F«  ES 40SAGEEA | HMOU EAX, SA40 -
. E&:E%AS @A CHE WORD PTR DS:C<STRUCT IMAGE_OOS_HEAD ETOEZ DEE ZEbin BIERCEERER)
SIEEEEL|| v deat Sop L ER LoeD A @ S5 BBEZE 32bit BIFFFFFFFF)
~: | D05 86EE SEbir GIFFFFFFFF)
pizeiaze | e FRoGa JHF SHORT GB12F1ae] £ L B2 gEEE gEbir BLEFREEERRL
Irm=EEEEERLE (decimal i
EoFhRaorazs, TR va RSCHI "actds bends cotd® =] 3 G5 0e2B 32bic BIFFFFFFFF)
0 8 LastErr BEBABEOE ERROR_SUCCESS
v | EFL @eamaz4s (NO,ME,E,BE, NS, PE,BE,LE) |
Address |[Hen dump ASCII (AMSI & Bl=F3868| 8.8 ASCIT Ma=id: b o
GIZF3AEE[6L S0 25 64) OB 2 62 0| 25 64 36 26| 63 S0 25 64)—wnd; bond; oof poccr ool | Bao0aasl -
B1ZF2010( 00 0F 0O 0P| B1 B9 0D BO| PO 0B A9 DO BB 0P DO G & poziFazal | popaanoz &
B1ZF2E28| FE FF FF FF|FF FF FF FF| 22 50 3C 48|00 A2 C2 BF|= rior | BEZEREEY) | BodERnez| v,
BIZF2ATA( G0 DR B0 OB BB G5 B BO| 51 0B GG OB B2 9F CE A9 @ e e Lo T L e RETURN #rom 1.81:
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Figure 6.5: OllyDbg after printf () execution

Register EAX now contains OxD (13). That is correct, since printf () returns the number of characters printed. The value
of EIP has changed: indeed, now it contains the address of the instruction coming after CALL printf. ECX and EDX
values have changed as well. Apparently, the printf () function’s hidden machinery used them for its own needs.

A very important fact is that neither the ESP value, nor the stack state have been changed! We clearly see that the format
string and corresponding 3 values are still there. This is indeed the cdec! calling convention behaviour: callee does not
return ESP back to its previous value. The caller is responsible to do so.
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Press F8 again to execute ADD ESP, 10 instruction:
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[E cru - main thread, module 1 =101 %]
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Figure 6.6: OllyDbg: after ADD ESP, 10 instruction execution

ESP has changed, but the values are still in the stack! Yes, of course; no one needs to set these values to zeroes or something
like that. Everything above the stack pointer (SP) is noise or garbage and has no meaning at all. It would be time consuming
to clear the unused stack entries anyway, and no one really needs to.

GCC

Now let’s compile the same program in Linux using GCC 4.4.1 and take a look at what we have got in IDA:

main proc near

var_10 = dword ptr -10h

var_C = dword ptr -0Ch

var_8 = dword ptr -8

var_4 = dword ptr -4
push ebp
mov ebp, esp
and esp, OFFFFFFFOh
sub esp, 10h
mov eax, offset aADBDCD ; "a=%d; b=%d; c=%d"
mov [esp+10h+var_4], 3
mov [esp+10h+var_8], 2
mov [esp+10h+var_C], 1
mov [esp+10h+var_10], eax
call _printf
mov eax, 0
leave
retn

main endp

Its noticeable that the difference between the MSVC code and the GCC code is only in the way the arguments are stored on
the stack. Here the GCC is working directly with the stack without the use of PUSH/POP.

GCC and GDB

Let’s try this example also in GDB! in Linux.

- g option instructs the compiler to include debug information in the executable file.

$ gcc 1.c -g -0 1

1GNU debugger
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$ gdb 1

GNU gdb (GDB) 7.6.1-ubuntu

Copyright (C) 2013 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law. Type "show copying"
and "show warranty" for details.

This GDB was configured as "i686-linux-gnu".

For bug reporting instructions, please see:
<http://www.gnu.org/software/gdb/bugs/>...

Reading symbols from /home/dennis/polygon/1...done.

Listing 6.2: let’s set breakpoint on printf()

(gdb) b printf
Breakpoint 1 at 0x80482f0

Run. We don’t have the printf () function source code here, so GDB can’t show it, but may do so.

(gdb) run
Starting program: /home/dennis/polygon/1

Breakpoint 1, _ printf (format=0x80484f0 "a=%d; b=%d; c=%d") at printf.c:29
29 printf.c: No such file or directory.

Print 10 stack elements. The most left column contains addresses on the stack.

(gdb) x/10w $esp

Oxbffff1ic: 0x0804844a 0x080484f0 0x00000001 0x00000002
Oxbffff12c: 0x00000003 0x08048460 0x00000000 0x00000000
Oxbffff13c: 0xb7e29905 0x00000001

The very first element is the RA (0x0804844a). We can verify this by disassembling the memory at this address:

(gdb) x/51 0x0804844a
0x804844a <main+45>: mov $0x0,%eax
0x804844f <main+50>: leave
0x8048450 <main+51>: ret
0x8048451: xchg %ax , %ax
0x8048453: xchg %ax , %ax

The two XCHG instructions are idle instructions, analogous to NOPs.
The second element (0x080484f0) is the format string address:

(gdb) x/s 0x080484f0
0x80484f0: "a=%d; b=%d; c=%d"

Next 3 elements (1, 2, 3) are the printf() arguments. The rest of the elements could be just ‘garbage” on the stack, but
could also be values from other functions, their local variables, etc. We can ignore them for now.

Run “finish”. The command instructs GDB to ‘execute all instructions until the end of the function”. In this case: execute till
the end of printf().

(gdb) finish

Run till exit from #0 _ printf (format=0x80484f0 "a=%d; b=%d; c=%d") at printf.c:29
main () at 1.c:6

6 return 0;

Value returned is $2 = 13

GDB shows what printf() returned in EAX (13). This is the number of characters printed out, just like in the OllyDbg
example.

We also see “return 0;” and the information that this expression is in the 1. c file at the line 6. Indeed, the 1. c file is located
in the current directory, and GDB finds the string there. How does GDB know which C-code line is being currently executed?
This is due to the fact that the compiler, while generating debugging information, also saves a table of relations between
source code line numbers and instruction addresses. GDB is a source-level debugger, after all.

Let’s examine the registers. 13 in EAX:
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(gdb) info registers

eax
ecx
edx
ebx
esp
ebp
esi
edi
eip

Oxd 13
0x0 0
0x0 0
0xb7fc0000
Oxbffff120
Oxbffff138
0x0 0
0x0 0
0x804844a

-1208221696
Oxbffff120
Oxbffff138

0x804844a <main+45>

Let’s disassemble the current instructions. The arrow points to the instruction to be executed next.

(gd

b) disas

Dump of assembler code for function main:

0x0804841d
0x0804841e
0x08048420
0x08048423
0x08048426
0x0804842e
0x08048436
0x0804843e
0x08048445
0x0804844a
0x0804844f
0x08048450

<+0>:
<+1>:
<+3>:
<+6>:
<+9>:
<+17>:
<+25>:
<+33>:
<+40>:
<+45>:
<+50>:
<+51>:

End of assembler dump.

push
mov
and
sub
mov1l
mov1l
mov1l
movl
call
mov
leave
ret

%ebp

%esp,%ebp
$OxFFfffff0,%esp
$0x10,%esp
$0x3,0xc(%esp)
$0x2,0x8(%esp)
$0x1,0x4(%esp)
$0x80484F0, (%esp)
0x80482f0 <printf@plt>
$0x0,%eax

GDB uses AT &Tsyntax by default. It is possible to switch to Intel syntax:

(gdb) set disassembly-flavor intel

(gd

b) disas

Dump of assembler code for function main:

0x0804841d
0x0804841e
0x08048420
0x08048423
0x08048426
0x0804842e
0x08048436
0x0804843e
0x08048445
0x0804844a
0x0804844f
0x08048450

<+0>:
<+1>:
<+3>:
<+6>:
<+9>:
<+17>:
<+25>:
<+33>:
<+40>:
<+45>:
<+50>:
<+51>:

End of assembler dump.

push
mov
and
sub
mov
mov
mov
mov
call
mov
leave
ret

ebp

ebp,esp

esp,Oxfffffffo

esp,0x10

DWORD PTR [esp+0xc],0x3
DWORD PTR [esp+0x8],0x2
DWORD PTR [esp+0x4],0x1
DWORD PTR [esp],0x80484f0
0x80482f0 <printfeplt>
eax, 0x0

Execute next instruction. GDB shows ending bracket, meaning, it ends the block.

(gd
7

b) step
E

Let’s examine the registers after the MOV EAX, O instruction execution. Indeed EAX is zero at that point.

(gdb) info registers

eax
ecx
edx
ebx
esp
ebp
esi
edi
eip

0x0 0
0x0 0
0x0 0
0xb7fc0000
Oxbffff120
Oxbffff138
0x0 0
0x0 0
0x804844f

-1208221696
Oxbffff120
Oxbffff138

0x804844f <main+50>
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6.1.2 x64: 8 arguments
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To see how other arguments are passed via the stack, let’s change our example again by increasing the number of arguments
to 9 (printf () format string + 8 int variables):

#include <stdio.h>

int main()

{
printf("a=%d; b=%d; c=%d; d=%d; e=%d; f=%d; g=%d; h=%d\n", 1, 2, 3, 4, 5, 6, 7, 8);
return 0;

}

MSVC

As it was mentioned earlier, the first 4 arguments has to be passed through the RCX, RDX, R8, R9 registers in Win64, while
all the rest—via the stack. That is exactly what we see here. However, the MOV instruction, instead of PUSH, is used for
preparing the stack, so the values are stored to the stack in a straightforward manner.

Listing 6.3: MSVC 2012 x64

$5G2923 DB 'a=%d; b=%d; c=%d; d=%d; e=%d; f=%d; g=%d; h=%d', 0aH, OOH
main PROC
sub rsp, 88
mov DWORD PTR [rsp+64], 8
mov DWORD PTR [rsp+56], 7
mov DWORD PTR [rsp+48], 6
mov DWORD PTR [rsp+40], 5
mov DWORD PTR [rsp+32], 4
mov rad, 3
mov r8d, 2
mov edx, 1
lea rcx, OFFSET FLAT:$SG2923
call printf
; return O
xor eax, eax
add rsp, 88
ret 0
main ENDP
_TEXT ENDS

END

The observant reader may ask why are 8 bytes allocated for int values, when 4 is enough? Yes, one has to remember: 8
bytes are allocated for any data type shorter than 64 bits. This is established for the convenience’s sake: it makes it easy to
calculate the address of arbitrary argument. Besides, they are all located at aligned memory addresses. It is the same in
the 32-bit environments: 4 bytes are reserved for all data types.

GCC

The picture is similar for x86-64 *NIX OS-es, except that the first 6 arguments are passed through the RDI, RSI, RDX, RCX,
R8, R9 registers. All the rest—via the stack. GCC generates the code storing the string pointer into EDT instead of RDI —we
noted that previously: 3.2.2 on page 11.

We also noted earlier that the EAX register has been cleared before a printf() call: 3.2.2 on page 11.

Listing 6.4: Optimizing GCC 4.4.6 x64

.LCO:

.string "a=%d; b=%d; c=%d; d=%d; e=%d; f=%d; g=%d; h=%d\n"
main:

sub rsp, 40

mov rad, 5
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mov r8d, 4

mov ecx, 3

mov edx, 2

mov esi, 1

mov edi, OFFSET FLAT:.LCO
Xor eax, eax ; number of vector registers passed
mov DWORD PTR [rsp+16], 8
mov DWORD PTR [rsp+8]1, 7
mov DWORD PTR [rspl, 6
call printf

; return O

xor eax, eax

add rsp, 40

ret

GCC + GDB

Let’s try this example in GDB.

$ gcc -g 2.c -0 2

$ gdb 2

GNU gdb (GDB) 7.6.1-ubuntu

Copyright (C) 2013 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law. Type "show copying"
and "show warranty" for details.

This GDB was configured as "x86_64-1linux-gnu".

For bug reporting instructions, please see:
<http://www.gnu.org/software/gdb/bugs/>. ..

Reading symbols from /home/dennis/polygon/2...done.

Listing 6.5: let’s set the breakpoint to printf(), and run

(gdb) b printf

Breakpoint 1 at 0x400410

(gdb) run

Starting program: /home/dennis/polygon/2

Breakpoint 1, __printf (format=0x400628 "a=%d; b=%d; c=%d; d=%d; e=%d; f=%d; g=%d; h=%d\n") at v
G printf.c:29
29 printf.c: No such file or directory.

Registers RSI/RDX/RCX/R8/R9 have the expected values. RIP has the address of the very first instruction of the printf()
function.

(gdb) info registers

rax 0x0 0

rbx 0x0 0

rcx 0x3 3

rdx 0x2 2

rsi 0x1 1

rdi 0x400628 4195880

rbp Ox7fffffffdfe0 Ox7fffffffdfe0
rsp Ox7fffffffdf38 Ox7fffffffdf38
rg 0x4 4

ro 0x5 5

r10 Ox7fffffffdceO 140737488346336
ri1 Ox7ffff7a65f60 140737348263776
ri2 0x400440 4195392

ri3 Ox7fffffffe040 140737488347200
ri4 0x0 0

ri5 0x0 0

rip Ox7ffff7a65f60  Ox7ffff7a65f60 <_ printf>
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Listing 6.6: let’s inspect the format string

(gdb) x/s $rdi
0x400628:

"a=%d; b=%d; c=%d; d=%d; e=%d; f=%d; g=%d; h=%d\n"

Let’'s dump the stack with the x/g command this time—g stands for giant words, i.e., 64-bit words.

(gdb) x/10g $rsp

Ox7fffffffdf38:
Ox7fffffffdf4s:
Ox7fffffffdf58:
Ox7fffffffdfes:
Ox7fffffffdf78:

0x0000000000400576
0x0000000000000007
0x0000000000000000
0x00007ffff7a33de5
0x00007fffffffe048

0x0000000000000006
0x00007fff00000008
0x0000000000000000
0x0000000000000000
0x0000000100000000

The very first stack element, just like in the previous case, is the RA. 3 values are also passed through the stack: 6, 7, 8. We
also see that 8 is passed with the high 32-bits not cleared: 0x00007fff00000008. That’s OK, because the values have int
type, which is 32-bit. So, the high register or stack element part may contain “random garbage”.

If you take a look at where the control will return after the printf () execution, GDB will show the entire main( ) function:

(gdb) set disassembly-flavor intel
(gdb) disas 0x0000000000400576
Dump of assembler code for function main:

0x000000000040052d <+0>: push  rbp

0x000000000040052e <+1>: mov rbp,rsp
0x0000000000400531 <+4>: sub rsp,0x20
0x0000000000400535 <+8>: mov DWORD PTR [rsp+0x10],0x8

0x000000000040053d <+16>: mov DWORD PTR [rsp+0x8]1,0x7
0x0000000000400545 <+24>: mov DWORD PTR [rsp],0x6
0x000000000040054c <+31>: mov rod, 0x5
0x0000000000400552 <+37>: mov r8d, 0x4
0x0000000000400558 <+43>: mov ecx,0x3
0x000000000040055d <+48>: mov edx,0x2
0x0000000000400562 <+53>: mov esi,Ox1
0x0000000000400567 <+58>: mov edi,0x400628
0x000000000040056¢Cc <+63>: mov eax,0x0
0x0000000000400571 <+68>: call 0x400410 <printf@plt>
0x0000000000400576 <+73>: mov eax, 0x0
0x000000000040057b <+78>: leave

0x000000000040057¢c <+79>: ret
End of assembler dump.

Let’s finish executing printf (), execute the instruction zeroing EAX, and note that the EAX register has a value of exactly
zero. RIP now points to the LEAVE instruction, i.e., the penultimate one in the main() function.

(gdb) finish

Run till exit from #0 _ printf (format=0x400628 "a=%d; b=%d; c=%d; d=%d; e=%d; f=%d; g=%d; h=%v
G d\n") at printf.c:29

a=1; b=2; c=3; d=4; e=5; f=6; g=7; h=8

main () at 2.c:6

6 return 0;

Value returned is $1 = 39

(gdb) next

7 +

(gdb) info registers

rax 0x0 0

rbx 0x0 0

rcx 0x26 38

rdx Ox7ffff7dd59f0 140737351866864
rsi Ox7fffffd9 2147483609

rdi 0x0 0

rbp Ox7fffffffdfe0 Ox7fffffffdfe0

rsp Ox7fffffffdf40 Ox7fffffffdf40

rg Ox7ffff7dd26a0 140737351853728
ro 0x7ffff7a60134 140737348239668
r10 Ox7fffffffd5b0 140737488344496
ri1 0x7ffff7a95900 140737348458752
ri2 0x400440 4195392

ri3 Ox7fffffffe040 140737488347200
ri4 0x0 0

ri5 0x0 0
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rip 0x40057b 0x40057b <main+78>

6.2 ARM

6.2.1 ARM: 3 arguments

ARM'’s traditional scheme for passing arguments (calling convention) behaves as follows: the first 4 arguments are passed
through the R0O-R3 registers; the remaining arguments via the stack. This resembles the arguments passing scheme in
fastcall ( 64.3 on page 682) or win64 ( 64.5.1 on page 683).

32-bit ARM

Non-optimizing Keil 6/2013 (ARM mode)

Listing 6.7: Non-optimizing Keil 6/2013 (ARM mode)

.text:00000000 main
.text:00000000 10 40 2D E9 STMFD  SP!, {R4,LR}

.text:00000004 03 30 AO E3 MOV R3, #3

.text:00000008 02 20 A0 E3 MOV R2, #2

.text:0000000C 01 10 AO E3 MOV R1, #1

.text:00000010 08 00 8F E2  ADR RO, aADBDCD ;o "a=%d; b=%d; c=%d"
.text:00000014 06 00 00 EB BL _ 2printf

.text:00000018 00 00 AO E3 MOV RO, #0 , return 0

.text:0000001C 10 80 BD E8 LDMFD  SP!, {R4,PC}

So, the first 4 arguments are passed via the R0O-R3 registers in this order: a pointer to the printf() format string in RO,
then 1inR1,2in R2 and 3 in R3.

The instruction at 0x 18 writes 0 to RO—this is return 0 C-statement.
There is nothing unusual so far.

Optimizing Keil 6/2013 generates the same code.

Optimizing Keil 6/2013 (Thumb mode)

Listing 6.8: Optimizing Keil 6/2013 (Thumb mode)

.text:00000000 main

.text:00000000 10 B5 PUSH {R4,LR}

.text:00000002 03 23 MOVS R3, #3

.text:00000004 02 22 MOVS R2, #2

.text:00000006 01 21 MOVS R1, #1

.text:00000008 02 AO ADR RO, aADBDCD ; "a=%d; b=%d; c=%d"
.text:0000000A 00 FO OD F8 BL __ 2printf

.text:0000000E 00 20 MOVS RO, #0

.text:00000010 10 BD POP {R4,PC}

There is no significant difference from the non-optimized code for ARM mode.

Optimizing Keil 6/2013 (ARM mode) + let’s remove return

Let’s rework example slightly by removing return O:

#include <stdio.h>

void main()
{

printf("a=%d; b=%d; c=%d", 1, 2, 3);
}
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The result is somewhat unusual:

Listing 6.9: Optimizing Keil 6/2013 (ARM mode)

.text:00000014 main

.text:00000014 03 30 A0 E3 MoV R3, #3

.text:00000018 02 20 A0 E3 MoV R2, #2

.text:0000001C 01 10 AO E3 MoV R1, #1

.text:00000020 1E OE 8F E2 ADR RO, aADBDCD ;o "a=%d; b=%d; c=%d\n"
.text:00000024 CB 18 00 EA B _ 2printf

This is the optimized (-03) version for ARM mode and this time we see B as the last instruction instead of the familiar
BL. Another difference between this optimized version and the previous one (compiled without optimization) is the lack of
function prologue and epilogue (instructions preserving the RO and LR registers values). The B instruction just jumps to
another address, without any manipulation of the LR register, similar to JMP in x86. Why does it work? Because this code
is, in fact, effectively equivalent to the previous. There are two main reasons: 1) neither the stack nor SP (the stack pointer)
is modified; 2) the call to printf() is the last instruction, so there is nothing going on afterwards. On completion, the
printf() function simply returns the control to the address stored in LR. Since the LR currently stores the address of
the point from where our function was called then the control from printf () will be returned to that point. Therefore
we do not need to save LR because we do not need to modify LR. And we do not need to modify LR because there are no
other function calls except printf (). Furthermore, after this call we do not to do anything else! That is the reason such
optimization is possible.

This optimization is often used in functions where the last statement is a call to another function.

A similar example is presented here: 13.1.1 on page 146.

ARMé64

Non-optimizing GCC (Linaro) 4.9

Listing 6.10: Non-optimizing GCC (Linaro) 4.9

.LC1:
.string "a=%d; b=%d; c=%d"
f2:
; save FP and LR in stack frame:
stp x29, x30, [sp, -16]!
; set stack frame (FP=SP):
add x29, sp, O
adrp x0, .LC1
add x0, x0, :1lol12:.LC1
mov wl, 1
mov w2, 2
mov w3, 3
bl printf
mov w0, 0
; restore FP and LR
ldp x29, x30, [sp]l, 16
ret

The first instruction STP (Store Pair) saves FP (X29) and LR (X30) in the stack. The second ADD X29, SP, 0 instruction
forms the stack frame. It is just writing the value of SP into X29.

Next, we see the familiar ADRP/ADD instruction pair, which forms a pointer to the string. o012 meaning low 12 bits, i.e., linker
will write low 12 bits of LC1 address into the opcode of ADD instruction.

%d in printf() string format is a 32-bit int, so the 1, 2 and 3 are loaded into 32-bit register parts.

Optimizing GCC (Linaro) 4.9 generates the same code.

6.2.2 ARM: 8 arguments

Let’s use again the example with 9 arguments from the previous section: 6.1.2 on page 44.

#include <stdio.h>

int main()

{
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+

printf("a=%d; b=%d; c=%d; d=%d; e=%d; f=%d; g=%d; h=%d\n", 1, 2, 3, 4, 5, 6, 7, 8);
return 0;

Optimizing Keil 6/2013: ARM mode

.text:00000028 main
.text:00000028

.text:00000028 var_18 = -0x18
.text:00000028 var_14 = -0x14
.text:00000028 var_4 = -4

.text:00000028

.text:00000028 04 EO 2D E5 STR LR, [SP,#var_4]!
.text:0000002C 14 DO 4D E2 SUB SP, SP, #0x14
.text:00000030 08 30 A0 E3 MOV R3, #8

.text:00000034 07 20 A0 E3 MOV R2, #7

.text:00000038 06 10 A0 E3 MOV R1, #6

.text:0000003C 05 00 A0 E3 MOV RO, #5

.text:00000040 04 CO 8D E2 ADD R12, SP, #0x18+var_14
.text:00000044 OF 00 8C E8 STMIA R12, {RO-R3}
.text:00000048 04 00 A0 E3 MOV RO, #4

.text:0000004C 00 00 8D E5 STR RO, [SP,#0x18+var_18]
.text:00000050 03 30 A0 E3 MOV R3, #3

.text:00000054 02 20 A0 E3 MOV R2, #2

.text:00000058 01 10 A0 E3 MOV R1, #1

.text:0000005C 6E OF 8F E2 ADR RO, aADBDCDDDEDFDGD ; "a=%d; b=%d; c=%d; d=%d; e=%d; f=%d; gv

G =%t

.text:00000060 BC 18 00 EB BL __ 2printf
.text:00000064 14 DO 8D E2 ADD SP, SP, #0x14
.text:00000068 04 FO 9D E4 LDR PC, [SP+4+var_4],#4

This code can be divided into several parts:

Function prologue:

The very first STR LR, [SP,#var_4]! instruction saves LR on the stack, because we are going to use this register
for the printf() call. Exclamation mark at the end indicates pre-index. This implies that SP is to be decreased by 4
first, and then LR will be saved at the address stored in SP. This is similar to PUSH in x86. Read more about it at: 28.2
on page 457.

The second SUB SP, SP, #0x14 instruction decreases SP (the stack pointer) in order to allocate 0x14 (20) bytes
on the stack. Indeed, we need to pass 5 32-bit values via the stack to the printf () function, and each one occupies
4 bytes, which is exactly 5 * 4 = 20. The other 4 32-bit values are to be passed through registers.

Passing 5, 6, 7 and 8 via the stack: they are stored in the RO, R1, R2 and R3 registers respectively. Then, the ADD
R12, SP, #0x18+var_14 instruction writes the stack address where these 4 variables are to be stored, into the
R12 register. var_14 is an assembly macro, equal to -O0x14 , created by IDA to conveniently display the code accessing
the stack. The var_? macros generated by IDA reflect local variables in the stack. So, SP+4 is to be stored into the
R12 register. The next STMIA R12, RO-R3 instruction writes registers R0-R3 contents to the memory pointed by
R12. STMIA abbreviates Store Multiple Increment After. “Increment After” implies that R12 is to be increased by 4 after
each register value is written.

Passing 4 via the stack: 4 is stored in RO and then this value, with the help of the STR RO, [SP,#0x18+var_18]
instruction is saved on the stack. var_18 is -0x18, so the offset is to be 0, thus the value from the RO register (4) is to
be written to the address written in SP.

Passing 1, 2 and 3 via registers:

The values of the first 3 numbers (a, b, ¢) (1, 2, 3 respectively) are passed through the R1, R2 and R3 registers right
before the printf() call, and the other 5 values are passed via the stack:

printf() call
Function epilogue:

The ADD SP, SP, #0x14 instruction restores the SP pointer back to its former value, thus cleaning the stack. Of
course, what was stored on the stack will stay there, but it will all be rewritten during the execution of subsequent
functions.

The LDR PC, [SP+4+var_4],#4 instruction loads the saved LR value from the stack into the PC register, thus
causing the function to exit. There is no exclamation mark—indeed, PC is loaded first from the address stored in SP
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(4 4+ var_4 = 4+ (-4) = 0, so this instruction is analogous to LDR PC,

[SP],#4), and then SP is increased by 4.

This is referred as post-index?. Why does IDA display the instruction like that? Because it wants to illustrate the stack
layout and the fact that var_4 is allocated for saving the LR value in the local stack. This instruction is somewhat

similar to POP PC in x86°.

Optimizing Keil 6/2013: Thumb mode

.text:0000001C
.text:0000001C

printf_main2

.text:0000001C var_18 = -0x18

.text:0000001C var_14 = -0x14

.text:0000001C var_ 8 = -8

.text:0000001C

.text:0000001C 00 B5 PUSH {LR}

.text:0000001E 08 23 MOVS R3, #8

.text:00000020 85 BO SUB SP, SP, #0x14

.text:00000022 04 93 STR R3, [SP,#0x18+var_8]

.text:00000024 07 22 MOVS R2, #7

.text:00000026 06 21 MOVS R1, #6

.text:00000028 05 20 MOVS RO, #5

.text:0000002A 01 AB ADD R3, SP, #0x18+var_14

.text:0000002C 07 C3 STMIA R3!, {RO-R2}

.text:0000002E 04 20 MOVS RO, #4

.text:00000030 00 90 STR RO, [SP,#0x18+var_18]

.text:00000032 03 23 MOVS R3, #3

.text:00000034 02 22 MOVS R2, #2

.text:00000036 01 21 MOVS R1, #1

.text:00000038 A0 A0 ADR RO, aADBDCDDDEDFDGD ;
S og=%"...

.text:0000003A 06 FO D9 F8 BL _ 2printf

.text:0000003E

.text:0000003E loc_3E ; CODE XREF: example13_f+16

.text:0000003E 05 BO ADD SP, SP, #0x14

.text:00000040 00 BD POP {PC}

"a=%d; b=%d;

c=%d; d=%d; e=%d; f=%d; v~

The output is almost like in the previous example. However, this is Thumb code and the values are packed into stack

differently: 8 goes first, then 5, 6, 7, and 4 goes third.

Optimizing Xcode 4.6.3 (LLVM): ARM mode

__text:0000290C _printf_main2
__text:0000290C

_ text:0000290C var_1C = -0x1C
__text:0000290C var_C = -0xC
__text:0000290C

__text:0000290C 80 40 2D E9 STMFD SP!, {R7,LR}

_ text:00002910 OD 70 AO E1 MoV R7, SP

_ text:00002914 14 DO 4D E2 SUB SP, SP, #0x14
__text:00002918 70 05 01 E3 MoV RO, #0x1570

__ text:0000291C 07 CO AO E3 MoV R12, #7

__ text:00002920 00 00 40 E3 MOVT RO, #0

_ text:00002924 04 20 A0 E3 MoV R2, #4
__text:00002928 00 00 8F EO  ADD RO, PC, RO

__ text:0000292C 06 30 A0 E3 MoV R3, #6

_ text:00002930 05 10 A0 E3 MoV R1, #5

_ text:00002934 00 20 8D E5 STR R2, [SP,#0x1C+var_1C]
_ text:00002938 OA 10 8D E9 STMFA SP, {R1,R3,R12}
__text:0000293C 08 90 A0 E3 MoV R9, #8

_ text:00002940 01 10 AO E3 [0} R1, #1

_ text:00002944 02 20 A0 E3 [0} R2, #2

_ text:00002948 03 30 A0 E3 MoV R3, #3
__text:0000294C 10 90 8D E5 STR R9, [SP,#0x1C+var_C]
__text:00002950 A4 05 00 EB  BL _printf
__text:00002954 07 DO AO E1 MoV SP, R7

ZRead more about it: 28.2 on page 457.

31t is impossible to set IP/EIP/RIP value using POP in x86, but anyway, you got the analogy right.
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__text:00002958 80 80 BD E8 LDMFD SP!, {R7,PC}

Almost the same as what we have already seen, with the exception of STMFA (Store Multiple Full Ascending) instruction,
which is a synonym of STMIB (Store Multiple Increment Before) instruction. This instruction increases the value in the SP
register and only then writes the next register value into the memory, rather than performing those two actions in the
opposite order.

Another thing that catches the eye is that the instructions are arranged seemingly random. For example, the value in the RO
register is manipulated in three places, at addresses 0x2918, 0x2920 and 0x2928, when it would be possible to do it in
one point. However, the optimizing compiler may have its own reasons on how to order the instructions so to achieve higher
efficiency during the execution. Usually, the processor attempts to simultaneously execute instructions located side-by-side.
For example, instructions like MOVT RO, #0 and ADD RO, PC, RO cannot be executed simultaneously since they both
modify the RO register. On the other hand, MOVT RO, #0 and MOV R2, #4 instructions can be executed simultaneously
since the effects of their execution are not conflicting with each other. Presumably, the compiler tries to generate code in
such a manner (wherever it is possible).

Optimizing Xcode 4.6.3 (LLVM): Thumb-2 mode

__text:00002BA0 _printf_main2
__text:00002BA0

__ text:00002BA0 var_1C = -0x1C
__text:00002BA0 var_18 = -0x18
__text:00002BA0 var_C = -0xC
__text:00002BA0

__text:00002BA0 80 B5 PUSH {R7,LR}
__text:00002BA2 6F 46 MoV R7, SP
__text:00002BA4 85 BO SUB SP, SP, #0x14
__text:00002BA6 41 F2 D8 20 MOVW RO, #0x12D8

__text:00002BAA 4F FO 07 0C MOV . W R12, #7
__text:00002BAE CO F2 00 00 MOVT.W RO, #0

__text:00002BB2 04 22 MOVS R2, #4
__text:00002BB4 78 44 ADD RO, PC ; char *
__text:00002BB6 06 23 MOVS R3, #6
__text:00002BB8 05 21 MOVS R1, #5
__text:00002BBA 0D F1 04 OE ADD.W LR, SP, #0x1C+var_18
__text:00002BBE 00 92 STR R2, [SP,#0x1C+var_1C]

__text:00002BCO 4F FO 08 09 MOV. W RO, #8
__text:00002BC4 8E E8 OA 10 STMIA.W LR, {R1,R3,R12}

__text:00002BC8 01 21 MOVS R1, #1
__text:00002BCA 02 22 MOVS R2, #2
__text:00002BCC 03 23 MOVS R3, #3
__text:00002BCE CD F8 10 90 STR.W R9, [SP,#0x1C+var_C]
__text:00002BD2 01 FO OA EA BLX _printf
__text:00002BD6 05 BO ADD SP, SP, #0x14
__text:00002BD8 80 BD POP {R7,PC}

The output is almost the same as in the previous example, with the exception that Thumb-instructions are used instead.

ARMé64

Non-optimizing GCC (Linaro) 4.9

Listing 6.11: Non-optimizing GCC (Linaro) 4.9

.LC2:
.string "a=%d; b=%d; c=%d; d=%d; e=%d; f=%d; g=%d; h=%d\n"
f3:
; grab more space in stack:
sub sp, sp, #32
; save FP and LR in stack frame:
stp x29, x30, [sp,16]
; set stack frame (FP=SP):
add x29, sp, 16
adrp x0, .LC2 ; "a=%d; b=%d; c=%d; d=%d; e=%d; f=%d; g=%d; h=%d\n"
add x0, x0, :lo12:.LC2
mov wl, 8 ; 9th argument
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str w1, [spl ; store 9th argument in the stack
mov wil, 1
mov w2, 2
mov w3, 3
mov w4, 4
mov w5, 5
mov w6, 6
mov w7, 7
bl printf
sub sp, x29, #16
; restore FP and LR
ldp x29, x30, [sp,16]
add sp, sp, 32
ret

The first 8 arguments are passed in X- or W-registers: [ARM13c]. A string pointer requires a 64-bit register, so it’s passed in
X0. All other values have a int 32-bit type, so they are stored in the 32-bit part of the registers (W-). The 9th argument (8)
is passed via the stack. Indeed: it's not possible to pass large number of arguments through registers, because the number
of registers is limited.

Optimizing GCC (Linaro) 4.9 generates the same code.

6.3 MIPS

6.3.1 3 arguments
Optimizing GCC 4.4.5

The main difference with the “Hello, world!” example is that in this case printf() is called instead of puts () and 3 more
arguments are passed through the registers $5...$7 (or $A0...$A2).

That is why these registers are prefixed with A5 which implies they are used for function arguments passing.

Listing 6.12: Optimizing GCC 4.4.5 (assembly output)

$LCO:
.ascii "a=%d; b=%d; c=%d\000"
main:
; function prologue:
lui $28,%hi(__gnu_local_gp)
addiu $sp,$sp,-32
addiu $28,%$28,%lo(__gnu_local_gp)
Ssw $31,28($sp)
; load address of printf():
1w $25,%call16(printf)($28)
; load address of the text string and set 1st argument of printf():
lui $4,%hi($LCO)

addiu $4,%4,%1lo($LCO)
; set 2nd argument of printf():

1i $5,1 # 0x1
; set 3rd argument of printf():
1i $6,2 # 0x2
; call printf():
jalr $25
; set 4th argument of printf() (branch delay slot):
1i $7,3 # 0x3

; function epilogue:
1w $31,28($sp)
; set return value to 0:
move $2,%0
; return
] $31
addiu  $sp,$sp,32 ; branch delay slot

Listing 6.13: Optimizing GCC 4.4.5 (IDA)

.text:00000000 main:
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.text:00000000
.text:00000000 var_10
.text:00000000 var_4
.text:00000000

; function prologue:
.text:00000000
.text:00000004
.text:00000008
.text:0000000C
.text:00000010
; load address
.text:00000014
; load address
.text:00000018
; set 2nd argument of printf():
.text:00000020

; set 3rd argument of printf():
.text:00000024

; call printf():

.text:00000028

; set 4th argument of printf()
.text:0000002C

; function epilogue:
.text:00000030

; set return value to 0:
.text:00000034

; return

.text:00000038

.text:0000003C

of printf():

of the text stri

= -0x10

-4

lui
addiu
la

sw
sw

1w
ng
la
1i
1i

jalr

(branch

1i
1w

move

jr
addiu

$gp, (__gnu_local_gp >> 16)
$sp, -0x20

$gp, (__gnu_local_gp & OxFFFF)
$ra, 0x20+var_4($sp)

$gp, 0x20+var_10($sp)

$t9, (printf & OXFFFF)($gp)

and set 1st argument of printf():

$a0, $LCO # "a=%d; b=%d;
$a1, 1

$a2, 2

$t9

delay slot):

$a3, 3

$ra, 0x20+var_4($sp)

$v0, $zero

$ra
$sp, 0x20 ; branch delay slot

c=%d"

IDA has coalesced pair of LUI and ADDIU instructions into one LA pseudoinstruction. That’s why there are no instruction at
address Ox1C: because LA occupies 8 bytes.

Non-optimizing GCC 4.4.5

Non-optimizing GCC is more verbose:

Listing 6.14: Non-optimizing GCC 4.4.5 (assembly output)

$LCO:
.ascii "a=%d; b=%d;
main:
; function prologue:
addiu $sp,$sp,-32
Ssw $31,28($sp)

Sw $fp,24($sp)

move $fp,$sp

lui $28,%hi(__gnu_local_gp)
addiu

c=%d\000"

; load address of the text string:

lui $2,%hi($LCO)
addiu $2,%$2,%lo($LCO)

; set 1st argument of printf():
move $4,9%2

; set 2nd argument of printf():
1i $5,1

; set 3rd argument of printf():
1i $6,2

; set 4th argument of printf():
1i $7.,3

; get address of printf():
1w $2,%call16(printf)($28)
nop

; call printf():
move $25,%2
jalr $25
nop

; function epilogue:

$28,$28,%lo(__gnu_local_gp)

# 0x1

# 0x2

# 0x3
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1w $28,16($fp)

; set return value to O:
move $2,%0
move $sp,$fp

1w $31,28($sp)

1w $fp,24($sp)

addiu  $sp,$sp,32
, return

j $31

nop

Listing 6.15: Non-optimizing GCC 4.4.5 (IDA)

.text:00000000 main:
.text:00000000

.text:00000000 var_10 = -0x10

.text:00000000 var_8 = -8

.text:00000000 var_4 = -4

.text:00000000

; function prologue:

.text:00000000 addiu $sp, -0x20
.text:00000004 sw $ra, 0x20+var_4($sp)
.text:00000008 sw $fp, 0x20+var_8($sp)
.text:0000000C move $fp, $sp
.text:00000010 la $gp, __gnu_local_gp
.text:00000018 sw $gp, 0x20+var_10($sp)
; load address of the text string:

.text:0000001C la $v0, aADBDCD # "a=%d; b=%d; c=%d"
; set 1st argument of printf():

.text:00000024 move $a0, $vO

; set 2nd argument of printf():

.text:00000028 1i $a1, 1

; set 3rd argument of printf():

.text:0000002C 1i $az2, 2

; set 4th argument of printf():

.text:00000030 1i $a3, 3

; get address of printf():

.text:00000034 1w $v0, (printf & OXFFFF)($gp)
.text:00000038 or $at, $zero

; call printf():

.text:0000003C move $t9, $vO
.text:00000040 jalr $t9

.text:00000044 or $at, $zero ; NOP

; function epilogue:

.text:00000048 1w $gp, 0x20+var_10($fp)
; set return value to 0:

.text:0000004C move $v0, $zero
.text:00000050 move $sp, $fp
.text:00000054 1w $ra, 0x20+var_4($sp)
.text:00000058 1w $fp, 0x20+var_8($sp)
.text:0000005C addiu $sp, 0x20

; return

.text:00000060 jr $ra

.text:00000064 or $at, $zero ; NOP

6.3.2 8 arguments

Let’s use again the example with 9 arguments from the previous section: 6.1.2 on page 44.

#include <stdio.h>

int main()

{
printf("a=%d; b=%d; c=%d; d=%d; e=%d; f=%d; g=%d; h=%d\n", 1, 2, 3, 4, 5, 6, 7, 8);
return 0;

I
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Optimizing GCC 4.4.5

Only the first 4 arguments are passed in the $A0 ...$A3 registers, the rest are passed via the stack. This is the 032 calling
convention (which is the most common one in the MIPS world). Other calling conventions (like N32) may use the registers
for different purposes.

SW abbreviates “Store Word” (from register to memory). MIPS lacks instructions for storing a value into memory, so an
instruction pair has to be used instead (LI/SW).

Listing 6.16: Optimizing GCC 4.4.5 (assembly output)

$LCO:
.ascii  "a=%d; b=%d; c=%d; d=%d; e=%d; f=%d; g=%d; h=%d\012\000"
main:
; function prologue:
lui $28,%hi(__gnu_local_gp)
addiu  $sp,$sp,-56
addiu $28,%$28,%lo(__gnu_local_gp)
sw $31,52($sp)
; pass 5th argument in stack:
1li $2,4 # 0x4
sw $2,16($sp)
; pass 6th argument in stack:
1li $2,5 # 0x5
sw $2,20($sp)
; pass 7th argument in stack:
1li $2,6 # 0x6
sw $2,24($sp)
; pass 8th argument in stack:
1li $2,7 # 0x7
1w $25,%call16(printf)($28)
Ssw $2,28(%$sp)
; pass 1st argument in $a0:
lui $4,%hi($LCO)
; pass 9th argument in stack:
1li $2,8 # 0x8
sw $2,32($sp)

addiu $4,%4 ,%lo($LCO)
; pass 2nd argument in $ail:

1i $5,1 # 0x1
; pass 3rd argument in $a2:
1i $6,2 # 0x2
; call printf():
jalr $25
; pass 4th argument in $a3 (branch delay slot):
1i $7.3 # 0x3

; function epilogue:
1w $31,52($sp)
; set return value to 0:
move $2,%$0
; return
J $31
addiu $sp,$sp,56 ; branch delay slot

Listing 6.17: Optimizing GCC 4.4.5 (IDA)

.text:00000000 main:
.text:00000000

.text:00000000 var_28 = -0x28

.text:00000000 var_24 = -0x24

.text:00000000 var_20 = -0x20

.text:00000000 var_1C = -0x1C

.text:00000000 var_18 = -0x18

.text:00000000 var_10 = -0x10

.text:00000000 var_4 = -4

.text:00000000

; function prologue:

.text:00000000 lui $gp, (__gnu_local_gp >> 16)
.text:00000004 addiu $sp, -0x38

.text:00000008 la $gp, (__gnu_local_gp & OxFFFF)
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$ra,
$gp,

0x38+var_4($sp)
0x38+var_10($sp)

$vo, 4
$v0, 0x38+var_28($sp)

$vo,
$vo,

5
0x38+var_24($sp)

6
0x38+var_20($sp)

$vo,
$vo,

7
(printf & OXFFFF)($gp)
0x38+var_1C($sp)

$vo,
$t9,
$vo,
$a0, ($LCO >> 16)

# "a=%d; b=%d; c=%d; d=%d; e=%d; f=%d,

$vo,
$vo,

8
0x38+var_18($sp)

$a0, ($LCO & OxFFFF) # "a=%d; b=%d; c=%d; d=%d; e=%d; fv»

$a1, 1
$a2, 2

$t9

.text:0000000C SwW
.text:00000010 sw
; pass 5th argument in stack:
.text:00000014 1li
.text:00000018 sw
; pass 6th argument in stack:
.text:0000001C 1li
.text:00000020 sw
; pass 7th argument in stack:
.text:00000024 1li
.text:00000028 sw
; pass 8th argument in stack:
.text:0000002C 1li
.text:00000030 1w
.text:00000034 sw
; prepare 1st argument in $a0:
.text:00000038 lui
S, og=%". ..
; pass 9th argument in stack:
.text:0000003C 1li
.text:00000040 sw
; pass 1st argument in $ail:
.text:00000044 la
G o=%d; g=%"...
; pass 2nd argument in $ail:
.text:00000048 1i
; pass 3rd argument in $a2:
.text:0000004C 1li
; call printf():
.text:00000050 jalr
; pass 4th argument in $a3 (branch delay slot):

.text:00000054 1i

; function epilogue:

.text:00000058 1w

; set return value to 0:
.text:0000005C move
; return

.text:00000060 jr
.text:00000064 addiu

$a3, 3
$ra, 0x38+var_4($sp)
$v0, $zero

$ra
$sp, 0x38 ; branch delay slot

Non-optimizing GCC 4.4.5

Non-optimizing GCC is more verbose:

Listing 6.18: Non-optimizing GCC 4.4.5 (assembly output)

$LCO:
.ascii "a=%d; b=%d; c=%d; d=%d; e=%d; f=%d; g=%d; h=%d\012\000"
main:
; function prologue:
addiu $sp,$sp,-56
sw $31,52($sp)
Ssw $fp,48($sp)
move $fp,$sp
lui $28,%hi(__gnu_local_gp)
addiu $28,%$28,%lo(__gnu_local_gp)
lui $2,%hi($LCO)
addiu $2,%$2,%lo($LCO)
; pass 5th argument in stack:
1li $3,4 # 0x4
sw $3,16($sp)
; pass 6th argument in stack:
1li $3,5 # 0x5
sw $3,20($sp)
; pass 7th argument in stack:
1li $3,6 # 0x6
sw $3,24($sp)
; pass 8th argument in stack:
1li $3,7 # 0x7
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SwW $3,28($sp)
; pass 9th argument in stack:

1i $3,8 # 0x8

sw $3,32($sp)
; pass 1st argument in $a0:

move $4,%2
; pass 2nd argument in $a1l:

1i $5,1 # 0x1
; pass 3rd argument in $a2:

1i $6,2 # 0x2
; pass 4th argument in $a3:

1i $7,3 # 0x3
; call printf():

1w $2,%call16(printf)($28)

nop

move $25,%2

jalr $25

nop

; function epilogue:
1w $28,40($fp)
; set return value to 0:
move $2,%0
move $sp,$fp
1w $31,52($sp)
1w $fp,48($sp)
addiu $sp,$sp,56
; return
j $31
nop

Listing 6.19: Non-optimizing GCC 4.4.5 (IDA)

00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
.text:00000000
.text:00000000
; function prologue:
.text:00000000
.text:00000004
.text:00000008
.text:0000000C
.text:00000010
.text:00000018
.text:0000001C
G o=%d; g=%"...
; pass 5th argument
.text:00000024
.text:00000028
; pass 6th argument
.text:0000002C
.text:00000030
; pass 7th argument
.text:00000034
.text:00000038
; pass 8th argument
.text:0000003C
.text:00000040
; pass 9th argument
.text:00000044
.text:00000048
; pass 1st argument
.text:0000004C
; pass 2nd argument

.text: main:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:

-0x28
-0x24
-0x20
-0x1C
-0x18
-0x10
-8

-4

var_28
var_24
var_20
var_1C
var_18
var_10
var_8

var_4

addiu
sw
sw
move
la

sw

la

$sp,
$ra,
$fp,
$fp,
$gp.,
$gp,
$v0,
in stack:

1i

sw

$v1,
$v1,
in stack:
1i
sw

$v1,
$v1,
in stack:
1i
sw

$v1,
$v1,
in stack:
1i
sw

$v1,
$v1,
in stack:
1i
sw

$v1,
$v1,
in $a0:

move $ao0,

in $al:

-0x38
0x38+var_4($sp)
0x38+var_8($sp)
$sp
__gnu_local_gp
0x38+var_10($sp)

aADBDCDDDEDFDGD # "a=%d; b=%d; c=%d; d=%d; e=%d; fr

4
0x38+var_28($sp)

5
0x38+var_24($sp)

6
0x38+var_20($sp)

7
0x38+var_1C($sp)

8
0x38+var_18($sp)

$vO0
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.text:00000050 1i $a1, 1

; pass 3rd argument in $a2:

.text:00000054 1i $a2, 2

; pass 4th argument in $a3:

.text:00000058 1i $a3, 3

; call printf():

.text:0000005C 1w $v0, (printf & OxFFFF)($gp)
.text:00000060 or $at, $zero
.text:00000064 move $t9, $vO
.text:00000068 jalr $t9

.text:0000006C or $at, $zero ; NOP

; function epilogue:

.text:00000070 1w $gp, 0x38+var_10($fp)
; set return value to 0:

.text:00000074 move $v0, $zero
.text:00000078 move $sp, $fp
.text:0000007C 1w $ra, 0x38+var_4($sp)
.text:00000080 1w $fp, 0x38+var_8($sp)
.text:00000084 addiu $sp, 0x38

; return

.text:00000088 jr $ra

.text:0000008C or $at, $zero ; NOP

6.4 Conclusion

Here is a rough skeleton of the function call:

Listing 6.20: x86

PUSH 3rd argument

PUSH 2nd argument

PUSH 1st argument

CALL function

; modify stack pointer (if needed)

Listing 6.21: x64 (MSV()

MOV RCX, 1st argument
MOV RDX, 2nd argument
MOV R8, 3rd argument
MOV R9, 4th argument

PUSH 5th, 6th argument, etc (if needed)
CALL function
; modify stack pointer (if needed)

Listing 6.22: x64 (GCC)

MOV RDI, 1st argument
MOV RSI, 2nd argument
MOV RDX, 3rd argument
MOV RCX, 4th argument
MOV R8, 5th argument
MOV R9, 6th argument

PUSH 7th, 8th argument, etc (if needed)
CALL function
; modify stack pointer (if needed)

Listing 6.23: ARM

MOV RO, 1st argument

MOV R1, 2nd argument

MOV R2, 3rd argument

MOV R3, 4th argument

; pass 5th, 6th argument, etc, in stack (if needed)
BL function

; modify stack pointer (if needed)
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Listing 6.24: ARM64

MOV X0, 1st argument

MOV X1, 2nd argument

MOV X2, 3rd argument

MOV X3, 4th argument

MOV X4, 5th argument

MOV X5, 6th argument

MOV X6, 7th argument

MOV X7, 8th argument

; pass 9th, 10th argument, etc, in stack (if needed)
BL CALL function

; modify stack pointer (if needed)

Listing 6.25: MIPS (032 calling convention)

LI $4, 1st argument ; AKA $A0

LI $5, 2nd argument ; AKA $A1

LI $6, 3rd argument ; AKA $A2

LI $7, 4th argument ; AKA $A3

; pass 5th, 6th argument, etc, in stack (if needed)
LW temp_reg, address of function

JALR temp_reg

6.5 By the way

By the way, this difference between the arguments passing in x86, x64, fastcall, ARM and MIPS is a good illustration of the
fact that the CPU is oblivious to how the arguments are passed to functions. It is also possible to create a hypothetical
compiler able to pass arguments via a special structure without using stack at all.

MIPS $AO0 ...$A3 registers are labelled this way only for convenience (that is in the 032 calling convention). Programmers
may use any other register (well, maybe except $ZEROQ) to pass data or use any other calling convention.

The CPU is not aware of calling conventions whatsoever.

We may also recall how newcoming assembly language programmers passing arguments into other functions: usually via
registers, without any explicit order, or even via global variables. Of course, it works fine.
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Chapter 7

scanf()

Now let’s use scanf().

7.1 Simple example

#include <stdio.h>
int main()
{
int x;
printf ("Enter X:\n");
scanf ("%d", &x);
printf ("You entered %d...\n", x);

return 0;

}

It's not clever to use scanf () for user interactions nowadays. But we can, however, illustrate passing a pointer to a variable
of type int.

7.1.1 About pointers

Pointers are one of the fundamental concepts in computer science. Often, passing a large array, structure or object as an
argument to another function is too expensive, while passing their address is much cheaper. In addition if the callee function
needs to modify something in the large array or structure received as a parameter and return back the entire structure then
the situation is close to absurd. So the simplest thing to do is to pass the address of the array or structure to the callee
function, and let it change what needs to be changed.

A pointer in C/C++ is simply an address of some memory location.

In x86, the address is represented as a 32-bit number (i.e., it occupies 4 bytes), while in x86-64 it is a 64-bit number (occupying
8 bytes). By the way, that is the reason behind some people’s indignation related to switching to x86-64—all pointers in the
x64-architecture require twice as much space, including cache memory, which is “expensive” place.

It is possible to work with untyped pointers only, given some effort; e.g. the standard C function memcpy (), that copies a
block from one memory location to another, takes 2 pointers of type void* as arguments, since it is impossible to predict
the type of the data you would like to copy. Data types are not important, only the block size matters.

Pointers are also widely used when a function needs to return more than one value (we are going to get back to this later
(10 on page 102) ). scanf() is such a case. Besides the fact that the function needs to indicate how many values were
successfully read, it also needs to return all these values.

In C/C++ the pointer type is only needed for compile-time type checking. Internally, in the compiled code there is no
information about pointer types at all.
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7.1.2 x86

MSVC

Here is what we get after compiling with MSVC 2010:

CONST SEGMENT

$5SG3831 DB '"Enter X:', OaH, OOH

$SG3832 DB '%d', OOH

$SG3833 DB 'You entered %d...', 0aH, OOH
CONST ENDS

PUBLIC _main

EXTRN _scanf:PROC

EXTRN _printf:PROC

; Function compile flags: /0dtp
_TEXT SEGMENT

x$ = -4 ; size = 4
_main PROC

push  ebp

mov ebp, esp

push  ecx

push OFFSET $SG3831 ; 'Enter X:'
call _printf

add esp, 4

lea eax, DWORD PTR _x$[ebp]
push  eax

push  OFFSET $SG3832 ; '%d'

call _scanf

add esp, 8

mov ecx, DWORD PTR _x$[ebp]
push  ecx

push  OFFSET $SG3833 ; 'You entered %d..."
call _printf

add esp, 8
; return O
xor eax, eax
mov esp, ebp
pop ebp
ret 0

_main ENDP

_TEXT ENDS

X is a local variable.

According to the C/C++ standard it must be visible only in this function and not from any other external scope. Traditionally,
local variables are stored on the stack. There are probably other ways to allocate them, but in x86 that is the way it is.

The goal of the instruction following the function prologue, PUSH ECX, is not to save the ECX state (notice the absence of
corresponding POP ECX at the function’s end).

In fact it allocates 4 bytes on the stack for storing the X variable.
X is to be accessed with the assistance of the _x$ macro (it equals to -4) and the EBP register pointing to the current frame.

Over the span of the function’s execution, EBP is pointing to the current stack frame making it possible to access local
variables and function arguments via EBP+offset.

It is also possible to use ESP for the same purpose, although that is not very convenient since it changes frequently. The
value of the EBP could be perceived as a frozen state of the value in ESP at the start of the function’s execution.

Here is a typical stack frame layout in 32-bit environment:

EBP-8 local variable #2, marked in IDA as var_8

EBP-4 local variable #1, marked in IDA as var_4
EBP saved value of EBP

EBP+4 return address

EBP+8 argument#1, marked in IDAas arg_0

EBP+0xC argument#2, marked in IDA as arg_4
EBP+0x10 | argument#3, marked in IDA as arg_8
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The scanf () function in our example has two arguments.

The first one is a pointer to the string containing %d and the second is the address of the x variable.

First, the x variable’s address is loaded into the EAX register by the 1ea eax, DWORD PTR _x$[ebp] instruction

LEA stands for load effective address, and is often used for forming an address (A.6.2 on page 957).

We could say that in this case LEA simply stores the sum of the EBP register value and the _x$ macro in the EAX register.
This is the same as lea eax, [ebp-41].

So, 4 is being subtracted from the EBP register value and the result is loaded in the EAX register. Next the EAX register
value is pushed into the stack and scanf () is being called.

printf() is being called after that with its first argument — a pointer to the string: You entered %d...\n.

The second argument is prepared with: mov ecx, [ebp-4]. The instruction stores the x variable value and not its address,
in the ECX register.

Next the value in the ECX is stored on the stack and the last printf() is being called.
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7.1.3 MSVC + OllyDbg

Let’s try this example in OllyDbg. Let’s load it and keep pressing F8 (step over) until we reach our executable file instead of
ntdll.dll. Scroll up untilmain() appears. Click on the first instruction (PUSH EBP), press F2 (set a breakpoint), then
F9 (Run). The breakpoint will be triggered when main() begins.

Let’s trace to the point where the address of the variable z is calculated:

[E cPU - main thread, module ex1 o ] 4

BHES1EEA| 5 55 FLSH_EEF « | Regizters (FPU) -
EEE e | = —{ EA= (BESIFOES F1R to ASCLI HIL™ =
ECH EE445E1l7 MSUCR1BE.EE445817
gEEa1Gad|| - 68 BAIGESAE | PUSH OFFSET GEES36GE fo—A Epnt BotIERll
BEES1EE3(| «  FFIE SCEsel CALL DWORD FTR DS: [<aMSUCR1e8.printfy1 (LM | ERR 291RE4=S
epEaigeF|| . =304 Bl ADD ESF, 4 Eor HaairoEa BTR to ASCTT "1™
ES1 - 28045 FC LEA EAX [LOCAL. 1] Eok noairooe
5 . @ FUSH ER% BE | EcT doohnen:
BRE31616|[ » &5 BLIAESAA | PUSH OFFSET AAEISHEC [Fc Bt harangal L. soeessos
BRESILE| | - FFIS G4ZDESEN CALL DWORD PTR DS:[{AMSUCRIGR. scanf>] | Lis : -
epEsigztl|| - =304 B EIF BBES1BIS =xl.BRES1ALS
BEES1A24|| - SE4D FC Hob Ecx DMDRD PTR £5: [LOCAL. 1] -
. |ce Es eass Z2bic BIFFFFFFEF)
emEdiE=r | - 51 PLSH E i |F 1 C% @23 3%bit BIFFFFFFFF)
DoETozEl| s ge imzEEond | FLEH GFFSET apEsSaln fo 1A @ S5 pEEE 3=bir BIFFFFFFFF)
eeE21az0|| - £ SCZBE9el COLL DWORD FTR DS: [<sMSUCRiBE.prints>] |LmEf ¥ 5 33 2828 22008 OlEEEFrem)
HAE 21 pr EaLd HOOLESE.E = &8 FS 0O53 3Zbir PEFOOBGELFFF)
Stack [BEBIFDBB] erl.BBE920868, ASCII "Enter X:E 20T 8 G5 8F2E ZPhit BIFFFFFEFF)
ERX=RA21FOE4, PTR to ASCIL "HII” = A
0B LastErr BOEEEREE ERROR_SUCCESS
~ | EFL @e@eezes (HO,HE,NE, A, NS, PE, GE, &) -

FSET MSUCRIBM. __initenwy N

Address |Hex dump " [ sE424 714
b P Db || eE31F0FC
BHES00E | 4a GE r4 Gh| e oB GO oA BH @0 00 06 oh G4 G0 G0
BEES5A10| 53 &F 7S 20|65 6E T4 £5|TZ 65 64 2A| 25 &4 ZE 2E[ | P9S1FOECILBAESLLAD o enl BEES1EEE to

G621 FOCH| [ GREEE6E1
@EES3626| 2E @0 @0 8| FF FF FF FF|FF FF FF FF| B0 08 B3 08

BBES3ESB| FE FF FF FF @1 98 B89 @@ BS 9E A1 49| 4A Bl SE Be| | ZESIFOCA) | 943108
BEES3A4E| A1 BB G2 08 45 25 49 0063 4E 49 0@| 0 oo oo ool | 22SIFOCE)) 08492840
BEESSHSA| GO GO OO 66| 00 GO 06 06| A0 68 O on| oo 6o oo oo) | BASIEDCC)| 4990854
OOESSDEA| O DO OO 0G| 0O OO 0O 0D| 60 DO DO Op| oD o oo ool | BESLEDOA)| 89002600
BEESSE7A| PR DO OO 6B 09 0P 6O 06| A0 DO B9 0P| oo o oo po| | BESIED0Y)| aBeawean
GEESIASA| A0 GO OO 08 BE DA GO 00 BG 0A GO 08| 60 oo oo ool f 2231F00G) | FEFDEGES
ARES3A9A| AR AR A6 68| AR DR A6 66 G0 GR BE GE) B0 08 G806

ASCIT "pMI™

Figure 7.1: OllyDbg: The address of the local variable is calculated

Right-click the EAX in the registers window and then select “Follow in stack”. This address will appear in the stack window.
The red arrow has been added, pointing to the variable in the local stack. At that moment this location contains some garbage
(0x6E494714). Now with the help of PUSH instruction the address of this stack element is going to be stored to the same
stack on the next position. Let’s trace with F8 until the scanf () execution completes. During the scanf () execution, we
input, for example, 123, in the console window:

[N C:\Polygon\ollydbg\exl.exe

Figure 7.2: User input in the console window

63



CHAPTER 7. SCANF() CHAPTER 7. SCANF()
scanf () completed its execution already:

CPU - main thread, module ex1 ;lglil

HHE S 1 HER = FUSH_EE Regist LFPLI
BEES1AE 1 SEEC Ml EBP,ESP e =
BEER]B63 51 PUSH ECH EC EE44ERRE MSUCR18G. SE4450RE

BEED1 a6

BEEF1EED

BEES1BEF

HEEI1A1Z

BEE1A1E

HEEFIALC
o1

&% PAIEEI0R | PUSH OFFSET GOE33600 ol e
SLZBESEI CALL_DWORD PTR OS: [<&MSUCR1BE.printf>] (Lme | EOi BE4Z4S0E MSULRLEE. _badicinfo
ADD ESF, 4

FFLE
gaC4 BY . -~
5045 FC LEA EAX, [LOCAL. 1] . |ESE gasiFDAC PTR €o ASCIL "ad
= PUSH EA% [<f EED DEainoEe

8 QLIAE9EE | FUSH OFFSET BEESSEEC fe
FFLE AdcBESa CALL DWORD PTR DS:[<&MSUCRIGA,scanf>]  |Lpg | EDT HEESSS95 =ul.BAESSS9S —

R TR

31 2304 B2 A0 ESF, S EIF BBES1B21 eul.BEES1EZ1

GEED 1 24 2E40 FC MOW ECH,DWORD FTR SS:CLOCAL. 11 -

: . lce Es oe=s 2znit eiFFFFEFFR)
GEES 1827 £l PUSH ECx ¢ |F e C%@e2z 22bit BIFFFFFFFF)
BEES1 A2 65 1GZAE9RA |PUSH OFFSET BOESSE1 fi |n & 55 AGSE Sonit BIFFFFFFFE)
GRES1 A0 FF1E SCobEge CALL DWORD FTR DS:C<aMsucRiee.prinef>] (Lo 05 5 52 D058 25000 GiFErrrree)
il 30T = Ld o A00 ESE £ @ FS @BS3 32bit FEFDD@EELFFF)
MSUCR1BE. seanf returned BRX =1 allT @ &S GE2E 32bit BIFFFFFFFF)
o= [ —|0a
ESP=@821FDAC, FTR to ASCID "id 0@ LastErr BEEEEREE ERROR_SUCCESS

= || EFL @eme@zEz (MO, ME,ME,R, M5, PO, GE, G) -

Address |Hewn dunp " BRESSEEC| PHy | ASCIT TadT -

GEZ1FOES| | @52 1FOE| {1 1=
OEEDSO0E| 45| BE r4 65| rZ 20 5E SO OO OO 0O 06 25 64 GF 00
BEES3A16( 53 EF 75 20 65 GE 74 65|72 65 64 28|25 e4 2£ 2 [ J2SIEDEY) | HaRIEE
BEESIAZE| 26 BR @3 @8 FF FF FF FF|FF FF FF FF| B0 oo oo oal | 2231F06S)) 28sirOrG
BEESSHEA| FE FF FF FF| 61 6@ GG 06| BS 4E A1 49|4A BI SE Be| | BESIEDEC) SAAES118%
OOEGSG4A| 1 DO OB @B 48 25 49 00|63 4E 49 0p|ob 0@ oo po| | BESIFDCA)FaRanaaal
BEEFSESA| DA DD OO 66| 00 09 0O 06|00 06 B9 0P| 6o oo oo pp| | BESIEDCH) | BR4s4Ees
GEESIACE| A GO OO 08 GE DA GG 0A GG 0B 0O 08| 60 oo oo ool | 23SIFOCE)) BA9IES4E
BEESSATA| GO BB OO 6| G GO 06 06| A0 6O B8 o6l oo 6o oo ool | BESIEDCC)| 4330854
QOESSDEA| DO DO OO 06| 00 OO 0O 0O| 60 0O DO 0Dl 0D B oo ool f BESIEDOA)| GRanaa0d
QRES2690( PO DA G GR| A0 06 GG 0 B0 GR PO DA OR GR B9 00 LFOD

Figure 7.3: OllyDbg: scanf () executed

scanf () returns 1 in EAX, which implies that it has read successfully one value. If we look again at the stack element
corresponding to the local variable it now contains 0x7B (123).
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Later this value is copied from the stack to the ECX register and passed to printf():

& cru in thread, module ex1 -0 x|
BOE31000 5 FUSH_EEF Registers (FPL
BEEZ1 A1 MAl EBP, ESP - =
BoEo 1004 e EF?SET BPE33000 BpogEaE
BEE31B09 CALL DWORD PTR DS:L<&MSUCR1EG. printf>] oo lUCRIEE. _badioinfo
BBE318BF ADD ESP, 4 oaateaEs
BEES1E12 LEA Efi, [LOCAL.11 DaitERE:
BOEILEIE FUSH EA% R
BEEILBIE PUSH OFFSET @BE2306C e P ——
BOEI1B1E CALL DWORD PTR D5:[<&MSUCR18G. scanf>l (ki : —_
BEE 31621 B0 ESP, 8 BBES1627 e l.BOEI1B27
BOE3LE24 Hol) ECx,DUORD PTR 55:[LOCAL. 11 o |co Es ooze sanic ecrrrrEEEE)

! RN [Fc F 1 G5 @823 32bit BIFFFFFFFF)
BEES1AZ0 CALL DWORD PTR 03: [<&MSUCR186.printf>1 |(kie {5 1 55 2258 201t BUEEEREEER)
gOE3LD id EDD ESP -
ol L g De S © FS 0853 32bit FEFOD@AA(FFF)
ECH=BBBARATE | decimal 123.) =L g &% Bz Sahic BIFFFFRFEF)

0B LastErr AAABAGAA ERROR_SUCCESS
v eFL oeeezz1e (MO,ME,ME, A, NS, PE,GE,G) |

Address | Hen dump - BEBABETE
GOE33060 @8 6E 74 £5| 7 20 58 JH| 0N 00 DO 00 25 69 00 DO[—f oo1Dos [SSEéE?ES
BRES3010| 53 EF ¢S 26| G5 GE 74 65| 72 5% &4 20|25 64 2k 2E(—| PAS1EDEC) LEGESLIAS| A
BEES3026| 3E BR 0@ 94| FF FF FF FF|FE FF FF FF 0@ 0 o5 po| | 2931F0CA)roaaoaagl
BEE33630| FE FF FF FF|G1 0 60 B8 BS 4E A1 49(4A Bi SE Be| |B931F0C4)) Badadtes
DOE33040| 01 Bb 0@ @D|45 28 43 DO €5 4 43 00|00 0 op pa| |2231FDCS)) Eodazsds
BRE$3050| B3 Do D @W| WP 00 0D DA 06 bo b oo| oo b bg oa| | 2931EDCC)| dacuBada
BEES30ER| 65 BB DO 06|03 0O 2 DB O 65 oo 06 o o pol | 2931FO0A)) Bacucgon
BEES3070| 0B GO 0 66|60 06 6O b6 0 Bo 08 66|60 on 6o ool | 2931004 Gaaaaacs
DOE33050| 08 Bo 0@ @b| D 00 0D DO 00 Do B @0| 0@ 0 0o oa|.f 2231003 | FEFDEGOS
gpE22000| op 00 BB ol Bo o 0o ool oo oo o8 Bolos 0o BB oo 1FOD

GCC

Figure 7.4: OllyDbg: preparing the value for passing to printf()

Let’s try to compile this code in GCC 4.4.1 under Linux:

main
var_20

var_1C
var_4

main

proc near
dword ptr -20h

= dword ptr -1Ch

= dword ptr -4

push ebp

mov ebp, esp

and esp, OFFFFFFFOh

sub esp, 20h

mov [esp+20h+var_20], offset

call _puts

mov eax, offset aD ; "%d"

lea edx, [esp+20h+var_4]

mov [esp+20h+var_1C], edx

mov [esp+20h+var_20], eax

call ____1s0c99_scanf

mov edx, [esp+20h+var_4]

mov eax, offset aYouEnteredD__

mov [esp+20h+var_1C], edx

mov [esp+20h+var_20],

call _printf

mov eax, O

leave

retn

endp

aEnterX

’

"Enter X:"

; "You entered %d..

An"

GCC replaced the printf () call with call to puts(). The reason for this was explained in ( 3.4.3 on page 15).

As in the MSVC example—the arguments are placed on the stack using the MOV instruction.

By the way

By the way, this simple example is a demonstration of the fact that compiler translates list of expressions in C/C++-block into
sequential list of instructions. There are nothing between expressions in C/C++, and so in resulting machine code, there are

nothing between, control flow slips from one expression to the next one.
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7.1.4 x64

The picture here is similar with the difference that the registers, rather than the stack, are used for arguments passing.

MSVC
Listing 7.1: MSVC 2012 x64
_DATA SEGMENT
$SG1289 DB '"Enter X:', OaH, OOH
$SG1291 DB "%d', OO0H
$SG1292 DB 'You entered %d...', 0aH, OOH
_DATA ENDS
_TEXT SEGMENT
x$ = 32
main PROC
$LN3:
sub rsp, 56
lea rcx, OFFSET FLAT:$SG1289 ; 'Enter X:'
call printf
lea rdx, QWORD PTR x$[rsp]
lea rcx, OFFSET FLAT:$SG1291 ; '%d'
call scanf
mov edx, DWORD PTR x$[rsp]
lea rcx, OFFSET FLAT:$SG1292 ; 'You entered %d...'
call printf
; return 0
xor eax, eax
add rsp, 56
ret 0
main ENDP
_TEXT ENDS
GCC
Listing 7.2: Optimizing GCC 4.4.6 x64
.LCO:
.string "Enter X:"
.LC1:
.string "%d"
LC2:
.string "You entered %d...\n"
main:

sub rsp, 24

mov edi, OFFSET FLAT:.LCO ; "Enter X:"

call puts

lea rsi, [rsp+12]

mov edi, OFFSET FLAT:.LC1 ; "%d"

Xor eax, eax

call __isoc99_scanf

mov esi, DWORD PTR [rsp+12]

mov edi, OFFSET FLAT:.LC2 ; "You entered %d...\n"
xor eax, eax

call printf

; return 0

xor eax, eax
add rsp, 24
ret
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71.5 ARM

Optimizing Keil 6/2013 (Thumb mode)

.text:00000042 scanf_main

.text:00000042

.text:00000042 var_8 = -8

.text:00000042

.text:00000042 08 B5 PUSH {R3, LR}

.text:00000044 A9 A0 ADR RO, aEnterX ; "Enter X:\n"
.text:00000046 06 FO D3 F8 BL _ 2printf

.text:0000004A 69 46 MoV R1, SP

.text:0000004C AA A0 ADR RO, aD o "%d"
.text:0000004E 06 FO CD F8 BL __Oscanf

.text:00000052 00 99 LDR R1, [SP,#8+var_8]
.text:00000054 A9 A0 ADR RO, aYouEnteredD___ ; "You entered %d...\n"
.text:00000056 06 FO CB F8 BL _ 2printf

.text:0000005A 00 20 MOVS RO, #0

.text:0000005C 08 BD POP {R3,PC}

In order for scanf () to be able to read item it needs a parameter—pointer to an int. int is 32-bit, so we need 4 bytes to
store it somewhere in memory, and it fits exactly in a 32-bit register. A place for the local variable X is allocated in the stack
and IDA has named it var_8. It is not necessary, however, to allocate a such since SP (stack pointer) is already pointing to that
space and it can be used directly. So, SP’s value is copied to the R1 register and, together with the format-string, passed to
scanf (). Later, with the help of the LDR instruction, this value is moved from the stack to the R1 register in order to be
passed to printf().

ARM64
Listing 7.3: Non-optimizing GCC 4.9.1 ARMé64
.LCO:
.string "Enter X:"
.LC1:
.string "%d"
.LC2:

.string "You entered %d...\n"
scanf_main:
; subtract 32 from SP, then save FP and LR in stack frame:

stp x29, x30, [sp, -32]!
; set stack frame (FP=SP)
add x29, sp, O

; load pointer to the "Enter X:" string:
adrp x0, .LCO

add x0, x0, :1lo12:.LCO
; XO0=pointer to the "Enter X:" string
; print it:

bl puts

; load pointer to the "%d" string:
adrp x0, .LC1

add x0, x0, :lo12:.LC1
; find a space in stack frame for "x" variable (X1=FP+28):
add x1, x29, 28

; X1=address of "x" variable
; pass the address to scanf() and call it:

bl __isoc99_scanf
; load 32-bit value from the variable in stack frame:
1dr w1, [x29,28]

i W1=x

; load pointer to the "You entered %d...\n" string

; printf() will take text string from X0 and "x" variable from X1 (or W1)
adrp x0, .LC2

add x0, x0, :lol12:.LC2
bl printf
; return O
mov wo, 0
; restore FP and LR, then add 32 to SP:
ldp x29, x30, [spl, 32
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ret

There is 32 bytes are allocated for stack frame, which is bigger than it needed. Perhaps, some memory aligning issue? The
most interesting part is finding space for the x variable in the stack frame (line 22). Why 28? Somehow, compiler decided
to place this variable at the end of stack frame instead of beginning. The address is passed to scanf (), which just stores
the user input value in the memory at that address. This is 32-bit value of type int. The value is fetched at line 27 and then
passed to printf().

7.1.6 MIPS

A place in the local stack is allocated for the z variable, and it is to be referred as $sp+ 24. Its address is passed to scanf (),
and the user input values is loaded using the LW (“Load Word”) instruction and then passed to printf().

Listing 7.4: Optimizing GCC 4.4.5 (assembly output)

$LCO:
.ascii "Enter X:\000"
$LC1:
.ascii  "%d\000"
$LC2:
.ascii "You entered %d...\012\000"
main:
; function prologue:
lui $28,%hi(__gnu_local_gp)
addiu  $sp,$sp,-40
addiu $28,%$28,%lo(__gnu_local_gp)
Ssw $31,36($sp)
; call puts():
1w $25,%call16(puts)($28)
lui $4,%hi($LCO)
jalr $25

addiu $4,%4 ,%1o($LCO) ; branch delay slot
; call scanf():

1w $28,16($sp)
lui $4,%hi($LC1)
1w $25,%call16(__isoc99_scanf)($28)

; set 2nd argument of scanf(), $al=$sp+24:
addiu $5,%sp, 24
jalr $25
addiu $4,%$4,%1lo($LCT) ; branch delay slot

; call printf():

1w $28,16($sp)
; set 2nd argument of printf(),
; load word at address $sp+24:

1w $5,24(%sp)

1w $25,%call16(printf)($28)
lui $4,%hi($LC2)

jalr $25

addiu $4,%4 ,%1o($LC2) ; branch delay slot

; function epilogue:
1w $31,36($sp)
; set return value to 0:
move $2,%0
; return:
j $31
addiu  $sp,$sp,40 ; branch delay slot

IDA displays the stack layout as follows:

Listing 7.5: Optimizing GCC 4.4.5 (IDA)

.text:00000000 main:
.text:00000000

.text:00000000 var_18 = -0x18
.text:00000000 var_10 = -0x10
.text:00000000 var_4 = -4

.text:00000000
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; function prologue:

.text:00000000 lui $gp,
.text:00000004 addiu $sp,
.text:00000008 1a $gp,
.text:0000000C sw $ra,
.text:00000010 sw $gp,
; call puts():
.text:00000014 1w $t9,
.text:00000018 lui $ao0,
.text:0000001C jalr $t9
.text:00000020 la $ao0,
; call scanf():
.text:00000024 1w $gp,
.text:00000028 lui $ao0,
.text:0000002C 1w $t9,
; set 2nd argument of scanf(), $al=$sp+24:
.text:00000030 addiu $a1,
.text:00000034 jalr $t9
.text:00000038 la $ao0,
; call printf():
.text:0000003C 1w $gp,
; set 2nd argument of printf(),
; load word at address $sp+24:
.text:00000040 1w $a1,
.text:00000044 1w $t9,
.text:00000048 lui $a0,
.text:0000004C jalr $t9
.text:00000050 la $ao0,
\, delay slot
; function epilogue:
.text:00000054 1w $ra,
; set return value to 0:
.text:00000058 move $vo,
; return:
.text:0000005C jr $ra
.text:00000060 addiu $sp,

(__gnu_local_gp >> 16)
-0x28

(__gnu_local_gp & OxFFFF)
0x28+var_4($sp)
0x28+var_18($sp)

(puts & OxFFFF)($gp)

($LCO >> 16) # "Enter X:"
($LCO & OxFFFF) # "Enter X:" ; branch delay slot
0x28+var_18($sp)

($LCT1 >> 16) # "%d"
(__isoc99_scanf & OxFFFF)($gp)

$sp, 0x28+var_10
; branch delay slot
($LC1 & OXFFFF) # "%d"

0x28+var_18($sp)
0x28+var_10($sp)

(printf & OxFFFF)($gp)

($LC2 >> 16) # "You entered %d...\n"

($LC2 & OXFFFF) # "You entered %d...\n" ; branch v

0x28+var_4($sp)

$zero

0x28 ; branch delay slot

7.2 Global variables

What if the X variable from the previous example was not local but a global one? Then it would have been accessible from
any point, not only from the function body. Global variables are considered anti-pattern, but for the sake of the experiment,

we could do this.

#include <stdio.h>

// now x is global variable

int x;
int main()
{
printf ("Enter X:\n");
scanf ("%d", &x);
printf ("You entered %d...\n", x);
return O;
T
7.2.1 MSVC: x86
_DATA SEGMENT
COMM _x:DWORD
$SG2456 DB '"Enter X:', OaH, OOH
$SG2457 DB '"%d', OOH
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$5G2458 DB '"You entered %d...', OaH, OOH
_DATA ENDS

PUBLIC _main

EXTRN _scanf:PROC

EXTRN _printf:PROC

; Function compile flags: /0dtp
_TEXT SEGMENT

_main PROC
push  ebp
mov ebp, esp

push  OFFSET $SG2456
call _printf

add esp, 4

push  OFFSET _x

push  OFFSET $SG2457

call _scanf

add esp, 8

mov eax, DWORD PTR _x
push  eax

push  OFFSET $5G2458
call _printf

add esp, 8
xor eax, eax
pop ebp
ret 0

_main ENDP

_TEXT ENDS

In this case the X variable is defined in the _DATA segment and no memory is allocated in the local stack. It is accessed
directly, not through the stack. Uninitialized global variables take no space in the executable file (indeed, why one needs to
allocate space for variables initially set to zero?), but when someone accesses their address, the OS will allocate a block of
zeroes therel.

Now let’s explicitly assign a value to the variable:

int x=10; // default value

We got:
_DATA SEGMENT
X DD OaH

Here we see a value 0xA of DWORD type (DD stands for DWORD = 32 bit) for this variable.

If you open the compiled .exe in IDA, you can see the x variable placed at the beginning of the _DATA segment, and after it
you can see text strings.

If you open the compiled .exe from the previous example in IDA, where the value of x was not set, you would see something
like this:

.data:0040FA80 _x dd ? ; DATA XREF: _main+10
.data:0040FA80 ; _main+22

.data:0040FA84 dword_40FA84 dd ? ; DATA XREF: _memset+1E
.data:0040FA84 ; unknown_libname_1+28
.data:0040FA88 dword_40FA88 dd ? ; DATA XREF: __ sbh_find_block+5
.data:0040FA88 ; ___sbh_free_block+2BC
.data:0040FA8C ; LPVOID lpMem

.data:0040FA8C lpMem dd ? ; DATA XREF: __ sbh_find_block+B
.data:0040FA8C ; ___sbh_free_block+2CA
.data:0040FA90 dword_40FA90 dd ? ; DATA XREF: _V6_HeapAlloc+13
.data:0040FA90 ; __calloc_impl+72
.data:0040FA94 dword_40FA94 dd ? ; DATA XREF: ___ sbh_free_block+2FE

_X is marked with ? with the rest of the variables that do not need to be initialized. This implies that after loading the .exe
to the memory, a space for all these variables is to be allocated and filled with zeroes [ISO07, 6.7.8p10]. But in the .exe file
these uninitialized variables do not occupy anything. This is convenient for large arrays, for example.

1That is how a VM behaves
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7.2.2 MSVC: x86 + OllyDbg

Things are even simpler here:

[3 cpu - main thread, module ex2

BECE 1808 rs

BECS1AE]
BECE1aES
BECE1EES
BECS1E6E
BECE1ATLL
BECEIA]C
HOCELR]E

HECE1EZ4
BECE1azD
BECE1E2A
BACS182F
HECS1ASE
BECElazs
QOCC 1020

=]
SBEC
55 QESACCOR
FF1E ZL2acoo
E§E4 )

55 QLIRCCOR
FP1S H42acool
3?64 as

=]

&2 1RgACeag
FF15 SC2ECLE
2304 @BE

22Ca
=]

FUSH _EEF
MO EEF, ESF

AN

FUZH ERX
PUSH OFFSET BECE2E]
CALL DWORD PTR DS:L
AOO ESF, 2

HOR ERX,EAX
FOF EEF

=101 |

Registers (FFU)

FUSH OFFSET BECEzacm
CALL DWORD PTR DS: [{&MSUCRIBE. printf ]

RAOD ESP, 4

FUSH OFFSET BECES594

FUSH OFFSET BECtzaac

COLL DWORD PTR DS: [<2MSUCR1AA. scanf »]

O ESF.2
MO ER, DWORD PTR DS5: CECS3394]

5]
CEMSUCRIBE. printf ]

Tmm=2
ESP=BE44F 74LC,

MEUCR1EE. scan

f returned EAX = 1

PTR to ASCII

e

5]
1
5]
5]
5]
5]
5]
5]

EFL

Address

BACEI3IA4

EEEEEE W =EEIEEIETE] [SEaeT]

BECESSE4| B8 BGRB8 GE| B8 GE
BECEI2C4 | B8 BB 88 60| 88 G6
BECE2204| B8 OB B8 00| 68 06
BECSIZE4| GG 08 BE 08 B8 a8
BECESSF4| B8 BR B8 GE| B8 GE
BECE24a4| B8 BB 88 60|88 G6
BECE2414| B8 OB B8 00| 68 06
GRCCI424) B0 08 BE 08 68 08

BE44F FEE
HEd4F FE4
HEA44F FES
BEa44F FEC
HE44F FEE
HE44F FEd
HA44F FES
BE44F FEC
HE44F 7 PR
B0d4F 77

AEEEEEERL
EE44EARG
EE434E008
BEACEEEE
AE44F 740
aE44F7Ed
BEEEAER]L
BECSIIOC

BECE1EZ1

LastErr
BEAEEZEE

MEUCR1E6. eE44ERAG
MEUCR1EE. __badicinfo

FTR to ASCIT "™xd™

eng. BECEII0C

exZ. BECE1AZ1

22bit BILFFFFFFFF]
32bit BIFFFFFFFF)
S2bit BIFFFFFFFFI
22bit BILFFFFFFFF]
22bit FEFDDEEELFFF]
32bit BIFFFFFFFF)

oEEaEEEE ERROR_SUCCESS
(MO, ME, ME, A, M5, PE, GE, G

BECE2294
BE44F 723
HECE11AD
BEEEaEE1 | B
BE14ECD
BE192348
CEEBSCEE
BEGEREEE
BEGEEERE
TEFDEBGE

[BBCESBBC FeH | ASCIT "Hd™

Figure 7.5: OllyDbg: after scanf () execution

The variable is located in the data segment. After the PUSH instruction (pushing the address of x) gets executed, the address
appears in the stack window. Right-click on that row and select “Follow in dump”. The variable will appear in the memory

window on the left.

After we have entered 123 in the console, 0xX7B appears in the memory window (see the highlighted screenshot regions).

But why is the first byte 7B? Thinking logically, 00 00 00 7B should be there. The cause for this is referred as endianness,
and x86 uses little-endian. This implies that the lowest byte is written first, and the highest written last. Read more about it

at: 31 on page 466.

Back to the example, the 32-bit value is loaded from this memory address into EAX and passed to printf().

The memory address of z is 0x00C53394.
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In OllyDbg we can review the process memory map (Alt-M) and we can see that this address is inside the .data PE-segment
of our program:

X1 Memory map -0 x|
Address |Size Owner Section |Contains Tupe| Hooess | Initial| Mapped as A.I
CRETOREE| BOEG T OEE Map |R R Crdlindows Sustem3z locale.nls
BE19ER6E | AERESEEE Hezap Friwv| Rl Rl

BEZE9R0E | AERETEEE Priv/RBW Gual B Gua

BA44CAHEE| AEAE 1886 Priv|RBW GuajBW Gua

Ga4400656 | AEREZ88E Stack of main thread |Priv| Rl Rl

BRSEREE | AERETEEE Friwv| Bl Rl

BEFSER0E | AERECEEE Oefault heap Priv| Rl Rl

BACSEREA| AEAE 18868 | ex2 FPE header Ima |R EWE Cop

GACS1A66| AEAE 1886 | ex2 L tEHE Code Ima (R E FWE Cop

BECEZ2E0E| BORE L BER| ex2 rdata Imports Ima |R RIE Cop

BACEIR0E| BEAE1BEE | en .data Oata Ima [RUW FWE Cop

BACE48608 | BEAE1EEE | ex 2 reloc Felocat ions Ima |R RWE Cop

SEZEBRGEE| BEAG 18868 | MSUCR1E6 FPE header Ima |R FWE Cop

SESE1Q00| BORE2HAE | MSUCHR1EA tent Code, imports,edports | Ima (R E RIE Cop

SE493006 | AERGGEEE | MSUCRLGE .dats Dat= Ima |RW  Copt BWE Cop

&E499800| BEAE1EEA | MSUCR188 LTETC Resources Ima |R RWE Cop

SE4DAB0E| BORES0RE | MEUCR 1 GG reloc Relocations Ima R RUE Cop

TEEDEREE | AEAE18AE | Mod_FEE0 FE header Ima |R FWE Cop

TEED1AG0E | AEREIEEE Ima (R E FWE Cop

TEED4A66 | AEEE 1886 Img |Rl EWE Cop

TEE0SAEE | AERE38E8E Ima |R FWE Cop

TEEEBREE | AEAE18AE | Mod_FEEE FE header Ima |R FWE Cop

TEEEL1RGEE| BER408E86 Ima (R E FWE Cop

TEE2ERGDA| AERESAEE Img |RW Copt RWE Cop

TEE23000| BEREI886 Ima |R FWE Cop

TEE4EREE | ARG 18AE | Mod_FEE4 FE header Ima |R FWE Cop

TEE4 1006 AERZ2E8EE Ima (R E FWE Cop

TEETOREA| AEREZEE8E Img |Rl EWE Cop

TEETERGDE| BERG64886 Ima |R FWE Cop

rEFE0E0RE| BOA1A0AG | kerne L 22 PE header Ima |R RIE Cop

TEFEER0E | BEE0AEEE | kerne 32 L hent Code, imports, esports | Ima (R E FWE Cop

Yre2aa6aa| aea1aaaa | kerne 132 .data Data Img |EW Cop{ RWE Cop

rrod0RneE| BER1R0RE | kerne L 22 el Resources Ima R RUE Cop

rrEE0E0E| BOACEEAG | kerne L 22 sreloo Relocat ions Ima |R RIE Cop

TrelenEg| Beea ] ea0d| KERMELBASE FPE header Ima [R FWE Cop

vrellaaa| aeadaaa6a | KERNELERSE | .text Code, imports,exports | Imga R E RWE Cop

FrE51060 | BERG2880 | KERMELBASE | .dats Dats Img | Rl FWE Cop

rr252000| B0E0 1 6EE| KERMELEBASE | .rsrc Resources Ima |R RIE Cop

Frec4a68| BEREIEAE| KERMELBASE | .reloc Relocat ions Ima [R FWE Cop —
TrE2E066| AERE 18868 | Mod_F7E2 FE header Ima |R EWE Cop

TTE21066| 88162886 Ima (R E FWE Cop

TrC23060E | AEAZF8EE Ima |R FWE Cop

TrCE2R0E | AERECEaEE Ima |RW  Copt BWE Cop

TTCEERGA| AEASEEEE Ima |R EWE Cop

FrO866056| 86031866 | ntdl L FPE header Ima |R FWE Cop

rr010060) ABEDEEEE | ntdl L hEnt Code, eHports Ima (R E RIE Cop

TrOFEREE| BEEE 1880 | ntdl L RT Code Ima (R E FWE Cop

77EABOB0| 0B0E3800| ntd L .data |Data Ina |RU Copt RUE Cop =

Figure 7.6: OllyDbg: process memory map

7.2.3 GCC:x86

The picture in Linux is near the same, with the difference that the uninitialized variables are located in the _bss segment.
In ELF file this segment has the following attributes:

; Segment type: Uninitialized
; Segment permissions: Read/Write

If you, however, initialise the variable with some value e.g. 10, it is to be placed in the _data segment, which has the
following attributes:

; Segment type: Pure data
; Segment permissions: Read/Write

7.2.4 MSVC: x64

Listing 7.6: MSVC 2012 x64

_DATA  SEGMENT
COMM x :DWORD

$5G2924 DB "Enter X:', 0OaH, OOH
$5G2925 DB '%d', OOH
$SG2926 DB '"You entered %d...', OaH, OOH
_DATA ENDS
_TEXT SEGMENT
main PROC
$LN3:
sub rsp, 40
lea rcx, OFFSET FLAT:$SG2924 ; 'Enter X:'

call printf
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lea rdx, OFFSET FLAT:Xx
lea rcx, OFFSET FLAT:$SG2925 ; '%d'
call scanf
mov edx, DWORD PTR x
lea rcx, OFFSET FLAT:$SG2926 ; 'You entered %d...'
call printf
; return 0
xor eax, eax
add rsp, 40
ret 0
main ENDP
_TEXT ENDS

The code is almost the same as in x86. Please note that the address of the x variable is passed to scanf () using a LEA
instruction, while the variable’s value is passed to the second printf() using a MOV instruction. DWORD PTR is a part
of the assembly language (no relation to the machine code), indicating that the variable data size is 32-bit and the MOV
instruction has to be encoded accordingly.

7.2.5 ARM: Optimizing Keil 6/2013 (Thumb mode)

.text:00000000 ; Segment type: Pure code

.text:00000000 AREA .text, CODE

.text:00000000 main

.text:00000000 PUSH {R4,LR}

.text:00000002 ADR RO, aEnterX ; "Enter X:\n"
.text:00000004 BL _ 2printf

.text:00000008 LDR R1, =x

.text:0000000A ADR RO, aD ;o "%d"
.text:0000000C BL __Oscanf

.text:00000010 LDR RO, =x

.text:00000012 LDR R1, [RO]

.text:00000014 ADR RO, aYouEnteredD___ ; "You entered %d...\n"
.text:00000016 BL _ 2printf

.text:0000001A MOVS RO, #0

.text:0000001C POP {R4,PC}

.text:00000020 aEnterX DCB "Enter X:",O0xA,O0 ; DATA XREF: main+2
.text:0000002A DCB 0

.text:0000002B DCB 0

.text:0000002C off_2C DCD x ; DATA XREF: main+8
.text:0000002C ; main+10
.text:00000030 aD DCB "%d",0 ; DATA XREF: main+A
.text:00000033 DCB 0

.text:00000034 aYouEnteredD____ DCB "You entered %d...",0xA,0 ; DATA XREF: main+14
.text:00000047 DCB 0

.text:00000047 ; .text ends

.text:00000047

.data:00000048 ; Segment type: Pure data

.data:00000048 AREA .data, DATA

.data:00000048 ; ORG 0x48

.data:00000048 EXPORT x

.data:00000048 x DCD OxA ; DATA XREF: main+8
.data:00000048 ; main+10
.data:00000048 ; .data ends

So, the X variable

is now global and for this reason located in another segment, namely the data segment (.data). One

could ask, why are the text strings located in the code segment (.text) and X is located right here? Because it is a variable

and by definition its value could change. Moreover it could possibly change often. While text strings has constant type,
they will not be changed, so they are located in the .text segment. The code segment might sometimes be located in a
ROM? chip (remember, we now deal with embedded microelectronics, and memory scarcity is common here), and changeable

2Read-only memory

73



=
O WVWOoONOUT DA WNE

WNWWWWWWWRNNNNNNNNNNRRRRRRRR R
NOoOU PP WNNPFRPOOVUOONOOUIMNWNPEFPOOVOLONOULIDN WNPRE

CHAPTER 7. SCANF() CHAPTER 7. SCANF()
variables —in RAM?. It is not very economical to store constant variables in RAM when you have ROM. Furthermore, constant
variables in RAM must be initialized, because after powering on, the RAM, obviously, contains random information.

Moving forward, we see a pointer to the x (off_2C) variable in the code segment, and that all operations with the variable
occur via this pointer. That is because the X variable could be located somewhere far from this particular code fragment, so
its address must be saved somewhere in close proximity to the code. The LDR instruction in Thumb mode can only address
variables in a range of 1020 bytes from its location, and in in ARM-mode —variables in range of +4095 bytes. And so the
address of the x variable must be located somewhere in close proximity, because there is no guarantee that the linker would
be able to accommodate the variable somewhere nearby the code, it may well be even in an external memory chip!

One more thing: if a variable is declared as const, the Keil compiler allocates it in the .constdata segment. Perhaps,
thereafter, the linker could place this segment in ROM too, along with the code segment.

7.2.6 ARM64

Listing 7.7: Non-optimizing GCC 4.9.1 ARM64

.comm X,4,4

.LCO:

.string "Enter X:"
.LC1:

.string "%d"
.LC2:

.string "You entered %d...\n"
f5:
; save FP and LR in stack frame:

stp x29, x30, [sp, -16]!
; set stack frame (FP=SP)

add x29, sp, O

; load pointer to the "Enter X:" string:
adrp x0, .LCO
add x0, x0, :lo12:.LCO
bl puts
; load pointer to the "%d" string:
adrp x0, .LC1

add x0, x0, :lol12:.LC1
; form address of x global variable:
adrp x1, X
add x1, x1, :lol12:x
bl __1s0c99_scanf

; form address of x global variable again:
adrp x0, X
add x0, x0, :lol12:x
; load value from memory at this address:
ldr w1, [x0]
; load pointer to the "You entered %d...\n" string:
adrp x0, .LC2

add x0, x0, :lol12:.LC2
bl printf

; return O
mov w0, 0

; restore FP and LR:
ldp x29, x30, [spl, 16
ret

In this case the x variable is declared as global and its address is calculated using the ADRP/ADD instruction pair (lines 21
and 25).

7.2.7 MIPS
Uninitialized global variable
So now the x variable is global. Let’s compile to executable file rather than object file and load it into IDA. DA displays

the z variable in the .sbss ELF section (remember the “Global Pointer”? 3.5.1 on page 18), since the variable is not initialized
at the start.

3Random-access memory
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Listing 7.8: Optimizing GCC 4.4.5 (IDA)

.text:004006C0 main:
.text:004006C0

.text:004006C0 var_10 = -0x10

.text:004006C0 var_4 = -4

.text:004006C0

; function prologue:

.text:004006C0 lui $gp, 0x42
.text:004006C4 addiu $sp, -0x20
.text:004006C8 li $gp, 0x418940
.text:004006CC sw $ra, 0x20+var_4($sp)
.text:004006D0 sw $gp, 0x20+var_10($sp)
; call puts():

.text:004006D4 la $t9, puts
.text:004006D8 lui $a0, 0x40
.text:004006DC jalr $t9 ; puts
.text:004006E0 la $a0, aEnterX # "Enter X:" ; branch delay slot
; call scanf():

.text:004006E4 1w $gp, 0x20+var_10($sp)
.text:004006E8 lui $a0, 0x40
.text:004006EC 1a $t9, _ isoc99_scanf

; prepare address of x:

.text:004006F0 la $al, x

.text:004006F4 jalr $t9 ; _ isoc99_scanf
.text:004006F8 la $a0, aD # "%d" ; branch delay slot
; call printf():

.text:004006FC 1w $gp, 0x20+var_10($sp)
.text:00400700 lui $a0, 0x40

; get address of x:

.text:00400704 1a $v0, x

.text:00400708 la $t9, printf

nyn

; load value from "x" variable and pass it to printf() in $a1:

.text:0040070C 1w $a1, (x - 0x41099C)($v0)

.text:00400710 jalr $t9 ; printf

.text:00400714 la $a0, aYouEnteredD____ # "You entered %d...\n" ; branch v
, delay slot

; function epilogue:

.text:00400718 1w $ra, 0x20+var_4($sp)

.text:0040071C move $v0, $zero

.text:00400720 jr $ra

.text:00400724 addiu $sp, 0x20 ; branch delay slot

.Sbss:0041099C # Segment type: Uninitialized

.sbss:0041099C .sbss

.Sbss:0041099C .globl x

.sbss:0041099C x: .space 4

.sbss:0041099C

IDA reduces the amount of information, so we’ll also do a listing using objdump and comment it:

Listing 7.9: Optimizing GCC 4.4.5 (objdump)

004006c0 <main>:
; function prologue:

=
O VOO NONUT DA WNBE

R R e
OOV A WN R

4006c0: 3c1c0042 lui gp,0x42
4006c4: 27bdffe0 addiu sp,sp,-32
4006c8: 279c8940 addiu  gp,gp,-30400
4006¢cc: afbf001c Sw ra,28(sp)
4006d0: athbc0010 Sw gp,16(sp)
; call puts():
4006d4: 81998034 1w t9,-32716(gp)
4006d8: 3c040040 lui a0,0x40
4006dc: 0320809 jalr t9
4006€0: 24840810 addiu a0,a0,2288 ; branch delay slot
; call scanf():
4006e4: 8fbc0010 1w gp,16(sp)
4006e8: 3c040040 lui a0,0x40
4006ec: 81998038 1w t9,-32712(gp)
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; prepare address of x:

4006f0: 8858044 1w al,-32700(gp)

4006f4: 0320809 jalr t9

40068 248408fc addiu a0,a0,2300 ; branch delay slot
; call printf():

4006fc: 8fbc0010 1w gp,16(sp)

400700: 3c040040 lui a0,0x40
; get address of x:

400704: 81828044 1w v0,-32700(gp)

400708: 8199803c 1w t9,-32708(gp)
; load value from "x" variable and pass it to printf() in $a1:

40070c: 8c450000 1w al,0(v0)

400710: 0320809 jalr t9

400714: 24840900 addiu  a0,a0,2304 ; branch delay slot
; function epilogue:

400718: 8fbf001c 1w ra,28(sp)

40071c: 00001021 move v0, zero

400720: 03e00008 jr ra

400724 : 27bd0020 addiu  sp,sp,32 ; branch delay slot
; pack of NOPs used for aligning next function start on 16-byte boundary:

400728: 00200825 move at,at

40072c: 00200825 move at,at

Now we see the z variable address is read from a 64KiB data buffer using GP and adding negative offset to it (Line 18). More
than that, the addresses of the three external functions which are used in our example (puts(), scanf(),printf()),are
also read from the 64KiB global data buffer using GP (lines 9, 16 and 26). GP points to the middle of the buffer, and such
offset suggests that all three function’s addresses, and also the address of the z variable, are all stored somewhere at the
beginning of that buffer. That make sense, because our example is tiny.

Another thing worth mentioning is that the function ends with two NOPs (MOVE $AT, $AT — an idle instruction), in order
to align next function’s start on 16-byte boundary.

Initialized global variable

Let’s alter our example by giving the z variable a default value:

int x=10; // default value

Now IDA shows that the = variable is residing in the .data section:

Listing 7.10: Optimizing GCC 4.4.5 (IDA)

.text:004006A0 main:
.text:004006A0

.text:004006A0 var_10 = -0x10

.text:004006A0 var_8 = -8

.text:004006A0 var_4 = -4

.text:004006A0

.text:004006A0 lui $gp, 0x42
.text:004006A4 addiu $sp, -0x20
.text:004006A8 li $gp, 0x418930
.text:004006AC sw $ra, 0x20+var_4($sp)
.text:004006B0 Sw $s0, 0x20+var_8($sp)
.text:004006B4 sw $gp, 0x20+var_10($sp)
.text:004006B8 la $t9, puts
.text:004006BC lui $a0, 0x40
.text:004006C0 jalr $t9 ; puts
.text:004006C4 la $a0, aEnterX # "Enter X:"
.text:004006C8 1w $gp, 0x20+var_10($sp)

; prepare high part of x address:

.text:004006CC lui $s0, 0x41
.text:004006D0 1a $t9, _ isoc99_scanf
.text:004006D4 lui $a0, 0x40

; add low part of x address:

.text:004006D8 addiu $a1, $s0, (x - 0x410000)
; now address of x is in $at.

.text:004006DC jalr $t9 ; _ isoc99_scanf
.text:004006E0 la $a0, aD # "%d"
.text:004006E4 1w $gp, 0x20+var_10($sp)
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; get a word from memory:

.text:004006E8 1w $a1, x

; value of x is now in $a1.

.text:004006EC la $t9, printf
.text:004006F0 lui $a0, 0x40
.text:004006F4 jalr $t9 ; printf
.text:004006F8 la $a0, aYouEnteredD____  # "You entered %d...\n"
.text:004006FC 1w $ra, 0x20+var_4($sp)
.text:00400700 move $v0, $zero
.text:00400704 1w $s0, 0x20+var_8($sp)
.text:00400708 jr $ra

.text:0040070C addiu $sp, 0x20
.data:00410920 .globl x

.data:00410920 x: .word OxA

Why not .sdata? Perhaps that this depends on some GCC option? Nevertheless, now z is in .data, which is a general memory
area, and we can take a look how to work with variables there.

The variable’s address must be formed using a pair of instructions. In our case those are LUl (“Load Upper Immediate”) and
ADDIU (‘Add Immediate Unsigned Word”).

Here is also the objdump listing for close inspection:

Listing 7.11: Optimizing GCC 4.4.5 (objdump)

004006a0 <main>:

4006a0: 3c1c0042 lui gp,0x42
4006a4: 27bdffe0 addiu sp,sp,-32
4006a8: 279c8930 addiu gp,gp,-30416
4006ac: afbf001c Sw ra,28(sp)
4006b0: ath00018 Sw s0,24(sp)
4006b4: afbc0010 sw gp,16(sp)
4006b8: 81998034 1w t9,-32716(gp)
4006bc: 3c040040 lui a0,0x40
4006c¢0: 03201809 jalr t9
4006c4: 248408d0 addiu a0,a0,2256
4006c8: 8fbc0010 1w gp,16(sp)

; prepare high part of x address:
4006¢cc: 3¢c100041 lui s0,0x41
4006d0: 81998038 1w t9,-32712(gp)
4006d4: 3c040040 lui a0,0x40

; add low part of x address:
4006d8: 26050920 addiu a1,s0,2336

; now address of x is in $a1.
4006dc: 03201809 jalr t9
4006€0: 248408dc addiu a0,a0,2268
4006e4: 8fbc0010 1w gp,16(sp)

; high part of x address is still in $s0.
; add low part to it and load a word from memory:

4006€e8: 8e050920 1w al,2336(s0)
; value of x is now in $a1l.

4006ec: 81f99803c 1w t9,-32708(gp)

4006f0: 3c040040 lui a0,0x40

4006f4: 03201809 jalr t9

4006f8: 248408e0 addiu a0,a0,2272

4006fc: 8fbf001c 1w ra,28(sp)

400700: 00001021 move v0, zero

400704 : 8fb00018 1w s0,24(sp)

400708 03e00008 jr ra

40070c: 27bd0020 addiu  sp,sp,32

We see that the address is formed using LUI and ADDIU, but the high part of address is still in the $SO register, and it is
possible to encode the offset in a LW (“Load Word”) instruction, so one single LW is enough to load a value from the variable
and pass it to printf().

Registers holding temporary data are prefixed with T but here we also see some prefixed with S-, the contents of which is
need to be preserved before use in other functions (i.e., “saved”). That is why the value of $S0 was set at address 0x4006cc
and was used again at address 0x4006e8, after the scanf () call. The scanf () function does not change its value.
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7.3 scanf() result checking

As was noted before, it is slightly old-fashioned to use scanf () today. But if we have to, we need to at least check if
scanTf () finishes correctly without an error.

#include <stdio.h>

int main()

{
int x;
printf ("Enter X:\n");
if (scanf ("%d", &x)==1)
printf ("You entered %d...\n", x);
else
printf ("What you entered? Huh?\n");
return O;
}

By standard, the scanf()* function returns the number of fields it has successfully read.
In our case, if everything goes fine and the user enters a number scanf () returns 1, or in case of error (or EOF®) — 0.
Let's add some C code to check the scanf () return value and print error message in case of an error.

This works as expected:

C:\...>ex3.exe
Enter X:

123

You entered 123...

C:\...>ex3.exe

Enter X:

ouch

What you entered? Huh?

7.3.1 MSVC: x86

Here is what we get in the assembly output (MSVC 2010):

lea eax, DWORD PTR _x$[ebp]
push eax
push OFFSET $SG3833 ; '%d', OOH
call _scanf
add esp, 8
cmp eax, 1
jne SHORT $LN2@main
mov ecx, DWORD PTR _x$[ebp]
push ecx
push OFFSET $SG3834 ; 'You entered %d...', 0OaH, OOH
call _printf
add esp, 8
jmp SHORT $LN1@main
$LN2@main:
push OFFSET $SG3836 ; 'What you entered? Huh?', 0aH, OOH
call _printf
add esp, 4
$LN1@main:
xor eax, eax

The caller function (main()) needs the callee function (scanf()) result, so the callee returns it in the EAX register.

We check it with the help of the instruction CMP EAX, 1 (CoMPare). In other words, we compare the value in the EAX
register with 1.

“4scanf, wscanf: MSDN
5End of file
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A JNE conditional jump follows the CMP instruction. JNE stands for Jump if Not Equal.

So, if the value in the EAX register is not equal to 1, the CPU will pass the execution to the address mentioned in the JNE
operand, in our case $LN2@main. Passing the control to this address results in the CPU executing printf () with the
argument What you entered? Huh?. But if everything is fine, the conditional jump is not be be taken, and another
printf() callis to be executed, with two arguments: 'You entered %d..."' and the value of x.

Since in this case the second printf () has not to be executed, there is a JMP preceding it (unconditional jump). It passes
the control to the point after the second printf() and just before the XOR EAX, EAX instruction, which implements
return 0.

So, it could be said that comparing a value with another is usually implemented by CMP/Jcc instruction pair, where cc is
condition code. CMP compares two values and sets processor flags®. Jcc checks those flags and decides to either pass the
control to the specified address or not.

This could sound paradoxical, but the CMP instruction is in fact SUB (subtract). All arithmetic instructions set processor
flags, not just CMP. If we compare 1 and 1,1 -1 is 0 so the ZF flag would be set (meaning that the last result was 0). In no
other circumstances ZF can be set, except when the operands are equal. JNE checks only the ZF flag and jumps only if it
is not set. JNE is in fact a synonym for JNZ (Jump if Not Zero). Assembler translates both JNE and JNZ instructions into the
same opcode. So, the CMP instruction can be replaced with a SUB instruction and almost everything will be fine, with the
difference that SUB alters the value of the first operand. CMP is SUB without saving the result, but affecting flags.

7.3.2 MSVC: x86: IDA

It is time to run IDA and try to do something in it. By the way, for beginners it is good idea to use /MD option in MSVC,
which means that all these standard functions are not be linked with the executable file, but are to be imported from the
MSVCR* .DLL file instead. Thus it will be easier to see which standard function are used and where.

While analysing code in IDA, it is very helpful to leave notes for oneself (and others). In instance, analysing this example,
we see that JNZ is to be triggered in case of an error. So it is possible to move the cursor to the label, press “n” and rename
it to “error”. Create another label—into “exit”. Here is my result:

.text:00401000 _main proc near
.text:00401000
.text:00401000 var_4
.text:00401000 argc dword ptr 8
.text:00401000 argv dword ptr 0Ch
.text:00401000 envp = dword ptr 10h
.text:00401000

dword ptr -4

.text:00401000 push ebp

.text:00401001 mov ebp, esp

.text:00401003 push ecx

.text:00401004 push offset Format ; "Enter X:\n"
.text:00401009 call ds:printf

.text:0040100F add esp, 4

.text:00401012 lea eax, [ebp+var_4]
.text:00401015 push eax

.text:00401016 push offset aD ; "%d"
.text:0040101B call ds:scanf

.text:00401021 add esp, 8

.text:00401024 cmp eax, 1

.text:00401027 jnz short error

.text:00401029 mov ecx, [ebptvar_4]
.text:0040102C push ecx

.text:0040102D push offset aYou ; "You entered %d...\n"
.text:00401032 call ds:printf

.text:00401038 add esp, 8

.text:0040103B jmp short exit

.text:0040103D
.text:0040103D error: ; CODE XREF: _main+27

.text:0040103D push offset aWhat ; "What you entered? Huh?\n"
.text:00401042 call ds:printf
.text:00401048 add esp, 4

.text:0040104B
.text:0040104B exit: ; CODE XREF: _main+3B

.text:0040104B Xxor eax, eax
.text:0040104D mov esp, ebp
.text:0040104F pop ebp

6x86 flags, see also: wikipedia.
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.text:00401050 retn
.text:00401050 _main endp

Now it is slightly easier to understand the code. However, it is not a good idea to comment on every instruction.

You could also hide(collapse) parts of a function in IDA. To do that mark the block, then press “-” on the numerical pad and

enter the text to be displayed instead.

Let’s hide two blocks and give them names:

.text:00401000 _text segment para public 'CODE' use32
.text:00401000 assume cs._text

.text:00401000 ;org 401000h

.text:00401000 ; ask for X

.text:00401012 ; get X

.text:00401024 cmp  eax, 1
.text:00401027 jnz short error
.text:00401029 ; print result
.text:0040103B jmp short exit

.text:0040103D
.text:0040103D error: ; CODE XREF: _main+27

.text:0040103D push offset aWhat ; "What you entered? Huh?\n"
.text:00401042 call ds:printf
.text:00401048 add esp, 4

.text:0040104B
.text:0040104B exit: ; CODE XREF: _main+3B

.text:0040104B XOor eax, eax
.text:0040104D mov esp, ebp
.text:0040104F pop ebp
.text:00401050 retn

.text:00401050 _main endp

To expand previously collapsed parts of the code, use “+” on the numerical pad.
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By pressing “space”, we can see how IDA represents a function as a graph:

; int __cdecl main()
_main proc near
var_%= dword ptr -4
argc= dword ptr B8
argu= dword ptr B8Ch
enup= dword ptr -16h
push ebp
mou ebp, esp
push ecx
push offset Format ; "Enter X:iwn™
call ds:printf
add esp, 4
lea eax, [ebptvar_4]
push eax
push offset ab H i
call ds:scanf
add esp, 8
cmp eax, 1
jnz short error
v
BN
mou ecx, [ebptvar_4]
push ecx error: ; "What you entered? Huh?\n"
push offset aYou ; "You entered %d..._%n"| |push offset alWhat
call ds:printf call ds:printf
add esp, 8 add esp, 4
jmp short exit
vy
BN
exit:
Xor eax, eax
mou esp, ebp
pop ebp
retn
_main endp

Figure 7.7: Graph mode in IDA

There are two arrows after each conditional jump: green and red. The green arrow points to the block which executes if the

jump is triggered, and red if otherwise.
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It is possible to fold nodes in this mode and give them names as well (‘group nodes”). Let’s do it for 3 blocks:

; int __cdecl mai
_main proc near

var_4= dword ptr
argc= dword ptr
arge= dword ptr

envp= dword ptr
push ebp
mov ebp, esp
push ecx

push offset Fo
call ds:printf

ni)

-y
8

ach
16h

rmat : "Enter ¥:\n"

add esp, 4
lea eax, [ebp+var_4]
push eax
push offset ab ;o hd™
call ds:scanf
add esp, 8
cmp eax, 1
jnz short error
|
¥ ¥
BN e HN =
print error message| |print X
I |
L2 ]
BN
return A

Figure 7.8: Graph mode in IDA with 3 nodes folded

That is very useful. It could be said that a very important part of the reverse engineers’ job (and any other researcher as

well) is to reduce the amount of in

formation they deal with.

82



CHAPTER 7. SCANF()

CHAPTER 7. SCANF()

7.3.3 MSVC: x86 + OllyDbg

Let’s try to hack our program in OllyDbg, forcing it to think scanf () always works without error.

When an address of a local variable is passed into scanf (), the variable initially contains some random garbage, in this
case 0x6E494714:

BEZ21E6E
BES2186 1

=5
SE

ELC

FUSH _EEF
MO EEF, ESF

FY

[3 cPu - main thread, module ex3

Registers (FFU)

=101 |

5

: —{ Er" @B4EFEDS —
EEECTERH | T [ — = ol ECH EE44EE17 MSUCR108.EE44EE17
peczieea(| - FFLS Siokzzel CALL OWORD PTR O5: [<&MSUCR1BE.orintf>] (L | EBE 2E2dlbes
eezioer ||« saca Bd AOO ESF, 4 Eor poaerEnd
mazziaiz)| «  2p4E FC LER ERi, [EEF-41 Eik noacrene

- e PUSH ERAH % |ESI oongoeal
BAZZIAI6(| - 65 DLIASPRA |PUSH OFFSET BRSZSREC [F-: R I —
@a3z1aiE|| «  FF1S AdEAZZel CALL DWORD PTR D3:[{&MSUCR1AE.scanfs] | LM : -
aazziezi|] - =304 G2 A00 ESF, S EIF BE3Z1815 ex3.6AS21A15
mazziezd|| - 22F2 81 CHF ERX, 1 :
eaaziger|| - 75 14 JHE SHORT @@s21a30 BTOEEBEEE b
aziezs|| « sB4n Fo HOW ECR, DWORD PTR 553 (EEF-41 BohoEEREEE IRl
mazziezc|| « 51 FLSH ECR [z & ot oooe 3zoic
geziezl o0 _JHSRSoRE | PLISH OFFSET SESIoald fomel S 3 FS BEES Z2bit FEFDOBBELFFF)
Stack [BBAEFEDRT=ex 3. BASEAEA0, ASCIT “Enter KiE” 7 6 G5 aecc Sehir
ER=RB42FED4 = N

0@ LastErr 0OOOO80H ERROR_SUCCESS
~ | eFL wopemzEe (MO, ME,ME, R, NS, PE, GE, 6] -

Address |Hen dump ASCIT (AMHSI a EE434 714 OFFSET MSUCR1BE..
BESZI000 |48 EE 4 65| (2 28 5o oH| N 00 99 99 25 64 08 06| Enter il DAasEEDE [Ssggﬁég URH £ i
BEZESA1AI 59 EF 7R 28|65 6E 74 &5\ P2 £5 &4 20|25 &4 ZE 2E|You enteved T | BRUErARR| DEEREL AT ron s,
oaizEaca| 5E OGN Bh DR\ E57 8 61 74|20 75 6F 75|20 £E GE 74| .8 What yoo | BO4EFEES|rocepenal
OR3Z3A30( 65 72 65 £4|OF 2B 43 75|63 OF OO 0B\ FF FF FF FF|cred? Huh»@ | D24EFEE)| dai74Ees
BESZZR4E| FE FF FE FF| G99 B0 08 65 62 0B 0D 05|09 95 08 66 pRdEREED| | 91ragas
@E3z3656| FE FF FF FF| 6] @8 6o 68| 10 65 D5 22(E2 FA 2A DOl 6 w4p | BE4ZFBECI| 22o7Fo0l
BEiZEAER Bl DR G DR\ 4% 25 17 op| 65 4E 17 bb| oo Do oo Blo  Hig hhe | B94EFERS)| Baasagas g
AP EE R il
BR323A90( 60 DR Bo bRl oR BA Ge B6| G0 DR DR DR B Be G860 T\ COderErC|| aaamanan =

Figure 7.9: OllyDbg: passing variable address into scanf ()
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While scanf () executes, in the console we enter something that is definitely not a number, like “asdasd”. scanf () finishes
with 0 in EAX, which indicates that an error has occurred:

& CPU - main thread, module ex3 =]

BOSZ1OE0|[§ G5 FUSH_EEF Reaisters (MK
gp3z1e01 || - 2BEC MOU EBP, ESP e 2
paszimes(| - £l FLaH EC ECH GE445AAR [, EE45HAR
BasEi064|| - &5 pASESEe |FUSH OFFSET BRS2S660 £o—4 Eput BESASHHY Ty S
Bazzioss|| - FFIS SCEGZZE  CALL DWORD FTR DS:[<&MSUCRLee.prinef>] |Lme | EER SR2235D
pa3zieEr|| - S3Cd B4 FOO ESF, 4 Eor BReoFREE BTR to ASC]
paszieiz|| - E045 FC LER ERH, [EBF-41 EiP AB4SFEOS
BASE1GIE [ - S8 FLISH EAS < |EEY 2act ol
Ba3zieie|| &8 BLI6EEen |FUSH OFFSET GES236EC [Fc Rt R
Ba3z161E|| - FF1E Adamszel CALL OWORD FTR OS: [<&MSYCR1GE.scanf>]  [Lns : (I
13321 o gggg g? EHE EEE,? EIF BE221821 =nZ.@Ez21621
eazziaz7|| - 75 14 JME SHORT mmsziman E D ESpmeB Sobit DIERRERERD)
pa3ziezs|| - SB40 FC Moy ECH, OWORD FTR S§: [EEF-41 Ao S5 AHeD Sobit AIEEFFRREE)
gazzigzi)| - Sl FLaH EC Swllz B DS GEEE SEhit GIFFFFFFFF)
aaaziasnll - E5 jeoeszen |PUSH OFFSET easzaaic [tz -
& § @ FS BBES S5hit CEFODEEE(FFF)
?ﬁgEgla@-scanf returned ERE = 1 - E S G5 GEZE SZhit GIFFFFFFFF)
ESP=B@42FBCC, FTR to ASCIT ™hd™ 08 LastErr BEOBEEEE ERROR_SUCCESS
~ | EFL @easazez (HO,HE,HE, A, HS, PO, GE, G) -
Address |Hex dump ASCII (AMSI BES22EEC] ¥H2 |ASCIT "Rd™ -
- BRdzFEDE| | BB4ZFED| SIE =
BASZ5060| 45 6E 4 65| ' 20 55 SH| OA 00 6 00| 25 64 DO BB Enter Wil OFFSET MSUCR100. |

B642FEDS || EE454714
BE3Z3E16| 59 6F 7S 20| 65 SE T4 5| 7Z 65 54 20| 25 64 PE ZE|You entered
PE3Z2020| 2E PR D B0 57 65 61 74 20 7R G6F 75 28 BS BE 7 QR4FEOS) | BRdoECiD

4| B What oo
BE323058| 65 72 65 64| 3F 20 48 7S 6% OF GR 88| FF FF FF FF|ered? Huh?@ | 9942FBOC)L@a3211BE from i3,

B64ZFEED| [ BOEEEEEL | B
BO3Z3840| FF FF FF FF| 00 0B 0P 06| 60 00 0P 06|88 PO 00 0O
BB323050| FE FF FF FF| @1 0@ 09 66| 1D 65 DS 22(E2 FA 2A DD|m &  #spr | BR4ZFEEL|| BA47AESE m‘;
BO323060| 1 0O 09 68|43 22 17 6p|e8 4E 17 Do\ 60 60 o6 oAl Hig kg | BRASEEES)| BelvasdsiHiE ]
BE3Z3670| 60 06 06 OO OF 0D OF DO 66 OO GO 00|96 PG 0 GO BR4EFEEC | ceartanl
BOSZIA50| 00 GO BE DO 0D 0P 0P DO G0 00 OO 06| @6 PO 0D OO < | S242FERD) | Boanaaan =
BESZIA06| BR G6 GG PR G0 GR G6 G666 G0 GR 06|06 PR G0 GO

Figure 7.10: OllyDbg: scanf () returning error

We can also check the local variable in the stack and note that it has not changed. Indeed, what would scanf () write there?
It simply did nothing except returning zero.

Let’s try to “hack” our program. Right-click on EAX, Among the options there is “Set to 1”. This is what we need.

We now have 1 in EAX, so the following check is to be executed as intended, and printf() will print the value of the
variable in the stack.

When we run the program (F9) we can see the following in the console window:

[N C:\Polygon\ex3.exe

Figure 7.11: console window

Indeed, 1850296084 is a decimal representation of the number in the stack (Ox6E494714)!
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7.3.4 MSVC: x86 + Hiew

This can also be used as a simple example of executable file patching. We may try to patch the executable so the program
would always print the input, no matter what we enter.

Assuming that the executable is compiled against external MSVCR* . DLL (i.e., with /MD option)’, we see the main( ) function
at the beginning of the . text section. Let’s open the executable in Hiew and find the beginning of the . text section (Enter,
F8, F6, Enter, Enter).

We can see this:

Hiew: ex3.exe |

C:\Polygon\ollydbgiex3.exe a32 PE .PP401008 |Hiew 8.82 (c)SEN
] ebp
ebp,esp
ecx

; Enter X:' --E

; 'You entered %d..." --E
printf

; 'What you entered? Huh?' --E

printf

léleave 11

Figure 7.12: Hiew: main( ) function

Hiew finds ASCIIZ® strings and displays them, as it does with the imported functions’ names.

7that’s what also called “dynamic linking”
8ASCII Zero (null-terminated ASCII string)
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Move the cursor to address . 00401027 (where the JNZ instruction, we have to bypass, is located), press F3, and then type
“9090”(, meaning two NOPs):

=TS
BFWO EDITMODE a32 PE 0PGPAA29 | Hiew 8.82 (c)SEN
push ebp
mowv ebp,esp
push
push
call
add
lea
push
push
call
add
cmp
nop
nop
mons
push
push
call
add
jmps
push

eax,eax
esp,ebp
ebp

Figure 7.13: Hiew: replacing JNZ with two NOPs

Then press F9 (update). Now the executable is saved to the disk. It will behave as we wanted.

Two NOPs are probably not the most asthetic approach. Another way to patch this instruction is to write just 0 to the second
opcode byte (jump offset), so that JNZ will always jump to the next instruction.

We could also do the opposite: replace first byte with EB while not touching the second byte (jump offset). We would get
an unconditional jump that is always triggered. In this case the error message would be printed every time, no matter the
input.

7.3.5 MSVC: x64

Since we work here with int-typed variables, which are still 32-bit in x86-64, we see how the 32-bit part of the registers
(prefixed with E-) are used here as well. While working with pointers, however, 64-bit register parts are used, prefixed with
R-.

Listing 7.12: MSVC 2012 x64

_DATA SEGMENT

$5G2924 DB "Enter X:', 0OaH, OOH

$5G2926 DB '"%d', OOH

$5G2927 DB '"You entered %d...', OaH, OOH
$5G2929 DB 'What you entered? Huh?', 0OaH, OOH
_DATA ENDS

_TEXT SEGMENT
x$ = 32

main PROC
$LN5:
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sub rsp, 56
lea rcx, OFFSET FLAT:$SG2924 ; 'Enter X:'
call printf
lea rdx, QWORD PTR x$[rsp]
lea rcx, OFFSET FLAT:$SG2926 ; '%d'
call scanf
cmp eax, 1
jne SHORT $LN2@main
mov edx, DWORD PTR x$[rsp]
lea rcx, OFFSET FLAT:$SG2927 ; 'You entered %d...'
call printf
jmp SHORT $LN1@main
$LN2@main:
lea rcx, OFFSET FLAT:$SG2929 ; 'What you entered? Huh?'
call printf
$LN1@main:
; return 0
xor eax, eax
add rsp, 56
ret 0
main ENDP
_TEXT ENDS
END
7.3.6 ARM

ARM: Optimizing Keil 6/2013 (Thumb mode)

Listing 7.13: Optimizing Keil 6/2013 (Thumb mode)

var_8 = -8

PUSH {R3,LR}

ADR RO, aEnterX ; "Enter X:\n"
BL __ 2printf
MoV R1, SP
ADR RO, aD 5 "%d"
BL __Oscanf
CmP RO, #1
BEQ loc_1E
ADR RO, aWhatYouEntered ; "What you entered? Huh?\n"
BL _ 2printf
loc_1A ; CODE XREF: main+26
MOVS RO, #0
POP {R3,PC}
loc_1E ; CODE XREF: main+12
LDR R1, [SP,#8+var_8]
ADR RO, aYouEnteredD___ ; "You entered %d...\n"
BL _ 2printf
B loc_1A

The new instructions here are CMP and BEQ?.

CMP is analogous to the x86 instruction with the same name, it subtracts one of the arguments from the other and updates
the conditional flags if needed

BEQ jumps to another address if the operands were equal to each other, or, if the result of the last computation was 0, or if
the Z flag is 1. It behaves as JZ in x86.

Everything else is simple: the execution flow forks in two branches, then the branches converge at the point where 0 is
written into the RO as a function return value, and then the function ends.

ARMé64

9(PowerPC, ARM) Branch if Equal
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Listing 7.14: Non-optimizing GCC 4.9.1 ARMé64

.LCO:

.string "Enter X:"
.LC1:

.string "%d"
.LC2:

.string "You entered %d...\n"
.LC3:

.string "What you entered? Huh?"
f6:
; save FP and LR in stack frame:

stp x29, x30, [sp, -32]!
; set stack frame (FP=SP)

add x29, sp, O

; load pointer to the "Enter X:" string:
adrp x0, .LCO
add x0, x0, :lo12:.LCO
bl puts
; load pointer to the "%d" string:
adrp x0, .LC1

add x0, x0, :lol12:.LC1
; calculate address of x variable in the local stack
add x1, x29, 28
bl __iso0c99_scanf
; scanf() returned result in WO.
; check it:
cmp wo, 1

; BNE is Branch if Not Equal
; so if W0<>0, jump to L2 will be occurred
bne L2
; at this moment WO0=1, meaning no error
: load x value from the local stack
ldr w1, [x29,28]
; load pointer to the "You entered %d...\n" string:
adrp x0, .LC2
add x0, x0, :lol12:.LC2
bl printf

; skip the code, which print the "What you entered? Huh?" string:

b .L3

.L2:

; load pointer to the "What you entered? Huh?" string:
adrp x0, .LC3

add x0, x0, :lo12:.LC3
bl puts

.L3:

; return O
mov wo, O

; restore FP and LR:
ldp x29, x30, [sp]l, 32
ret

Code flow in this case forks with the use of CMP/BNE (Branch if Not Equal) instructions pair.

7.3.7 MIPS

Listing 7.15: Optimizing GCC 4.4.5 (IDA)

.text:004006A0 main:
.text:004006A0

.text:004006A0 var_18 = -0x18

.text:004006A0 var_10 = -0x10

.text:004006A0 var_4 = -4

.text:004006A0

.text:004006A0 lui $gp, 0x42
.text:004006A4 addiu $sp, -0x28
.text:004006A8 1i $gp, 0x418960
.text:004006AC sw $ra, 0x28+var_4($sp)
.text:004006B0 Sw $gp, 0x28+var_18($sp)
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.text:004006B4 la $t9, puts

.text:004006B8 lui $a0, 0x40

.text:004006BC jalr $t9 ; puts

.text:004006C0 la $a0, aEnterX # "Enter X:"
.text:004006C4 1w $gp, 0x28+var_18($sp)

.text:004006C8 lui $a0, 0x40

.text:004006CC la $t9, _ isoc99_ scanf

.text:004006D0 la $a0, aD # "%d"

.text:004006D4 jalr $t9 ; _ isoc99_scanf

.text:004006D8 addiu $al, $sp, O0x28+var_10 # branch delay slot
.text:004006DC 1i $v1, 1

.text:004006E0 1w $gp, O0x28+var_18($sp)

.text:004006E4 beq $v0, $v1, loc_40070C

.text:004006E8 or $at, $zero # branch delay slot, NOP
.text:004006EC la $t9, puts

.text:004006F0 lui $a0, 0x40

.text:004006F4 jalr $t9 ; puts

.text:004006F8 la $a0, aWhatYouEntered # "What you entered? Huh?"
.text:004006FC 1w $ra, 0x28+var_4($sp)

.text:00400700 move $v0, $zero

.text:00400704 jr $ra

.text:00400708 addiu  $sp, 0x28

.text:0040070C loc_40070C:

.text:0040070C la $t9, printf

.text:00400710 1w $a1, 0x28+var_10($sp)

.text:00400714 lui $a0, 0x40

.text:00400718 jalr $t9 ; printf

.text:0040071C la $a0, aYouEnteredD____ # "You entered %d...\n"
.text:00400720 1w $ra, 0x28+var_4($sp)

.text:00400724 move $v0, $zero

.text:00400728 jr $ra

.text:0040072C addiu $sp, 0x28

scanf () returns the result of its work in register $V0. It is checked at address 0x004006E4 by comparing the values in
$VO0 with $V1 (1 was stored in $V1 earlier, at 0x004006DC). BEQ stands for “Branch Equal”. If the two values are equal (i.e.,
success), the execution jumps to address 0x0040070C.

7.3.8 Exercise

As we can see, the INE/INZ instruction can be easily replaced by the JE/JZ and vice versa (or BNE by BEQ and vice versa). But
then the basic blocks must also be swapped. Try to do this in some of the examples.

7.4 Exercises

7.4.1 Exercise #1

This code, compiled in Linux x86-64 using GCC is crashing while execution (segmentation fault). However, it works in
Windows environment compiled by MSVC 2010 x86. Why?

#include <string.h>
#include <stdio.h>

void alter_string(char *s)

{
strcpy (s, "Goodbye!");
printf ("Result: %s\n", s);
+
int main()
{
alter_string ("Hello, world!\n");
}

Answer: G.1.3 on page 978.
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Chapter 8

Accessing passed arguments

Now we figured out that the caller function is passing arguments to the callee via the stack. But how does the callee access
them?

Listing 8.1: simple example

#include <stdio.h>

int f (int a, int b, int c)

{
return a*b+c;

}

int main()

{
printf ("%d\n", f(1, 2, 3));
return 0;

}

8.1 x86

8.1.1 MSVC

Here is what we get after compilation (MSVC 2010 Express):
Listing 8.2: MSVC 2010 Express

_TEXT  SEGMENT

_a%$ =8 ; size = 4
_b$ =12 ; size = 4
_c$ = 16 ; size = 4
_f PROC

push ebp

mov ebp, esp

mov eax, DWORD PTR _a$[ebp]

imul eax, DWORD PTR _b$[ebp]

add eax, DWORD PTR _c$[ebp]

pop ebp

ret 0
_f ENDP
_main PROC

push ebp

mov ebp, esp

push 3 ; 3rd argument
push 2 ; 2nd argument

push 1 ; 1st argument
call _f

add esp, 12

push eax

push OFFSET $SG2463 ; '%d', 0aH, OOH
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call _printf
add esp, 8
; return O
xor eax, eax
pop ebp
ret 0

_main ENDP

What we see is that the main( ) function pushes 3 numbers onto the stack and calls f(int,int,int). Argument access
inside () is organized with the help of macros like: _a$ = 8, in the same way as local variables, but with positive offsets
(addressed with plus). So, we are addressing the outer side of the stack frame by adding the _a$ macro to the value in the
EBP register.

Then the value of a is stored into EAX. After IMUL instruction execution, the value in EAX is a product of the value in EAX
and the content of _b. After that, ADD adds the value in _c to EAX. The value in EAX does not need to be moved: it is
already where it must be. On returning to caller, it takes the EAX value and use it as an argument to printf().

8.1.2 MSVC + OllyDbg

Let’s illustrate this in OllyDbg. When we trace to the first instruction in () that uses one of the arguments (first one), we
see that EBP is pointing to the stack frame, which is marked with a red rectangle. The first element of the stack frame is
the saved value of EBP, the second one is RA, the third is the first function argument, then the second and third ones. To
access the first function argument, one needs to add exactly 8 (2 32-bit words) to EBP.

OllyDbg is aware about this, so it has added comments to the stack elements like “RETURN from” and “Argl = .., etc.

N.B.: Function arguments are not members of the function’s stack frame, they are rather members of the stack frame of the
caller function. Hence, OllyDbg marked ‘Arg” elements as members of another stack frame.

CPU - main thread, module ex -|0] =]
BOZ0I0EE FS 55 FUSH_EEF - -
sozoioni)| ¢ aeEc MOL EBP, ESP N Begisters [FRL) (=
2] - £B45 B2 Hou Efx,DIDRD PTR Ss:LARG. 1] B ARBAGAAT
Baz0ioEe| | - GFAF4E BC L _EAR,DWORD FTR 5S: [ARG. 21 — G BAeenrrs
paz0ioen|| - @345 1e ADD ERLL DWORD PTR SS5 FARA.31 Epv CEErEanE
paz0icen|| - =0 FOP EEF Eoh HMESEFDSL
saznieeE L. c3 RETH EEP RA4EFDAD
BAE01BEF EC INTS EST BOBEDRGE
BEZ01G1E|(rs S5 FUSH _EEF ERI aaanoas
pazoioil|| - sEEC Ml EEF, ESP -
gggg%g%g - EE gg EH%E g EI EIF BE201882 o, @E201686:2

. * |c@ Es @E2E 3Zbit BIFFFFFFFF)
gaznlals ) - &R a8l PUSH 1 [':"‘ F 1 C5 @823 22bit @LFFFFFFFF)
paz0ie1z|| - E2 E2FFFFFF |CALL @ezDieoe e |h @ 5o omeE oonit @i FFFFFRER)
foshiziE|] ;BSR4 eC BDD ESF.9C =z 1 D5 @e2E 32bit BCFFFFFFFF)
e S8 F5 BESS SEbit rEFOOBBE(FFF)
Stack [HO4EF AT o 55 po2E S2bic BIFFFFFFFF)

08 LastErr BEEEAEEE ERROR_SUCCESS
v | EFL_pEmeEEde (O HE,E,BE, M3 FE.GE,LE]  [=

Address |Hex dump - 884EFDFE| pH -

) GodEFDE4| r ooEnEaa1 | A fAral = 1
BEZ0EE1G| 20 CB 20 PR Gl Gl OF 06 60 00 OO 0O 06 9O 00 GO =
BE20E@Z0( 08 10 6D 0| B0 68 09 88|09 60 08 00| e oo oo o) ) ESIEFOES)| adaaass) @ pras = 2
Bo2DE038| 68 0 90 04 02 B9 B0 B0 01 08 08 80\ 90 o oz ool W PUIECCOCL PUAUEERcY  ZArsd
BoiDBndn| oo o0 oo 2o o2 2o oo ool o oo bo Dol oo oo oB 23l |eederora 00201224 £ - | RETURN from o4.00201810 to e
PEZ0EDED| BD DR DD DO 0D DO 0D DO 0D DO 0D DO 0D oo oo pp| | D9GEFDSS)Fodo@omgl) o

SECDCOOG| S5 £ On 55 B1 55 55 B0 55 CE tL h 55 50 55 ool—) Co4EFDen| LEG201A1E| k- [RETURH from ex. BAZ01EEE fro

BE4EFD7C|| 8192243  Hi+ =
BEZ0EA7A| 60 06 06 DO 0P 0D 0D DO 06 00 0D 00|96 PG 0 GO

BE4EFDEE|| 8192220 Al 4
BOZDEASA| 08 GO BE DO 0D 0P 0P OO G0 00 OO OO|G6 PO 0D OO
BRZOEASG| BB B0 GE G6) GR B G0 G668 G660 o6 oo oo oo ool @A4EFDS4) ) BOBSASZ1) tre hd

Figure 8.1: OllyDbg: inside of () function

8.1.3 GCC

Let’s compile the same in GCC 4.4.1 and see the results in IDA:

Listing 8.3: GCC 4.4.1

public f
f proc near
arg_0 = dword ptr 8
arg_4 = dword ptr O0Ch
arg_8 = dword ptr 10h
push ebp
mov ebp, esp
mov eax, [ebp+arg_0] ; 1st argument
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imul eax, [ebp+arg_4] ; 2nd argument
add eax, [ebptarg_8] ; 3rd argument
pop ebp
retn
f endp
public main
main proc near
var_10 = dword ptr -10h
var_C = dword ptr -0Ch
var_8 = dword ptr -8
push ebp
mov ebp, esp
and esp, OFFFFFFFOh
sub esp, 10h
mov [esp+10h+var_8], 3 ; 3rd argument
mov [esp+t10h+var_C], 2 ; 2nd argument
mov [esp+10h+var_10], 1 ; 1st argument
call f
mov edx, offset aD ; "%d\n"
mov [esp+10h+var_C], eax
mov [esp+10h+var_10], edx
call _printf
mov eax, O
leave
retn
main endp

The result is almost the same with some minor differences discussed earlier.

The stack pointer is not set back after the two function calls(f and printf), because the penultimate LEAVE (A.6.2 on page 957)
instruction takes care of this at the end.

8.2 x64

The story is a bit different in x86-64. Function arguments (first 4 or first 6 of them) are passed in registers i.e. the callee
reads them from registers instead of reading them from the stack.

8.2.1 MSVC

Optimizing MSVC:
Listing 8.4: Optimizing MSVC 2012 x64

$SG2997 DB "%d', OaH, OOH
main PROC
sub rsp, 40
mov edx, 2
lea r8d, QWORD PTR [rdx+1] ; R8D=3
lea ecx, QWORD PTR [rdx-1] ; ECX=1
call f
lea rcx, OFFSET FLAT:$SG2997 ; '%d'
mov edx, eax
call printf
Xor eax, eax
add rsp, 40
ret 0
main ENDP
f PROC

; ECX - 1st argument
; EDX - 2nd argument
; R8D - 3rd argument
imul ecx, edx
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lea eax, DWORD PTR [r8+rcx]
ret 0
f ENDP

As we can see, the compact function f () takes all its arguments from the registers. The LEA instruction here is used for
addition, apparently the compiler considered it faster than ADD. LEA is also used in the main( ) function to prepare the first
and third £ () arguments. The compiler must have decided that this would work faster than the usual way of loading values
into a register using MOV instruction.

Let’s take a look at the non-optimizing MSVC output:
Listing 8.5: MSVC 2012 x64

f proc near
; shadow space:
arg_0 = dword ptr 8
arg_8 = dword ptr 10h
arg_10 = dword ptr 18h
; ECX - 1st argument
; EDX - 2nd argument
; R8D - 3rd argument
mov [rsp+targ_10], r8d
mov [rsptarg_8], edx
mov [rsp+targ_0], ecx
mov eax, [rsp+arg_0]
imul eax, [rsp+arg_8]
add eax, [rsp+arg_10]
retn
f endp
main proc near
sub rsp, 28h
mov r8d, 3 ; 3rd argument
mov edx, 2 ; 2nd argument
mov ecx, 1 ; 1st argument
call f
mov edx, eax
lea rcx, $SG2931 ;o "%d\n"
call printf
; return O
xor eax, eax
add rsp, 28h
retn
main endp

It looks somewhat puzzling because all 3 arguments from the registers are saved to the stack for some reason. This is called

“shadow space” !: every Win64 may (but is not required to) save all 4 register values there. This is done for two reasons: 1)

it is too lavish to allocate a whole register (or even 4 registers) for an input argument, so it will be accessed via stack; 2) the
debugger is always aware where to find the function arguments at a break?.

So, some large functions can save their input arguments in the “shadows space” if they need to use them during execution,
but some small functions (like ours) may not do this.

It is a caller responsibility to allocate “shadow space” in the stack.

8.2.2 GCC

Optimizing GCC generates more or less understandable code:

Listing 8.6: Optimizing GCC 4.4.6 x64

; EDI - 1st argument
; ESI - 2nd argument

1MSDN
ZMSDN
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; EDX - 3rd argument

imul esi, edi
lea eax, [rdx+rsi]
ret
main:
sub rsp, 8
mov edx, 3
mov esi, 2
mov edi, 1
call f
mov edi, OFFSET FLAT:.LCO ; "%d\n"
mov esi, eax
xor eax, eax ; number of vector registers passed
call printf
xor eax, eax
add rsp, 8
ret

Non-optimizing GCC:
Listing 8.7: GCC 4.4.6 x64

f:
; EDI - 1st argument
; ESI - 2nd argument
; EDX - 3rd argument
push rbp
mov rbp, rsp
mov DWORD PTR [rbp-4], edi
mov DWORD PTR [rbp-8], esi
mov DWORD PTR [rbp-12], edx
mov eax, DWORD PTR [rbp-4]
imul eax, DWORD PTR [rbp-8]
add eax, DWORD PTR [rbp-12]
leave
ret
main:
push rbp
mov rbp, rsp
mov edx, 3
mov esi, 2
mov edi, 1
call f
mov edx, eax
mov eax, OFFSET FLAT:.LCO ; "%d\n"
mov esi, edx
mov rdi, rax
mov eax, 0 ; number of vector registers passed
call printf
mov eax, O
leave
ret

There are no “shadow space” requirements in System V *NIX[Mit13], but the callee may need to save its arguments somewhere
in case of registers shortage.

8.2.3 GCC: uint64_t instead of int

Our example works with 32-bit int, that is why 32-bit register parts are used (prefixed by E-).

It can be altered slightly in order to use 64-bit values:

#include <stdio.h>
#include <stdint.h>

uint64_t f (uint64_t a, uint64_t b, uint64_t c)
{

return a*b+c;
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}

int main()
{
printf ("%11ld\n", f(0x1122334455667788,
0x1111111122222222,
0x3333333344444444));
return 0;
T
Listing 8.8: Optimizing GCC 4.4.6 x64
f proc near
imul rsi, rdi
lea rax, [rdx+rsi]
retn
f endp
main proc near
sub rsp, 8
mov rdx, 3333333344444444h ; 3rd argument
mov rsi, 1111111122222222h ; 2nd argument
mov rdi, 1122334455667788h ; 1st argument
call f
mov edi, offset format ; "%lld\n"
mov rsi, rax
xor eax, eax ; number of vector registers passed
call _printf
xor eax, eax
add rsp, 8
retn
main endp

The code is the same, but this time the full size registers (prefixed by R-) are used.

8.3 ARM

8.3.1 Non-optimizing Keil 6/2013 (ARM mode)

.text:000000A4 00 30 AOQ E1 MoV R3, RO
.text:000000A8 93 21 20 EO MLA RO, R3, R1, R2
.text:000000AC 1E FF 2F E1 BX LR
.text:000000B0 main

.text:000000B0 10 40 2D E9 STMFD SP!, {R4,LR}
.text:000000B4 03 20 A0 E3 MoV R2, #3
.text:000000B8 02 10 A0 E3 [0)Y R1, #2
.text:000000BC 01 00 AO E3 MoV RO, #1
.text:000000C0 F7 FF FF EB BL f
.text:000000C4 00 40 A0 E1 [0)Y R4, RO
.text:000000C8 04 10 AO E1 MoV R1, R4
.text:000000CC 5A OF 8F E2 ADR RO, aD_0 i "%d\n"
.text:000000D0 E3 18 00 EB BL _ 2printf
.text:000000D4 00 00 AOQ E3 MoV RO, #0
.text:000000D8 10 80 BD E8 LDMFD  SP!, {R4,PC}

The main() function simply calls two other functions, with three values passed to the first one —(f ()).
As was noted before, in ARM the first 4 values are usually passed in the first 4 registers (R0-R3).
The f () function, as it seems, uses the first 3 registers (R0-R2) as arguments.

The MLA (Multiply Accumulate) instruction multiplies its first two operands (R3 and R1), adds the third operand (R2) to the
product and stores the result into the zeroth register (R0), via which, by standard, functions return values.

Multiplication and addition at once® (Fused multiply-add) is a very useful operation. By the way, there was no such instruction
in x86 before FMA-instructions appeared in SIMD*.

3wikipedia: Multiply-accumulate operation
“wikipedia
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The very first MOV R3, RO, instruction is, apparently, redundant (a single MLA instruction could be used here instead). The
compiler has not optimized it, since this is non-optimizing compilation.

The BX instruction returns the control to the address stored in the LR register and, if necessary, switches the processor mode
from Thumb to ARM or vice versa. This can be necessary since, as we can see, function () is not aware from what kind of
code it may be called, ARM or Thumb. Thus, if it gets called from Thumb code, BX is not only returns control to the calling
function, but also switches the processor mode to Thumb. Or not switch, if the function was called from ARM code [ARM12,
A2.3.2].

8.3.2 Optimizing Keil 6/2013 (ARM mode)

.text:00000098 f
.text:00000098 91 20 20 EO MLA RO, R1, RO, R2
.text:0000009C 1E FF 2F E1 BX LR

And here is the () function compiled by the Keil compiler in full optimization mode (-03). The MOV instruction was
optimized out (or reduced) and now MLA uses all input registers and also places the result right into RO, exactly where the
calling function will read and use it.

8.3.3 Optimizing Keil 6/2013 (Thumb mode)

.text:0000005E 48 43 MULS RO, R1
.text:00000060 80 18 ADDS RO, RO, R2
.text:00000062 70 47 BX LR

The MLA instruction is not available in Thumb mode, so the compiler generates the code doing these two operations (multi-
plication and addition) separately.  First the MULS instruction multiplies RO by R1, leaving the result in register R1. The
second instruction (ADDS) adds the result and R2 leaving the result in register RO.

8.3.4 ARM64
Optimizing GCC (Linaro) 4.9
Everything here is simple. MADD is just an instruction doing fused multiply/add (similar to the MLA we already saw). All 3

arguments are passed in the 32-bit parts of X-registers. Indeed, the argument types are 32-bit int’s. The result is returned
in WO.

Listing 8.9: Optimizing GCC (Linaro) 4.9

f:
madd w0, w0, wil, w2
ret
main:
; save FP and LR to stack frame:
stp x29, x30, [sp, -16]!
mov w2, 3
mov wl, 2
add x29, sp, O
mov w0, 1
bl f
mov w1, wO
adrp x0, .LC7
add x0, x0, :lol12:.LC7
bl printf
; return 0
mov wo, O
; restore FP and LR
ldp x29, x30, [spl, 16
ret
.LC7:

.string "%d\n"

Let’s also extend all data types to 64-bit uint64_t and test:
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#include <stdio.h>
#include <stdint.h>

uinte4_t f (uint64_t a, uint64_t b, uint64_t c)

{
return a*b+c;
}
int main()
{
printf ("%11ld\n", f(0x1122334455667788,
0x1111111122222222,
0x3333333344444444)) ;
return 0;
T
f:
madd x0, x0, x1, x2
ret
main:
mov x1, 13396
adrp x0, .LC8
stp x29, x30, [sp, -16]!
movk x1, 0x27d0, 1sl 16
add x0, x0, :lo12:.LC8
movk x1, 0x122, 1sl 32
add x29, sp, O
movk x1, O0x58be, 1sl 48
bl printf
mov wo, O
ldp x29, x30, [spl, 16
ret
.LC8:

.string "%lld\n"

The () function is the same, only the whole 64-bit X-registers are now used. Long 64-bit values are loaded into the registers
by parts, this is also described here: 28.3.1 on page 458.

Non-optimizing GCC (Linaro) 4.9

The non-optimizing compiler is more redundant:

f:
sub sp, sp, #16
str w0, [sp,12]
str wl, [sp,8]
str w2, [sp,4]

ldr w1, [sp,12]
ldr w0, [sp,8]

mul w1, wi, wO
ldr w0, [sp,4]
add w0, wil, wO
add sp, sp, 16
ret

The code saves its input arguments in the local stack, in case someone (or something) in this function needs using the
WO. . .W2 registers. This prevents overwriting the original function arguments, which may be needed again in the future.
This is called Register Save Area. [ARM13c] The callee, however, is not obliged to save them. This is somewhat similar to
“Shadow Space”: 8.2.1 on page 93.

Why did the optimizing GCC 4.9 drop this argument saving code? Because it did some additional optimizing work and
concluded that the function arguments will not be needed in the future and also that the registers WO. . .W2 will not be
used.

We also see a MUL/ADD instruction pair instead of single a MADD.
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8.4 MIPS

Listing 8.10: Optimizing GCC 4.4.5

.text:00000000 f:

; $al=a

; $al=b

; $a2=c

.text:00000000 mult $al, $a0

.text:00000004 mflo $v0

.text:00000008 jr $ra

.text:0000000C addu $v0, $a2, $vO ; branch delay slot

; result in $vO upon return

.text:00000010 main:
.text:00000010

.text:00000010 var_10 = -0x10

.text:00000010 var_4 = -4

.text:00000010

.text:00000010 lui $gp, (__gnu_local_gp >> 16)
.text:00000014 addiu $sp, -0x20

.text:00000018 la $gp, (__gnu_local_gp & OxFFFF)
.text:0000001C sw $ra, 0x20+var_4($sp)

.text:00000020 sw $gp, 0x20+var_10($sp)

; set c:

.text:00000024 1i $az2, 3

; set a:

.text:00000028 1i $a0, 1

.text:0000002C jal f

; set b:

.text:00000030 1i $a1, 2 ; branch delay slot
; result in $v0 now

.text:00000034 1w $gp, 0x20+var_10($sp)

.text:00000038 lui $a0, ($LCO >> 16)

.text:0000003C 1w $t9, (printf & OxFFFF)($gp)
.text:00000040 la $a0, ($LCO & OxFFFF)

.text:00000044 jalr $t9

; take result of f() function and pass it as a second argument to printf():
.text:00000048 move $a1, $vO ; branch delay slot
.text:0000004C 1w $ra, 0x20+var_4($sp)

.text:00000050 move $v0, $zero

.text:00000054 jr $ra

.text:00000058 addiu $sp, 0x20 ; branch delay slot

The first four function arguments are passed in four registers prefixed by A-

There are two special registers in MIPS: HI and LO which are filled with the 64-bit result of the multiplication during the
execution of the MULT instruction. These registers are accessible only by using the MFLO and MFHI instructions. MFLO
here takes the low-part of the multiplication result and stores it into $V0. So the high 32-bit part of the multiplication
result is dropped (the HI register content is not used). Indeed: we work with 32-bit int data types here.

Finally, ADDU ("Add Unsigned”) adds the value of the third argument to the result.

There are two different addition instructions in MIPS: ADD and ADDU. The difference between them is not related to signed-
ness, but to exceptions. ADD can raise an exception on overflow, which is sometimes useful® and supported in Ada PL, for
instance. ADDU does not raise exceptions on overflow. Since C/C++ does not support this, in our example we see ADDU
instead of ADD.

The 32-bit result is left in $VO.

There is a new instruction for us inmain(): JAL (“Jump and Link”). The difference between JAL and JALR is that a relative
offset is encoded in the first instruction, while JALR jumps to the absolute address stored in a register (Jump and Link
Register”). Both f() and main() functions are located in the same object file, so the relative address of () is known and
fixed.

Shttp://go.yurichev.com/17326
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Chapter 9

More about results returning

In x86, the result of function execution is usually returned® in the EAX register. If it is byte type or a character (char), then
the lowest part of register EAX (AL) is used. If a function returns a float number, the FPU register ST(0) is used instead. In
ARM, the result is usually returned in the RO register.

9.1 Attempt to use the result of a function returning void

So, what if the main () function return value was declared of type void and not int?

The so-called startup-code is calling main() roughly as follows:

push envp
push argv
push argc
call main
push eax

call exit

In other words:

exit(main(argc,argv,envp));

If you declare main() as void, nothing is to be returned explicitly (using the return statement), then something random, that
was stored in the EAX register at the end of main() becomes the sole argument of the exit() function. Most likely, there
will be a random value, left from your function execution, so the exit code of program is pseudorandom.

We can illustrate this fact. Please note that here the main( ) function has a void return type:

#include <stdio.h>

void main()
{

printf ("Hello, world!\n");
}

Let’s compile it in Linux.

GCC 4.8.1 replaced printf() with puts() (we have seen this before: 3.4.3 on page 15), but that's OK, since puts()
returns the number of characters printed out, just like printf (). Please notice that EAX is not zeroed before main()’s
end. This implies that the value of EAX at the end of main() contains what puts() has left there.

Listing 9.1: GCC 4.8.1

.LCO:

.string "Hello, world!"
main:

push ebp

mov ebp, esp

and esp, -16

sub esp, 16

1See also: MSDN: Return Values (C++): MSDN
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mov DWORD PTR [esp], OFFSET FLAT:.LCO
call puts

leave

ret

Let’ s write a bash script that shows the exit status:

Listing 9.2: tst.sh

#!/bin/sh
./hello_world
echo $?

And run it:

$ tst.sh
Hello, world!
14

14 is the number of characters printed.

9.2 What if we do not use the function result?

printf () returns the count of characters successfully output, but the result of this function is rarely used in practice. Itis
also possible to call a function whose essence is in returning a value, and not use it:

int f()
{
// skip first 3 random values
rand();
rand();
rand();

// and use 4th
return rand();
}

The result of the rand() function is left in EAX, in all four cases. But in the first 3 cases, the value in EAX is just thrown
away.

9.3 Returning a structure

Let’s go back to the fact that the return value is left in the EAX register. That is why old C compilers cannot create functions
capable of returning something that does not fit in one register (usually int), but if one needs it, one have to return information
via pointers passed as function’s arguments. So, usually, if a function needs to return several values, it returns only one,
and all the rest—via pointers. Now it has become possible to return, let’s say, an entire structure, but that is still not very
popular. If a function has to return a large structure, the caller must allocate it and pass a pointer to it via the first argument,
transparently for the programmer. That is almost the same as to pass a pointer in the first argument manually, but the
compiler hides it.

Small example:

struct s
{
int a;
int b;
int c;
I
struct s get_some_values (int a)
{
struct s rt;
rt.a=a+1;
rt.b=a+2;
rt.c=a+3;
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return rt;
I

...what we got (MSVC 2010 /0x):

$T3853 = 8 ; size = 4
_a$ =12 ; size
?get_some_values@@YA?AUs@@H@Z PROC

mov ecx, DWORD PTR _a$[esp-4]

mov eax, DWORD PTR $T3853[esp-4]

lea edx, DWORD PTR [ecx+1]

mov DWORD PTR [eax], edx

lea edx, DWORD PTR [ecx+2]

add ecx, 3

mov DWORD PTR [eax+4], edXx

mov DWORD PTR [eax+8], ecx

ret 0
?get_some_values@@YA?AUs@@H@Z ENDP

I
N

; get_some_values

; get_some_values

The macro name for internal passing of pointer to a structure here is $T3853.

This example can be rewritten using the C99 language extensions:

struct s
{
int a;
int b;
int c;
T
struct s get_some_values (int a)
{
return (struct s){.a=a+1, .b=a+2, .c=a+3};
I

Listing 9.3: GCC 4.8.1

_get_some_values proc near

ptr_to_struct = dword ptr 4

a = dword ptr 8
mov edx, [esp+a]
mov eax, [esp+ptr_to_struct]
lea ecx, [edx+1]
mov [eax], ecx
lea ecx, [edx+2]
add edx, 3
mov [eax+4], ecx
mov [eax+8], edx
retn

_get_some_values endp

As we see, the function is just filling the structure’s fields allocated by the caller function, as if a pointer to the structure was

passed. So there are no performance drawbacks.
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Chapter 10

Pointers

Pointers are often used to return values from functions (recall scanf () case (7 on page 60)). For example, when a function
needs to return two values.

10.1 Global variables example

#include <stdio.h>

void f1 (int x, int y, int *sum, int *product)
{
*sum=x+y;
*product=x*y;
}

int sum, product;

void main()
{
f1(123, 456, &sum, &product);
printf ("sum=%d, product=%d\n", sum, product);
I

This compiles to:

Listing 10.1: Optimizing MSVC 2010 (/Ob0)

COMM _product :DWORD
COMM _sum:DWORD
$5G2803 DB "sum=%d, product=%d', OaH, OOH
x$ =8 ; size = 4
_y$ =12 ; size = 4
_sum$ = 16 ; size = 4
_product$ = 20 ; size = 4
_f1 PROC

mov ecx, DWORD PTR _y$[esp-4]

mov eax, DWORD PTR _x$[esp-4]

lea edx, DWORD PTR [eax+ecx]

imul eax, ecx

mov ecx, DWORD PTR _product$[esp-4]

push esi

mov esi, DWORD PTR _sum$[esp]

mov DWORD PTR [esi], edx

mov DWORD PTR [ecx], eax

pop esi

ret 0
_f1 ENDP
_main PROC

push OFFSET _product

push OFFSET _sum

push 456 ; 000001c8H
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_main

push
call
mov
mov
push
push
push
call
add
Xor
ret
ENDP

123

_f1

eax, DWORD PTR _product
ecx, DWORD PTR _sum

eax

ecx

OFFSET $SG2803

DWORD PTR __imp__printf
esp, 28

eax, eax

0

’

’

; 0000007bH

; 0000001cH
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Let’s see this in OllyDbg:

CPU - m thread, module global

PUSH OFFSET B@E723222
PUSH OFFSET B@573334

Eegisters (MM

=10l x|

ETSER ERv BEdEz0as - —
RS ElH 78 EC EE43d4714 ASCIT "HIF
BOE7 B3] CALL @Bs7 EDy poooaman
BAS71036 MU EAX, DI.LIDRD FTR DS: (8723921 ESF BRSHEEES
BiAET 1056 HOU Eci, OWORD FTR D&: [E755841 FEF ARSAFASC
Boee1ads CoeH £ L[St goopoe
"~
BEE71043 FUSH OFFSET @BE73868 [Fc BDIL BAS7S598 global. BRar=ssd (I
ggg;iggg EEELEEEDTE FTR DS:C<&MSUCR1BA. printf>] [LHE  |EIP BBSF162R global.@8a7162A
. C B ES BEZE S2bit ©(FFFFFFFF)
Soar1acs REay A E 5 S acs 32bit OUFFFFEEEF)
EEEer FlisH @Eg7142a A A 55 B82B 32bit BIFFFFFFFF)
guaziags CabL 0501 S S0 FS Dbss szhis CEFDDGGALFFF)
Stack [BB2EFSEEI=alobal. 8@8?3@44 TG 55 GEZE SEbEE BIFFFFFFFF)
Imm=BEEAEICE (decimal 456. -G
0 8 LastErr BEGEEGEE ERROR_SUCCESS
EFL @EQE&24E6 (MOD,HE,E,BE,NS,FE,5E,LEY |
Address |Hew dump ASCII (AMSI BEET23E4 | 133 -
G057 S000[ #8l 75 60 30| 25 69 2C 26| 70 r2 6F 64 75 63 14 30| Bun=id, Prod—fl BaaroEs [ggg;ﬁg? Y22 | return lobi
BEESFSE108| 25 &4 BA @A|FF FF FF FF|FF FF FF FF| BB B0 0O 00| BASAFERE | pARMBEE| @ pom g leh.
BASPSEEE| FE FF FF FF|B1 B3 0O 6@ 15 AC FC EA|EF 53 83 15|a &  ti | 2920rerl) SRRded e |asctT momer
BESTSRSE| 61 DA B B0 45 25 46 00 65 4E 45 @[ 0P 6B 08 BA|E  HIF hHF ool Baacasaa| nrE 2
BESTS04E| BB DO DO DO 6D DO 0P 0D GG DO PO D[0P 6B OB O@ BASAFSFG| ERCRSES4| 4l
BRS7S0CH| B8 DA PE PO B0 99 0P GO 0 DR PO PO| 0P @8 B8 0@ Seerans| GASHERED i
BRSTI0CE| 08 DA GO PO[B0 B0 0P OO 08 DR GO BO|6D 68 OB 0@ Ahaaraad| aaeaaREa
BESTSETEH| 08 DO BE B0 60 B8 08 GO 08 D0 B0 D000 @8 08 OO EEEEEE R W .
BESTSOSE| BB DO DO D060 BO 0P 0D 0 DO PO D[0P 6B OB OO EEEEE I -
BRZ7ER96| A8 DA G650/ 60 68 68 06 06 DR B0 56|60 68 A8 G0 :

Figure 10.1: OllyDbg: global variables addresses are passed to 1()

First, global variables’ addresses are passed to f1(). We can click “Follow in dump” on the stack element, and we can see
the place in the data segment allocated for the two variables.
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These variables are zeroed, because non-initialized data (from BSS) is cleared before the execution begins: [ISO07, 6.7.8p10].
They reside in the data segment, we can verify this by pressing Alt-M and reviewing the memory map:

—ioix]

Addressz |Size Owner Section Contains Type| Access | Initial|Mapped as ;I
HEESEAEE | AERE4EEE Map | R [
CRBEER0E | AERGE 1 BEGE Priv| Bl Rl
BAETERER | BEAE TEEA Map |R R Cz~lindows~Systemn32~ Lo
BA1S9R66 | BERETEEE Friw| BW  Gual Rl Gua
BEZE0REE | AEEE 1 BEE Friw EW  Gual Bl Gua
BEZEERDE | AERE2EEE Stack of main thread P iv| Bl Rl
BA46E066 | AERESEEE Heap Friw| R Rl
GA4ABREE | BERET8E Priv| Rl Rl
HREBEREE | AERECHEE Oefault heap Friw| Bl Rl
BESVERGEE| BEBE18A0| globsal FE header Ima [R RWE Cop
BASV1066| BEEE1866| global .tent Code Img |R E RWE Cop
CRSTZECE| BOA010A6| global rdata Imports Ima |R RIE Cop
BESVIAEE BEAE1EAE global .data Data Img | Rl EWE Cop
BESV4REE| BERE1EEE| globs L Lrelos Re locat ions Ima (R RWE Cop
SESEBREA| AEA6 18868 MSUCR1 66 FE header Img |R RWE Cop
SESE1B06R| BOREZ0RE | MSUCR1G6 tEHt Code, imports, edports Ima (R E RWE Cop
EE493006 | AEREGEAE | MSUCRL B8 .data Data Img |EW Copt RWE Cop
SE499006 | BERGE 1886 | MSUCRLGE S TETES Resources Ima (R RWE Cop
&E49AB0AE | BEAESEEA | MSUCR 188 reloc Relocations Img |R RWE Cop
TEEDBRGEE | BEAE 18868 | Mod_FSE0 FE header Img |R RWE Cop
TEED1AEE | AERE2EEE Img |R E EWE Cop
TEED4B0E | BERGE 1 BEE Ima [RW RWE Cop
TEE0SAEA| AERE38E86 Img |R RWE Cop
TEEEBRGEE | BEAG 18868 | Mod_FSEE FE header Img |R RWE Cop
TEEE1REE| AEA40886 Img |R E EWE Cop
TSE2ERDE | BERESEEG Img |RW Copt RWE Cop
TEE33068| AEREI8E8E Img |R RWE Cop

Figure 10.2: OllyDbg: memory map
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Let’s trace (F7) to the start of T1():

CPU - main thread, module global _|EI|5|

T fE4Lzd 65 FIOL ECw, DNORD TR 55: LARG. 23 7
R ZE4424 B4 HOY ER, DNORD PTR S5: [ARG. 13 = ESELZSEEZSLQHHJ =
BEST 1A LEA ED¥, [ECH+EAR] Bk BE404714 ASCII "HIE™
BEST1BEE IHUL_ER%, ECH T | E0¥ Geebnaas
G571 BEE 1a HOU ECH,DWORD PTR 55z CARG. 41 EEY HARREREE
BRSTiE12 £ FUSH ESI ESF BEIEFE02
BESF1E13S 1@ pFOY ESI,DNORD PTR SS: [ARG. 2] ESF ARSHFoE
BEST1E17 MOU OWORD PTR DS:CESIT.EDH ES] HERGEEEL
Sgg;igig MOU OWORD FTR OS: [ECKI, EAR E0T BESFS596 global.BEErason

BES71E10 EIF BBSF1B80 olobsl.DEs7i660 .
pErimn C B ES @926 32bit BiFFFFFFFF)
DoETinE M F 1 O3 @923 32bit BiFFFFFFFF)
A B S5 @BZE 3zbit BiFFFFFFFF)
ppsriooo|ps 65 Sagzazen | PUSH OFFSET Bagrasss w7 DS GOEE DSt BiRRFERERRE)
ooericeell . e 24535706 | PUSH OFFSET BRarassd £ 8 Fi Aoes SShit SEFMDARACFEE]
Stack [DBZOFCEEI=PRODAILE (decimal 456. ) i
ECH=EE494714 [MEUCRIBB.__initenwy) )1 3 55 BBzB S2bit BIFFFFFFFF)
Local call from 871831 0 8 LastErr GEEEEEEE ERROR_SUCCESS

» | EFL @8@saz45 (MO, MB,.E.BE. M5, FPE. GE.LE] -

Address |Hex dump ASCII (AMSI & CEAASF1A36| 682 |RETURM from glob. o
OES7I00E] P8 75 60 30| 25 64 ZC 28| 78 72 6F 64| 75 63 4 30| Bun=nd, Droof ocoroos| [AeaaaaE =
BESTEE16| 25 &4 BA BE|FF FF FF FF|FF FF FE FF| BB 88 68 5B| 2da oacarar || aaeneg| na

@oE7a0za| FE FF FFOFF| @1 GO 00 8|18 AC FC EA|E7 53 03 1S/ o tup | BESOFSE4)) 99572354 A5S

BE372030|B1 DB OB G6| 43 23 46 OB| 62 4E 46 0B| G0 0O DA Ao HOF hoE | BESORSES)) BEeTesss\beE L L Lob
AEOTIR4E| BO DA AR DA HA OR PR DR GO AE Q2 BA| RO GO AR DO aocerars| eeneassil @ ron gieb.
BESTSECA| B0 GO BE 5| DG 68 6O 66|65 O3 GO BA 0O HA 6O O e B e
BESTIEEA| B0 GO BE 06| DO G0 6O 06| 68 DI G0 0O 0O DO 6O G ppZErord| oodcdEes|hrif .
oz nzaaeesenzaan s s Bl

BASTEAOR| BE DO Do G6| BR BA AR AR B0 DR Do ool 60 B0 AR ne e W =

Figure 10.3: OllyDbg: f1() starts

Two values are visible in the stack 456 (0x1C8) and 123 (0x7B), and also the addresses of the two global variables.
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Let’s trace until the end of 1(). In the left bottom window we see how the results of the calculation appear in the global

variables:

SB4C24

=]
a4

HMOW ECH, DWORD PTR S5: [ARG. 21
HMOU ER, OWORD P

FY

CPU - m thread, module global

BEST1E6E

=101 |

Registers [(HMHA)

3

apzriood|| - EB4dza TR 53:[ARG. 11 = 1]

' EQY OPOODELS
DoaTigaEl| ;s Ehisms ITEELEEEQEEE?EHXJ _MECy @ea73388 olobal.BBSTIs8E
poeriooE(| - 8B4C24 18 | MOU ECH,DWORD PTR $%:[ARG.41 b pommaels
eszrieiz|] - Ss FUSH ESI Ebn poodezed
operieiz|| - 2BF4z4 18 |MOU ESI,OWORD PTR S5:[ARG.21 Eif oocarace
peerieiz|| - MOY OWORD PTR DS:CESI1,EDX T ——
goac1aloll LCL CWORD TR De: LECAL BR:t EDT @B8r2398 global.BBSFI358
RN RETH EIF @BE7101E global.BE87161E -
DaniaE C B ES BE2E 32bit BIFFFFFFFF)
pEEriniE P 1 O @923 32bit BiFFFFFFFF)
conciozo|rs 63 aa3sazan |PUSH OFFSET aaarasss o150 0F OEEE SEbir pEEEREEERS
preriozell T e S459eom |PUSH OFFSET Geerossd -

g 5@ F5 0853 32bit FEFODGEGELFFF)
Top of stack [AA3EFS041=1 «lT @ &5 8826 32bit BIFFFFFFFF)
ESI=global.BRSTEEE4 = WA
0 @ LastErr GOBGEOGE ERROR_SUCCESS
« | EFL @e@eEzes (MO, ME,HME,A, NS, FE, GE, G -

Address ASCII (ANSI a BEEREEE1 [ B =
BEZrEood 48 B2 B9 o8| 12 UE B9 Ga)oz o8 0o o8| 00 o8 0o o0 0e  tH 8 DogEboLe| cgaerlase| ke |RETURN from alob—
BESTIED G5 B8 GO 00|80 86 68 68| m ESnoES BT O [oamaare
BESTIZ04|B6 BB PO OB GR 0D B0 G0 0D OB GO PO 0 OB OR 0D ErEpo| e D
@ESTIZE4| 00 BB GO 00| GD 0P GO 06 G0 OO GO DO B0 GO0 GO OO DoZaRSEd|| aaeriaedlAss
QESFIEC| 00 DB OO G| B0 0D 9O 0B B0 0D DO 06| 00 R GO OO pazaRsEs| | pEeresEs U | neTURy ¢ Lob
GECTIE04| B0 G5 GO GRG0 0O GG 05 00 OO BO 0G| OO GR GD OO oSEroEC Lamerllll) o rom alob.
GESTIZE4| PG BE OO OB GR 0D GO 66 0D OB GO 0O 0 OB OR OO i) [ vyt | L R ————
GESTIEF4| 00 PO GO 0D GR 0P GO 06 G0 OO GO DE) G0 OO GO OO DoZORSE4| GodcdEes b P
QESFIA04( 00 DB OO G| B0 0O DO 0F B0 0D DO 06| 00 GO GO OO - | SEEEFEEE| RaiezEasIdiE. -
aAcTI414 A0 A6 G5 GRG0 G0 GG OR GO GO BO DG GG GA GRG0

Figure 10.4: OllyDbg: f1() execution completed
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Now the global variables’ values are loaded into registers ready for passing to printf() (via the stack):

BE2FIE2A
BEaT1E2F
BE3FIAS
BE2FTIAZC
5] 2B

[2]

EE2Fia43
EE2FIa4R
BEST1E4E
BE3FIAS1
QoS FlacolL

=)

£2 Cool
oA 7B
E? CAFFI

[& cru in thread, module global

EEETTERS
gEaTialF
HESF1EZE
BE2F1E25

INTZ2

IMTS

FUSH OFFSET BR273388
OFFSET @aavazsd
[E[ETE] ice

7B
FFFF EEST 1 ARG
MO ER, DWORD FTR DS: (8722221
MOU ECH, DWORD PTR DS: (2722241
PUSH ERX
FLUSH ECH
FUSH OFFSET BER272a06

AODD ESP, 1C
®OR ERX, EAE

CALL DWORD PTR DS: [<&MSUCR1BEA. printf]

=10 x|

A | Registers [MHR]

Fy

ERX GEEE0DLE
_NEct oeamazaz
EDH 0B000243
EBX @EPDOOAE
ESP @E38FS00
EEP AR3GFI2C
ES! @BE0aEE1
EDI 8273398 global.B@s7aasn
& |E1P poariE4l slobal.oearisel
ES @82B 32bit B(FFFFFFFF)
C5 @823 32bit B(FFFFFFFF)

S5 @B2B J2bit BIFFFFFFFF)
05 EEZE 22bit BIFFFFFFFF]

-
Stack LOOSOTELGI=alobal,oogr 1096
ERX=GABE0E1S (decimal SEH5S. 1

22bit FEFDODBEELFFF)
E% BEZE 22bit BIFFFFFFFF]

LastErr BREEEEAER ERROFR_SUCCESS
= | EFL G8acazas (MO, ME,ME, A, NS, PE, GE, G

D E S
m
L]
]
(]
o
o

Address | Hen

durp

ASCII [(ANSI &

EE2FI204 43 B2 88 GE
gE2Faaoqi el 2F 45 2E
BESTIIA4| 08 08 28 08
HEIFISE4| B8 BB B8 GE
BEIFIICH B8 BB B8 GO
QE2FII04 B8 G0 88 00
BESTIIES | 08 08 28 08
HEIFISF4| B8 BE B8 GE
QEIFI4E4| B8 G0 88 G0
QOSFI414] 08 00 66 G0

12 DB 0@ B8 B2 B0 68 G0 08 G0 88 ool da

&
el 2F 45 25/ 00 GO 00 00| 68 G0 88 BS - EEm-ER

BEEEEETE| {

QEEEa1CE| =a
QE2FI2e4| 022
BESTII0T W32
BEIFIICT|L42
BEEEEEE L
BE4e4EC2| hHE
BE462348 HIF
ERACCEES4 | 4U|Fe
EEGEREEE
HEEEEEAE

BEZEFZER
BEZEFZES
BEZEFIED
HEIEFSED
BEZEFZFE
BEZEFZF4
BEZEFIFS
HEIEFSFC
BEZEFIEE
* | QEZEFIE

=]

ASCIT "pHF™

RETURH from glob.

—

Figure 10.5: OllyDbg: global variables’ addresses are passed into printf()

10.2 Local variables example

Let’s rework our example slightly:

Listing 10.2: now the sum and product variables are local

void main()

{

int sum, product; // now variables are local in this function

f1(123, 456, &sum, &product);

printf ("sum=%d, product=%d\n", sum, product);

+

f1() code will not change. Only the code of main() will do:

Listing 10.3: Optimizing MSVC 2010 (/Ob0)

_product$ = -8
_sum$ = -4
_main PROC
; Line 10
sub
; Line 13
lea
push
lea
push
push
push
call
; Line 14
mov
mov
push
push
push
call
; Line 15
xor
add
ret

esp,

eax,
eax
ecx,
ecx
456
123
_f1

edx,
eax,
edx
eax
OFFSE
DWORD

eax,
esp,
0

8
DWORD PTR _product$[esp+8]

DWORD PTR _sum$[esp+12]

DWORD PTR _product$[esp+24]
DWORD PTR _sum$[esp+24]

T $5G2803
PTR __imp__printf

eax
36

; size = 4
; Size 4

; 000001c8H
; 0000007bH

; 00000024H
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Let’s look again with OllyDbg. The addresses of the local variables in the stack are 0OXx2EF854 and Ox2EF858. We see how
these are pushed into the stack:

& cPU - main thread, module local =10 x|
BONE1O1E TC TS i
BEOE1G1F CC INT2 = EEELSESEESQQMK] =
BAAG1EZA| s 93EC B8 SUE ESP.2 _l EC oR40COFS
poneinzs|| - GDBaza LER EAH, [LOCAL. 11 Ei BemEEEne
CEAC1@ZE|) - B0 FUSH ERX EEX QEEREEEE

. 204424 @2 |LEA EAX, [LOCAL.E] Eob HEoERabR

- ca PUSH ERx EEF BRZEFS9S

= /3 CEE1EARE |PUSH 1CE ES] B8EEEEE1
CEAS1@31|) - &R FE FUSH TE ED] S8EEEE8E8
segc1633|| - ES CeFFFFFF |CALL @@nsises
Bl AT o AT mey =
BORE1G4E|| - 68 DOIEEEED |FUSH OFFSET BoREs0@E psc |F B EZ Do2B SZbiv DRFEFFRFFR)
BE061645|| - ES BEBEEEEE |CALL <JMP,&MSUCRLLE. printfs dur |F B SR Eeh Sabit BIFEEREFEE)
genelodn|| - 3308 HOR EAR, ERX |z @ 05 @326 32bit @iFFFFFFFF)
Al L o 5@ F3 GASE Zzbit PEFOOAAALFFF
St ack [DOZEF =fT o & veze 3zbic erFFFFFFFE)

08 LastErr GEAAEERE ERROR_SUCCESS
+ | EFL emmeEzez (nO,HE,HE, A, HS, PO, GE, ) -

Address |Hew dump ASCII (AMSI o § BBZEFSES|| BEEECEE1 | A -
DBRE3000| 28 75 £0 o0 25 &4 ZC 26 78 12 EF £4) 15 63 14 O0|Bun=nd, profefl ooserooC| L2EREIZEr Usk | RETURN from loca==
BONEIG1A[ 25 64 DR 0D Ol OO OO DO G0 PO 0O 06|05 GO 05 G| Xdd @ DRZEFSC| Dooaamal mom
BE052628| FE FF FF FF|FF FF FF FF|AS 7E 48 QB|S& 94 BF S4= ath | BREECSE]) AR eS| Aol
BERGI6346| 99 B9 B 09 03 0B 63 PO A1 PG A9 08|53 9F 40 69 ] BRcEFScs| LodDcDEs) T
BEOESEA6| FS CO 40 0O 0B OO GG DO 66 BO AD HH| 0D BB OO GO <= BRZEFSEC| DBoeBSSl|1Mfa
BENEIGCA| 05 GO OO OO OF OO GO DO 0O DO GD DD 0D OB 0D GO DRZEFETa| Dponaonn i
BENEI6EA| 00 GR P G OF OO GO DO GO 0O 0D 00| 0D GA 0D OO gocErerd| coomagea .
BERGI67A| 09 5A 0P 69 03 0O 63 00|99 PO A9 00|00 64 09 69 gacErors) [ECOCDoD) =
BENESHEG| 05 B P OO OO DO GG DO GO BB BB OD| 0D 6B DR OO B e e -
BEnEI6on| 0n Gh GRG0 G G GE Do GG G6 A6 Dol o5 GR G G0 :

Figure 10.6: OllyDbg: local variables’ addresses are pushed into the stack
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f1() starts. So far there is only random garbage in the stack at 0x2EF854 and Ox2EF858:

CPU - main thread, module local ;IEIEI

SRR (5 sEcazs Be MO ED, DWORD PTR SS:[ARG. 2] a lRegisters (MHR) -

EIEE 1 B4 g84424 BC | MO EAX.DWORD PTR 51 [ARG. 3] e AT —

BEAC1 63 =13 PUSH ES ECH BE40COFS
EEAG1EED SBE7P424 @2 MOU ESI,DWORD PTR S5:[CARG.11] 1 E0% AGRBEERGE
BEAC1EE0 sDacle LEA ECH, [EDM+ESI] EE: BEEEESEGE
IMIL ESI,ED

pencleie(| - H
. ESF BEZEFS4E
marc1a13 | - HOU DWORD PTR DS: CEANI, ECH ERP AASEFaes

2905
BEAG1A15 ZB4424 14  |MOU EAX,OWORD FTR 55: CARG. 4] B BeeEneaT
@EA5 1813 #3308 MU DWORD FTR DS:CEAXI,ESI EOT noacaons
BBERG181E
BBAG1A1EC EIF BBAGLEEE Local.BORE1EEE —
ooneisiD C B ES @926 32bit BiFFFFFFFF)
DOREImIE EC = F @ CS BBz3 3zbit BIFFFFFFFF)
e i e S5er as e Esp. s A B S5 BBEZE 32bit BIFFFFFFFF)
chocinea [T Zheded LER Efw [IOCH 1] Tj: 9 0OF 9028 2zbit BIFFFFEERF)

C : 5 @ F5 @653 37bit FEFOOGEELFFF)

StaEk [BEZEFS42 1=888ER1CE (decinal 456.) 2l T @ &3 @EZE Z2hit B(FFFFFEFF)
EDH=0 —lon
Local call from BRE1A3Z 08 LastErr DEEREEEE ERROR_SUCCESS

= | EFL @8aEazaz2 (MO, HE,HE, A, M5, PO, GE, G -

Address |Hen dump ASCII (AMNSI & CHAAG1A3S| 8kk | RETURH from loca o
BERESAHE[PE % 60 S0 2= 64 ZC 26| 08 72 GF 64|75 B3 4 S0 Bur=nd, Droge Qoctrodd|[AA0naarE L =
BENEZE16| 25 64 BN BE| 1 99 PO 00| GG 00 00 08|60 0B 0O DO Kd@ o Boiraac|| BaoErase| s

BEQE3E26| FE FF FE FF|FF FE FF FF|A9 7E 42 AB|S& 24 B 54|= alHe | e | e e s | T

BE0EIE36| 86 BB GG B6| 60 95 B9 68| 6] OB GG G8| 93 9F 40 68 ] aacErama|| ceteraapl €. ~ul RETURM to HsuCRL
BBRESA4E| FS CO 40 BB| BB B9 BB DR GG BB B BB 68 B8 B8 06| °=H T | Bt B -

BENEIECE| GG DB OO BO| 00 G5 0O 05 GG 00 D0 BO| G0 63 PO GO B arclLaane ons| haw | RETURM from loos
BENCIACE| OO G6 B9 0D| 03 00 B0 0RO 98 0O 06 06 06 09 OO Er e e fan tosa
BE0EIETE| GG OB GG B6| 60 G5 B9 G5 GG 0O GO 06|60 G5 BB GF BocEracal amanerss| an

BBNESASE| B BB BB BA| GO G5 BB O BE OB DO BG|GE B9 BB DR v || BocEraca| GR4ninEs| Aot =
BENEsEoR| GG D G0 D6l 6o G2 B0 06 GG G0 G0 Dol 60 G0 b0 G0

Figure 10.7: OllyDbg: 1 () starting
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£1() completes:

[ cPU - main thread, module local

=101 |

BORG100E| s SEG4z4 @2 | MOU EDX,DWORD FTR S5:LARG.Z] ;
BEGE 1 G5 SEddzd GC | HOU ERX,DWORD FTR S5t CARE. 31 = ESELZSEEESEENHJ 2
pensieez|]| - ce FUSH ESI Eon ononods
gencieas(| - ZE7424 @z |MOU ESI,OWORD PTR S%5:[ARS.11 —
eensieon|| - Eoecie LEA ECH, [EDX+ESI] AT
gepcieial| - eFAFFz IMUL ESI,EDH Eor moocrane
pEncieiz|| - 2o MOY OWORD PTR DS:CEAXI,ECH Eif BooEraas
L B e [T RO PR S
at2 vV : : ED] OROOOEEE
A RETH EIF GEAS101E local.B00s101E -
EE e C @ ES BEZE S2bit BIFFFFFFFF)
e IS F 1 C3@Bz3 3zbit BIFFFFFFFF]
PRS- e A6 S5 @928 32bit BiFFFFFFFF]
boneinoall s EhAded PER Eon flncel 1] Ty: g HE pEeE Sqbir BIEFEEEEREL .
Top of stack [BEZEFS3CI=1 i
ESI=BBREDEIS (decimal SeBEg,) 2] 2 655 BezB SZbiv BIFFFFFFFF)
0 8 LastErr BOPEEOEE ERROR_SUCCESS
+ | EFL @e@eEzes (MO,ME.ME, A, M5, PE, GE, G -
Address |[Hex dump ASCIT (AMSI . ff 99=EFS4d| rO@EEaaare| { -
OERCIONE[PE 75 60 30| 2% 64 ZC 26| 08 72 GF 64|75 63 4 30| Bun-nd, orogf ooccrodo| | 8Baaalts e =
BBEAE3616| 25 64 DO OB Bl 0P B0 66 B0 OO GO 06| OO 0R 0P 0D|Zd3 6 oZERSArC|| BEeERess) K.
@EAS3626| FE FF FF FF|FF FF FF FF| 09 7E 4% AE 56 24 BT S4|m | i e
GENSIEZ0( 00 06 O OD| G0 0O B0 08 Bl OO 99 06| 22 9F 40 08 a T ——
GBERG3646( F2 CO 40 GR| 69 0O G5 05 63 OO BG 06| 60 OF B9 06| °=H 2 | RETURM ¢ |
AAAGIEGH| B AR B0 G5 A8 GA G0 OF B8 B@ A0 0D B8 A @G GG OOSEFoEG|  aneasEall g ron leca
GEASIEGE| B0 BE GO G0 GO 0P GO 06 G0 OO OO DE) B0 OO GO OO ey I o
e e PR R B b B o
ARNEZAA| AR AR A6 66| AR 06 A6 AR G0 GR BE GE) B0 08 G806 xJ GE2EFSSC] ABESSS3L| 1Mfn -

Figure 10.8: OllyDbg: f1() completes execution

We now find 0xDB18 and 0x243 at addresses 0x2EF854 and 0x2EF858. These values are the £1() results.

10.3 Conclusion

1() could return pointers to any place in memory, located anywhere. This is in essence the usefulness of the pointers.

By the way, C++ references work exactly the same way. Read more about them: ( 51.3 on page 572).
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Chapter 11

GOTO operator

The GOTO operator is generally considered as anti-pattern. [Dij68], Nevertheless, it can be used reasonably [Knu74], [Yurl3,
p. 1.3.2]

Here is a very simple example:

#include <stdio.h>

int main()
{
printf ("begin\n");
goto exit;
printf ("skip me!\n");
exit:
printf ("end\n");
T

Here is what we have got in MSVC 2012:
Listing 11.1: MSVC 2012

$5G2934 DB 'begin', 0aH, OOH
$5SG2936 DB 'skip me!', 0OaH, OOH
$SG2937 DB 'end', 0OaH, OOH
_main PROC
push ebp
mov ebp, esp
push OFFSET $SG2934 ; 'begin'
call _printf
add esp, 4
jmp SHORT $exit$3
push OFFSET $SG2936 ; 'skip me!'
call _printf
add esp, 4
$exit$3:
push OFFSET $SG2937 ; 'end'
call _printf
add esp, 4
xor eax, eax
pop ebp
ret 0
_main ENDP

The goto statement has been simply replaced by a JMP instruction, which has the same effect: unconditional jump to another
place.

The second printf () could be executed only with human intervention, by using a debugger or by patching the code.
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This could also be useful as a simple patching exercise. Let’s open the resulting executable in Hiew:

C:\Polygoni\goto.exe a32 PE .08481660
ebp
ebp,esp

; 'begin® --E
printf
esp,

jmps --B

push ; 'skip me!' --E
call printf

add esp,

push

call printf

Figure 11.1: Hiew
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Place the cursor to address JMP (0x410), press F3 (edit), press zero twice, so the opcode becomes EB 00:

Hiew: goto.exe

EFWO EDITMODE a32 PE DoBee413
push
mo
push
call
add
jmps
push
call
add
push

Figure 11.2: Hiew

The second byte of the JMP opcode denotes the relative offset for the jump, 0 means the point right after the current
instruction. So now JMP not skipping the second printf() call.

Press F9 (save) and exit. Now if we run the executable we should see this:

C:%\Polygon»goto.exe

skip me!l
end

Figure 11.3: Patched executable output

The same result could be achieved by replacing the JMP instruction with 2 NOP instructions. NOP has an opcode of 0x90
and length of 1 byte, so we need 2 instructions as JMP replacement (which is 2 bytes in size).

11.1 Dead code

The second printf() call is also called “dead code” in compiler terms. This means that the code will never be executed.
So when you compile this example with optimizations, the compiler removes “dead code”, leaving no trace of it:

Listing 11.2: Optimizing MSVC 2012

$SG2981 DB 'begin', 0aH, OOH
$5G2983 DB 'skip me!', 0OaH, OOH
$5SG2984 DB 'end', 0aH, OOH
_main PROC

push OFFSET $SG2981 ; ‘'begin'

call _printf

push OFFSET $SG2984 ; 'end'
$exit$4:

call _printf

add esp, 8

xor eax, eax

ret 0
_main ENDP

However, the compiler forgot to remove the “skip me!” string.
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11.2 Exercise

Try to achieve the same result using your favorite compiler and debugger.
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Chapter 12

Conditional jumps

12.1 Simple example

#include <stdio.h>

void f_signed (int a, int b)

{
if (a>b)
printf ("a>b\n");
if (a==b)
printf ("a==b\n");
if (a<b)
printf ("a<b\n");
}
void f_unsigned (unsigned int a, unsigned int b)
{
if (a>b)
printf ("a>b\n");
if (a==b)
printf ("a==b\n");
if (a<b)
printf ("a<b\n");
}
int main()
{
f_signed(1, 2);
f_unsigned(1, 2);
return 0;
}
12.1.1 x86
x86 + MSVC

Here is how the f_signed() function looks like:

Listing 12.1: Non-optimizing MSVC 2010

_a$ = 8
_b%$ =12
_f_signed PROC
push ebp
mov ebp, esp

mov eax, DWORD PTR _a$[ebp]

cmp eax, DWORD PTR _b$[ebp]

jle SHORT $LN3@f_signed

push  OFFSET $SG737 ; 'a>b!
call _printf

add esp, 4
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$LN3@f_signed:
mov ecx, DWORD PTR _a$[ebp]
cmp ecx, DWORD PTR _b$[ebp]
jne SHORT $LN2@f_signed
push  OFFSET $SG739 ; 'a==b'
call _printf
add esp, 4
$LN2@f_signed:
mov edx, DWORD PTR _a$[ebp]
cmp edx, DWORD PTR _b$[ebp]
jge SHORT $LN4@f_signed
push OFFSET $SG741 ; 'a<b'
call _printf
add esp, 4
$LN4@f_signed:
pop ebp
ret 0
_f_signed ENDP

The first instruction, JLE, stands for Jump if Less or Equal. In other words, if the second operand is larger or equal to the first
one, the control flow will be passed to the specified in the instruction address or label. If this condition does not trigger
because the second operand is smaller than the first one, the control flow would not be altered and the first printf()
would be executed. The second check is JNE: Jump if Not Equal. The control flow will not change if the operands are equal.

The third check is JGE: Jump if Greater or Equal—jump if the first operand is larger than the second or if they are equal. So,
if all three conditional jumps are triggered, none of the printf() calls would be executed whatsoever. This is impossible
without special intervention.

Now let’s take a look at the f_unsigned() function. The f_unsigned() function is the same as f_signed(), with
the exception that the JBE and JAE instructions are used instead of JLE and JGE, as follows:

Listing 12.2: GCC

_a%$ =8 ; size = 4
_b$ =12 ; size = 4
_f_unsigned PROC
push  ebp
mov ebp, esp

mov eax, DWORD PTR _a$[ebpl]
cmp eax, DWORD PTR _b$[ebp]
jbe SHORT $LN3@f_unsigned
push  OFFSET $SG2761 ; 'a>b’
call _printf
add esp, 4

$LN3@f_unsigned:
mov ecx, DWORD PTR _a$[ebp]
cmp ecx, DWORD PTR _b$[ebp]
jne SHORT $LN2@f_unsigned
push OFFSET $SG2763 ; 'a==b'
call _printf
add esp, 4

$LN2@f_unsigned:
mov edx, DWORD PTR _a$[ebp]
cmp edx, DWORD PTR _b$[ebp]
jae SHORT $LN4@f_unsigned
push  OFFSET $5G2765 ; 'a<b'
call _printf
add esp, 4

$LN4@f_unsigned:
pop ebp
ret 0

_f_unsigned ENDP

As already mentioned, the branch instructions are different: JBE—Jump if Below or Equal and JAE—Jump if Above or Equal.
These instructions (JA/JAE/JB/JBE) differ from JG/JGE/JL/JLE in the fact that they work with unsigned numbers.

See also the section about signed number representations ( 30 on page 464). That is why if we see JG/JL in use instead of
JA/JB or vice-versa, we can be almost sure that the variables are signed or unsigned, respectively.

Here is also the main() function, where there is nothing much new to us:

117




CHAPTER 12. CONDITIONAL JUMPS

CHAPTER 12. CONDITIONAL JUMPS

Listing 12.3: main()

_main

_main

PROC
push
mov
push
push
call
add
push
push
call
add
Xor
pop
ret
ENDP

ebp

ebp, esp
2

1
_f_signed
esp, 8

2

1
_f_unsigned
esp, 8
eax, eax
ebp

0
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x86 + MSVC + OllyDbg

We can see how flags are set by running this example in OllyDbg. Let’s begin with f_unsigned() , which works with
unsigned numbers. CMP is executed thrice here, but for the same arguments, so the flags are the same each time.

Result of the first comparison:

[ cPU - main thread, module ex 1ol =]
BOIALOSE[FF  EE FUSH _EEF -
T HE P o . S kil B
gotatecell - 3845 ac CHP_ER, DWORD PTR_55: [ARE. 2] | EGi SEdaEell MEVLRIED. BEA4EELT
BRI | 76 &E JEE SHORT BB1A1GES Eb BEerEaaE
Goiniose|| - | €5 15391AE | PUSH OFFSET B01ASG1S Fo | Ebm poemmaen
oiniaes|| - | FRLE QESEiAm CACL DWORD PTR OS: [<&MSVCR1BE.printf>1 (Lme | ESE DEZEELZR
Baintoes|| > besdn oe HDD ECi, DUORD PTR SS: LARG. 1] Eol poooanel
goiateec|| © 34D ec CHP ECH,DWORD FTR 35: [ARG.2] EDT BBIASSAS ex. OO1RSSHE
cinioe: || * &5 SGaniaen |FUSH OFFSET Boikanza 7 | oy .
: ; .
cntninre| |« FF1E BAZATAM CALL DWORD PTR D3:C<tmsucRiem.printé1 |Lne |G 1| ES 9228 S2bic oUFFFFFEFe)
gaiplarc) |- S3C4 o4 D0 ESF, 4 A 1| 55 oezE SEbic @iFFFFFFFF)
gainiosr| | > 8EEs es MOW ED¥,DWORD PTR S5: [ARG.1] = B e il
i v o LrP S0, OUORD PTR 55; (ARG, 2] $ 1] FS BBSE 3Ebit TEFOD@EEFFF)
Jump 15 taken =) T o] &5 vazk 32bic wiFFFFFFFE)
0 0 LastErr BOGEEEEE ERROR_SUCCESS

= [EFL meoeezs? (HO,E,NE,EE, S, FE,L, LE] -
Address |Hex dump ASCIT (AMSI a HEZSFCAE| B -
BE1ASEDAIEL SE 62 OR| 00 00 OO 06 61 S0 30 62 6n 09 00 06| b ac=tofl pooorLod| nBALALaEE Tk | RETURN from &x. Ble=
paiAZala| 61 3C &2 DA\ 0O 0O 0O 06 &1 JE A2 DA 0O 0O 0O DA|aCHE  avhE | bosorooc|[Gasagoall o
pelA3eze| el 30 30 2 bA B0 08 0| &1 SC 2 oA| oo oo oo oo|a==t@ A< | BOSSFTEC)| Do2oagad @
BO1A2638| FE EF FF FF|FF FF FE FF BB 00 08 6B 00 99 B3 00 R | IR R Lo G (R o
BA1ASA48| FE FF FF FF| @1 BB OB 8033 3B A9 £A|CC C4 55 SF|e @ Zpat | ERESC-d3) D9 Hicel! o ron s
po1A3656| 0l DO 0O DO 48 25 S6 DO &5 4E S 06 0O 0o 0O Do|lo  Hiu AU | BASSPRAsIFaRsaEaal o | L.
BO1AZ0EE| 06 OO OB BB| 09 BB 0D 00 BE 0D 05 BB 00 00 BE OO paSERCAL | Basedses) hi m
S nE R R RaE R e
pRiAzAo0| 06 B0 BE Gol o on AR 56|00 OO D5 Dol AR DA 65 6O ol 2235PC55] | BaBaBAEA =

Figure 12.1: OllyDbg: f_unsigned(): first conditional jump
So, the flags are: C=1, P=1, A=1, 7=0, S=1, T=0, D=0, O=0. They are named with one character for brevity in OllyDbg.

OllyDbg gives a hint that the (JBE) jump is to be triggered now. Indeed, if we take a look into [Int13], we can read there
that JBE is triggering if CF=1 or ZF=1. The condition is true here, so the jump is triggered.
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The next conditional jump:

E CPU - main thread, module ex ;Iglﬂ
Bolnioca|rs 55 FUSH_EEF i
sainiosi|| v EEec MU EEF, ESP  |Featerers i =
sainioss|| - 2B4E e MOU ER,OWORD PTR S5:[ARG. 11 I
saipiece|| - 2B4E ec CHP ER,OWORD PTR S5: [ARG. 2] Ehh orons
satniess|| - 7 BE JBE SHORT 9A1A1B59 EBn AAGAGEBE
sainiese|| - &8 FUSH OFFSET BRlASH1SE fc | EBn gamgaud
goiAioes|| - FFPLE DBEGiAm CALL DWORD PTR OS:[<&MSUCR1BE.printf>1 (Lme | ESE DEZEFLS
caintacs |3 G340 aa EEB Eon, SI.LIDRD PTR 5: [ARG. 11 Ezl pomannl
goiaioec|| - 384D ac EEet, Ol Z5: [ARG. EDT BAIAIZAS ex. AA1ASSAS

3 =75 BE .JHE SHDRT BB]_FI]_B?F EIF AA1A1AEF e=x.BR1A1EAF frrorees

- | &2 ZB2eloeE | PUSH OFFSET R@lns6ze fe :
sointaze|| - | FRLE CRLL _DUDAD PTR DS: [{GMSUCR1BG. or int>] Ché Jc 1)) Es gz szbir BoFFFRFFFF)
Beiplearc ) - | 8304 B4 ESP, 4 A il 55 @826 3%hit @iFFFFFFFF)
sainiare|| » beEes e FU EDw! DUORD PTR S3: [ARG. 11 <05 Sl EE Gace Eoit BIEEEEEERE)
SIS RESRNEi=hell 1=~ g v | CHE EQe, QUORD PTHE SS: ARG, 2] < 1| FS BES2 22bit FEFODGEE[FFF)
Jump is taken H
dump_is taken =] 7 & 65 meze zbic aiFFFRRRRF)
0 6| LaztErr Goopecnns ERROR_SUCCESS
+ | EFC e@aeszs7 (nO,E,ME,EE, S, FE,L,LE] -

Address |Hex dump ASCII (AMSI BRSEFCAE| B2 -
BO1AZ0E0 6L SE 62 OH| 06 DO D9 OO 6l S0 S0 62 0N 00 06 00|EcbE  a-—t—f pasoreod| LAALALAEE ks | RETURN from ex. Bl
BeifZa16| 61 3C 62 OA| GG 00 09 oAl SE 62 OA 0D 0O 00 0O|achE  adEE | cacarioc|| cacceaos|d
BE1ASGE6( 61 50 50 62 0O OO GG DO 61 SC £F BA| 0D B O GO 2= B | Feee] e .
BalAZ636| FF FF FF FF|FF FF FF FF| 0@ 0O G5 OO| 05 68 60 G0 R | IR Lo G (R o
BE1AZ64@| FE FF FF FF(G1 B 88 G0 33 3B A9 6| CC C4 56 SF|m @ S | ZEesr i) o obaniest! pom &
BolRJa5E| 61 06 0O 08|43 26 So 0o\ 60 4E Se 00|60 0o 68 Ga|o  Hiu hoy | BBSERCASIFEARARAALIY | ailT ronue
BEIASHEA| 05 6B b OO OO B0 AG DO GO BB BB OD| OO 6B DB OO BRSERCAL| | Bacedces hil P
Sttt er i il e
BA1A2696| A8 GA BA GA 6F GA 63 G0 A6 A6 AR GO| G0 GA BA GA > J 9935FC5E) | Baaasaaa hd

Figure 12.2: OllyDbg: f_unsigned(): second conditional jump

OllyDbg gives a hint that JNZ is to be triggered now. Indeed, JNZ triggering if ZF=0 (zero flag).
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The third conditional jump, JNB:

[& cPu - main thread, module ex

=10 x|

BEIA1ESS|] -~ r& BE JEE_SHURT GE1016ED wlRegizters (MM o
GeiAiece(] « 62 12391006 |PUSH OFFSET BR1A2619 f PR =
anininen | - FEAETBRPA1AAICALL DUDRD PTR 05 [<eMSUCRIBE. prins>] |LHe | e o)
gaipiees|| «  83Ce B4 ADD ESF, 4 EC AaRommnal
gaipiess|| > 2E4D B2 HOW ECH, DWORD FTR SS:[ARG.11 ERY RRMARRGS
galpieac|| «  2E40 BC CHP ECH,DWORD PTR SS:[ARG.2] ESh RRRaRCan
eaiAieer|| « 75 BE JME SHORT G@1A167FF EBF eoitFCas
Doiniarel |t FE SRR FALL DWRRD PR DostcemsucRioe. printey1 |Lne | E21 09900001
- H print =
gainiane|| s EELs B T EDI BE1AZEAS ex.BE1AZSAS
coifioce | 2 SEEE B | WP EriDWORD PTR Soi CARG. 23 oy it =
. . : . C 1| ES @@2E 32bit BiFFFFFFFF)
(T3 8E S T T F 1| C5 8822 3Zbit BiFFFFFFFF)
gElAlESe|| - | 68 PUSH OFFSET @@1A3625 fo Mn il 52 AR5E 3501t RIFFFERFFER)
peinicac|| « | FFLE AZaifel CALL DWORD FTR DS:<smsvcRisa.printf>] (Lni o f5 2| 52 D058 25000 GiFErrrrre)
Galinasll g Lo B AQD ESP, 4 S 1| FS BBES 22bit FEFOOGEELFFF)
dump s not taken T 8| G5 BBZE 22bit BIFFFFFFFF)
Dest=ex.BA1A1635 0o
0 @) LastErr PREAGEERE ERROR_SUCCESS

aEEEaaz97

(MO, B, ME.BE,S,PE.L,LE)

-

Address |Hex dump ASCII [AMSL & HEISFCAE) B -
G5 1AZE00] Bl SE 62 OF 0D 06 G0 6661 SD 30 62| 0R DD 00 00| @-bg  a-—t—f goooreod| (AAIALEEE T by I RETURN from e, 8
BAIAZA1A[ 61 2C 62 BA| @@ @8 B8 B8 &1 2E &2 GA|@E B8 B9 09| a<bE PR Ereeirest| Errreeert i
BA1AZE2E| 61 30 30 62| BA @& &8 98| 61 3C 62 GA| BB B8 B0 08| a==bE &<kl

BRSEFC4A| | BassFcad| nes
@R1AZASE| FF FF FF FF|FF FF FF FF B0 DR B@ G@| QA& @& &8 @69 Aaanrcad|Lagiaieac ey | RETURM ¢ a
aEiAZe4al FE FF FF FF| @1 G@ B 08 22 2B A9 &8 CC C4 56 9F|w= A ARSoFras| cARERARET | f ron S
BAIAZECA|B1 B9 PO BA|( 42 22 56 B9 62 JE 56 GA[8E B8 8O GB|@  HOU MU anaariae| | Beeares| iy | AscIT moHue
BAIAZGCE| B0 05 B0 0R| GO BE BB 98 90 0P GO OB| BB BB B9 09 priiiar | EecirerEd Hiiy F
BR1ASEATA| @8 @9 B0 06| BE BE BB BE) B0 OB BE DA Q@ B8 B8 @9 EreEie | eyt M
BRIAZESE| @8 ©F B0 0| 9O BE BB BB B0 0P B Q@[ BB BB BD 0D et | Eere bl -
AR]AZA%E| B8 0R B0 00| A0 66 68 BE B0 0R B 06| 68 B8 60 08

Figure 12.3: OllyDbg: f_unsigned(): third conditional jump

In [Int13] we can see that JNB triggers if CF=0 (carry flag). That is not true in our case, so the third printf() will execute.
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Now let’s review the f_signed( )function, which works with signed values, in OllyDbg.

Flags are set in the same way: C=1, P=1, A=1, Z=0, S=1, T=0, D=0, 0=0.
The first conditional jump JLE is to be triggered:

[& cPu - main thread, module ex =10 x|

waiAlaaa| rs 55 FUSH EEP . u M Registers (HMM:D ~
gEiAiEet|| - ZEEC MO EEF, ESP e =
gaipieez|| - SE4E Be HOL EAX, DWORD PTR S5: [ARG. 1] Ern ora94c14 ASCIT "Hiue
anipieeg| |« FB4E BE CHP ERX,DWORD PTR 55: [ARG. 21 -1

v 7E BE JLE SHORT BB1A181% EBv memmmoas
GETH1GEE| | - | 65 BEZB1ARG | PUSH OFFSET B91A3608 fi | Eoh Gemareom
gaipieie|| - | FFIE DAl CALL DWORD PTR DS:C<atsucRiea.ocinef>] (LM | E0 J2EFEa0
aaiAiaia|| - | 530 Be AOO ESF, 4 Eol hemmmenl
geiAimis|| > Y2B4D BE HMOU ECX.DWORD PTR 5S:[ARG.1] EO1 BEIRSSHE o . a@1A55AS
gEiA1E1c|| - 2B40 BC CHP ECX,DWORD PTR 55: [ARG.2] : | |
fhinict|| - &2 BAseicpe |PUSH OFFSET daiAspes 7 Py [t

. c .
oo1a1oze|| « FFIE ApZolpel cALL DWORD FTR OS:C[<shsuckiee.printf>1 |Lme |0 1) EZ JEEB S5pit BIEREEREEE)
gaiplezci| - 9204 o4 Hoo ESF, 4 A1l S5 926 32bit BIFFFFFEFE)
ootpieer|l > 8BS Bg MOl EDH,DWORD TR 553 [ARG. 11 <07 6l 52 5658 3501t RIFFFFFFFE
—_— 2 LlE B, DWORD FTR S5 [BRE & 1| FS B8ES 3Ebir PEFODBBELFFF)
Jurp L= taken «fT o] &= oE=E 3zbit BIFFFFFFFF)
Dest=ex.BE1A1619 —An G

0 6] LastErr BEEROEES ERROR_SUCCESS
+ [EFC m@meazar (MO, E,ME,.EE,S,FE,L,LE) -

Address [Hen dump ASCII (AMSI & BEISFC4R| B -
BB ASACE[6L SE 62 OF OH G G0 6661 SD S0 62| 6R OO 60 o6l EcbE  a-—tf pooor Cod| LARIHLERE) mky | PRETURN from ex. ==
BE1AZE1G[ 61 3C 62 O BB 06 GO 68 &1 3E 62 OA| 60 0D 68 06| wbE  2HE | pooarioc| [ coaaooes| B pral =1
BE1AZEZE| 61 30 20 62| BA BB BB BB 61 3C 62 BA(B9 BB BB 0B| 2== =it | GRsertdh|| Basarcag| mes | T
@E1AZE3E| FF FF FF FF|FF FF FF FF| G0 95 93 85|80 05 69 0O s | I Lo G [, o
@B1ASE48| FE FF FF FF|B1 08 B0 68 33 3B A9 £8|CC C4 56 9F e B 3pa' | oeee o) = el | B rom &
BE1AZESH| 61 BO 6@ 06 45 23 S6 6 63 4E S 08|66 0o 0B oole  Hiu KA | BESEFLASIpRAnaEEAl @ oo
BEIAZEEE| BE BE B9 QB[ BB DD D 0B G0 9F DO DO BY 0O B9 QD gesErLaLl| pEeedERs iy P
BEIAZETE| BG G5 B9 0B G0 0B 0 OB G0 OO B0 BE| PO 0O BB 0D Eresior | Erarac e
AA1AZACA| B BA BR DR 0R OR B0 GO A0 GR AR BA| QA DO DR OO = Ereaien] Eers el -
PR1AZE96| 0 DR DR G| A0 DR B DR BE OR QR DE DO D0 D8 QD

Figure 12.4: OllyDbg: f_signed(): first conditional jump

In [Int13] we find that this instruction is triggered if ZF=1 or SF+OF. SF+OF in our case, so the jump triggers.
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The second JNZ conditional jump triggering: if ZF=0 (zero flag):

[& cPu - main thread, module ex =10 x|

R [ FUSH EEF ETT
soinioo (|- SEEC MOU EEBF,ESP & fReaisters (i) |
gainieaz|] - 2E4E es MOU ERH.DWNORD PTR 55: [ARG.1] B mamannl
eainieos|| - ZB4E BE CHP EAX,DWORD FTR 55:CARG. 2] -
gainieas|| - FE BE JLE SHORT @@1Q1619 b aoanaan
painiece|| - &2 pezeipem |PUSH OFFSET Ge1pz6me fr | Eoh Aaoorees
gaifiaia|| - FFLE A@Zaife CACL OWORD PTR DS:[<&MsVCRiem.printf>l |Lns | 220 JE2EFCEE
eainieie|] - s3ca B4 ADD ESF, 4 EET Doaareed
gainieis|] > 2E4D ee MOY ECH,OWORD FTR S5:[ARG. 11 BT AoTAEERE cu.ooinmss
painieicl] - =eap ec CHP ECX,DWORD PTR S5: [ARG. 21 - (I
i o
. . .
oinicze|| + | FFLS AGZR1AeN CALL DWORD PTR OS:[<&MSUCR1®e.printe>l (Lme | C 1| EZ JEE5 SEblt BIEEEEREEE)
gatpiezii] - | eEtd B4 HoD - Esk, 4 A 1|55 @26 32bit BIFFFFFFFF)
gainiezr|| » boEgs Bs HOU EEG DUORD PTR 553 (ARG 1] <157 G152 555 o0t BIFFERFFEF)
aninineell o CEREE AR CHE ED:.DWORD PTE S5: [ARG O [ L
dump s taken oflT @ 55 082E =2bit BIFFFFFFFF)
Dest=ex.BE1A162F A0
0 8| LastErr GEEEEEEE ERROR_SUCCESS

+|EFC @eoeezs7 (MO, E,ME,EE, S, PE,L,LE) -
Address |Hex dump ASCII (AMSI & HEIEFCAE ) B "
BEIASERE| 6L SE G2 OA| O O6 68 68 61 S0 S0 62 GH 60 66 O6|@-0E  a-= Sggg;ggg Sgégéggf g'* EET?RE §P°“ e L
@B1ASE1G| 61 SC 62 @A 0@ 0O 0O 00|61 3E 62 OR| 0D 0@ 00 oo|<HD M| oocariag| [ oaaooas| Aral =1
@E1N2E28[ 61 20 20 62|60 B8 86 @8 61 2C 62 DO 60 GO B9 06| a== e | | e B |92 =
@Ba1R36368| FF FF FF FF|FF FF FF FF| 03 08 B3 06| 60 68 69 0O Tl | pasarEd S | RN from e, @

BR1A3646| FE FF FF FF|B1 GO B0 68| 33 3B A9 68| CC C4 56 9F|e 8 A
GA1AZECA| @1 @8 B0 G8| 4% 25 C6 09| 6% 4E 6 09|90 03 8@ Gal@  Hiy hpy | 99IEFC4S| FeRgRaaall @

BEZEFCAL| | GESE4EES| R | ASCIT ~pHue
e R R R R e R R
GE1AZE76| GG R GO G6| 60 G5 B0 GO GG 0O GO 06|60 G5 BB GO Doaaren | 2EsTagEg HIk,
BB HEE0A| B0 DR GG GO BB G5 DD BA| OO OB AD DO BB GO BB GO = e R e =
86 HEAon| G0 DR H6 GR| 68 G6 BD DE| B0 DR GH DR 08 GRG0 66

Figure 12.5: OllyDbg: f_signed(): second conditional jump
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The third conditional jump JGE will not trigger because it would only do so if SF=OF, and that is not true in our case:

[E cPU - main thread, module ex -|0] =]
EOLALE09] - TE BE JLE SHORT BOLAIE19 el Reaizters (MM -
S | PUSH OFFSET E@1A3666 [f = =
gaiAla1a|| - FF15 H@Z@lAm CALL DWORD PTR OS:C<&nSVUCRied.orintfr (kns | 0n Ghiniind
paipleis|] - 9304 B4 AOC ESF, 4 e R
ealRleis|] » 9B4D es MOU ECH,OWORD FTR S5:[ARG.11 EEY AAAnoAaE
Fainieic|| = 284D BC CHP EC,OWORD FTR S5z [ARG.2] Eoh RARRRCZR
BaiAleif|| -~ 75 BE JHE SHORT e@iAleczF EEP RASSRCAA
Soifince|| T PRS- MEMTAG| CALL DWPAD FTR Dot CeeMSUCRIBE.printé>] |Lie |ES! 29909051
. : PNt =
fopiocell . EELS S EALL DwoR EDI BAIAZZAS ex.@@31AZ2AS |
eaifAlazr|| » 9BSS o8 MOU ED, DWORD PTR S5:[ARG.11 EIF BAIAIAZE ex, @E1A1635
SEEHTe R ?gESEBC SEE EE?&?MSE%EESSS'[HRG'EJ C 1] ES BBZE 32bit BIFFFFFFFF)
BAIAIESY|| - | 68 PUSH OFFSET BA1A2018 g POV SE REE EZbir BUERFERREE
oaiA1e3c|| - | FF15 p@2@lAm CALL DWORD FTR DS:[<ansvcRigd.ocintf>1 (MnS 4% 5| 52 G550 2501t AIFFFRRREFF)
. | =ara Bd A0 ESF, 4 !

. S 1| FS BBS3 27bit PEFODEEE(FFF)
Jdump_ is not taken T o] 55 @82E 32bit GOFFFFFFFF)
Oest=ex.B81A1845 A0

0 @] LastErr BOEERERE ERROR_SUCCESS
«[[EFC @em@azs7 (HO,E,NE,EE, S, PE,L,LE) -

Address |Hex dump ASCII (AMSI & BEZSFC4E S N
BE1ASEDAIBL SE 62 OR| €D 60 OO 6b 61 SO 50 62 6R 08 00 o) BbE  a-=tofl Dooorbod| BALALARC uby (PRETURN from ex. ==
BO1A3018| 61 3C 62 BA| 00 8@ 0O 00\ 61 3E 62 BA| 0O 98 08 00| ackl  arbE | Sooorioc|[ cocooaoe| o i
PR1A2E26| 61 30 20 62|80 B9 OF GA[&1 3C &2 GR| 0P B0 BE BE|a== stk | BR2erERs|| Bacareag|ges | TS T
BaiA3a3a| FF FF FF FF|FF FF FF FF|@0 09 05 08 08 69 @0 0@ EEEEe | I FETE o Lo ) a
BE1A3646( FE FF FF FF| B1 B0 B8 B0 33 3B A9 €A|CC C4 56 SF|m B Saa' | obeer ool oo el & bom & .
BE1A3ESO| @1 0O 6O 045 25 S6 68|63 4E 56 00| GG 00 6p oo|e  Hou hhw | BR3SFLASpEooamREl @ oo
PRIAZGEE| BE 68 G0 PO A6 B0 0P GO| 00 B0 OO 0O 0P 60 B0 OO ohnarren| | Baceasasl hi P
BR1AZGATE| B8 68 G5 90|00 DO 09 G9[ G0 BR 0O 0B 09 B9 B0 OO Sosarceq|| en9icona|mee
BR1AZAS6| 08 68 00 PO AE GO OF G800 PR OO G0 0P PR GG OO = ErERE] Bt -
BRlAZR90| GRG0 60 P6| 00 GO GRG0 07 06 06 G0 60 G0 06 00

Figure 12.6: OllyDbg: f_signed(): third conditional jump
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x86 + MSVC + Hiew

We can try to patch the executable file in a way that the f_unsigned() function would always print “a==b”, no matter the
input values. Here is how it looks in Hiew:

i x|

C:\Polygon\ollydbg\7 1.exe a32 PE .00401008 | Hiew 8.02 (c)SEN
11808 :

2Fil1Blk 2CryBlk 4 5 6 7 8 9 leleave 11

Figure 12.7: Hiew: f_unsigned() function

Essentially, we need to accomplish three tasks:

« force the first jump to always trigger;

« force the second jump to never trigger;

« force the third jump to always trigger.
Thus we can direct the code flow to always pass through the second printf(), and output “a==b".
Three instructions (or bytes) has to be patched:

 The first jump becomes JMP, but the jump offset would remain the same.

» The second jump might be triggered sometimes, but in any case it will jump to the next instruction, because, we set
the jump offset to 0. In these instructions the jump offset is added to the address for the next instruction. So if the
offset is 0, the jump will transfer the control to the next instruction.

e The third jump we replace with JMP just as we do with the first one, so it will always trigger.
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Here is the modified code:

JRI=TES
EFW0 EDITMODE a32 PE 00800434 |Hiew 8.82 (c)SEN
push

mons

mow

cmp
jmps
push

push
call
add
mon
cmp
Jmp
push
call
add

I‘:_I O I‘:_I

int
int
int
int
int

Figure 12.8: Hiew: let’s modify the f_unsigned() function

If we miss to change any of these jumps, then several printf () calls may execute, while we want to execute only one.

Non-optimizing GCC

Non-optimizing GCC 4.4.1 produces almost the same code, but with puts () ( 3.4.3 on page 15) instead of printf().

Optimizing GCC

An observant reader may ask, why execute CMP several times, if the flags has the same values after each execution? Perhaps
optimizing MSVC can not do this, but optimizing GCC 4.8.1 can go deeper:

Listing 12.4: GCC 4.8.1 f_signed()

f_signed:
mov eax, DWORD PTR [esp+8]
cmp DWORD PTR [esp+4], eax
jg .L6
je .L7
jge .L1
mov DWORD PTR [esp+4], OFFSET FLAT:.LC2 ; "a<b"
jmp puts
.L6:
mov DWORD PTR [esp+4], OFFSET FLAT:.LCO ; "a>b"
jmp puts
L1
rep ret
L7
mov DWORD PTR [esp+4], OFFSET FLAT:.LC1 ; "a==b"

126



CHAPTER 12. CONDITIONAL JUMPS CHAPTER 12. CONDITIONAL JUMPS
jmp puts

We also see JMP puts here instead of CALL puts / RETN. This kind of trick will have explained later: 13.1.1 on page 145.

This type of x86 code is somewhat rare. MSVC 2012 as it seems, can’t generate such code. On the other hand, assembly
language programmers are fully aware of the fact that Jcc instructions can be stacked. So if you see such stacking
somewhere, it is highly probable that the code was hand-written.

The f_unsigned() function is not that aesthetically short:

Listing 12.5: GCC 4.8.1 f_unsigned()

f_unsigned:
push esi
push ebx
sub esp, 20
mov esi, DWORD PTR [esp+32]
mov ebx, DWORD PTR [esp+36]
cmp esi, ebx
ja .L13
cmp esi, ebx ; this instruction could be removed
je .L14
.L10:
jb .L15
add esp, 20
pop ebx
pop esi
ret
.L15:
mov DWORD PTR [esp+32], OFFSET FLAT:.LC2 ; "a<b"
add esp, 20
pop ebx
pop esi
jmp puts
.L13:
mov DWORD PTR [esp], OFFSET FLAT:.LCO ; "a>b"
call puts
cmp esi, ebx
jne .L10
.L14:
mov DWORD PTR [esp+32], OFFSET FLAT:.LC1 ; "a==b"
add esp, 20
pop ebx
pop esi
jmp puts

Nevertheless, there are two CMP instructions instead of three. So optimization algorithms of GCC 4.8.1 are probably not
perfect yet.

12.1.2 ARM
32-bit ARM

Optimizing Keil 6/2013 (ARM mode)

Listing 12.6: Optimizing Keil 6/2013 (ARM mode)

.text:000000B8 EXPORT f_signed

.text:000000B8 f_signed ; CODE XREF: main+C
.text:000000B8 70 40 2D E9 STMFD SP!, {R4-R6,LR}
.text:000000BC 01 40 A0 E1 [0} R4, R1

.text:000000C0 04 00 50 E1 CMP RO, R4

.text:000000C4 00 50 AO E1 MoV R5, RO

.text:000000C8 1A OE 8F C2 ADRGT RO, aAB ; "a>b\n"
.text:000000CC A1 18 00 CB BLGT _ 2printf

.text:000000D0 04 00 55 E1 CMP R5, R4

.text:000000D4 67 OF 8F 02 ADREQ RO, aAB_0 ; "a==b\n"
.text:000000D8 9E 18 00 OB BLEQ _ 2printf

.text:000000DC 04 00 55 E1 CMP R5, R4
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.text:000000E0 70 80 BD A8 LDMGEFD SP!, {R4-R6,PC}
.text:000000E4 70 40 BD E8 LDMFD  SP!, {R4-R6,LR}
.text:000000E8 19 OE 8F E2 ADR RO, aAB_1 ; "a<b\n"
.text:000000EC 99 18 00 EA B __ 2printf

.text:000000EC ; End of function f_signed

Many instructions in ARM mode could be executed only when specific flags are set. E.g. this is often used when comparing
numbers.

For instance, the ADD instruction is in fact named ADDAL internally, where AL stands for Always, i.e., execute always. The
predicates are encoded in 4 high bits of the 32-bit ARM instructions (condition field). The B instruction for unconditional
jumping is in fact conditional and encoded just like any other conditional jump, but has AL in the condition field, and it
implies execute ALways, ignoring flags.

The ADRGT instruction works just Llike ADR but executes only in case the previous CMP instruction founds one of the numbers
greater than the another, while comparing the two (Greater Than).

The next BLGT instruction behaves exactly as BL and is triggered only if the result of the comparison was the same (Greater
Than). ADRGT writes a pointer to the string a>b\n into RO and BLGT calls printf (). therefore, these instructions with
suffix -GT are to execute only in case the value in RO (which is a) is bigger than the value in R4 (which is b).

Moving forward we see the ADREQ and BLEQ instructions. They behave just like ADR and BL, but are to be executed only if
operands were equal to each other during the last comparison. Another CMP is located before them (because the printf()
execution may have tampered the flags).

Then we see LDMGEFD, this instruction works just like LDMFD?, but is triggered only when one of the values is greater or
equal than the other (Greater or Equal).

The LDMGEFD SP!, {R4-R6,PC} instruction acts like a function epilogue, but it will be triggered only if a >= b, and
only then the function execution will finish.

But if that condition is not satisfied, i.e., a < b, then the control flow will continue to the next “LDMFD SP!, {R4-R6,LR}"”
instruction, which is one more function epilogue. This instruction restores not only the R4-R6 registers state, but also LR
instead of PC, thus, it does not returns from the function.

The last two instructions call printf () with the string «<a<b\n» as a sole argument. We already examined an unconditional
jump to the printf () function instead of function return in «printf () with several arguments» section (6.2.1 on page 47).

f_unsigned is similar, only the ADRHI, BLHI, and LDMCSFD instructions are used there, these predicates (H/ = Unsigned
higher, CS = Carry Set (greater than or equal)) are analogous to those examined before, but for unsigned values.

There is not much new in the main() function for us:

Listing 12.7: main()

.text:00000128 EXPORT main
.text:00000128 main

.text:00000128 10 40 2D E9 STMFD SP!, {R4,LR}
.text:0000012C 02 10 A0 E3 MoV R1, #2
.text:00000130 01 00 AO E3 MoV RO, #1
.text:00000134 DF FF FF EB BL f_signed
.text:00000138 02 10 A0 E3 MoV R1, #2
.text:0000013C 01 00 AO E3 MoV RO, #1
.text:00000140 EA FF FF EB BL f_unsigned
.text:00000144 00 00 AO E3 MoV RO, #0
.text:00000148 10 80 BD E8 LDMFD SP!, {R4,PC}
.text:00000148 ; End of function main

That is how you can get rid of conditional jumps in ARM mode.
Why is this so good? Read here: 33.1 on page 469.

There is no such feature in x86, except the CMOVcc instruction, it is the same as MOV, but triggered only when specific flags
are set, usually set by CMP.

Optimizing Keil 6/2013 (Thumb mode)

Listing 12.8: Optimizing Keil 6/2013 (Thumb mode)

.text:00000072 f_signed ; CODE XREF: main+6
.text:00000072 70 B5 PUSH {R4-R6,LR}
1LDMFD
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.text:00000074 0C 00 MOVS R4, R1

.text:00000076 05 00 MOVS R5, RO

.text:00000078 A0 42 CMP RO, R4

.text:0000007A 02 DD BLE loc_82

.text:0000007C A4 AO ADR RO, aAB "a>b\n"
.text:0000007E 06 FO B7 F8 BL __2printf

.text:00000082

.text:00000082 loc_82 ; CODE XREF: f_signed+8
.text:00000082 A5 42 CMP R5, R4

.text:00000084 02 D1 BNE loc_8C

.text:00000086 A4 A0 ADR RO, aAB_0 ; "a==b\n"
.text:00000088 06 FO B2 F8 BL __ 2printf

.text:0000008C

.text:0000008C loc_8C ; CODE XREF: f_signed+12
.text:0000008C A5 42 CMP R5, R4

.text:0000008E 02 DA BGE locret_96

.text:00000090 A3 A0 ADR RO, aAB_1 ; "a<b\n"
.text:00000092 06 FO AD F8 BL __ 2printf

.text:00000096

.text:00000096 locret_96 ; CODE XREF: f_signed+1C
.text:00000096 70 BD POP {R4-R6,PC}

.text:00000096 ; End of function f_signed

Only B instructions in Thumb mode may be supplemented by condition codes, so the Thumb code looks more ordinary.

BLE is a normal conditional jump Less than or Equal, BNE —Not Equal, BGE —Greater than or Equal.

f_unsigned is similar, only other instructions are used while dealing with unsigned values: BLS (Unsigned lower or same)

and BCS (Carry Set (Greater than or equal)).

ARM64: Optimizing GCC (Linaro) 4.9

Listing 12.9: f_signed)()

f_signed:
: W0=a, Wi=b
cmp w0, wi
bgt .L19 ; Branch if Greater Than (a>b)
beq .L20 ; Branch if Equal (a==b)
bge .L15 ; Branch if Greater than or Equal (a>=b) (impossible here)
;a<b
adrp x0, .LC11 ; "a<b"
add x0, x0, :1lo12:.LC11
b puts
.L19:
adrp x0, .LC9 ;o "a>b"
add x0, x0, :lo12:.LC9
b puts
.L15: ; impossible here
ret
.L20:
adrp x0, .LC10 ; "a==b"
add x0, x0, :1o12:.LC10
b puts
Listing 12.10: f_unsigned()
f_unsigned:
stp x29, x30, [sp, -48]!
; W0=a, Wi=b
cmp w0, wi
add x29, sp, O
str x19, [sp,16]
mov w19, w0
bhi .L25 ; Branch if HIgher (a>b)
cmp w19, wi
beq .L26 ; Branch if Equal (a==b)
.L23:
bcc .L27 ; Branch if Carry Clear (if less than) (a<b)

; function epilogue, impossible to be here
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ldr x19, [sp,16]
ldp x29, x30, [sp]l, 48
ret
.L27:
ldr x19, [sp,16]
adrp x0, .LC11 ; "a<b"
ldp x29, x30, [sp]l, 48
add x0, x0, :lo12:.LC11
b puts
.L25:
adrp x0, .LC9 ; "a>b"
str x1, [x29,40]
add x0, x0, :1lo12:.LC9
bl puts
ldr x1, [x29,40]
cmp w19, wi
bne .L23 ; Branch if Not Equal
.L26:
ldr x19, [sp,16]
adrp x0, .LC10 ;o "a==b"
ldp x29, x30, [sp]l, 48
add x0, x0, :1o12:.LC10
b puts

The comments were added by the author of this book. What is striking is that the compiler is not aware that some conditions
are not possible at all, so there is dead code at some places, which can never be executed.

Exercise

Try to optimize these functions manually for size, removing redundant instructions, without adding new ones.

12.1.3 MIPS

One distinctive MIPS feature is the absence of flags. Apparently, it was done to simplify the analysis of data dependencies.

There are instructions similar to SETcc in x86: SLT (“Set on Less Than”: signed version) and SLTU (unsigned version). These
instructions sets destination register value to 1 if the condition is true or to O if otherwise.

The destination register is then checked using BEQ (“Branch on Equal”) or BNE (“Branch on Not Equal”) and a jump may occur.
So, this instruction pair has to be used in MIPS for comparison and branch.

Let’s first start with the signed version of our function:

Listing 12.11: Non-optimizing GCC 4.4.5 (IDA)

.text:00000000 f_signed: # CODE XREF: main+18
.text:00000000

.text:00000000 var_10 = -0x10

.text:00000000 var_8 = -8

.text:00000000 var_4 = -4

.text:00000000 arg_o0 = 0

.text:00000000 arg_4 = 4

.text:00000000

.text:00000000 addiu $sp, -0x20
.text:00000004 sw $ra, 0x20+var_4($sp)
.text:00000008 sw $fp, 0x20+var_8($sp)
.text:0000000C move $fp, $sp
.text:00000010 la $gp, __gnu_local_gp
.text:00000018 Sw $gp, 0x20+var_10($sp)
; store input values into local stack:

.text:0000001C sw $a0, O0x20+arg_0($fp)
.text:00000020 sw $a1, 0x20+arg_4($fp)
; reload them.

.text:00000024 1w $v1, 0x20+arg_0($fp)
.text:00000028 1w $v0, 0x20+arg_4($fp)
; $v0=b

; $vi=a

.text:0000002C or $at, $zero ; NOP
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; this is pseudoinstruction. in fact, "slt $v0,$v0,$v1" is there.

; so $v0 will be set to 1 if $v0<$v1 (b<a) or to 0 if otherwise:
.text:00000030 slt $v0, $vi

; jump to loc_5c, if condition is not true.

; this is pseudoinstruction. in fact, "beq $v0,$zero,loc_5c" is there:
.text:00000034 beqz $v0, loc_5C

; print "a>b" and finish

.text:00000038 or $at, $zero ; branch delay slot, NOP
.text:0000003C lui $v0, (unk_230 >> 16) # "a>b"
.text:00000040 addiu $a0, $v0, (unk_230 & OxFFFF) # "a>b"
.text:00000044 1w $v0, (puts & OXFFFF)(%gp)
.text:00000048 or $at, $zero ; NOP

.text:0000004C move $t9, $vO

.text:00000050 jalr $t9

.text:00000054 or $at, $zero ; branch delay slot, NOP
.text:00000058 1w $gp, 0x20+var_10($fp)
.text:0000005C

.text:0000005C loc_5C: # CODE XREF: f_signed+34
.text:0000005C 1w $v1, 0x20+arg_0($fp)

.text:00000060 1w $v0, 0x20+arg_4($fp)

.text:00000064 or $at, $zero ; NOP

; check if a==b, jump to loc_90 if its not true':

.text:00000068 bne $v1, $v0, loc_90

.text:0000006C or $at, $zero ; branch delay slot, NOP
; condition is true, so print "a==b" and finish:

.text:00000070 lui $v0, (aAB >> 16) # "a==b"
.text:00000074 addiu $a0, $v0, (aAB & OxFFFF) # "a==b"
.text:00000078 1w $v0, (puts & OXFFFF)($%$gp)
.text:0000007C or $at, $zero ; NOP

.text:00000080 move $t9, $vO

.text:00000084 jalr $t9

.text:00000088 or $at, $zero ; branch delay slot, NOP
.text:0000008C 1w $gp, 0x20+var_10($fp)
.text:00000090

.text:00000090 loc_90: # CODE XREF: f_signed+68
.text:00000090 1w $v1, 0x20+arg_0($fp)

.text:00000094 1w $v0, Ox20+arg_4($fp)

.text:00000098 or $at, $zero ; NOP

; check if $vi1<$v0 (a<b), set $v0 to 1 if condition is true:
.text:0000009C slt $v0, $v1, $vO

; if condition is not true (i.e., $v0==0), jump to loc_c8:

.text:000000A0 beqz $v0, loc_C8

.text:000000A4 or $at, $zero ; branch delay slot, NOP
; condition is true, print "a<b" and finish

.text:000000A8 lui $v0, (aAB_0 >> 16) # "a<b"
.text:000000AC addiu $a0, $v0, (aAB_0 & OxXFFFF) # "a<b"
.text:000000B0 1w $v0, (puts & OxXFFFF)($gp)
.text:000000B4 or $at, $zero ; NOP

.text:000000B8 move $t9, $vO

.text:000000BC jalr $t9

.text:000000C0 or $at, $zero ; branch delay slot, NOP
.text:000000C4 1w $gp, 0x20+var_10($fp)
.text:000000C8

; all 3 conditions were false, so just finish:

.text:000000C8 loc_C8: # CODE XREF: f_signed+A0
.text:000000C8 move $sp, $fp

.text:000000CC 1w $ra, 0x20+var_4($sp)

.text:000000D0 1w $fp, 0x20+var_8($sp)

.text:000000D4 addiu $sp, 0x20

.text:000000D8 jr $ra

.text:000000DC or $at, $zero ; branch delay slot, NOP
.text:000000DC # End of function f_signed

“SLT REGO, REGO, REG1” is reduced by IDA to its shorter form “SLT REGO, REG1”. We also see there BEQZ pseudoinstruction
(“Branch if Equal to Zero”), which are in fact “BEQ REG, $ZERO, LABEL"

The unsigned version is just the same, but SLTU (unsigned version, hence “U” in name) is used instead of SLT:

Listing 12.12: Non-optimizing GCC 4.4.5 (IDA)

’.text:OOOOOOEO f_unsigned: # CODE XREF: main+28
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000000EO0

000000E0 var_10 = -0x10

000000EO var_8 = -8

000000EO var_4 = -4

000000EQ arg_0 = 0

:000000E0 arg_4 = 4

000000EO0

000000EO addiu  $sp, -0x20

000000E4 sw $ra, 0x20+var_4($sp)
:000000E8 sw $fp, 0x20+var_8($sp)
000000EC move $fp, $sp

000000F0 la $gp, __gnu_local_gp
000000F8 sw $gp, 0x20+var_10($sp)
000000FC sw $a0, 0x20+arg_0($fp)
100000100 sw $a1, 0x20+arg_4($fp)
00000104 1w $v1, 0x20+arg_0($fp)
00000108 1w $v0, 0x20+arg_4($fp)
0000010C or $at, $zero

:00000110 sltu $v0, $v1

:00000114 beqz $v0, loc_13C

00000118 or $at, $zero

0000011C lui $v0, (unk_230 >> 16)
00000120 addiu $a0, $v0, (unk_230 & OxFFFF)
:00000124 1w $v0, (puts & OXFFFF)($gp)
00000128 or $at, $zero

0000012C move $t9, $vO

00000130 jalr $t9

00000134 or $at, $zero

100000138 1w $gp, 0x20+var_10($fp)
0000013C

0000013C loc_13C: # CODE XREF: f_unsigned+34
0000013C 1w $v1, 0x20+arg_0($fp)
:00000140 1w $v0, 0x20+arg_4($fp)
00000144 or $at, $zero

00000148 bne $v1, $v0, loc_170

0000014C or $at, $zero

00000150 lui $v0, (aAB >> 16) # "a==b"
:00000154 addiu $a0, $v0, (aAB & OxFFFF) # "a==b"
00000158 1w $v0, (puts & OXFFFF)($gp)
0000015C or $at, $zero

00000160 move $t9, $vO

;00000164 jalr $t9

00000168 or $at, $zero

0000016C 1w $gp, 0x20+var_10($fp)
00000170

00000170 loc_170: # CODE XREF: f_unsigned+68
:00000170 1w $v1, 0x20+arg_0($fp)
00000174 1w $v0, O0x20+arg_4($fp)
00000178 or $at, $zero

0000017C sltu $v0, $v1, $vO

100000180 beqz $v0, loc_1A8

100000184 or $at, $zero

00000188 lui $v0, (aAB_0 >> 16) # "a<b"
0000018C addiu $a0, $v0, (aAB_0 & OxFFFF) # "a<b"
00000190 1w $v0, (puts & OxFFFF)($gp)
100000194 or $at, $%$zero

00000198 move $t9, $vO

0000019C jalr $t9

000001A0 or $at, $zero

:000001A4 1w $gp, 0x20+var_10($fp)
000001A8

000001A8 loc_1AS8: # CODE XREF: f_unsigned+AQ
000001A8 move $sp, $fp

000001AC 1w $ra, 0x20+var_4($sp)
:000001B0O 1w $fp, 0x20+var_8($sp)
000001B4 addiu $sp, 0x20

000001B8 jr $ra

000001BC or $at, $zero

:000001BC # End of function f_unsigned
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12.2 Calculating absolute value

A simple function:

int my_abs (int i)
{
if (i<0)
return -i;
else
return i;

12.2.1 Optimizing MSVC

This is how the code is usually generated:

Listing 12.13: Optimizing MSVC 2012 x64

i$ =8
my_abs PROC
; ECX = input
test ecx, ecx
; check for sign of input value
; skip NEG instruction if sign is positive

jns SHORT $LN2@my_abs
; negate value
neg ecx

$LN2@my_abs:
; prepare result in EAX:

mov eax, ecx
ret 0
my_abs ENDP

GCC 4.9 does mostly the same.

12.2.2 Optimizing Keil 6/2013: Thumb mode

Listing 12.14: Optimizing Keil 6/2013: Thumb mode

my_abs PROC

CMP ro,#0
; 1s input value equal to zero or greater than zero?
; skip RSBS instruction then

BGE |LO.6|
; subtract input value from 0:
RSBS ro,r0,#0
|LO.6|
BX 1r
ENDP

ARM lacks a negate instruction, so the Keil compiler uses the “Reverse Subtract” instruction, which just subtracts with reversed
operands.

12.2.3 Optimizing Keil 6/2013: ARM mode

It is possible to add condition codes to some instructions in ARM mode, so that is what the Keil compiler does:

Listing 12.15: Optimizing Keil 6/2013: ARM mode

my_abs PROC
CMP ro,#0
; execute "Reverse Subtract" instruction only if input value is less than 0:
RSBLT ro,r0,#0
BX 1r
ENDP

Now there are no conditional jumps and this is good: 33.1 on page 469.
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12.2.4 Non-optimizing GCC 4.9 (ARM64)

ARM64 has instruction NEG for negating:
Listing 12.16: Optimizing GCC 4.9 (ARM64)

my_abs:
sub sp, sp, #16
str w0, [sp,12]
1dr w0, [sp,12]

; compare input value with contents of WZR register
; (which always holds zero)

cmp w0, wzr
bge .L2
ldr w0, [sp,12]
neg w0, w0
b .L3
L2:
1dr w0, [sp,12]
.L3:
add sp, sp, 16
ret

12.2.5 MIPS

Listing 12.17: Optimizing GCC 4.4.5 (IDA)

my_abs:
; jump if $a0<0:

bltz $a0, locret_10
; just return input value ($a0) in $vO:

move $v0, $%$a0

jr $ra

or $at, $zero ; branch delay slot, NOP
locret_10:
; negate input value and store it in $vO:

jr $ra

; this is pseudoinstruction. in fact, this is "subu $v0,$zero,$a0" ($v0=0-%$a0)
negu $v0, $%a0

Here we see a new instruction: BLTZ (“Branch if Less Than Zero”).  There is also the NEGU pseudoinstruction, which just
does subtraction from zero. The “U” suffix in both SUBU and NEGU implies that no exception to be raised in case of integer
overflow.

12.2.6 Branchless version?

You could have also a branchless version of this code. This we will review later: 45 on page 527.

12.3 Ternary conditional operator

The ternary conditional operator in C/C++ has the following syntax:

expression ? expression : expression

Here is an example:

const char* f (int a)
{
return a==10 ? "it is ten" : "it is not ten";

+
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12.3.1 x86

Old and non-optimizing compilers generate assembly code just as if an 1 f/else statement was used:

Listing 12.18: Non-optimizing MSVC 2008

$SG746 DB 'it is ten', OOH
$SG747 DB 'it is not ten', OOH
tve5 = -4 ; this will be used as a temporary variable
_a$ = 8
_ PROC
push ebp
mov ebp, esp
push ecx
; compare input value with 10
cmp DWORD PTR _a$[ebp]l, 10
; jump to $LN3@f if not equal
jne SHORT $LN3@f
; store pointer to the string into temporary variable:
mov DWORD PTR tv65[ebp], OFFSET $SG746 ; 'it is ten'
; jump to exit
jmp SHORT $LN4@f
$LN3@f:
; store pointer to the string into temporary variable:
mov DWORD PTR tv65[ebp], OFFSET $SG747 ; 'it is not ten'
$LN4@T :
; this is exit. copy pointer to the string from temporary variable to EAX.
mov eax, DWORD PTR tv65[ebp]
mov esp, ebp
pop ebp
ret 0
_ ENDP
Listing 12.19: Optimizing MSVC 2008
$5SG792 DB 'it is ten', OOH
$SG793 DB 'it is not ten', OOH
_a%$ = 8 ; size = 4
_ PROC
; compare input value with 10
cmp DWORD PTR _a$[esp-4], 10
mov eax, OFFSET $SG792 ; 'it is ten'
; jump to $LN4@f if equal
je SHORT $LN4@f
mov eax, OFFSET $SG793 ; 'it is not ten'
$LN4@T :
ret 0
_ ENDP

Newer compilers are more concise:

Listing 12.20: Optimizing MSVC 2012 x64

$SG1355 DB 'it is ten', OOH
$SG1356 DB 'it is not ten', OOH
a$ = 8
f PROC
; load pointers to the both strings
lea rdx, OFFSET FLAT:$SG1355 ; 'it is ten'
lea rax, OFFSET FLAT:$SG1356 ; 'it is not ten'
; compare input value with 10
cmp ecx, 10

; if equal, copy value from RDX ("it is ten")

; 1f not, do nothing. pointer to the string "it is not ten" is still in RAX as for now.
cmove rax, rdx
ret 0

f ENDP

Optimizing GCC 4.8 for x86 also uses the CMOVcc instruction, while the non-optimizing GCC 4.8 uses conditional jumps.

135




CHAPTER 12. CONDITIONAL JUMPS CHAPTER 12. CONDITIONAL JUMPS
12.3.2 ARM

Optimizing Keil for ARM mode also uses the conditional instructions ADRcc:

Listing 12.21: Optimizing Keil 6/2013 (ARM mode)

f PROC
; compare input value with 10
CMP ro,#0xa
; 1f comparison result is EQual, copy pointer to the "it is ten" string into RO
ADREQ ro,|L0.16| ; "it is ten"
; 1f comparison result is Not Equal, copy pointer to the "it is not ten" string into RO
ADRNE ro,|L0.28| ; "it is not ten"
BX 1r
ENDP
|LO.16|
DCB "it is ten",0
|LO.28|
DCB "it is not ten",0

Without manual intervention, the two instructions ADREQ and ADRNE cannot be executed in the same run.

Optimizing Keil for Thumb mode needs to use conditional jump instructions, since there are no load instructions that support
conditional flags:

Listing 12.22: Optimizing Keil 6/2013 (Thumb mode)

f PROC
; compare input value with 10
CMP ro,#0xa
; jump to |LO.8| if EQual
BEQ |LO.8|
ADR ro,|L0.12| ; "it is not ten"
BX 1r
|LO.8]|
ADR ro,|L0.28| ; "it is ten"
BX 1r
ENDP
[LO.12]|
DCB "it is not ten",0
|LO.28]|
DCB "it is ten",0

12.3.3 ARMé64

Optimizing GCC (Linaro) 4.9 for ARM64 also uses conditional jumps:
Listing 12.23: Optimizing GCC (Linaro) 4.9

f:
cmp x0, 10
beq .L3 ; branch if equal
adrp x0, .LC1 ; "it is ten"
add x0, x0, :lo12:.LC1
ret
.L3:
adrp x0, .LCO ; "it is not ten"
add x0, x0, :lo12:.LCO
ret
.LCO:
.string "it is ten"
.LC1:

.string "it is not ten"

That is because ARM64 does not have a simple load instruction with conditional flags, like ADRcc in 32-bit ARM mode or
CMOVcc in x86 [ARM13a, p390, C5.5]. It has, however, “Conditional SELect” instruction (CSEL), but GCC 4.9 does not seem to
be smart enough to use it in such piece of code.
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12.3.4 MIPS

Unfortunately, GCC 4.4.5 for MIPS is not very smart, either:

Listing 12.24: Optimizing GCC 4.4.5 (assembly output)

$LCO:
.ascii "it is not ten\000"
$LCT:
.ascii "it is ten\000"
f:
1i $2,10 # Oxa
; compare $a0 and 10, jump if equal:
beq $4,%$2,%L2

nop ; branch delay slot

; leave address of "it is not ten" string in $v0 and return:

lui $2,%hi($LCO)
j $31
addiu $2,%$2,%1lo($LCO)
$L2:
; leave address of "it is ten" string in $v0 and return:
lui $2,%hi($LC1)
j $31

addiu  $2,%$2,%lo($LC1)

12.3.5 Let'srewriteitinan if/else way

const char* f (int a)

{
if (a==10)
return "it is ten";
else
return "it is not ten";
I

Interestingly, optimizing GCC 4.8 for x86 was also able to use CMOVcc in this case:
Listing 12.25: Optimizing GCC 4.8

.LCO:
.string "it is ten"
.LC1:
.string "it is not ten"
f:
.LFBO:
; compare input value with 10
cmp DWORD PTR [esp+4], 10
mov edx, OFFSET FLAT:.LC1 ; "it is not ten"
mov eax, OFFSET FLAT:.LCO ; "it is ten"

; 1f comparison result is Not Equal, copy EDX value to EAX
; 1f not, do nothing

cmovne eax, edx

ret

Optimizing Keil in ARM mode generates code identical to listing.12.21.
But the optimizing MSVC 2012 is not that good (yet).

12.3.6 Conclusion

Why optimizing compilers try to get rid of conditional jumps? Read here about it: 33.1 on page 469.
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12.4 Getting minimal and maximal values

CHAPTER 12. CONDITIONAL JUMPS

12.4.1 32-bit

int my_max(int a, int b)

{
if (a>b)
return a;
else
return b;
T
int my_min(int a, int b)
{
if (a<b)
return a;
else
return b;
o
Listing 12.26: Non-optimizing MSVC 2013
_a$ =8
_b%$ =12
_my_min PROC
push ebp
mov ebp, esp
mov eax, DWORD PTR _a$[ebp]

; compare A and

cmp

B:
eax, DWORD PTR _b$[ebp]

; jump, if A is greater or equal to B:

jge

SHORT $LN2@my_min

; reload A to EAX if otherwise and jump to exit

mov eax, DWORD PTR _a$[ebp]
jmp SHORT $LN3@my_min
jmp SHORT $LN3@my_min ; this is redundant JMP
$LN2@my_min:
; return B
mov eax, DWORD PTR _b$[ebp]
$LN3@my_min:
pop ebp
ret 0
_my_min ENDP
_a%$ =8
_b$ =12
_my_max PROC
push ebp
mov ebp, esp
mov eax, DWORD PTR _a$[ebp]
; compare A and B:

cmp

eax, DWORD PTR _b$[ebp]

; jump if A is less or equal to B:

jle

SHORT $LN2@my_max

; reload A to EAX if otherwise and jump to exit

mov eax, DWORD PTR _a$[ebpl]
jmp SHORT $LN3@my_max
jmp SHORT $LN3@my_max ; this is redundant JMP
$LN2@my_max :
; return B
mov eax, DWORD PTR _b$[ebp]
$LN3@my_max:
pop ebp
ret 0
_my_max ENDP

These two functions differ only in the conditional jump instruction: JGE (“Jump if Greater or Equal”) is used in the first one
and JLE (Jump if Less or Equal”) in the second.
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There is one unneeded JMP instruction in each function, which MSVC probably left by mistake.

Branchless

ARM for Thumb mode reminds us of x86 code:

Listing 12.27: Optimizing Keil 6/2013 (Thumb mode)

my_max PROC

; RO=A

; R1=B

; compare A and B:
CMP ro,ri

; branch if A is greater then B:
BGT |LO.6|

; otherwise (A<=B) return R1 (B):
MOVS ro,r1

|LO.6|

; return
BX 1r
ENDP

my_min PROC

; RO=A

; R1=B

; compare A and B:
CMP ro,r1

; branch if A is less then B:
BLT [LO.14|

; otherwise (A>=B) return R1 (B):
MOVS ro,r1

|LO.14|

; return
BX 1r
ENDP

The functions differ in the branching instruction: BGT and BLT.

It's possible to use conditional suffixes in ARM mode, so the code is shorter. MOVcc is to be executed only if the condition
is met:

Listing 12.28: Optimizing Keil 6/2013 (ARM mode)

my_max PROC

; RO=A

; R1=B

; compare A and B:
CMP ro,ri1

; return B instead of A by placing B in RO

; this instruction will trigger only if A<=B (hence, LE - Less or Equal)

; 1f instruction is not triggered (in case of A>B), A is still in RO register
MOVLE ro,r1

BX 1r
ENDP

my_min PROC

; RO=A

; R1=B

; compare A and B:
CMP ro,ri

; return B instead of A by placing B in RO

; this instruction will trigger only if A>=B (hence, GE - Greater or Equal)

; 1f instruction is not triggered (in case of A<B), A value is still in RO register
MOVGE ro,ri
BX 1r
ENDP

Optimizing GCC 4.8.1 and optimizing MSVC 2013 can use CMOVcc instruction, which is analogous to MOVcc in ARM:
Listing 12.29: Optimizing MSVC 2013
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my_max:
mov edx, DWORD PTR [esp+4]
mov eax, DWORD PTR [esp+8]

; EDX=A

; EAX=B

; compare A and B:
cmp edx, eax

; if A>=B, load A value into EAX
; the instruction idle if otherwise (if A<B)
cmovge eax, edx

ret
my_min:
mov edx, DWORD PTR [esp+4]
mov eax, DWORD PTR [esp+8]
; EDX=A
; EAX=B
; compare A and B:
cmp edx, eax

;: if A<=B, load A value into EAX

; the instruction idle if otherwise (if A>B)
cmovle eax, edx
ret

12.4.2 64-bit

#include <stdint.h>

int64_t my_max(int64_t a, int64_t b)

{
if (a>b)
return a;
else
return b;
}
int64_t my_min(int64_t a, int64_t b)
{
if (a<b)
return a;
else
return b;
I

There is some unneeded value shuffling, but the code is comprehensible:

Listing 12.30: Non-optimizing GCC 4.9.1 ARM64

my_max:
sub sp, sp, #16
str x0, [sp,8]
str x1, [spl
ldr x1, [sp,8]
ldr x0, [spl
cmp x1, x0
ble L2
ldr x0, [sp,8]
b .L3

L2:
ldr x0, [spl

.L3:
add sp, sp, 16
ret

my_min:
sub sp, sp, #16
str x0, [sp,8]
str x1, [spl
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ldr x1, [sp,8]
ldr x0, [sp]
cmp x1, x0
bge .L5
ldr x0, [sp,8]
b .L6
.L5:
ldr x0, [spl
.L6:
add sp, sp, 16
ret
Branchless

No need to load function arguments from the stack, as they are already in the registers:

Listing 12.31: Optimizing GCC 4.9.1 x64

my_max :

; RDI=A

; RSI=B

; compare A and B:
cmp rdi, rsi

; prepare B in RAX for return:
mov rax, rsi

if A>=B, put A (RDI) in RAX
this instruction is idle if
cmovge rax, rdi

ret

my_min:

; RDI=A

; RSI=B

; compare A and B:
cmp rdi, rsi

; prepare B in RAX for return:
mov rax, rsi

if A<=B, put A (RDI) in RAX
this instruction is idle if
cmovle rax, rdi
ret

for return.
otherwise (if A<B)

for return.
otherwise (if A>B)

MSVC 2013 does almost the same.
ARMG64 has the CSEL instruction, which works just as MOVcc in ARM or CMOVcc in x86, just the name is different: “Conditional

SE

Lect”.

Listing 12.32: Optimizing GCC 4.9.1 ARM64

my

’

my_

’

_max:
X0=A
X1=B
compare A and B:
cmp x0, x1

select X0 (A) to X0 if X0>=X1 or A>=B (Greater or Equal)

select X1 (B) to X0 if A<B

csel x0, x0, x1, ge
ret
min:
X0=A
X1=B
compare A and B:
cmp x0, x1

select X0 (A) to X0 if X0<=X

select X1 (B) to X0 if A>B
csel x0, x0, x1, le
ret

1 or A<=B (Less or Equal)
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12.4.3 MIPS

Unfortunately, GCC 4.4.5 for MIPS is not that good:
Listing 12.33: Optimizing GCC 4.4.5 (IDA)

my_max :
; set $v1  $al1<$a0:
slt $v1, %$al, $a0
; jump, if $al1<$a0:
beqz $v1, locret_10
; this is branch delay slot
; prepare $al in $v0 in case of branch triggered:

move $v0, $al
; no branch triggered, prepare $a0 in $vO:
move $v0, $%$al
locret_10:
jr $ra
or $at, $zero ; branch delay slot, NOP

; the min() function is same, but input operands in SLT instruction are swapped:
my_min:

slt $v1, %$a0, $a1
beqz $v1, locret_28
move $v0, $al
move $v0, %a0
locret_28:
jr $ra
or $at, $zero ; branch delay slot, NOP

Do not forget about the branch delay slots: the first MOVE is executed before BEQZ, the second MOVE is executed only if the
branch wasn’t taken.

12.5 Conclusion

12.5.1 x86

Here’s the rough skeleton of a conditional jump:

Listing 12.34: x86

CMP register, register/value
Jcc true ; cc=condition code
false:

. some code to be executed if comparison result is false ...
JMP exit
true:

. some code to be executed if comparison result is true ...
exit:

12.5.2 ARM

Listing 12.35: ARM

CMP register, register/value
Bcc true ; cc=condition code
false:

. some code to be executed if comparison result is false ...
JMP exit
true:

. some code to be executed if comparison result is true ...
exit:
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12.5.3 MIPS

Listing 12.36: Check for zero

BEQZ REG, label

Listing 12.37: Check for less than zero:

BLTZ REG, label

Listing 12.38: Check for equal values

BEQ REG1, REG2, label

Listing 12.39: Check for non-equal values

BNE REG1, REG2, label

Listing 12.40: Check for less than, greater than (signed)

SLT REG1, REG2, REG3
BEQ REG1, label

Listing 12.41: Check for less than, greater than (unsigned)

SLTU REG1, REG2, REG3
BEQ REG1, label

12.5.4 Branchless

If the body of a condition statement is very short, the conditional move instruction can be used: MOVcc in ARM (in ARM
mode), CSEL in ARM64, CMOVcc in x86.

ARM

It's possible to use conditional suffixes in ARM mode for some instructions:

Listing 12.42: ARM (ARM mode)

CMP register, register/value

instr1_cc ; some instruction will be executed if condition code is true

instr2_cc ; some other instruction will be executed if other condition code is true
. etc...

Of course, there is no limit for the number of instructions with conditional code suffixes, as long as the CPU flags are not
modified by any of them.

Thumb mode has the IT instruction, allowing to add conditional suffixes to the next four instructions. Read more about
it: 17.7.2 on page 257.

Listing 12.43: ARM (Thumb mode)

CMP register, register/value
ITEEE EQ ; set these suffixes: if-then-else-else-else

instr1 ; instruction will be executed if condition is true
instr2 ; instruction will be executed if condition is false
instr3 ; instruction will be executed if condition is false
instr4 ; instruction will be executed if condition is false

12.6 Exercise
(ARM64) Try rewriting the code in listing.12.23 by removing all conditional jump instructions and using the CSEL instruction.
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Chapter 13

switch()/case/default

13.1 Small number of cases

#include <stdio.h>

void f (int a)

{
switch (a)
{
case 0: printf ("zero\n"); break;
case 1: printf ("one\n"); break;
case 2: printf ("two\n"); break;
default: printf ("something unknown\n"); break;
}

}

int main()

{
f (2); // test

}

13.1.1 x86

Non-optimizing MSVC

Result (MSVC 2010):
Listing 13.1: MSVC 2010

tve4 = -4 ; size = 4
_a%$ =8 ; size = 4
_f PROC

push  ebp

mov ebp, esp

push  ecx

mov eax, DWORD PTR _a$[ebp]
mov DWORD PTR tv64[ebp], eax
cmp DWORD PTR tv64[ebp], 0

je SHORT $LN4@f
cmp DWORD PTR tv64[ebp], 1
je SHORT $LN3@f
cmp DWORD PTR tv64[ebp], 2
je SHORT $LN2@f
jmp SHORT $LN1@f

$LN4@T:

push OFFSET $SG739 ; 'zero', 0aH, OOH
call _printf
add esp, 4
jmp SHORT $LN7@f
$LN3@T :
push OFFSET $SG741 ; 'one', 0aH, OOH
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call _printf
add esp, 4
jmp SHORT $LN7@f
$LN2@T :
push OFFSET $SG743 ; 'two', 0aH, OOH
call _printf
add esp, 4
jmp SHORT $LN7@f
$LN1@ef:
push OFFSET $SG745 ; 'something unknown', 0OaH, OOH
call _printf
add esp, 4

$LN7@f:
mov esp, ebp
pop ebp
ret 0

_f ENDP

Our function with a few cases in switch() is in fact analogous to this construction:

void f (int a)
{
if (a==0)
printf ("zero\n");
else if (a==1)
printf ("one\n");
else if (a==2)
printf ("two\n");
else
printf ("something unknown\n");
o

If we work with switch() with a few cases it is impossible to be sure if it was a real switch() in the source code, or just a pack
of if() statements. This implies that switch() is like syntactic sugar for a large number of nested if()s.

There is nothing especially new to us in the generated code, with the exception of the compiler moving input variable a to
a temporary local variable tv64 *.

If we compile this in GCC 4.4.1, we’ll get almost the same result, even with maximal optimization turned on (-03 option).
Optimizing MSVC

Now let’s turn on optimization in MSVC (/0x): c1 1.c /Fal.asm /0x

Listing 13.2: MSVC

_a%$ =8 ; size = 4

_f PROC
mov eax, DWORD PTR _a$[esp-4]
sub eax, 0
je SHORT $LN4@f
sub eax, 1
je SHORT $LN3@f
sub eax, 1
je SHORT $LN2@f
mov DWORD PTR _a$[esp-4], OFFSET $SG791 ; 'something unknown', OaH, OOH
jmp _printf
$LN2@T :
mov DWORD PTR _a$[esp-4], OFFSET $SG789 ; 'two', OaH, OOH
jmp _printf
$LN3@T :
mov DWORD PTR _a$[esp-4], OFFSET $SG787 ; 'one', 0OaH, OOH
jmp _printf
$LN4@T :
mov DWORD PTR _a$[esp-4], OFFSET $SG785 ; 'zero', 0OaH, OOH
jmp _printf
_f ENDP

Local variables in stack are prefixed with tv—that’s how MSVC names internal variables for its needs
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Here we can see some dirty hacks.

First: the value of a is placed in EAX and 0 is subtracted from it. Sounds absurd, but it is done to check if the value in EAX
was 0. If yes, the ZF flag is to be set (e.g. subtracting from 0 is 0) and the first conditional jump JE (Jump if Equal or synonym
JZ —Jump if Zero) is to be triggered and control flow is to be passed to the $LN4@f label, where the 'zero' message is
being printed. If the first jump doesn’t get triggered, 1 is subtracted from the input value and if at some stage the result is
0, the corresponding jump is to be triggered.

And if no jump gets triggered at all, the control flow passes to printf () with string argument 'something unknown'.

Second: we see something unusual for us: a string pointer is placed into the a variable, and then printf () is called not via
CALL, but via JMP. There is a simple explanation for that: the caller pushes a value to the stack and calls our function via
CALL. CALL itself pushes the return address (RA) to the stack and does an unconditional jump to our function address. Our
function at any point of execution (since it do not contain any instruction that moves the stack pointer) has the following
stack layout:

e ESP—points to RA
e ESP+4—points to the a variable

On the other side, when we need to call printf () here we need exactly the same stack layout, except for the first printf()
argument, which needs to point to the string. And that is what our code does.

It replaces the function’s first argument with the address of the string and jumps to printf(), as if we didn’t call our
function (), but directly printf(). printf() prints a string to stdout and then executes the RET instruction, which
POPs RA from the stack and control flow is returned not to () but rather to ()’s callee, bypassing the end of the ()
function.

All this is possible because printf () is called right at the end of the T () function in all cases. In some way, it is similar to
the Llongjmp( )2 function. And of course, it is all done for the sake of speed.

A similar case with the ARM compiler is described in “printf () with several arguments”section, here ( 6.2.1 on page 47).

2wikipedia
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OllyDbg

Since this example is tricky, let’s trace it in OllyDbg.

OllyDbg can detect such switch() constructs, and it can add some useful comments. EAX is 2 in the beginning, that’s the
function’s input value:

CPU - main thread, module few

SE4424 A4 MO EA ORO PTR S5:[ARG.11 2]
S2EE G@ SUE ERX, 8

Flaeys 74 28 JE SHORT BEFF1829
BEFF 1863 43 DEC _ERX

HEFF1REA 74 1F
BEFF1EEC 42

Switch (cases O..2, 4 &

ASCIT "HI &

C
EDx BEEEEEEE
JZ SHORT EEFF182E EBX BREEEEER

CEC ERX

garFien|| -« 74 eE 07 SHORT BEFF1810 EiF EmlEmEa
gorF1ooF || - cr4424 @4 16]MOU DWORD PTR S5:LARG.11,0FFSET GGFF3A1| ASCIT "something unknowd | EET HOIECSES
GorFiai7|| «- FF2S QAPAEERN JHP OWORD PTR O3t [<&MSUCAIBA.printf>] -
gorFioin|| > cP44z4 G4 181 MOU OWORD PTR S5:[ARS.11,0FFSET BOFF301|ASCII "twel”, case 2 of :
corriaon| |3 923 64 e MU DUDRD PTR S5: CARG. 11, DFFSET BALF36| ASCIT "oned or | |0 o e o

: .11, "onel@™, caze 1 o ;
GEFFia5s|| »- FF25 GRonEERl JAP DWORD PTR DSt [aMSUCRIEE, printf>l £ 9 ED QPSR ZebiT BIECEERERE)
gorF1o25|| > cP44zd 94 0] MOU DUORD PTR S5:[ARG.11,0FFSET @OFF308| ASCIT "zerc@”, case 8 of |0 1 55 005E S50t DIEEEEREER)
gorF1041 ki~ FF2S QezeEFal JMP DWORD PTR 0S:[<&MSUCAIBE.printf>] 89 55 DEE GEbln BIECEEERRC
BaEEiEar € §6 FS 8053 22bir TEFODBGAIFFF)

T G5 0628 32bit AFFFFFFFF]

BOFF 1643
BOFF 184A 53
goEF 1840 0 6 LastErr DEGPEOAE ERROR_SUCCESS
BOFF 1640 > | cFL oammEz4s (MO,NE, E, BE, NS, PE, GE, LE)
Trm=o x| e ooee poce cope poos
ER¥=2 A i1 eeeo GERe oeEn GEEE

MMz BEEE GEE0 COEE a0as
MM2 BEEE AEEE BEEE BEEE
SRR BE08 GREE BEEE

Address |Hex dump ASCIT (AMSI — Cu COEFF1asSy Wk | RETLURM from £
BEFFoGE6) oH 65 2 BF| BH B0 08 B0 6F GE 65 BH) 08 B0 08 00| 2erdd | oned e (B2 B | RETURN £rom £
BEFF3E16( 74 77 &F GR| 0D 00 GG DO 73 6F &0 65|74 &5 &9 EE|twol  somethin o e F el rom
BAFF30ZA| 67 28 75 6E| 6B £E &F 77| &E BA BO BA|FF FF FF FF|9 unknowndE Rt ) F U DA———
BEFF3E26| FF FF FF FF| B 00 0@ BE| 06 DO GO 0D| 0D 08 0 0O DRIEFSSL) Bozpdses) hi 2
BEFF2E48| FE FF FF FF| B1 BB BE BE| 34 54 7S 46|CE AE 2A B9|s 8 4TuFFakil gRlEFEca) Gocpoods HIM

BEFFSE5E 01 BB 0B 0O 45 25 20 BE|&C 4E 2 BO|0D 0B 0B 0|8 Hi# hHe BRlEFaRd) hocbeihd) A

PAFFS05A( 08 GR OO GR O3 O3 A0 DO A0 DA GD 0O| 0D OB 0D GQ BhiEFses) oonoond

BEFFSE7E| 60 BB 0P O OF OP 0O DO DO DP OO ED| 0D §B DD OO DRIEFSCL| DRamaoodl e

BEFFSECE| 60 BB BB GB) 0E 0P BE BE| PO DR BD 0D| 0D 6B DR 0O ZRiEFErE| EFDEDDE) B

BEFFSE06( 65 6B 0P 0O P 0O GO BE|BE DO GO GO| 0D 0B 0B OO BREFETY)| Boooonon

PAFFS0QA( 6P GR OO GR B3 DR RO PO A0 DA BB 0O OO OB 0D GO BR1EFSTE) B00REORA i

PEFFSEEG| 65 BB PP 0D OF OP 0O DO DO DR OO ED| 0D §B DD OO BRIEFSTL) BELEFES4 Ao

BEFFSECE| 60 BB BB 0B 0F DB BE BE| PO DO BD 0B| 06D BB 0 0O v | BELEFSSY| DEszazigl home| L

Figure 13.1: OllyDbg: EAX now contain the first (and only) function argument
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0 is subtracted from 2 in EAX. Of course, EAX still contains 2. But the ZF flag is now 0, indicating that the resulting value is

non-zero:

[Ecru-m

in thread, module few

BEFF 1 Bi0d SUE ERA. G Switch [cases @..2, 4 ene Egglzgggzaég"m
F JEESEEET BEFF1832 B ECH EE424714 RSCIT “His
E0X GECOGEEE
GEFF 1667 JZ SHORT BEFF102E e
GEFF 1660 EC EAY Eor amiEroar
QEFF 1660 74 BE JE_SHORT BEFF1@10 Eok noicroea
GEFF 1 66F 74424 B4 13/ AOW DWORD PTR S5: [ARG. 11, OFFSET @BFFS81{ASCIT "something unknown | E07 AoiGnoa]
BEFF1617 FF25 QEZAFEGN JHP DWORD FTR DS:[<&MSUCRIBE, printf>] Bl BORERERl sol . oEFaone
BEFF1E10 C74424 Ga 100 DWORD PTR $5: [ARG.11,0FFSET GEFF2E1(ASCII "tuwc@”, case 2 of :
BEFF 1625 FF25 QEZAFEQI DWORD PTR DSt [<&MSUCR1EE, printf ] EIF GBFFLBE7 few.DOFF1087
BEFF 1628 Cr4424 G4 go DWORD PTR 55:[ARG.11,0FFSET BBFF26@{ ASCII “one@”, case 1 of OB ES GESE 2bit 81 FFFFFFFED
BEFF 1633 FF25 QAZAEFOI DWORD PTR DS: [<&MSUCRLEE. printf ] F o o ohEsD ZERIT DIEREREERRE)
BEFF 1639 C74424 Gd po DWORD PTR $5:[ARG.11,0FFSET BEFF2E01 ASCII "zerc@”, case O of S
BEFF 1841 FF25 QEZBFFQI DWORD PTR DSt [<&MSUCR1BE. printf »] S Boch aobit GIFFREFFER)
ggg,ﬁ%gjg FS BESS 5201t PEFOD@EALFFF)
T @ &5 OE2B 32bit BiFFFFFFFF)
BEFF 1649
BEFF 1640 be
geEftean 0 8 LastErr BOPEEOEE ERROR_SUCCESS
GEFF 1 B4C ~ § EFL @emeEzaz (MO,ME,ME, A, M5, PO, GE, G
Jump is not taken MME BEEE BE8E AEEE SE86
Dest=few. BEFF 1833 MMl DE6E GOER OO60 GOE0
HMZ GEGE GOGE GEGE GOGE
HME OPOD GOGR OPOD GEGE
GERE PEDE GE0E DEDH
Address | Hex dump ASCIT C(AMST - C CAEFF185y| We | RETURM from
DEFFSE00| #H 65 r2 SF| G OF DO 00 6F GE 65 OO OO 00 00 0| gero@  oned Bz 8 | reTURN £
GEFFIE10| 74 77 &F OR|GD B8 08 66| 73 6F 60 6574 58 69 6E|twod  somethin LR rom
GEFF3P28| 67 28 75 GE|GE 6E 6F 77| 6E DA BB 88| FF FF FF FF|g unknownd ] A [———
GEFF3ES6|FF FF FF FF| G0 OF 0O 06 60 G0 OO 06 B8 00 G0 OO DZRdESS| Dty P
QEFF2E4B|FE FF FF FF|G1 B9 B2 03/ 24 54 75 45/ CE AE 90 B9|s 8 4TuFFakil FErTar | e
GEFFIE56( 61 A6 PG 06|42 20 20 66|62 4E 27 06| 00 OO 0O B8|8  His hHs R R
GEFF3PGE| 68 BE PO OD| 6P 0P DO 66| 00 OO OO 06| PO O3 0O OB et
GEFFIETE| 00 BE B 00| G0 OF DO 06 00 GO OO OO B0 OO GO OO L -
QEFF2ES0( 00 PE 6 00| G0 OF DO 0G| 00 GO 0D 00| B6 O3 GO OF Rt
GEFFIE50( 60 A6 PG 05| G0 OF DO 06| 00 OO OO A0 PG O3 GO OF R
GEFF3PA5| 66 A6 PO 05| 0P 0P DO 66| 00 OO OO 06| PO OB OO OB e B
GEFFIPEG| 00 06 B 00| GO 0P DO 06 00 OO OO 0O B0 OO G0 OO LA AN
QEFFIECH| 00 BE 6 06| G0 OF DO 0G| 00 GO 0O 00| B6 03 GO OO e IRt Mo P

Figure 13.2: OllyDbg: SUB executed
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DEC is executed and EAX now contains 1. But 1 is non-zero, so the ZF flag is still O:

rs  SE4424 B4 MO ER,OWORD PTR S5: [ARG. 11 .
- B3ES B4 LIE: Switch (cases B..2, 4 en—

74 36 JZSHORT BEFF 1639 Er

HEFF 1863 42 OEC ERX o
JZ SHORT BEFF1EZE EE§ SSSSSSSS
DEC_ERAH

EIEFF 1 GG
ESF @E1EFg4C
BIEFF 1 G600 4 BE JZ SHORT BEFF1E10 EEF RAiEFS94

BIEFF 1 GEF C74424 B4 L Moy DUORD PTR SS: [ARS. 11, DFFSET OFFSG1; ASCIT "something unknown | coy ooonong|

BEFF1E17 FFZS PEzREFol JHP DWORD FTR DS:(<:M5UCRIBE.print
BBFF 1810 Foa4z B4 Tt F DURD PTR 558 ARG, 11, CRESET BOLESB1ASCIT "rwc@”, case 2 of |01 DOFFSSAE feu.coFFasns
Gorr 100 | 3 LEraszd 64 B My DUDRD PTR 553 EE%ESL{?RéEEsE?%EﬁE%aa RSCIT "onel Lof oy o o e
Toneld™, case o i

GeFF 162z | -- FF25 pRZeEEAl AP DWORD FTR O3 [<&MSUCA1EE, print Eo ED QheE Zibin BIERREEEEC)
BIBFF B33 Eo 342 oq 541 HOU DUORD PTR 55+ CARG.1]1 OFFSET DOEE300{RSCIT "sercl, case @ of S QPSR GERIT BIEEEEERER
BIEFF 164 1 FFZS ARPEFFGl JHP OWORD PTR OS: [<tHSUCRIAA. printf 5] @ D BEEE SEblT BIERFREEIE)
EEEEE S e FS BESS ZFbit rEFODGEE(FFF)

T B &S BEEE 22bit BIFFFFFFFF)
BIBFF 1549 ha
ErEEE 06 LastErr BBABOEEE ERROF_SUCCESS
BIBFF 1B4C ~l EFL GooEozoz (MO,NE,NE,A, NS, PO, GE, G
Jump is not taken Al MHE BEEE GE0E 0EEE B0EE
Dest=few. BEFF 1B2E SN HH1 GRGG ARG GRAA AEGG

MMZ BEEE BEEE QEEE BEEE
MM2 BEEE GEER CEEE BEEE
MM4 BEBE BEE0 BEEE GEEE

CEEFF1E57| Wy | RETURH from
HE1EFSSE| FEEREEEE) 8
BElEF2E4 | LaaFF1 L1CA) = RETURM firom
BEIEFZES| BEEEEEEL) A
BE1EFSSC| @EZRA4ESS | hH#* | ASCII "pHe™
BEIEF35E| BEZAZE4S) HI#
BElEF2ed| 4ecBACAS| aMkF
BEIEFZEE| BEGEEEEE
BEIEFIGC| BEGEREEE
BE1EFSYE|( VEFDEARGA| pes”
BE1EF27Y4| QEERa8E8
BRIEFZ7E| BE0EEEEE
BE1EFSYC| @A1EFS64) d% &
BEIEF3S0| D3S59316) pdat
AAIFESSA] ARJFESARILe g | Pointer to

Address | Hex dump ASCII (AMSI - O
BEFF38EE| A &5 P2 &F|BA BB A8 66| 6F &E 65 BA|8E B8 88 B8|Eerod on el
BEFF3@16al 74 77 6F BA|( @8 BB 88 06| 73 &F 60 &5| 74 &3 69 &E[ twol somethin
HEFFIE2E 67 28 75 &E|6B &E &6F 77| &6E BA BB @8 FF FF FF FF| 9 unknown@
BEFF2IE28| FF FF FF FF| @8 GG 88 06|88 08 88 08| a8 08 aa a8
BEFF3846| FE FF FF FF|@1 68 88 88| 34 B4 75 46|/ CE AB SA B9\ m a 4TuFrn kil
BEFF3IE5R| 81 BB 88 GR( 42 22 20 06|62 4E 2A 08|88 08 8B Qa4 Hi# hi#
BEFFIECE| B8 BE B8 GE( 88 0B 88 06| 86 08 BB 08| B8 88 BB 98
BEFFIE7E| 88 BB 88 0R(88 0B 88 00|88 08 BB 08| 88 08 aa a8
BEFF38S0| B8 B0 B8 G688 BB 88 06|86 08 88 08|88 B8 B8 48
BEFFI8260| 88 BB 88 0R| 88 0B 88 06|88 08 A8 08| 88 08 8B Qa8
HEFFIEAE| 88 BE B8 0GR 88 08 88 06|86 08 BB 08| BB 88 B8 98
BEFFIEER| B8 BB 88 0B 88 0B 88 00|88 08 BB 08| 88 08 aa a8
BEFF3ECA| B BR B8 G688 BB 88 06|88 08 A8 08|88 68 B8 48

Figure 13.3: OllyDbag: first DEC executed
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Next DEC is executed. EAX is finally O and the ZF flag gets set, because the result is zero:

CPU - main thread, module few

BOrriGon| rS  Do4dzd B4 | MOW EAH, DWORD PTR 552 LARG. 11 ters (MM
GoFFiGe4|| - B3ES e SUE ERM,
JZ SHORT BeFF1e39
E e e el

gaFF1ea7|| - 74 2@
BarFaga|| - CEShAAT @EFFice

BERAEEEE

DEC_ER: BR1EFS4C

Switch [cases B..2, 4 il

FASCIT "Hiw"

48
BEFF1@EA || -~ 74 1F
F 1AEC 48

F 1060 74 BE JZ “SHAORT BEFF1E10 BA1EFS54

BEFF 1GEF Cr4d24 @4 19 MOV OWORD PTR S55:LARG,11,0FFSET BEFF3E1{ASCII "something unknown EErrrl

BEFF1617 FF25 Qe2eFESl JOP DWORD PTR DSz [<aM3UCRIBE.printf>] BEFFS3R% few.BOFFIIAD
BEFF 1610 Cr4d#d B4 16 HOU OWORD PTR S3:[ARGE.11,0FFSET BEFF381(ASCII "twc@™, case £ of .

BEFF 1626 FF2g JHF DWORD PTR DS: [<&MSUCRIBE. printf>] EIF BBFF1880 few.BoFF 1660

LEC T
oorFioce|| 3 crad2d 54 ot MOU DWORD PTR S5:[ARG.11,0FFSET GAFF300{ASCII "one@™, case 1 of :
GorFioo3|| -- FFeS AEeeFERl JHP OWORD PTR O5: [<&MSUCRIBE.orintfr] B OED BEEE ZhiT BIEREEEEEE)
oorFio35|| > cP4d2a 64 @b HOU DUORD PTR S5:[ARG.11,0FFSET GBFF386IASCIT "eercd”, case B of g ; LD BRcD dEpbn BAREREERRT)

BEFF 1391 FF25 QRZaEFa DWORD PTR DS:L<&MSUCR1GE.printf ] BE BASE bt &f FFFFFFEF]
garF1a4” C FS BESE ZEbit rEFODBEE]FFF)

BEFF 1842

EEER T8 G5 8625 32bic BOFFFRFFFF)
EREE et 0 8 LastErr GOBEEGE06 ERROR_SUCCESS
BIEFF G40 >l EFL pER@EZ4E (MO,ME,E,BE, NS, FE,GE,LE)
ump L= taken I & | HME BEER AEEE GEEE AEEG
est=few. BEFF1610 =M1 PORG AGOR DORG AEGE

MMZ BEGE HREE GRGE HEEE

MHZ BRGE HEEH GRGH HOED

¥ BERG AERE HORE AOEE

Address |Hew dump ASCII [AMSI — Cy CEEFF1E57 Wk | RETURH from fi
BGFF SO00| Hl 65 2 G6F| OH OO G 00 6F GE 65 DR OO 00 OF 00| Esrod | oned R e [ZRERo02 B | RETURN fram £
BEFF2E1A| 74 77 6F OA| 0D BE BE PO 72 6F 60 65| 74 62 &3 GE|two  somethin AT e rom f
BEFF3E2A| 67 28 7S 6E| 6B 6 &F 7r|&E @A B8 83| FF FF FF FF|a unknownB BRlEFZER| EEeReEall® o lasctr ronee
BEFF2a36| FF FF FF FF| G0 08 G5 0O 66 60 0P 60|86 PG 6F GO BDIEFSSC| DoZp4ESS hix p
BEFF2A4@| FE FF FF FF|G1 BB @5 BG4 S4 7S 46|CE AE 20 E3(m & 4TuFfEakil HRIEFEC) Bocpagas Hiw
BEFFIACA| 01 DA BE GO 43 22 20 PO &2 4E 27 DO G0 G0 GO BA(A  Hi# RN RIEFESL| accboLna| =
BEFF2AGA| BB DA GG DR 0D GF GO DO GG GO HD 0G| AE PR G GO BaltronD) oooaoaod
BEFF3E70| 08 GO BE DO OF OO GO DO 66 00 0D 00|86 PO OF GO BDIEFSET| DREDBOOE| e
BEFF2A00| 00 PO GG OO 60 GO OO DO GG OO 0D DO GG DO 6D GO DRlEFETS| TEFOEDED| P
BEFF2A0A| BF BR BE DN 0P GR GO PO GG 00 0D 00| BE PR 0D GO gRlEFErd| oongaes
BEFFAAG| A8 DA BE DR 6D BB GO PO GG 00 MO 0G| BE PR GO GO BRlErars) Doouunedl s
BEFFIAEG| 08 GO B6 DO 0N OO GO DO 66 00 0D 00|06 PO OF GO BDIEFSTC| DOLEFEO4 dd,
BEFF2ACH| 00 PO OG0 OO G0 GO OO PO GG OO 0D 00| GG DO 6D GO ¥ || BRIEEESE) DESSSSLA| ROt e e

Figure 13.4: OllyDbg: second DEC executed

OllyDbg shows that this jump is to be taken now.
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A pointer to the string “two” is to be written into the stack now:

n thread, module few

COFF oo s BE4424 B4 | NOW EAR, DWORD FIR S5t (ARG 1] « | Begizters (MMl
ooFFiaas|| - B2ES @@ SOE_EAX, @ Switch (cases B..2, 4 sv—ATr monooon

BEFF10ET || - 74 36 J2 SHORT @eFF18ss R e Ea%aria ST “Hi ™
oaFF iaasl| - 42 DEC_EAY | ok eeasass

GoFF aaa(f -« 74 1F JZ SHORT @@FF182E EEY BOO0EEEM

coFFiaac|| - 42 DEC_EAY

AEFF1EE0 || w74 BE JZ SHORT @@FF1@10 EEE SS{EFE;E

aaFF ieer || - |:?4424 @4 121 MOU DWORD FTR S5: [ARG. 1: OFFSET BBFFSBI ASCIL "something unknown | E27 Goacooad

FAEAFF 1AL £ OAZAFEG JMP OWORD PTR DS5: [£&MSUCR1BE, print EDI BBFFZ2RE few.BEFFISAS
EEERER | 5 |:?4424 A4 1& MOU DWORD PTR SS:[RARG.11,0FFSET BBFFSBI ASCIT "two@™, case 2 of '

BEFF 1AZE || - & AAZGEEEN JHF DWORD FTR D5: [<&MSUCRIGA.pr intfy] EIF BEFF1E10 few.BEFF1E10

oaFF 1026 | > u:?4424 G2 g5 Hol DUORD PTR S5: (ARG, 11, 0FFSET BOFF300 ASCIT "onel”, cass 1 of
S HEZHFFE print H

BaFF1az3|| > |:?4424 S4B DU DDRD PTR Sot LA 11, OFESET BOEF30a{ RSCIL Mzerc@”, case @ of S OeE GEbT BIEEEEEERRS

BEFF 1641 S AEZEFFG] JHP DWORD PTR DS: [<&MSUCRIAB. printf>] D BosE aEbbr BIEEEEEECE

C 8 ES @aze 22bit @IFFFFFFFF]

A&
BEFF 1847 C % é FS @8ac2 22hit FEFODDB@E(FFF)

o

2EFF 1343 G5 BEZE 2Zbit BIFFFFFFFF)

BEFF 1849
At LastErr BERRREEE ERROR_SUCCESS
GoEE Lo4C =l erL poceezas (MO,NE,E,BE, NS, PE, GE, LE

W BEFF2E1E, ASCIL Al MHME BEEE 0BEE BEEE BDEE
Stack [hR1EFa5A]=2 =l MMl BEEE GEEE BEEE BEEE
Jump from BFF18E0 MHM2 BEE0 GEEE GEEE QEEE

MM2 BEEE BEGE GEED GEEE
BEEE BBBB BEEE BEEE

Address [Hex dump ASCII (AMSI - C RETURH fram
BAFFZE0E[PA 65 V2 &F|BA BE BA 88| 6F 6E &5 BA| AR B8 AR A8 Eercd  oneld RETURM £
BAFFZ81@| 74 77 &F BA| 08 88 @8 &8a| 73 6F &0 65|74 62 69 6E|twold zometh in BR1EFSLE BBBBBBBI 8 o
BEFFZEZE| &7 28 75 &6E| 6B 6E &F 77| 6E BA @8 B8\ FF FF FF FF|9 wnknownB GOLEFEEC| BE2R4EGE| hH# | ASCIT "o
BEAFF3938| FF FF FF FF| B8 B8 88 98| 88 88 a8 a0 aa 8o aa a9 ARIEFRGE| AEEAERAS| Hi F
BAFF3848| FE FF FF FF| A1 88 Aa 88| 34 54 75 46|CE AE SA B9 | m B 4TuFFEaki GO1EFEEd| 4SEEACHE| mkF

BAFFZ85E| @1 B8 08 98| 43 25 2A 89|65 4E 20 80|90 85 80 80/ A  Hi+ hHs BB1EFSes| PRRRRDEE A

BEFFZECE| B8 BE B8 DO 08 B8 08 5O 08 B8 A8 B8 A8 88 A8 89 GO1EFSeC| GREPRGEG

BEAFF3ETE| 08 BE B8 08 88 B8 98 98 68 88 Q8 B8 88 88 aa a9 ARiEFETE| TEFDERRGE ”

BAFF3E58| 08 DA OA DA 0A PA BA BE| AA B8 AA B8 AA B8 A8 B8 GEIEFET4| GORBREEE o

BAFFZ898| 08 B8 08 58 08 98 08 98 Q8 88 Q8 B8 Q8 88 a8 a9 BB1EFETS| DPEPREEE

BEFFZERE| B8 BE B8 DO 08 B8 08 B0 08 B8 Q8 B8 A8 88 A8 89 GOIEFETC| BOIEFS6S| dok

BEFFIEEE| 08 B8 98 08 88 B8 98 98 68 B8 Q8 B8 88 88 aa a9 ARiEFEEE| DESosim| PaEe

BAFF3ECH| B8 PA GA DA 0A PA BA BE| AA B8 AA B8 AA B8 AA B8 ¥l CniFFaed| AAIEEARA| e d | Fointer to o

Figure 13.5: OllyDbg: pointer to the string is to be written at the place of the first argument

Please note: the current argument of the function is 2 and 2 is now in the stack at the address 0x001EF850.
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MOV writes the pointer to the string at address 0X001EF850 (see the stack window). Then, jump happens. This is the first
instruction of the printf () function in MSVCR100.DLL (This example was compiled with /MD switch):

& cPU - main thread, module MSVCR100

5 &R BL FUSH BC INT MEULRIBE, pr intFForn -
tEadoooe|| - 68 JESE44eE | PUSH E445630 « fFealsters [NH)
£E44552E|| - ES CBESFAFF |CALL EESFGSEG Bl 2PAaaRTY fecir rHiwe
eE44553a|| - Ba0e S0F EAX, EAR EOv Gammmmmn
eE44553z|| - 23FE WOR ESI,ESI ERY Gammmmmn
eE445534 || - 2975 BB CHF DWORD PTR S5: [EBP+21,ESI Eor EELE
£E445557|| - BF9SCE SETHE AL Eor GRIEFGO4
eE445530|| - 2BCE CHF AR, EST ESl GhBama
eE4455aC || - 75 1% JNE SHORT EE4455EZ et ————
gE4455%E || - EZ FEB2FAFF |CALL _ereno CHEUCRIBE. _ecrno - :
e[ EER.daRERn Mo TIOND TTE DSELEE LI CHEOERTBe. ivonTeLparar | o b oo oo oot ie eieeere

. invalid_parameter_noinfo ._inval id_parar .
eEd4cerE|| - s3cE PR OR ECH, FFFFFEEE E 9 ED QPSR Zebin BIEREERRRC
eE4425E1 || -~ EB BF JHP SHORT £E44E812 BB So oenoh bt GIFEFERREE)
SE4455E2 > E8 FSE4FAFF |CALL __iob func 1 0O 8A2E 22bit A(FFFFFFFF)
BEdiCEES||: g e FlsH =0 § 0 FS 9053 EEbit TEFDDEBGE!FFF)

T ® G BAZE 22bit BIFFFFFFFF)

= HE L - i

- Fu=!
e | = FlisH £ [Flr'gl - 08 LsstErr DBEEBAEEE ERROR_SUCCESS
£E4455Ca|| - ES F4S3FEFF | CALL EESFASED HESUCR188. SEZFAIES > | EFL @@@a@z4s (MO,MB, E, BE, NS, PE, GE, LE]
Stack LGBIEFS401=F ow. DOFFS0E4 of rie ooee peee Gopn pEoE
Inm=BEBEBEEE (decimal 12.) =N Ml opEe ERD GEBO DEEE

MMZ DEEA ABAO BARA AOEE

, MHMZ GEEE BBOG GEBR HOGE
MSUCR1B8. pr intf PEEE BERR BEEE
Address |Hex dump ASCII (AMSI — Cu JGEEELRC s Wk BETUEH fi =L
BAFF J000| £Hl 65 re Gf | OA BB OO 00| 6 GE 65 BA| 00 BB 00 00| Bercld  oned ELSI0GEE D] 2 N i1 AT
REFFSA1@| 74 77 GF BA|GE BA @0 A 73 6F 60 65|74 65 69 GE|twod  somethin st | I s o e
BEFF302@| 67 20 TS GE|&E EE &F 77| 6E OA @9 90|FF FF FF FF|g unknownd ERH e | it S -
BEFF2EEE| FE FF FF FF|BE 5O 00 6B 05 0F B9 56| 0B 5O 00 &R gRIECEsE|| DESndERE) hhy P
BAFFZG46| FE FF FF FF(G1 BB 06 6034 54 75 46(CE AE SA E9)s B 4TuFgaki JalErDa|| qacHezan Hiv
REFF3A5A| A1 PR BB BA|(45 =5 20 0G| 65 4E A DA GO BA A0 BA|@  Hi# hHE DalErEed|| decEAcl) am
BEFF30EE| 08 OF 6P DO|0E DO DO BB 0D OF 6D OO0 DO 0O BE e | e
BEFFSE7E| B8 GF BE DE(0E DO 00 6B 05 OO 6D 06| 0E DO 0O GR R | ] —
BAFF2G06| 06 0O B9 HO( 05 DO G0 6B 05 OO B9 06| 0B BO GO GE BRlERSCAl| LECoEaEal =
RAFF3E3A| A6 R AR G603 PR GO 0R AR 0D AP GE| 08 PR GO G9 Erb i | e
BEFF3EAE| 80 GF 6P BO|0E DO 0O BB 0D OO GO DO|0E DA DO BE EEHE O | Ereh | .
BEFFSEER| B8 OF BE DE(0E DO 00 6B 05 OO 6D DO|0E DO 0O GR | BELEr et M
BAFFSECH| 85 0F B9 06| 0 BO G0 G605 OO 6D 06| 0 5O 6O GO hd Bt | R o

Figure 13.6: OllyDbg: first instruction of printf () in MSVCR100.DLL

Now printf() treats the string at 0XO0FF3010 as its only argument and prints the string.
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This is the last instruction of printf():

& cPu - main thread, module MSVCR100

sE44E500() - EH FUSH ER: & |Registers (MM
CEaicenr|| 1 BRes es EOSH GHORD FTR S5:CEBF+E1 A" coanond
. H +|
eEdassez|| + Ea 49E4FAFF |CALL _iob_func Epi BEadEelr NSUCRIAR. SE445E1T
cEaqccer|| - @aca AD0 EA%, EER Ebi Baoamaon
cEa4ccEa|| - ce PUSH ERY Eo HaleoHan
£Ea4ccenll - ES zEFimiem |CALL EE45CTID Eof BalEREaS
cEq4ccer|| - 594 E4 MoU DWORD PTR S5: [EBF-1C1, EAX BT Bomemam
ggijgggg - ggcggE“F”FF EE'ELEWLEERNM EDI GEFF33AS few.OBFFIEAS
£Eq4ccral| - BB FUSH EA [nrge B EIP 6E445617 MSUCR18E, SE445617
cEqqcerall - EF FUSH EDT fral :
gEa4ccre|| - E2 ACBEFEFF |CALL GE40@SAC MSUCR188. SE4BBEAC £ 9 OED DPEE bl BIECEERRRC
GEd4seom | - 8304 18 oD Esk, 18 A8 S5 BEZE 2bit BIFFFFFFFF]
£E445cms|| - EPAE FC FEFFIHOU DWORD PTR S55:[EER-41,-2 i
z 1 DS BAZE Sobit @iFFFFFFFE)
cEq4ceon|| - ES popomomm | CALL EE445e1s R == RS s S,
cEaqcear|| - 2B4E E4 FMOU EQ, DWORD PTR SS: [EBP-1C1 T8 ED Oooh oot ATFERERREES
chddceicll > ES PEBSFAFF | CHLL 6ESFRass b
EEddtels| (s ES L3E4FAFF |CALL _ lob_func 0@ LastErr BBABABAG ERROR_SUCCESS
EE44EE10 r 22306 20 AO0D EAX, 29 ¥ § EFL B@oasz4e (HO,.MNE,E,EBE, NS, FE,GE, LE)
Top of stack [BE1EF24CI=few.BEFF1857 & fl MME BEEE BEEE HBEEE BEEG
il BoGe GEAG BOEE DEAG
MMZ EOE6 GEEE 0BG AEGE
_ NS S6E6 GEEE ODG AEEE
MSUCR 188, pr int §+33 - QEGA BRGE HEER HRAE
Address |Hex dump ASCII (AMSI — Cy TBAFF1ESy Wk RETURM from £
BOFFSB00| TH 65 72 oF| OO OB OF DO 6F GE 65 OA| 00 DO 00 0] Eercd  oned DD1EFSSD)| Dorropio ya | BSCLL hwcl™
BEFF3616| 74 77 GF OR| 00 G0 GG PG TS 6F 60 £5|Td &8 69 GE|two@  comethin BR1EFESS | Garriitels o
BEFF36268| 67 28 7S GE £B GE &F 77| GE BA B8 BA|FF FF FF FE|9 unknownd R R F U D ————
BEFF363a| FF FF FF FF 08 0O 03 9688 96 A9 00|09 04 09 oa BRIEFESC| | BocRdEes hiix B
BEFF3646| FE FF FF FF| Gl DO GG 50|34 54 7S 46|CB OB 50 B3|s 8 4TuFFakil Dh1ERSen | Boznesas Hik_
BEFF36SA| 01 G0 0P GO 45 2% 20 00|65 4E ZA OO| 0D GB BB G0|@  Hie hhe BR1ERSE| | AScEACHT) am
BEFFI6CG| 08 GR OF G OF OO GO DO GO 9O 09 00| 0D GA 0D OO gRiErses) | BRoaaaan
BEFF3674( 09 68 0P 09 03 0O O3 00| A9 9O A9 00|00 04 09 69 goifroct|| bpomeondl
BEFFS056| 05 6B P OO OO OO BG DO GO BB AD OD| OO 6B DR OO BoiERSra | TEFDEGDA)
BEFF3696| 05 Gb 0D OO OF OO GO DO 0O DO GD DD 0D 0B 0D GO BoiERard) | Boonsood
BEFF260G0| 00 50 0P G O3 OO GG DO GO 0O 0D 00| 0D GA 0D OO QRiERerE | ZRomenen) .
BEFFI6EG( 09 68 0P 09 03 0O O3 DO A9 9O A9 00|00 04 09 69 BRIEFETC | BOLEFEGH A4,
BEFFSGCH| 05 6B b OO OO OO BG DO GO BB AD OD| OO 6B DR OO ~ | BOIEFSSA|| D3s3351) bosv) L

Figure 13.7: OllyDbg: last instruction of printf () in MSVCR100.DLL

The string “two” was just printed to the console window.
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Now let’s press F7 or F8 (step over) and return...not to (), but rather to main():

& cPu - main thread, module few
BEFF 1842 cC INT3 & |Registers [(HMR)
BEFF 1643 cC INTS R
aaFF1a4a ce INTS M Eck cEa45e17 MsuCRieE. cE445617
BIEFF LA4E cC INTZ EOv GAmenCoe
BEFF 1840 CC INTZ ERY GmmmEmon
QaFF1a40 ce InTS ESF IEEIEFESE| FTR to ASCII "two@”
BOFF 1A4E ct INTZ Eir GaiEFEeq
BBrFinoalrs R g2 PUSH 2 ESI B0000001
sorEiocz|| - ES ASFFFFFF | CALL DoFF1o6e EQL BEFFSSAS few. HOFFSSAS
FEFF 1657 | ROt e SaL: ! AOD ESF, 4 EIF BEFF1B5Y few.d8FF 1B5F
BEFFLOSA(| - 2ICE ¥OR EAX, EAX )
' C ® ES BGZE ¥2bit GIFFFFFFFF)
COFFIAch|f- 8 patsrFam |POSH meFF14za P 1 CE D023 32bit BUFFFFFEFF)
A B S5 BG2E 22bit G(FFFEFFEF)
GEFFiocz|| - ES S6P3POEE | CALL BEFFLSED S5 BE GASE Z50 it AIFRFFFFEE)
BEFF1EE7|| - AL F49GFERE |MOU EAX, DWORD PTR DS:[EFFE9741 S h Pt bhes ool CERRDGmEC Rl
coppiocc| - CrEd23 €430l OU DWORD PTH SS3[LOCAL. 61, OFFSET BAFF3|riicas > fow.OFFagEd T8 ED Oooh oot ATFERERREES
Sorrinca|| L RS E458EEGa | HOU DUORD-FTR Do fGFFSes1, ERY Arad = @ D&
GoFF1a7E|| - &8 S4SGFFGR |FUSH OFFSET GOFF36S4 Arad = ASCIT "HO#" 0@ LastErr BBABABAG ERROR_SUCCESS
porFinez|] - 62 CEOBFFGGE | PUSH OFFSET BBFF2052 Hro2 = ASCLL "hlMs * M EFL BopaGzde (MO,NE,E,BE, NS, FE, GE, LE)
Trr= Y e e ]
ESP=ORIEFSSE, PTR to ASCII "twcE” Al rH1 poGe ME0D DOGBE HEOD
Iz poge oon poge oo
MME GEER GE00 GRER GEOO
+|| 113 Baca hona bana hana
Address |Hex dump ASCII (AMSI — Cy - BaFF3ele) k8 ASCIT "twod™
BOFFSB00| TH 65 72 oF| OO OB OF DO 6F GE 65 OA| 00 DO 00 0] Eercd  oned polERSed Loorriita) s |RETURN from fe
BEFFIE16| 74 77 6F BQ G0 6B 08 PG| 73 6F &0 65| 74 62 59 GE|twog  somethin T It N -
BEFF2EZ0| 67 28 75 6E| 6B GE &F 77 6E ©Q B9 08| FF FF FF FF|a unknownd gR1EFESL| gRcpaESE|hity P
BEFFIA5a| FF FF FF FF| G0 GO 08 06 66 00 0D 00|90 PO 0f GO oltronh) Aacocas Hiv
BEFFIE40| FE FF FF FF| 61 0B OB B0 34 54 75 46|CE AE 20 B3| B 4TuFEakil BDIEFSSd| SSBACAD am
BEFFIACE| 01 0O GG 00| 42 2% 20 OO 62 4E 27 00|00 00 GO DA|8  Hi# hbHs polEFScs) Doonanod
PEFFIRCH| G0 00 BE 06| 00 G0 09 00|05 OO OO 00|06 9 00 GO QR1EFSEL| bpomEandl o
BEFFIA70| 60 06 06 06| 0D 0O 0D DO 06 00 0D 00|96 PG 00 GO alErors) CECOEDOD) =
BOFFIE50| 08 0O B6 DO 0D 0P 0P OO G0 00 OO OO|B6 PO 0D OO BoIEFETY| DoooonoD
BEFFIA90| 00 06 BE 0O 00 GO OF OO GG 60 OO 06| 06 PR 00 GO DRIEFETS| DROMENED| 4
BEFF2E00| 60 00 BE 06| 00 GO OO 00| 0F GO0 GO 00|06 96 00 GO HRlEFECL| polERESd de,
BEFFIAEG| 60 GG 06 06| 0F 0D 0D DO 06 00 0D 00|96 PG 0F GO BalEraEn) Do e inrer &
BOFFI6CH| 68 68 60 PO 06 G5 OGP 69|60 0O 08 65 6P B0 66 OO al EEEES EREELE 14l L gloten e

Figure 13.8: OllyDbg: return to main()

Yes, the jump was direct, from the guts of printf() tomain(). Because RA in the stack points not to some place in (),
but rather tomain(). And CALL 0xO0FF1000 was the actual instruction which called ().

13.1.2 ARM: Optimizing Keil 6/2013 (ARM mode)

.text:0000014C f1:

.text:0000014C 00 00 50 E3  CMP RO, #0
.text:00000150 13 OE 8F 02 ADREQ RO, aZero ; "zero\n"
.text:00000154 05 00 00 OA  BEQ loc_170
.text:00000158 01 00 50 E3  CMP RO, #1
.text:0000015C 4B OF 8F 02 ADREQ RO, aOne ; "one\n"
.text:00000160 02 00 00 OA  BEQ loc_170
.text:00000164 02 00 50 E3  CMP RO, #2

.text:00000168 4A OF 8F 12 ADRNE RO, aSomethingUnkno ; "something unknown\n"
.text:0000016C 4E OF 8F 02 ADREQ RO, aTwo ; "two\n"
.text:00000170

.text:00000170 loc_170: ; CODE XREF: f1+8
.text:00000170 ; f1+14
.text:00000170 78 18 00 EA B _ 2printf

Again, by investigating this code we cannot say if it was a switch() in the original source code, or just a pack of if() statements.

Anyway, we see here predicated instructions again (like ADREQ (Equal)) which is triggered only in case R0 = 0, and then
loads the address of the string «zero\n» into RO. The next instruction BEQ redirects control flow to 1oc_170, if R0 = 0.

An astute reader may ask, will BEQ trigger correctly since ADREQ before it has already filled the RO register with another
value? Yes, it will since BEQ checks the flags set by the CMP instruction, and ADREQ does not modify any flags at all.

The rest of the instructions are already familiar to us. There is only one call to printf(), at the end, and we have already
examined this trick here ( 6.2.1 on page 47). In the end, there are three paths to printf().

The last instruction, CMP RO, #2 ,is needed to check if a = 2. If it is not true, then ADRNE loads a pointer to the string
«something unknown \n» into RO, since a was already checked to be equal to 0 or 1, and we can sure that the a variable is
not equal to these numbers at this point. And if R0 = 2, a pointer to the string «two\n» will be loaded by ADREQ into RO.

13.1.3 ARM: Optimizing Keil 6/2013 (Thumb mode)
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000000D4
000000D4
000000D6
000000D8
000000DA
000000DC
000000DE
000000EO
000000E2
000000E4

.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:

.text:
.text:
.text:

000000E6
000000E6
000000E8

:000000EA
000000EA
000000EC

.text
.text:
.text:

.text:
.text:
.text:
.text:
.text:
.text:

000000EE
000000EE
000000F0
000000F0
000000F0
000000F4

f1:
10 B5 PUSH {R4,LR}
00 28 CmP RO, #0
05 DO BEQ zZero_case
01 28 CMP RO, #1
05 DO BEQ one_case
02 28 CmP RO, #2
05 DO BEQ two_case
91 A0 ADR RO, aSomethingUnkno ; "something unknown\n"
04 EO B default_case
zero_case: ; CODE XREF: f1+4
95 A0 ADR RO, aZero ; "zero\n"
02 EO B default_case
one_case: ; CODE XREF: f1+8
96 A0 ADR RO, aOne ; "one\n"
00 EO B default_case
two_case: ; CODE XREF: f1+C
97 AO ADR RO, aTwo ; "two\n"
default_case ; CODE XREF: f1+10
; f1+14
06 FO 7E F8 BL _ 2printf
10 BD POP {R4,PC}

As was already mentioned, it is not possible to add conditional predicates to most instructions in Thumb mode, so the
Thumb-code here is somewhat similar to the easily understandable x86 CISC-style code.

13.1.4 ARM64: Non-optimizing GCC (Linaro) 4.9

.LC12:

.string
.LC13:

.string
.LC14:

.string
.LC15:

.string
f12:

stp

add

str

ldr

cmp

beq

cmp

beq

cmp

bne

adrp

add

bl

b
.L34:

adrp

add

bl

b
.L35:

adrp

add

bl

.L38:
adrp
add

"zero"
"one"
"two"
"something unknown"

x29,
x29,
w0,
wo,
wo,
.L34
wo, 2
.L35
w0, wzr
.L38
x0,
x0, xO0,
puts
.L32

x30, [sp, -32]!
sp, 0

[x29,28]
[x29,28]

1

; jump to default label
; "zero"
.LC12

.LC12
:lo12:

||0ne||

x0, .LC13 ;
.LC13

x0, x0, :lo12:
puts
.L32
.LC14 "
x0, :1lo12:

; "two
.LC14

x0,
x0,
puts
.L32
.LC15 "
x0, :lol12:

x0,
x0,

; "something unknown
.LC15
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bl puts
nop
.L32:
ldp x29, x30, [spl, 32
ret

The type of the input value is int, hence register WO is used to hold it instead of the whole X0 register. The string pointers are
passed to puts () using an ADRP/ADD instructions pair just like it was demonstrated in the “Hello, world!” example: 3.4.5
on page 17.

13.1.5 ARM®64: Optimizing GCC (Linaro) 4.9

f12:
cmp wo, 1
beq .L31
cmp w0, 2
beq .L32
cbz w0, .L35
; default case
adrp x0, .LC15 ; "something unknown"
add x0, x0, :1lo12:.LC15
b puts
.L35:
adrp x0, .LC12 ; "zero"
add x0, x0, :1lo12:.LC12
b puts
.L32:
adrp x0, .LC14 ;o "two"
add x0, x0, :1lo12:.LC14
b puts
.L31:
adrp x0, .LC13 ; "one"
add x0, x0, :1lo12:.LC13
b puts

Better optimized piece of code. CBZ (Compare and Branch on Zero) instruction does jump if WO is zero. There is also a direct
jump to puts () instead of calling it, Like it was explained before: 13.1.1 on page 145.

13.1.6 MIPS

Listing 13.3: Optimizing GCC 4.4.5 (IDA)

f:

lui $gp, (__gnu_local_gp >> 16)
; is it 1?

1i $v0, 1

beq $a0, $v0, loc_60

la $gp, (__gnu_local_gp & OxFFFF) ; branch delay slot
; is it 27

1i $v0, 2

beq $a0, $v0, loc_4C

or $at, $zero ; branch delay slot, NOP

; jump, if not equal to O:
bnez $a0, loc_38

or $at, $zero ; branch delay slot, NOP
; Zero case:

lui $a0, ($LCO >> 16) # "zero"

1w $t9, (puts & OxFFFF)($gp)

or $at, $zero ; load delay slot, NOP

jr $t9 ; branch delay slot, NOP

la $a0, ($LCO & OxFFFF) # "zero" ; branch delay slot
e e ey
loc_38: # CODE XREF: f+1C

lui $a0, ($LC3 >> 16) # "something unknown"

1w $t9, (puts & OxFFFF)($gp)
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or $at, $zero ; load delay slot, NOP

jr $t9

la $a0, ($LC3 & OxFFFF) # "something unknown" ; branch delay slot
# ___________________________________________________________________________
loc_4cC: # CODE XREF: f+14

lui $a0, ($LC2 >> 16) # "two"

1w $t9, (puts & OxFFFF)($gp)

or $at, $zero ; load delay slot, NOP

jr $t9

la $a0, ($LC2 & OxFFFF) # "two" ; branch delay slot
# ___________________________________________________________________________
loc_60: # CODE XREF: f+8

lui $a0, ($LC1 >> 16) # "one"

1w $t9, (puts & OxFFFF)($gp)

or $at, $zero ; load delay slot, NOP

jr $t9

la $a0, ($LC1 & OxFFFF) # "one" ; branch delay slot

The function always ends with calling puts (), so here we see a jump to puts() (IR: “Jump Register”) instead of “jump and
link”. We talked about this earlier: 13.1.1 on page 145.

We also often see NOP instructions after LW ones. This is “load delay slot”: another delay slot in MIPS. An instruction next to
LW may execute at the moment while LW loads value from memory. However, the next instruction must not use the result
of LW. Modern MIPS CPUs have a feature to wait if the next instruction uses result of LW, so this is somewhat outdated, but
GCC still adds NOPs for older MIPS CPUs. In general, it can be ignored

13.1.7 Conclusion

A switch() with few cases is indistinguishable from an if/else construction, for example: listing.13.1.1.

13.2 A lot of cases

If a switch() statement contains a lot of cases, it is not very convenient for the compiler to emit too large code with a lot
JE/JNE instructions.

#include <stdio.h>

void f (int a)

{
switch (a)
{
case 0: printf ("zero\n"); break;
case 1: printf ("one\n"); break;
case 2: printf ("two\n"); break;
case 3: printf ("three\n"); break;
case 4: printf ("four\n"); break;
default: printf ("something unknown\n"); break;
}

}

int main()

{
f (2); // test

T

13.2.1 x86

Non-optimizing MSVC

We get (MSVC 2010):
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Listing 13.4: MSVC 2010

tved = -4
_a%$ =8
_f PROC
push
mov
push
mov
mov
cmp
ja
mov
jmp
$LN6@f :
push
call
add
jmp
$LN5@T :
push
call
add
jmp
$LN4@T :
push
call
add
jmp
$LN3@f:
push
call
add
jmp
$LN2@f :
push
call
add
jmp
$LN1@f:
push
call
add
$LN9@f :
mov
pop
ret
npad
$LN11@T:
DD
DD
DD
DD
DD
_f ENDP

; Size
; size

non
I

ebp
ebp, esp
ecx

eax, DWORD PTR _a$[ebp]
DWORD PTR tvé4[ebp], eax
DWORD PTR tv64[ebp], 4

SHORT $LN1@f

ecx, DWORD PTR tv64[ebp]
DWORD PTR $LN11@f[ecx*4]

OFFSET $5G739 ;

_printf
esp, 4
SHORT $LN9@f

OFFSET $SG741
_printf
esp, 4
SHORT $LN9@f

OFFSET $SG743
_printf
esp, 4
SHORT $LN9@f

OFFSET $SG745
_printf
esp, 4
SHORT $LN9@f

OFFSET $SG747
_printf
esp, 4
SHORT $LN9ef

OFFSET $SG749
_printf
esp, 4

esp, ebp
ebp
0

[

2 ; align next

$LN6@T ;
$LN5@F ;
$LN4@f ;
$LN3@f ;
$LN2@f ;

A WN -0

‘zero', 0OaH, OOH

'‘one', 0aH, OOH

'two', 0OaH, OOH

'three', 0aH, OOH

'four', OaH, OOH

'something unknown', 0OaH, OOH

label

What we see here is a set of printf () calls with various arguments. All they have not only addresses in the memory of
the process, but also internal symbolic labels assigned by the compiler. All these labels are also mentioned in the $LN11@f
internal table.

At the function start, if a is greater than 4, control flow is passed to label $LN1@f, where printf () with argument ' some-

thing unk

nown' is called.

But if the value of a is less or equals to 4, then it gets multiplied by 4 and added with the $LN11@T table address. That is
how an address inside the table is constructed, pointing exactly to the element we need. For example, let’s say a is equal to
2. 2% 4 =8 (all table elements are addresses in a 32-bit process and that is why all elements are 4 bytes wide). The address
of the $LN11@f table + 8 is the table element where the $LN4@f label is stored. JMP fetches the $LN4@f address from
the table and jumps to it.

This table is sometimes called jumptable or branch table>.

3The whole method was once called computed GOTO in early versions of FORTRAN: wikipedia. Not quite relevant these days, but what a term!
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Then the corresponding printf() is called with argument 'two'. Literally, the jmp DWORD PTR $LN11@f[ecx*4]
instruction implies jump to the DWORD that is stored at address $LN11@f + ecx * 4.

npad ( 88 on page 887) is assembly language macro that aligning the next label so that it is to be stored at an address
aligned on a 4 byte (or 16 byte) boundary. This is very suitable for the processor since it is able to fetch 32-bit values from
memory through the memory bus, cache memory, etc, in a more effective way if it is aligned.
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OllyDbg

Let’s try this example in OllyDbg. The input value of the function (2) is loaded into EAX:

nain thread, module lot

EL FUZH E e
B1EE16E]1 SEEC Moy EBP, ESP

giogieas|| - &1 PUSH_ECH

ickiona | - Zeas as MOU ER, DNORD TR S5: [EBF+31 AT
. 548 FC HOU DWORD PTR 55:LEEP-41,ERK EERTrEr

G10C100H| | - 337D FC @4 | CHP DWORD PTR 55:[EEP-41,4 el

aiceioce | - 77 5a JA SHORT @18E186R oA

aiceinio|| - &40 Fo HOU"ECY, DWORD FTR S5: [EBP—41 oo

ciaciolsll,  FF24sn Zoin) JHP DIORD PTR DS:ECindvioBiarc) T

BICELOLA|[> 62 DASEPEAT | PUSH OFFSET B16E3068 format = :

ptogiolr [+ PRI Baeonbe) CALL DUORD FTR DS: (<aNSuCRiGR.print>] |LisUCRion. |EIP @lag1ee7 Lov.oioe1aa7

aigElazs| L EB 4E JAF SHORT BipEle7s ETOEZ DReE ZEbin BIERREEERR)

BICEL0ZA| > 62 paagpeal |PUSH OFFSET B18Bs089 format = £E ppeE Sobin BUERERREER)

ciootoce [+ FRie Aennee| GALL DUORD PTR DS: [{ansucRige.erintf>] |LNsuchian, 5E pASE ZEbiT BLERERREES)

@
F i
3
A1EEIASS|] « 8304 Ad 0 ESF,4 ? S FS BASZ 32bit FEFOO@EEFFF)
0o
oo

MSUCRIBE,. __ initenw

aieeiezs| L. EE SE THP SHoRT oleeters GE RASE bt BiFFFFFFEFT

glEelozhiFr> &2 l0208B0R) (PUSH OFFSET Bl10E2E10 format =
S%SE%SEE ggéi E%EE‘_EBE_ CHLLEEEDED PTR DS: [<&MSUCR188. printf »] MSUCR1GE, LastErr GOREEEEE ERROR_SUCCESS
gleeiadz| L. EB 2E JHMP SHORT BlGBlavs ¥ § EFL @@aaEz4e (MO, HE,E,BE, N5, PE,.GE,LE]

ERk=2 . a | MME CEEE BOEE GEOE BEEG
Stack [EE2CFDAZI=cE424714 (MSUCR1@E. _initenw) —A MM1 BEEE BRAE OEER BEER
MMZ BEEE BEEE BEEE BEEE
M2 BEEE BEEE QEEE BEEE
GECE BEEE0 BEGE GEER

Address [Hex dump ASCTT [nNSI—_Cﬂ S6E4'34714| N5In| OFFSET MSUCR1GE
B10E3000 2Rl 6 72 of | OR 0B OO OO 6F GF GG OA| 08 00 6B 00| Bercd  oned DOZEERE: [S?SEESEE Ty ol RETURN £rom Lot
BlBESG16| 74 77 6F GO 0 BB G5 B8 74 &5 TZ 65| A5 BA G0 08| twod  threed BRSCFDBS | r BAGEEEEE| & rom e
B1BE3026| 66 6F TS T2 GF BB B8 88|73 F &0 £5 74 65 £3 EE|four@  somethin et | I .

B1BE30368| 67 28 75 &E|&E 6E 6F rr|6E BA ©8 BB|FF FF FF FF|9 unknownd Seoernee| L6 BB 20E | Hess| RETURN from Lod
@18E3646| FF FF FF FF| 63 63 03 60 85 60 98 A8 08 B3 04 63 SHIEFDCE | roBBEsEeT] & fen e
BBESEEE| FE FF FF FF| G BB BB BG| 97 EZ &5 10|65 10 57 EZ(s &  ‘brh#esdr ErEAt | e E

BIGE30EE| Gl GO GO G045 25 B3 60|65 4E OF OO0 B3 B0 B3 8  Hie hHe EREmn | I T

B1BE3E7E| 06 O DO GO 0B BB DO 09|99 DD DN 6O 6O DO DO 6O EEEaaetd | ey puly

B1GE3A06| 05 G GO G008 08 DO 00|00 03 0N 6O 69 08 0O GO EEEr | Braeat i

BIBESA9E| 66 DO DO BO BB BB BA GO G5 0D DD 6O BB BB GO 6O eaarrEnall Gaaaaans

B1BE3EAG| G5 GO GO G0 6O BB B8 09| G5 03 DN 6O 6O OO D8 GG DRILEDD|| DRamaoodl e

B1BE3EEG| 06 O DO GO G0 BB DO 09| 98 0D DN 6O 6O DO DO 6O oaerrane| | ceeacanal T

G1GE3ACH| G5 BG BB G000 08 06 06|05 BB OR 6000 00 0O GO hd e R

Figure 13.9: OllyDbg: function’s input value is loaded in EAX
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The input value is checked, is it bigger than 4? If not, the “default” jump is not taken:

CPU - main thread, module lot

CEloDO|[F EE FUSH EEF i

g 100 EOF, £ 5 A

. 8B45 B3 MOU ERH, DWORD FTR SS: [EEF+31 o .

. 3945 FC MOU DWORD PTR 55:[EEP-41,ERX o oneanne

- 2370 FC @4 |CMP DWORD PTR $5: [EBP-41,4 E e

- 77 SR JA SHORT e1mE16ER ER

. MOU ECX,DWORD FTR 55: [EBP-4] e

L. i DiDRD FTR DS: [ECK#4+105167C] el It T p—

= PUSH OFFSET 01BES6EE format = :

- CHLL_DUDRD TR DS C<ANSUCR109. or inef>] | LSUCRLES, | EIF GLOBIE0E Lov. 01081008

: C 1 ES BOZE 32bit BIFFFFFFFF)

= 3 Skl omore e = |5 5 BE B s
= |mi S5 ee2B 32bit @iFFFFFFFF)

. CALL DunRb PTR Dos CamsuoRiee.printé>1 |LiSUCRine, B 1 55 992 S2oic GiEEEreeer)

- R — S 1 F5 BE53 SEbit PEFODBBOLFFF

- PUSH OFFSET 91PES010 format = |1 B ©§% @B2B S=bir BIFFFFFFFF)

. CHLL_DUDRD TR DS: C<MSUCR109. orinef>] |LMEUCRLEE. [0 § | .oocer oooooss ERon sUccEss
oioEio4s| L. BB 2E JMP_SHORT B1oE107E x| EFL BBARE233 (NO,B, NE,BE, S, PO, L, LE)
Jump LE not taken a1 A 55 515 B 5] IS 15
Dest=lot. B1AE1REA =N G258 Bann ooan coo

MMZ BOOE DOED HEOD BOOG

M'Z DDOE DOBE DEOD BODO

M4 pEGE DOED BEDE BOEE
FAddress |Hex dump HSCIL [ﬂHSI_— Cuy

BEZCFOED| 3 &
EEICFOEA|LE1IEETESA] B ka8 | RETURM from
BEZCFOES [BBBBBBBE 2]

[BBBBBBBE a

GlEE2306a R 65 Y2 oF|BA BE BB 8@ 6F SE &5 BH|[BE BB B0 BE(EercE  onel
BiEESE1E 74 F7 SF BA B0 B BE B8 74 68 Y2 E5| &5 BA B8 GO fwoE three
glepaazales 6F ¥E V2| @A B@ @0 88 72 6F &0 65|74 68 &3 EE|fourll  somethin
glepaEz@| ey 28 v5 cE| 6B 6E &F ¥V 6E BA B8 B8 FF FF FF FF| 9 unknownB
GlEE304@) FF FF FF FF @8 B8 @8 B89 68 88 68 80| 68 80 Gg &a
H1BESESE|FE FF FF FF| @1 @@ A6 &8 98 E2 &2 10| &5 10 97 EZ2|m B Brh#e#HT
GlepzEc@| @l 0E B8 DA 42 22 62 88 &2 4E B2 BE) 00 B8 03 G013  Hiw hHe
GlEE3E7E A6 00 B0 00 60 0O G0 00 00 08 00 B8 00 88 00 88
GlEE3E30) B8 08 G5 B8 88 B8 B8 B0 68 88 B8 80| B8 B8 GE 8O
B1EESR9E[ A6 B8 A6 B8 A6 BE B0 BE) B0 B8 G0 B8 G0 B8 B8 B8
SlEE20REBE 08 BB DO B0 DO G0 DO 00 08 00 00 00 88 05 B8
C1BEZEEG| A0 06 BE 00 60 0O G0 00 60 08 00 B8 00 88 00 88
H18E300H) B8 68 00 00 B8 59 00 00 65 59 89 00 B0 9 69 00

BEICFOFC| M

B18E126E H#e@ RETURH from
BEICFOCEH| FEEEEEEE 1
BEICFOCY || Baa34Ees hNO
BEICFOCE| | BEE22242) H ¢
BEZCFOCC|) 10S41Fa6| £FTH#
EEICEFODE| | BEEEEEEE
BEICFOD4 || BaEEaaEE8
GEZCFODS(| FEFDEBGEE|  poe™
BEZCFODC| | GaEEREaE
ARICEOF AL AARAARAR

Figure 13.10: OllyDbg: 2 is no bigger than 4: no jump is taken
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Here we see a jumptable:

n thread, module | =10l x|
S%SE%SS? EEEC PUSH_EEP Registers (HHA) -
aioEioas|| - 51 H ECk DaaaaaS
A18E1EE4 2B45 @2 MOU ER%,ONORD PTR S5: [EEF+2] — EEEERR
a1BE1BE7 8945 FC HMOU OWORD PTR S5 [EBP—1, EAX EEREEEEE
16E1 BE0 2370 FC @4  |CHP DWORD FTR S3:C 1.4 BHSEFDAS
@16E1 BEE 77 EA JA SHORT @16E1866 el
A1BE1A1A 2E40 FC FOU EC4, ONORD PTR S%: [EEF—41 s
FF2450 7Ciaal JHP DWORD PTR DS: [ECH#4+18B167C] SIBRISEE lot.n16B3388
B1EE1A10 63 DRSACEAL | FUSH OFFSET G160 format = :
oloB1a1F FF1e H260ED| CALL DUORD PTR Dos [ C4HSUCR106. printf>] |LHSUCRIGE, |EIP @18B1813 lot.@10E1a13
aiee1azs k- | EB <€ WP EH0RT ateeiers EoLEE BREE gEbir DIEREEEERRS
A16E1 BZ0 63 BESAAEAL | PUSH OFFSET 6163665 formgr = |E 9 L @dcs Scbin SLEREREEFE)
A16E1azF FF1e H260ER| CALL DORD PTR 05: [CHNSUCR1GE.print#>] (LisucRiel. | o G2 Goce 5ooir @FFFrreee)
glgelacs 2204 B4 OO E § 1 FS BEES 2Zbit FEFODBEELFFF) —
B1BE1a33 EE 2E AR ERORT Biepiers T8 G5 hoch S50 it BCFFFPRFEFT
A16E1 20 £3 1ASAAEAL | PUSH OFFSET G1GES61@ _ format = |1 8
pipE1asFE FF1& H260ED| CALL DUORD PTR OS: [CHNSUCR1GE. print#>] |LNSUCRIGB. |0 § | sarere oooomon ERROR_sucCESS
aieeia4s|L - EE ZE AHE ERoRT B1epia7s = | EFL mee@Ezez (MO,E,ME,EE,S,PO,L,LE)
01661064 1= ot . 6166 1 BH of vhe pees ceen Geas cooe
MMl poee Gae0 GEGE CEGE
MHMZ BEEE BOEE GOEE AEEE
MHS BEEE BOGE HEED BEEE
HHE ARGE QEGE AEEE AH6E hd
Address ASCII (AMSI — Cy [aaaaaaae 8 -
BEZCFOAC || @E2CFDES |32 =
plabaer e s E T S BE20F0EG| LE1GE 1620 | Lhae| RETURN from Lot .@1881680
B16E] 69 B3 66 GF 14 pB B1 EQ £6 63 bR 60 AL| s3] [holotule & DBgLFOEd|roponnmEz| &
AUEE1EAC| 24 20 BB @1 C7 64 24 7450 GF G] FF 35 _5A 30 OF| A6s0le5tAs8 SABT | o O e | RETURN from Lot. B16B1E50
GlEE16EC 8] A T4 26 6E m ss Cd o6 0P 0] 62|62 26 GE O]) Grt020hdEI6hhEaE 7 wam lat.
B1EE1ECC 68 60 50 BE Bl F 94726 BE 8] 92 04 14 HZ _7d] h'828 59 260—rp e | I F
B1GE100C| 30 TR AL BB OF 75 85 B o8 B B 65 A6 80 55 CY| Dot LA mase W QESLEDLY || paoodted nile
GUGE1GEC & 18 65 35 71 6B Al ES 63 65 G0 @8 33 DB 29 10| jhhStsouls  SE BSCEDCE|| dEpaesds Hie,
G1GE1AFC|C4 33 B @1 7E OB 53 52 6A @1 53 FF 15 _2C 20 OF| -320u2S5405 I, ¢ PRSLFOLC|| LoEdLres
2io811oC[BLEA 0 FLed AL 18 8 00 vg GB 7b bg B9 E0Ed| oAlvder Moehle e | R
GlocilICTEFDG 33 BB Bl B3 Se 57 FF 1538 28 6B Bl 3B C3a73q88U) 30 a6 I R | R - —
A1EE112C) 74 19 2B 06| 75 65 33 F6 46 39 75 E4 EE 10 63 ES|t4; BSYFMasubhy gpSTFODS|| FEFDEED] Pt
DL0E1L5C B3 @B B0 FF 1S 24 20 9B 91 EB DA 33 FE 46 ALB4 e §4_J0ur3uFe] pBSCEDOC| | poponmas -

Figure 13.11: OllyDbg: calculating destination address using jumptable

Here we’ve clicked “Follow in Dump” — “Address constant”, so now we see the jumptable in the data window. These are 5
32-bit values*. ECX is now 2, so the second element (counting from zero) of the table is to be used. It's also possible to
click “Follow in Dump” — “Memory address” and OllyDbg will show the element addressed by the JMP instruction. That’s
0x010B103A.

4They are underlined by OllyDbg because these are also FIXUPs: 68.2.6 on page 706, we are going to come back to them later
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After the jump we are at 0x010B103A: the code printing “two” will now be executed:

[E cPuU - main thread, module | =10l %]

ERE=R =TT o)

Fegisters [HMHA) -

e
Glaeiaal = T @ ER BEEER0EZ —

B GIE] Ba3
ECY BRAREEEGE
e eE e | - HOL R, DUORD TR SS:[EBP+31 LV aoa0aa6s

aieeizo?|| - MOU DWORD PTR 55t [EEP—41,ERK
ataeiaan|| - CRP DUORD PTR Go: CEEP— 41,4 EEn S
aiaeiaaE| | - 6 SHORT Er16E 1660 e
aleeioia|| - oy "ECE, DIORD PTR 55: [EEP-41 e Dosrhas
aioeisiz|L JHP DWORD PTR DS: [ECH#4+10E1870] R R
C1AEIG1A| (5 G DASGRERT | PUGH DFFSET. B1aRsnes Formst = "zerch :
ateeiair|| - CALL DWORD PTR D: [CaMSUCR1BE. pri LHSUCR 166, pr intf | EIP BIBE1G3A Lot.B10E162A

G1EE1E25 | - RO Bt I ES B882E 22bit B(FFFFFFFF)

a1oe1azs|L. SHORT @ -
Cio5inon|¢>” G5 onappay | PUSH OPFSET a1aBa6es Format = "oned” S ODREE ZERT BIERFEREEES

C
A1
aiee1azF|| - CALL DWORD FTR DS: [<&MSUCR18E.priLMSUCRiBE. prines |5 L 52 HEEE SR BAEEEECECD
S1BE1E35)) - “DD ESP 4 ? é FS @@5Z 32bit YEFODBEELFFF) —
D&
0 &

HlAplEaas| k- DRT h
"3 5 lbapoEmi  PUSH DFFSET GlsEsa1s fornat = "tywc@” 5% BEEE SEbit BIFFFFFRRFY
LastErr BABEGEEEA ERROR_SIUCCESS
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Figure 13.12: OllyDbg: now we at the case: label

Non-optimizing GCC

Let’s see what GCC 4.4.1 generates:

Listing 13.5: GCC 4.4.1

public f
f proc near ; CODE XREF: main+10
var_18 = dword ptr -18h
arg_0 = dword ptr 8
push ebp
mov ebp, esp
sub esp, 18h
cmp [ebp+arg 01,
ja short loc_8048444
mov eax, [ebp+arg_0]
shl eax,
mov eax, ds:off_804855C[eax]
jmp eax

loc_80483FE: ; DATA XREF: .rodata:off_804855C

mov [esp+t18h+var_18], offset aZero ; "zero"
call _puts
jmp short locret_8048450

loc_804840C: ; DATA XREF: .rodata:08048560
mov [espt18h+var_18], offset aOne ; "one"
call _puts
jmp short locret_8048450

loc_804841A: ; DATA XREF: .rodata:08048564
mov [espt18h+var_18], offset aTwo ; "two"
call _puts
jmp short locret_8048450

loc_8048428: ; DATA XREF: .rodata:08048568
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mov [esp+18h+var_18], offset aThree ; "three"
call _puts
jmp short locret_8048450

loc_8048436: ; DATA XREF: .rodata:0804856C
mov [espt18h+var_18], offset aFour ; "four"
call _puts
jmp short locret_8048450

loc_8048444: ; CODE XREF: f+A
mov [esp+18h+var_18], offset aSomethingUnkno ; "something unknown"
call _puts

locret_8048450: ; CODE XREF: f+26

; f+34. ..
leave
retn
f endp
off_804855C dd offset loc_80483FE ; DATA XREF: f+12
dd offset loc_804840C
dd offset loc_804841A
dd offset loc_8048428
dd offset loc_8048436

It is almost the same, with a little nuance: argument arg_0 is multiplied by 4 by shifting it to left by 2 bits (it is almost the
same as multiplication by 4) ( 16.2.1 on page 212). Then the address of the label is taken from the off_804855C array,
stored in EAX, and then JMP EAX does the actual jump.

13.2.2 ARM: Optimizing Keil 6/2013 (ARM mode)

Listing 13.6: Optimizing Keil 6/2013 (ARM mode)

00000174
00000174
00000178
0000017C

05
00
OE

00
F1
00

00000180
00000180
00000180 03 00
00000184
00000184
00000184 04 00
00000188
00000188
00000188 05 00
0000018C
0000018C
0000018C 06 00
00000190
00000190
00000190 07 00
00000194
00000194
00000194
00000194

00000198

EC
06

00
00

0000019C
0000019C
0000019C
0000019C

EC 00

f2

50 E3 CMP RO, #5 ; switch 5 cases

8F 30 ADDCC PC, PC, RO,LSL#2 ; switch jump

00 EA B default_case ; jumptable 00000178 default ca
loc_180 ; CODE XREF: f2+4

00 EA B zero_case ; jumptable 00000178 case 0
loc_184 ; CODE XREF: f2+4

00 EA B one_case ; jumptable 00000178 case 1
loc_188 ; CODE XREF: f2+4

00 EA B two_case ; jumptable 00000178 case 2
loc_18C ; CODE XREF: f2+4

00 EA B three_case ; jumptable 00000178 case 3
loc_190 ; CODE XREF: f2+4

00 EA B four_case ; jumptable 00000178 case 4
zero_case ; CODE XREF: f2+4

; f2:1oc_180

8F E2 ADR RO, aZero ; jumptable 00000178 case 0

00 EA B loc_1B8
one_case ; CODE XREF: f2+4

; f2:1oc_184
8F E2 ADR RO, aOne ; jumptable 00000178 case 1
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000001A0 04 00 00 EA B loc_1B8

000001A4

000001A4 two_case ; CODE XREF: f2+4

000001A4 ; f2:1oc_188

000001A4 01 0OC 8F E2 ADR RO, aTwo ; jumptable 00000178 case 2
000001A8 02 00 00 EA B loc_1B8

000001AC

000001AC three_case ; CODE XREF: f2+4

000001AC ; f2:1oc_18C

000001AC 01 OC 8F E2 ADR RO, aThree ; jumptable 00000178 case 3
000001B0 00 00 00 EA B loc_1B8

000001B4

000001B4 four_case ; CODE XREF: f2+4

000001B4 ; f2:1oc_190

000001B4 01 0C 8F E2 ADR RO, aFour ; jumptable 00000178 case 4
000001B8

000001B8 loc_1B8 ; CODE XREF: f2+24

000001B8 ; f2+2C

000001B8 66 18 00 EA B _ 2printf

000001BC

000001BC default_case ; CODE XREF: f2+4

000001BC . f2+8

000001BC D4 00 8F E2 ADR RO, aSomethingUnkno ; jumptable 00000178 default case
000001C0O0 FC FF FF EA B loc_1B8

This code makes use of the ARM mode feature in which all instructions have a fixed size of 4 bytes.

Let’s keep in mind that the maximum value for a is 4 and any greater value will cause «something unknown\n» string to be
printed.

The first CMP RO, #5 instruction compares the input value of a with 5.

The next ADDCC PC, PC, RO, LSL#2° instructionis being executed only if RO < 5 (CC=Carry clear /Less than). Consequently,
if ADDCC does not trigger (it is a R0 > 5 case), a jump to default_case label will occur.

But if R0 <5 and ADDCC triggers, the following is to be happen:

The value in RO is multiplied by 4. In fact, LSL#2 at the instruction’s suffix stands for “shift left by 2 bits”. But as we will
see later (16.2.1 on page 212) in section “Shifts”, shift left by 2 bits is equivalent to multiplying by 4.

Then we add RO = 4 to the current value in PC, thus jumping to one of the B (Branch) instructions located below.

At the moment of the execution of ADDCC, the value in PC is 8 bytes ahead (0x180) than the address at which the ADDCC
instruction is located (0x178), or, in other words, 2 instructions ahead.

This is how the pipeline in ARM processors works: when ADDCC is executed, the processor at the moment is beginning to
process the instruction after the next one, so that is why PC points there. This has to be memorized.

If a = 0, then is to be added to the value in PC, and the actual value of the PC will be written into PC (which is 8 bytes ahead)
and a jump to the label loc_180 will happen, which is 8 bytes ahead of the point where the ADDCC instruction is.

Ifa=1,then PC+8+4+ax4=PC+8+1x4=PC+12=0x184 will be written to PC, which is the address of the loc_184
label.

With every 1 added to q, the resulting PC is increased by 4. 4 is the instruction length in ARM mode and also, the length of
each B instruction, of which there are 5 in row.

Each of these five B instructions passes control further, to what was programmed in the switch(). Pointer loading of the
corresponding string occurs there,etc.

13.2.3 ARM: Optimizing Keil 6/2013 (Thumb mode)

Listing 13.7: Optimizing Keil 6/2013 (Thumb mode)

000000F6 EXPORT f2
000000F6 f2
000000F6 10 B5 PUSH {R4,LR}

> ADD—addition
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000000F8 03 00 MOVS R3, RO
000000FA 06 FO 69 F8 BL ___ARM_common_switch8_thumb ; switch 6 cases
000000FE 05 DCB 5
000000FF 04 06 08 OA 0OC 10 DCB 4, 6, 8, OxA, 0xC, 0x10 ; jump table for switch statement
00000105 00 ALIGN 2
00000106
00000106 zero_case ; CODE XREF: f2+4
00000106 8D A0 ADR RO, aZero ; jumptable 000000FA case 0
00000108 06 EO B loc_118
0000010A
0000010A one_case ; CODE XREF: f2+4
0000010A 8E A0 ADR RO, aOne ; jumptable 000000FA case 1
0000010C 04 EO B loc_118
0000010E
0000010E two_case ; CODE XREF: f2+4
0000010E 8F AO ADR RO, aTwo ; jumptable 000000FA case 2
00000110 02 EO B loc_118
00000112
00000112 three_case ; CODE XREF: f2+4
00000112 90 AO ADR RO, aThree ; jumptable 000000FA case 3
00000114 00 EO B loc_118
00000116
00000116 four_case ; CODE XREF: f2+4
00000116 91 AO ADR RO, aFour ; jumptable 000000FA case 4
00000118
00000118 loc_118 ; CODE XREF: f2+12
00000118 ; f2+16
00000118 06 FO 6A F8 BL _ 2printf
0000011C 10 BD POP {R4,PC}
0000011E
0000011E default_case ; CODE XREF: f2+4
0000011E 82 AO ADR RO, aSomethingUnkno ; jumptable 000000FA default case
00000120 FA E7 B loc_118
000061D0O EXPORT __ARM_common_switch8_thumb
000061D0 __ARM_common_switch8_thumb ; CODE XREF: example6_f2+4
000061D0 78 47 BX PC
000061D2 00 00 ALIGN 4
000061D2 ; End of function _ARM_common_switch8_thumb
000061D2
000061D4 32 _ARM_common_switch8_thumb ; CODE XREF: v
& __ARM_common_switch8_thumb
000061D4 01 CO 5E E5 LDRB R12, [LR,#-1]
000061D8 0C 00 53 E1 CmP R3, R12
000061DC 0C 30 DE 27 LDRCSB R3, [LR,R12]
000061E0 03 30 DE 37 LDRCCB R3, [LR,R3]
000061E4 83 CO 8E EO ADD R12, LR, R3,LSL#1
000061E8 1C FF 2F E1 BX R12
000061E8 ; End of function __32_ ARM_common_switch8_thumb

One cannot be sure that all instructions in Thumb and Thumb-2 modes has the same size.

It can even be said that in these

modes the instructions have variable lengths, just like in x86.

So there is a special table added that contains information about how much cases are there (not including default-case), and
an offset for each with a label to which control must be passed in the corresponding case.

A special function is present here in order to deal with the table and pass control, named _ ARM_common_switch8 thumb. It
starts with BX PC , whose function is to switch the processor to ARM-mode. Then you see the function for table processing.
It is too complex to describe it here now, so let’s omit it.

It is interesting to note that the function uses the LR register as a pointer to the table. Indeed, after calling of this function,

LR contains the address after BL ___ARM_common_switch8_ thumb

instruction, where the table starts.
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It is also worth noting that the code is generated as a separate function in order to reuse it, so the compiler not generates
the same code for every switch() statement.

IDA successfully perceived it as a service function and a table, and added comments to the labels like
jumptable 0000O0OFA case 0.

13.2.4 MIPS

Listing 13.8: Optimizing GCC 4.4.5 (IDA)

Tui $gp, (__gnu_local_gp >> 16)
; jump to loc_24 if input value is lesser than 5:

sltiu $v0, %$al0, 5
bnez $v0, loc_24
la $gp, (__gnu_local_gp & OxFFFF) ; branch delay slot

; input value is greater or equal to 5.
; print "something unknown" and finish:

lui $a0, ($LC5 >> 16) # "something unknown"

1w $t9, (puts & OxFFFF)($gp)

or $at, $zero ; NOP

jr $t9

la $a0, ($LC5 & OxFFFF) # "something unknown" ; branch delay slot

loc_24: # CODE XREF: f+8
; load address of jumptable

; LA is pseudoinstruction, LUI and ADDIU pair are there in fact:

la $v0, off_120
; multiply input value by 4:
sll $a0, 2

; sum up multiplied value and jumptable address:

addu $a0, $v0, %$al
; load element from jumptable:

1w $v0, 0(%$a0)

or $at, $zero ; NOP
; jump to the address we got in jumptable:

jr $vO0

or $at, $zero ; branch delay slot, NOP
sub_44: # DATA XREF: .rodata:0000012C
; print "three" and finish

lui $a0, ($LC3 >> 16) # "three"

1w $t9, (puts & OxFFFF)($gp)

or $at, $zero ; NOP

jr $t9

la $a0, ($LC3 & OxFFFF) # "three" ; branch delay slot
sub_58: # DATA XREF: .rodata:00000130
; print "four" and finish

lui $a0, ($LC4 >> 16) # "four"

1w $t9, (puts & OxFFFF)($gp)

or $at, $zero ; NOP

jr $t9

la $a0, ($LC4 & OxFFFF) # "four" ; branch delay slot
sub_6C: # DATA XREF: .rodata:off_120
; print "zero" and finish

lui $a0, ($LCO >> 16) # "zero"

1w $t9, (puts & OxFFFF)($gp)

or $at, $zero ; NOP

jr $t9

la $a0, ($LCO & OxFFFF) # "zero" ; branch delay slot
sub_80: # DATA XREF: .rodata:00000124
; print "one" and finish

lui $a0, ($LC1 >> 16) # "one"

1w $t9, (puts & OxFFFF)($gp)

or $at, $zero ; NOP

jr $t9
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la $a0, ($LC1 & OxFFFF) # "one" ; branch delay slot

sub_94: # DATA XREF: .rodata:00000128
; print "two" and finish
lui $a0, ($LC2 >> 16) # "two"
1w $t9, (puts & OxFFFF)($gp)
or $at, $zero ; NOP
jr $t9
la $a0, ($LC2 & OxFFFF) # "two" ; branch delay slot

; may be placed in .rodata section:
off_120: .word sub_6C

.word sub_80

.word sub_94

.word sub_44

.word sub_58

The new instruction for us is SLTIU (“Set on Less Than Immediate Unsigned”). This is the same as SLTU (“Set on Less Than
Unsigned”), but “I” stands for “immediate”, i.e., a number has to be specified in the instruction itself.

BNEZ is “Branch if Not Equal to Zero”.

Code is very close to the other ISAs. SLL (“Shift Word Left Logical”) does multiplication by 4. MIPS is a 32-bit CPU after all,
so all addresses in the jumptable are 32-bit ones.

13.2.5 Conclusion

Rough skeleton of switch():
Listing 13.9: x86

MOV REG, input

CMP REG, 4 ; maximal number of cases

JA default

SHL REG, 2 ; find element in table. shift for 3 bits in x64.
MOV REG, jump_table[REG]

JMP REG
casel:
; do something
JMP exit
case2:
; do something
JMP exit
case3:
; do something
JMP exit
cased:
; do something
JMP exit
case5:
; do something
JMP exit
default:
exit:

jump_table dd case1
dd case2
dd case3
dd case4
dd case5

The jump to the address in the jump table may also be implemented using this instruction: JMP jump_table[REG*4].
Or JMP jump_table[REG*8] in x64.
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A jumptable is just array of pointers, like the one described later: 18.5 on page 281.

13.3 When there are several case statements in one block

Here is a very widespread construction: several case statements for a single block:

#include <stdio.h>

void f(int a)
{
switch (a)
{
case 1:
case 2:
case 7.
case 10:
printf ("1, 2, 7, 10\n");
break;
case
case
case
case

oulhWw

printf ("3, 4, 5\n");
break;

case 8:

case 9:

case 20:

case 21:
printf ("8, 9, 21\n");
break;

case 22:
printf ("22\n");
break;

default:
printf ("default\n");
break;

6

}

int main()
{

f(4);
o

It's too wasteful to generate a block for each possible case, so what is usually done is to generate each block plus some kind

of dispatcher.

13.3.1 MSVC

Listing 13.10: Optimizing MSVC 2010

$SG2798 DB '1, 2, 7, 10", O0aH, OOH
$5G2800 DB '3, 4, 5', 0aH, OOH
$5G2802 DB '8, 9, 21', OaH, OOH
$SG2804 DB '22', 0aH, OOH
$5G2806 DB "default', 0OaH, OOH
_a$ =8
7 PROC
mov eax, DWORD PTR _a$[esp-4]
dec eax
cmp eax, 21
ja SHORT $LN1@f
movzx eax, BYTE PTR $LN10@f[eax]
jmp DWORD PTR $LN11@f[eax*4]
$LN5@T :
mov DWORD PTR _a$[esp-4]1, OFFSET $SG2798 ; '1, 2, 7, 10'
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jmp DWORD PTR __imp__printf
$LN4@f :
mov DWORD PTR _a$[esp-4], OFFSET $SG2800 ; '3, 4, 5°'
jmp DWORD PTR __imp__printf
$LN3@f:
mov DWORD PTR _a$[esp-4], OFFSET $SG2802 ; '8, 9, 21'
jmp DWORD PTR __imp__printf
$LN2@f:
mov DWORD PTR _a$[esp-4], OFFSET $SG2804 ; '22'
jmp DWORD PTR __ imp_ printf
$LN1@f:
mov DWORD PTR _a$[esp-4], OFFSET $SG2806 ; 'default'
jmp DWORD PTR __ imp_ printf
npad 2 ; align $LN11@f table on 16-byte boundary
$LN11@f:
DD $LN5@f ; print '1, 2, 7, 10'
DD $LNd@f ; print '3, 4, 5'
DD $LN3@f ; print '8, 9, 21'
DD $LN2@f ; print '22'
DD $LN1@f ; print 'default’
$LN10@f:
DB 0 ; a=1
DB 0 ; a=2
DB 1, a=3
DB 1, a=4
DB 1, a=5
DB 1, a=6
DB 0 ; a=7
DB 2 ; a=8
DB 2 ; a=9
DB 0 ; a=10
DB 4 ; a=11
DB 4 ; a=12
DB 4 ; a=13
DB 4 ; a=14
DB 4 ; a=15
DB 4 ; a=16
DB 4 ; a=17
DB 4 ; a=18
DB 4 ; a=19
DB 2 ; a=20
DB 2 ; a=21
DB 3 ; a=22
f ENDP

We see two tables here: the first table ($LN10@f) is an index table, and the second one ($LN11@f) is an array of pointers to
blocks.

First, the input value is used as an index in the index table (line 13).

Here is a short legend for the values in the table: O is the first case block (for values 1, 2,7, 10), 1 is the second one (for values
3,4, 5), 2 is the third one (for values 8, 9, 21), 3 is the fourth one (for value 22), 4 is for the default block.

There we get an index for the second table of code pointers and we jump to it (line 14).

What is also worth noting is that there is no case for input value 0. That’s why we see the DEC instruction at line 10, and
the table starts at « = 1, because there is no need to allocate a table element for a = 0.

This is a very widespread pattern.

So why is this economical? Why isn’t it possible to make it as before ( 13.2.1 on page 163), just with one table consisting of
block pointers? The reason is that the elements in index table are 8-bit, hence it’s all more compact.

13.3.2 GCC

GCC does the job in the way we already discussed ( 13.2.1 on page 163), using just one table of pointers.
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13.3.3 ARM64: Optimizing GCC 4.9.1

There is no code to be triggered if the input value is 0, so GCC tries to make the jump table more compact and so it starts at
1 as an input value.

GCC 4.9.1 for ARM64 uses an even cleverer trick. It’s able to encode all offsets as 8-bit bytes. Let’s recall that all ARM64
instructions have a size of 4 bytes. GCC is uses the fact that all offsets in my tiny example are in close proximity to each
other. So the jump table consisting of single bytes.

Listing 13.11: Optimizing GCC 4.9.1 ARM64

f14:
; input value in WO
sub w0, w0, #1
cmp w0, 21
; branch if less or equal (unsigned):
bls .L9
L2
; print "default":
adrp x0, .LC4
add x0, x0, :1lo12:.LC4
b puts
.L9:
; load jumptable address to X1:
adrp x1, .L4
add x1, x1, :1lo12:.L4
; WO=input_value-1
; load byte from the table:
ldrb w0, [x1,w0,uxtw]
; load address of the Lrtx label:

adr x1, .Lrtx4

; multiply table element by 4 (by shifting 2 bits left) and add (or subtract) to the address of

LrtXédd x0, x1, w0, sxtb #2

; jump to the calculated address:
br x0

; this label is pointing in code (text) segment:

Lrtx4:
.section .rodata

; everything after ".section" statement is allocated in the read-only data (rodata) segment:

.L4:
.byte (.L3 - .Lrtx4) / 4 ; case 1
.byte (.L3 - .Lrtx4) / 4 ; case 2
.byte (.L5 - .Lrtx4) / 4 ; case 3
.byte (.L5 - .Lrtx4) / 4 ; case 4
.byte (.L5 - .Lrtx4) / 4 ; case 5
.byte (.L5 - .Lrtx4) / 4 ; case 6
.byte (.L3 - .Lrtx4) / 4 ; case 7
.byte (.L6 - .Lrtx4) / 4 ; case 8
.byte (.L6 - .Lrtx4) / 4 ; case 9
.byte (.L3 - .Lrtx4) / 4 ; case 10
.byte (.L2 - .Lrtx4) / 4 ; case 11
.byte (.L2 - .Lrtx4) / 4 ; case 12
.byte (.L2 - .Lrtx4) / 4 ; case 13
.byte (.L2 - .Lrtx4) / 4 ; case 14
.byte (.L2 - .Lrtx4) / 4 ; case 15
.byte (.L2 - .Lrtx4) / 4 ; case 16
.byte (.L2 - .Lrtx4) / 4 ; case 17
.byte (.L2 - .Lrtx4) / 4 ; case 18
.byte (.L2 - .Lrtx4) / 4 ; case 19
.byte (.L6 - .Lrtx4) / 4 ; case 20
.byte (.L6 - .Lrtx4) / 4 ; case 21
.byte (.L7 - .Lrtx4) / 4 ; case 22
.text

; everything after ".text" statement is allocated in the code (text) segment:
L7

; print "22"
adrp x0, .LC3
add x0, x0, :1lo12:.LC3
b puts

.L6:
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; print

.L5:
; print

.L3:
; print

.LCO:
.LC1:
.LC2:
.LC3:

.LC4:

"8, 9, 21"

adrp x0, .LC2

add x0, x0, :lo12:
b puts

"3, 4, 5"

adrp x0, .LC1

add x0, x0, :lol12:
b puts

"1, 2, 7, 10"

adrp x0, .LCO

add x0, x0, :1lo12:
b puts

.string "1, 2, 7, 10"
.string "3, 4, 5"
.string "8, 9, 21"
.string "22"

.string "default"

.LC2

.LC1

.LCO

Let’s compile this example to object file and open it in IDA. Here is the jump table:

Listing 13.12: jumptable in IDA

.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:

0000000000000064
0000000000000064
0000000000000064 $d
0000000000000065
0000000000000066
0000000000000067
0000000000000068
0000000000000069
000000000000006A
000000000000006B
000000000000006C
000000000000006D
000000000000006E
000000000000006F
0000000000000070
0000000000000071
0000000000000072
0000000000000073
0000000000000074
0000000000000075
0000000000000076
0000000000000077
0000000000000078
0000000000000079
000000000000007B ;

.rodata

AREA .rodata,

; ORG 0x64
DCB 9 ;
DCB 9 ;
DCB 6 ;
DCB 6 ;
DCB 6 ;
DCB 6 ;
DCB 9 ;
DCB 3 ;
DCB 3 ;
DCB 9 ;
DCB OxF7 ;
DCB OxF7 ;
DCB 0OxF7 ;
DCB OxF7 ;
DCB OxF7 ;
DCB 0OxF7 ;
DCB OxF7 ;
DCB OxF7 ;
DCB 0OxF7 ;
DCB 3 ;
DCB 3 ;
DCB 0 ;
ends

DATA, READONLY

case
case
case
case
case
case
case
case
case
case
case
case
case
case
case
case
case
case
case
case
case
case

oNoOOuUTh, WN =

NMNMNN -
N—-OCwoo~NOUA~WN-—=O0O

So in case of 1, 9 is to be multiplied by 4 and added to the address of Lrtx4 label.

resulting in 0.  Right after the Lrtx4 label is the L7 label, where you can find the code that prints “22”. There is no jump

In case of 22, 0 is to be multiplied by 4,

table in the code segment, it’s allocated in a separate .rodata section (there is no special need to place it in the code section).

There are also negative bytes (0xF7), they are used for jumping back to the code that prints the “default” string (at .L2).

13.4 Fall-through

Another very popular usage of switch() is the fall-through. Here is a small example:

1 |#define R 1
2 |#define W 2
3 |#define RW 3
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void f(int type)
{

int read=0, write=0;

switch (type)
{
case RW:
read=1;
case W:
write=1;
break;
case R:
read=1;
break;
default:
break;

+,

printf ("read=%d,

}

write=%d\n", read, write);

If type = 1 (R), read is to be set to 1, if type = 2 (W), write is to be set to 2. In case of type = 3 (RW), both read and write is

to be set to 1.

The code at line 14 is executed in two cases: if type = RW or if type = W. There is no “break” for “‘case RW”x and that’s OK.

13.4.1 MSVC x86

Listing 13.13: MSVC 2012

$SG1305 DB 'read=%d, write=%d', 0aH, OOH
_write$ = -12 ; size = 4
_read$ = -8 ; size = 4
tve4d = -4 ; size = 4
_type$ = 8 ; size = 4
_f PROC
push ebp
mov ebp, esp
sub esp, 12
mov DWORD PTR _read$[ebp], O
mov DWORD PTR _write$[ebp], O
mov eax, DWORD PTR _type$[ebp]
mov DWORD PTR tv64[ebp], eax
cmp DWORD PTR tv64[ebp], 1 ; R
je SHORT $LN2@f
cmp DWORD PTR tv64[ebp]l, 2 ; W
je SHORT $LN3@f
cmp DWORD PTR tv64[ebp], 3 ; RW
je SHORT $LN4@f
jmp SHORT $LN5@f
$LN4@f: ; case RW:
mov DWORD PTR _read$[ebp], 1
$LN3@f: ; case W:
mov DWORD PTR _write$[ebp], 1
jmp SHORT $LN5@f
$LN2@f: ; case R:
mov DWORD PTR _read$[ebp], 1
$LN5@f: ; default
mov ecx, DWORD PTR _write$[ebp]
push ecx
mov edx, DWORD PTR _read$[ebp]
push edx

push OFFSET $SG1305 ; 'read=%d, write=%d'
call _printf

add esp, 12
mov esp, ebp
pop ebp

ret 0
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’_f ENDP

The code mostly resembles what is in the source. There are no jumps between labels $LN4@f and $LN3@f: so when code
flow is at $LN4@T, read is first set to 1, then write. This is why it's called fall-through: code flow falls through one piece of
code (setting read) to another (setting write). If type = W, we land at $LN3@f, so no code setting read to 1 is executed.

13.4.2 ARMé64

Listing 13.14: GCC (Linaro) 4.9

.LCO:
.string "read=%d, write=%d\n"
f:
stp x29, x30, [sp, -48]!
add x29, sp, O
str w0, [x29,28]
str wzr, [x29,44] ; set "read" and "write" local variables to zero
str wzr, [x29,40]
ldr w0, [x29,28] ; load "type" argument
cmp wo, 2 ; type=W?
beq .L3
cmp wo, 3 ; type=RW?
beq .L4
cmp wo, 1 ; type=R?
beq .L5
b .L6 ; otherwise...
.L4: ; case RW
mov wo, 1
str w0, [x29,44] ; read=1
.L3: ; case W
mov wo, 1
str w0, [x29,40] ; write=1
b .L6
.L5: ; case R
mov w0, 1
str w0, [x29,44] ; read=1
nop
.L6: ; default
adrp x0, .LCO ; "read=%d, write=%d\n"
add x0, x0, :lo12:.LCO
ldr w1, [x29,44] ; load "read"
ldr w2, [x29,40] ; load "write"
bl printf
ldp x29, x30, [sp], 48
ret

Merely the same thing. There are no jumps between labels .L4 and .L3.

13.5 Exercises

13.5.1 Exercise #1

It's possible to rework the C example in 13.2 on page 157 in such way that the compiler can produce even smaller code, but
will work just the same. Try to achieve it.

Hint: G.1.5 on page 978.
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Chapter 14

Loops

14.1 Simple example

14.1.1 x86

There is a special LOOP instruction in x86 instruction set for checking the value in register ECX and if it is not O, to decrement
ECX and pass control flow to the label in the LOOP operand. Probably this instruction is not very convenient, and there are
no any modern compilers which emit it automatically. So, if you see this instruction somewhere in code, it is most likely that
this is a manually written piece of assembly code.

In C/C++ loops are usually constructed using for (),while() or do/while() statements.

Let’s start with for ().

This statement defines loop initialization (set loop counter to initial value), loop condition (is the counter bigger than a limit?),
what is done at each iteration (increment/decrement) and of course loop body.

for (initialization; condition; at each iteration)

{
loop_body;

}

The generated code is consisting of four parts as well.

Let’s start with a simple example:

#include <stdio.h>

void printing_function(int 1)

{
printf ("f(%d)\n", 1i);
}
int main()
{
int i;
for (i=2; i<10; i++)
printing_function(i);
return 0;
}
Result (MSVC 2010):
Listing 14.1: MSVC 2010
_i$ = -4
_main PROC
push ebp
mov ebp, esp
push  ecx
mov DWORD PTR _i$[ebp], 2 ; loop initialization

jmp SHORT $LN3@main
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$LN2@main:
mov eax, DWORD PTR _i$[ebp] ; here is what we do after each iteration:
add eax, 1 ; add 1 to (i) value
mov DWORD PTR _i$[ebp]l, eax

$LN3@main:

cmp DWORD PTR _i$[ebp], 10 ; this condition is checked *before* each iteration
jge SHORT $LN1@main ; 1f (1) is biggest or equals to 10, lets finish loop'

mov ecx, DWORD PTR _i$[ebp] ; loop body: call printing_function(i)
push  ecx

call _printing_function

add esp, 4

jmp SHORT $LN2@main ; jump to loop begin
$LN1@main: ; loop end

Xor eax, eax

mov esp, ebp

pop ebp

ret 0
_main ENDP

As we see, nothing special.

GCC 4.4.1 emits almost the same code, with one subtle difference:

Listing 14.2: GCC 4.4.1

main proc near
var_20 = dword ptr -20h
var_4 = dword ptr -4
push ebp
mov ebp, esp
and esp, OFFFFFFFOh
sub esp, 20h
mov [esp+t20h+var_4], 2 ; (i) initializing
jmp short loc_8048476
loc_8048465:
mov eax, [esp+20h+var_4]
mov [esp+20h+var_20], eax
call printing_function
add [esp+20h+var_4], 1 ; (1) increment
loc_8048476:
cmp [esp+20h+var_4]1, 9
jle short loc_8048465 ; 1f 1<=9, continue loop
mov eax, 0
leave
retn
main endp

Now let’s see what we get with optimization turned on (/0x):

Listing 14.3: Optimizing MSVC

_main PROC
push esi

mov esi, 2
$LL3@main:
push  esi
call _printing_function
inc esi
add esp, 4
cmp esi, 10 ; 0000000aH
jl SHORT $LL3@main
xor eax, eax
pop esi
ret 0
_main ENDP
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What happens here is that space for the i variable is not allocated in the local stack anymore, but uses an individual register
for it, ESI. This is possible in such small functions where there aren’t many local variables.

One very important thing is that the f () function must not change the value in ESI. Our compiler is sure here. And if the
compiler decides to use the EST register in () too, its value would have to be saved at the function’s prologue and restored
at the function’s epilogue, almost like in our listing: please note PUSH ESI/POP ESI at the function start and end.

Let’s try GCC 4.4.1 with maximal optimization turned on (-03 option):
Listing 14.4: Optimizing GCC 4.4.1

main proc near

var_10 = dword ptr -10h
push ebp
mov ebp, esp
and esp, OFFFFFFFOh
sub esp, 10h
mov [esp+10h+var_10], 2
call printing_function
mov [esp+10h+var_10], 3
call printing_function
mov [esp+10h+var_10], 4
call printing_function
mov [esp+10h+var_10], 5
call printing_function
mov [esp+10h+var_10], 6
call printing_function
mov [esp+10h+var_10], 7
call printing_function
mov [esp+10h+var_10], 8
call printing_function
mov [esp+10h+var_10], 9
call printing_function
xor eax, eax
leave
retn

main endp

Huh, GCC just unwound our loop.

Loop unwinding has an advantage in the cases when there aren’t much iterations and we could cut some execution time by
removing all loop support instructions. On the other side, the resulting code is obviously larger.

Big unrolled loops are not recommended in modern times, because bigger functions may require bigger cache footprint?.

OK, let’s increase the maximum value of the i variable to 100 and try again. GCC does:

Listing 14.5: GCC

public main

main proc near

var_20 = dword ptr -20h
push ebp
mov ebp, esp
and esp, OFFFFFFFOh
push ebx
mov ebx, 2 ci=2
sub esp, 1Ch

; aligning label loc_80484D0 (loop body begin) by 16-byte border:
nop

loc_80484D0:
; pass (i) as first argument to printing_function():

mov [esp+20h+var_20], ebx
add ebx, 1 ;oLt+
call printing_function

LA very good article about it: [Dre07]. Another recommendations about loop unrolling from Intel are here : [Int14, p. 3.4.1.7].
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cmp ebx, 64h ; i==100?
jnz short loc_80484D0 ; if not, continue
add esp, 1Ch
Xor eax, eax ; return O
pop ebx
mov esp, ebp
pop ebp
retn
main endp

It is quite similar to what MSVC 2010 with optimization (/0x) produce, with the exception that the EBX register is allocated
for the ¢ variable. GCC is sure this register will not be modified inside of the () function, and if it will, it will be saved at

the function prologue and restored at epilogue, just like here in the main() function.
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14.1.2 x86: OllyDbg

Let’s compile our example in MSVC 2010 with /0x and /0b0 options and load it into OllyDbg.

It seems that OllyDbg is able to detect simple loops and show them in square brackets, for convenience:
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Figure 14.1: OllyDbg: main( ) begin

By tracing (F8 — step over) we see EST incrementing. Here, for instance, EST =i = 6:
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Figure 14.2: OllyDbg: loop body just executed with i = 6

9 is the last loop value. That’s why JL is not triggering after the increment, and the function will finish:
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Figure 14.3: OllyDbg: EST = 10, loop end

14.1.3 x86: tracer

As we might see, it is not very convenient to trace manulally in the debugger. That’s a reason we will try tracer.

We open compiled example in IDA, find the address of the instruction PUSH EST (passing the sole argument to f(),) which
is 0x401026 for this case and we run the tracer:

tracer.exe -1l:loops_2.exe bpx=loops_2.exe!0x00401026

BPX just sets a breakpoint at the address and tracer will then print the state of the registers.

In the tracer.log This is what we see:
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PID=12884|New process loops_2.
(0) loops_2.exe!0x401026
EAX=0x00a328c8 EBX=0x00000000
ESI=0x00000002 EDI=0x00333378
EIP=0x00331026

FLAGS=PF ZF IF

(0) loops_2.exe!0x401026
EAX=0x00000005 EBX=0x00000000
ESI=0x00000003 EDI=0x00333378
EIP=0x00331026

FLAGS=CF PF AF SF IF

(0) loops_2.exe!0x401026
EAX=0x00000005 EBX=0x00000000
ESI=0x00000004 EDI=0x00333378
EIP=0x00331026

FLAGS=CF PF AF SF IF

(0) loops_2.exe!0x401026
EAX=0x00000005 EBX=0x00000000
ESI=0x00000005 EDI=0x00333378
EIP=0x00331026

FLAGS=CF AF SF IF

(0) loops_2.exe!0x401026
EAX=0x00000005 EBX=0x00000000
ESI=0x00000006 EDI=0x00333378
EIP=0x00331026

FLAGS=CF PF AF SF IF

(0) loops_2.exe!0x401026
EAX=0x00000005 EBX=0x00000000
ESI=0x00000007 EDI=0x00333378
EIP=0x00331026

FLAGS=CF AF SF IF

(0) loops_2.exe!0x401026
EAX=0x00000005 EBX=0x00000000
ESI=0x00000008 EDI=0x00333378
EIP=0x00331026

FLAGS=CF AF SF IF

(0) loops_2.exe!0x401026
EAX=0x00000005 EBX=0x00000000
ESI=0x00000009 EDI=0x00333378
EIP=0x00331026

FLAGS=CF PF AF SF IF

exe

ECX=0x6f0f4714
EBP=0x0024fbfc

ECX=0x6f0a5617
EBP=0x0024fbfc

ECX=0x6f0a5617
EBP=0x0024fbfc

ECX=0x6f0a5617
EBP=0x0024fbfc

ECX=0x6f0a5617
EBP=0x0024fbfc

ECX=0x6f0a5617
EBP=0x0024fbfc

ECX=0x6f0a5617
EBP=0x0024fbfc

ECX=0x6f0a5617
EBP=0x0024fbfc

EDX=0x00000000
ESP=0x0024fbb8

EDX=0x000ee188
ESP=0x0024fbb8

EDX=0x000ee188
ESP=0x0024fbb8

EDX=0x000ee188
ESP=0x0024fbb8

EDX=0x000ee188
ESP=0x0024fbb8

EDX=0x000ee188
ESP=0x0024fbb8

EDX=0x000ee188
ESP=0x0024fbb8

EDX=0x000ee188
ESP=0x0024fbb8

PID=12884|Process loops_2.exe exited. ExitCode=0 (0xO0)

We see how the value of EST register changes from 2 to 9.

Even more than that, the tracer can collect register values for all addresses within the function. This is called trace there.
Every instruction gets traced, all interesting register values are recorded. Then, an IDA.idc-script is generated, that adds
comments. So, in the IDA we’ve learned that the main() function address is 0x00401020 and we run:

tracer.exe -1:loops_2.exe bpf=loops_2.exe!0x00401020,trace:cc

BPF stands for set breakpoint on function.

As a result, we get the loops_2.exe.1idc and loops_2.exe_clear.idc scripts.
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We load loops_2.exe.idc into IDA and see:

-text:
-text:
-text:
-text:
-text:
-text:
-text:
-text:
-text:
-text:
-text:
-text:
-text:
-text:
-text:
-text:
-text:
-text:
-text:
-text:
a4 A1833

.text

-text:
-text:
-text:
-text:

a8491828
a8481828
a8491828
a8491828

AB481828 ; int _ cdecl main{int argc, const char

a8491828
a8491828
a8491828
a8491828
a8491828
a8491828
aa491828
a8481821
a8481826
a8481826
a8481826
aasp1827
aa48182c
aa48182D
a8491838

a8481835
aa491837
a8491838
a8491838

; S============== b2

_main proc
arqc =
argu =
enup =
push
mou
loc_4@1826:
push
call
inc
add
cmp
jl
Xor
pop
retn
_main endp

near

dword ptr &
dword ptr 8
dword ptr BCh

xargv, const char =xenup}
: CODE XREF: tmainCRTStartup+11D]p

ESI=1

; CODE XREF: _main+13]j
; ESI=2_.9
; tracing nested maximum level (1) reached,

ESI=2..9

;s ESP=8x38fchc
; ESI=3.._8x%a

short loc_4@1826 ; SF=false,true 0OF=false

esi

esi, 2

esi
sub_4@10884
esi

esp, 4
esi, BAh
eax, eax
esi

ERAX=8

Figure 14.4: IDA with .idc-script loaded

We see that EST can be from 2 to 9 at the start of the loop body, but from 3 to OxA (10) after the increment. We can also see
that main() is finishing with O in EAX.

tracer also generates loops_2.exe. txt, that contains information about how many times each instruction was executed
and register values:

Listing 14.6: loops_2.exe.txt

0x401020 (.text+0x20), e= 1 [PUSH ESI] ESI=1

0x401021 (.text+0x21), e= 1 [MOV ESI, 2]

0x401026 (.text+0x26), e= 8 [PUSH ESI] ESI=2..9

0x401027 (.text+0x27), e= 8 [CALL 8D1000h] tracing nested maximum level (1) reached, v
\, skipping this CALL 8D1000h=0x8d1000

0x40102c (.text+0x2c), e= 8 [INC ESI] ESI=2..9

0x40102d (.text+0x2d), e= 8 [ADD ESP, 4] ESP=0x38fchc

0x401030 (.text+0x30), e= 8 [CMP ESI, 0Ah] ESI=3..0xa

0x401033 (.text+0x33), e= 8 [JL 8D1026h] SF=false,true OF=false

0x401035 (.text+0x35), e= 1 [XOR EAX, EAX]

0x401037 (.text+0x37), e= 1 [POP ESI]

0x401038 (.text+0x38), e= 1 [RETN] EAX=0

We can use grep here.

1414 ARM

Non-optimizing Keil 6/2013 (ARM mode)

main

STMFD  SP!, {R4,LR}
MoV R4, #2
B loc_368
loc_35C ; CODE XREF: main+1C
MoV RO, R4
BL printing_function
ADD R4, R4, #1

loc_368 ; CODE XREF: main+8
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CMP R4, #O0xA
BLT loc_35C
[0)% RO, #0

LDMFD  SP!, {R4,PC}

Iteration counter ¢ is to be stored in the R4 register.
The “MOV R4, #2" instruction just initializes i.

The “MOV RO, R4" and “BL printing_function” instructions compose the body of the loop, the first instruction
preparing the argument for () function and the second calling the function.

The “ADD R4, R4, #1" instruction just adds 1 to the i variable at each iteration.
“CMP R4, #O0OxA" compares ¢ with OXA (10). The next instruction BLT (Branch Less Than) jumps if 7 is less than 10.

Otherwise, 0 is to be written into RO (since our function returns 0) and function execution finishes.

Optimizing Keil 6/2013 (Thumb mode)

_main
PUSH {R4,LR}
MOVS R4, #2
loc_132 ; CODE XREF: _main+E
MOVS RO, R4
BL printing_function
ADDS R4, R4, #1
CMP R4, #O0xA
BLT loc_132
MOVS RO, #0
POP {R4,PC}

Practically the same.

Optimizing Xcode 4.6.3 (LLVM) (Thumb-2 mode)

_main
PUSH {R4,R7,LR}
MOVW R4, #0x1124 ; "%d\n"
MovS R1, #2
MOVT . W R4, #0
ADD R7, SP, #4
ADD R4, PC
MoV RO, R4
BLX _printf
MoV RO, R4
MOVS R1, #3
BLX _printf
MoV RO, R4
MOVS R1, #4
BLX _printf
MoV RO, R4
MOVS R1, #5
BLX _printf
MoV RO, R4
MOVS R1, #6
BLX _printf
MoV RO, R4
MOVS R1, #7
BLX _printf
MoV RO, R4
MOVS R1, #8
BLX _printf
MoV RO, R4
MOVS R1, #9
BLX _printf
MoVS RO, #0
POP {R4,R7,PC}
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In fact, this was in my () function:

void printing_function(int 1)
{

printf ("%d\n", 1i);
}

So, LLVM not just unrolled the loop, but also inlined my very simple function (), and inserted its body 8 times instead of
calling it. This is possible when the function is so simple (Like mine) and when it is not called too much (like here).

ARM64: Optimizing GCC 4.9.1

Listing 14.7: Optimizing GCC 4.9.1

printing_function:

; prepare second argument of printf():
mov w1, wO

; load address of the "f(%d)\n" string
adrp x0, .LCO

add x0, x0, :1o12:.LCO
; just branch here instead of branch with link and return:
b printf
main:
; save FP and LR in the local stack:
stp x29, x30, [sp, -32]!
; set up stack frame:
add x29, sp, O
; save contents of X19 register in the local stack:
str x19, [sp,16]

; we will use W19 register as counter.
; set initial value of 2 to it:

mov w19, 2
.L3:
; prepare first argument of printing_function():
mov w0, wi9
; increment counter register.
add w19, w19, 1
: WO here still holds value of counter value before increment.
bl printing_function
; is it end?
cmp w19, 10
; no, jump to the loop body begin:
bne .L3
; return O
mov w0, O
; restore contents of X19 register:
ldr x19, [sp,16]
; restore FP and LR values:
ldp x29, x30, [spl, 32
ret
.LCO:

.string "f(%d)\n"

ARM64: Non-optimizing GCC 4.9.1

Listing 14.8: Non-optimizing GCC 4.9.1 -fno-inline

printing_function:

; prepare second argument of printf():
mov w1, w0

; load address of the "f(%d)\n" string
adrp x0, .LCO

add x0, x0, :1lo12:.LCO
; just branch here instead of branch with link and return:
b printf

main:
; save FP and LR in the local stack:
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stp x29, x30, [sp, -32]!

; set up stack frame:
add x29, sp, O

; save contents of X19 register in the local stack:
str x19, [sp,16]

; we will use W19 register as counter.
; set initial value of 2 to it:

mov w19, 2
.L3:
; prepare first argument of printing_function():
mov wO0, w19
; lncrement counter register.
add w19, w19, 1
; WO here still holds value of counter value before increment.
bl printing_function
; is it end?
cmp w19, 10
; no, jump to the loop body begin:
bne .L3
; return O
mov wo, O
; restore contents of X19 register:
ldr x19, [sp,16]
; restore FP and LR values:
ldp x29, x30, [spl, 32
ret
.LCO:

.string "f(%d)\n"

14.1.5 MIPS

Listing 14.9: Non-optimizing GCC 4.4.5 (IDA)

main:

; IDA is not aware of variable names in local stack
; We gave them names manually:

i = -0x10
saved_FP = -8
saved_RA = -4

; function prologue:
addiu $sp, -0x28
sw $ra, 0x28+saved_RA($sp)
sw $fp, 0x28+saved_FP($sp)
move $fp, $sp
: initialize counter at 2 and store this value in local stack

1i $v0, 2
Sw $v0, 0x28+i($fp)
; pseudoinstruction. "BEQ $ZERO, $ZERO, loc_9C" there in fact:
b loc_9C
or $at, $zero ; branch delay slot, NOP
# ___________________________________________________________________________
loc_80: # CODE XREF: main+48
; load counter value from local stack and call printing_function():
1w $a0, 0x28+i($fp)
jal printing_function
or $at, $zero ; branch delay slot, NOP
; load counter, increment it, store it back:
1w $v0, 0x28+i($fp)
or $at, $zero ; NOP
addiu $vO, 1
sw $v0, 0x28+i($fp)
loc_9C: # CODE XREF: main+18
; check counter, is it 10?
1w $v0, 0x28+i($fp)
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or $at, $zero ; NOP
slti $v0, OxA

; if it is less than 10, jump to loc_80 (loop body begin):
bnez $v0, loc_80

or $at, $zero ; branch delay slot, NOP
; finishing, return 0:
move $v0, $zero

; function epilogue:
move $sp, $fp

1w $ra, 0x28+saved_RA($sp)

1w $fp, O0x28+saved_FP($sp)

addiu $sp, 0x28

jr $ra

or $at, $zero ; branch delay slot, NOP

The instruction that’s new to us is “B”. It is actually the pseudoinstruction (BEQ).

14.1.6 One more thing

In the generated code we can see: after initializing ¢, the body of the loop is not to be executed, as the condition for i is
checked first, and only after that loop body can be executed. And that is correct. Because, if the loop condition is not met
at the beginning, the body of the loop must not be executed. This is possible in the following case:

for (1i=0; i<total_entries_to_process; i++)
loop_body;

If total_entries_to_process is 0, the body of the loo must not be executed at all. This is why the condition checked before the
execution.

However, an optimizing compiler may swap the condition check and loop body, if it sure that the situation described here is
not possible (like in the case of our very simple example and Keil, Xcode (LLVM), MSVC in optimization mode).

14.2 Memory blocks copying routine

Real-world memory copy routines may copy 4 or 8 bytes at each iteration, use SIMD?, vectorization, etc. But for the sake of
simplicity, this example is the simplest possible.

#include <stdio.h>

void my_memcpy (unsigned char* dst, unsigned char* src, size_t cnt)

{
size_t i;

for (i=0; i<cnt; i++)

dst[i]=src[i];

14.2.1 Straight-forward implementation

Listing 14.10: GCC 4.9 x64 optimized for size (-Os)

my_memcpy :

; RDI = destination address
; RSI = source address

: RDX = size of block

; initialize counter (i) at O

xor eax, eax
.L2:
; all bytes copied? exit then:
cmp rax, rdx
je .L5
; load byte at RSI+i:
mov cl, BYTE PTR [rsi+rax]

2Single instruction, multiple data
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; store byte at RDI+i:

mov BYTE PTR [rdi+rax], cl
inc rax ; i++
jmp .L2
.L5:
ret
Listing 14.11: GCC 4.9 ARM64 optimized for size (-Os)

my_memcpy :

; X0 = destination address
;X1 source address

i X2 size of block

; initialize counter (i) at O

mov x3, 0

.L2:

; all byt