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Preface

This book on Computer Security Threats discusses the fundamentals of computer
security and presents a broad set of ideas and some of the advanced research

in this field. The book is triggered by the understanding that digitalization and
growing dependence on the Internet poses an increased risk of computer security
threats in the modern world. The chapters discuss different research frontiers in
computer security with algorithms and implementation details for use in the real
world. Researchers and practitioners in areas such as statistics, pattern recognition,
machine learning, artificial intelligence, deep learning, data mining, data analytics
and visualization are contributing to the field of computer security.

This book consists of four sections: Section I is an introduction to computer

security threats, Section II is on Malwares, Section III is on Botnets, and Section IV
is on Blockchain. The book has eight chapters included in these four sections. The
chapters include the introduction to computer security threats and techniques that
address the threats. Section I is exclusively the introduction to the computer security
threats. Section II is on the malicious software or malware, which is the main source
of computer security threats. Another major computer security threat is due to
botnets and hence Section III is on botnets. Blockchain technology is a decentralized,
distributed ledger that records the provenance of a digital asset and its cryptographic
algorithm makes it immune to attack. In a world where cyber security has become

a key issue, blockchain is a potentially revolutionary technology as it promotes new
levels of trust and transparency. Hence, Section IV is specifically on the security
aspects of blockchain. Technologies explored in the chapters included in each of
these four sections are introduced for the reader in every chapter.

The introductory chapter on computer security threats provides a detailed
introduction on the common computer system threats. The logical threats are a
main cause of security incidents on computer systems. Knowing these threats and
their characteristics helps in identifying the threats and aids in proactively devising
steps to protect the systems. The chapter includes motivations and objectives of the
hackers. The chapter also includes the classification of threats, which also includes
an exhaustive coverage of all the threats. The details of the top security menaces of
2020 are introduced and the expectation for the latter half of 2020 is also discussed.

Malware is the main source of computer security threats and hence the second
chapter is specifically focused on the detection of malware embedded into web
pages, using client honeypot. In today’s world with everyone depending on the
Internet, web pages are facing a severe threat of client side browser attacks. The
spread of malware uses software vulnerabilities, which attack the client application
that sends a request to server. The detection methodology discussed in this chapter
is based on client honeypot, which detects the various malicious program linked
with web pages. Client honeypots are active security devices in search of malicious
servers that attack clients. The client honeypot pretends to be a client and interacts
with the server to examine whether an attack happens. Often the focus of client
honeypots in on web browsers, but any client that interacts with servers can be part
of client honeypot.



Chapter III is on the threats from botnets as various cyber-attacks based on botnets
having become one of the most serious security threats on the Internet. Botnet is

a common computing platform that can be controlled remotely by attackers by
invading several systems called bots in the network space. It is thus an attacking
platform consisting of multiple bots controlled by a hacker. As botnets continue

to evolve, the behavioral research on botnets is observed to be totally inadequate.
The question of how to apply some behavioral problems to botnet research and
combine the psychology of the operator to analyze the future trend of botnets is
still a challenging issue. As the initial chapter in the section on botnets, Chapter III
introduces and discusses the classification and working mechanism of botnets. The
chapter also includes the threats evaluation of botnets.

Chapter IV is the evaluation of botnet threats based on evidence chains. At present,
although network administrators have firewalls, intrusion detection systems,
intrusion prevention systems, and other technical means to achieve partial network
protection, they are still confronted with severe challenges in the detection and
prevention of botnets, which are known as a threatening attack platform. This
chapter proposes a method of botnet threat assessment based on evidence chains.
The DS evidence theory is used for network security situational awareness. On the
basis of determining the recognition framework, all possible results are considered,
and each piece of the evidence is assigned a basic credibility, and the final
credibility of the target is fused using the composition rule. The experiments show
that this method can work efficiently and detect the major threats in a protected
network in real time.

Chapter V is on deploying blockchain in supply chains. In the rapidly evolving
environment of the international supply chain, the traditional network of
manufacturers and suppliers has grown into a vast ecosystem made of various
products that move through multiple parties and require cooperation among
stakeholders. Additionally, the demand for improved product visibility and
source-to-store traceability has never been higher. However, traditional data
sharing procedures in today’s supply chain are inefficient, costly, and inadaptable
as compared to new and innovative technology. Blockchain technology has shown
promising results for improving supply chain networks in recent applications,
and has already impacted our society and lifestyle by reshaping many business
and industry processes. In an effort to understand the integration of blockchain
technology in the supply chain, this chapter systematically summarizes its current
status, key characteristics, potential challenges, and pilot applications.

Chapter VI discusses the blockchain applications in cybersecurity. In this chapter
the different aspects that relate the application of blockchain with techniques
commonly used in the field of cybersecurity are analyzed. Beginning by
introducing the use of blockchain technology as a secure infrastructure, the chapter
investigates how blockchain can be useful to achieve several security requirements
common to most applications. In order to maintain simplicity, this chapter has
focused only on some specific cybersecurity disciplines: backup & recovery, threat
intelligence, and content delivery networks.

Chapter VII is on the blockchain and the Industry 4.0. It is understood that the
extreme automation of factories is necessary in order to face the fourth industrial
revolution. This new industrial paradigm will force our industries to manufacture
much shorter and customized series at increasingly competitive prices, even tackling
the manufacture of thousands of different configurations of a single base product.

XIvV



In order to achieve this, the production processes must have a flexibility in their
configuration that has never been imagined before. This flexibility and ability to
adapt automatically to demand is the essence of the fourth industrial revolution and
is part of the Western strategy to recover an industrial sector increasingly threatened
by the Eastern production of large series at competitive prices. After more than a
dozen Proofs of Concept with different manufacturing and energy industries, the
chapter describes the scenarios in which blockchain technology brings the greatest
benefits to Industry 4.0. After different experiments and through interviews with
people in charge of innovation from different industries, the chapter includes an
in-depth analysis of the true added value of blockchain in the industry. The outcome
is the principal four values of blockchain technology applied to Industry 4.0.

Chapter VIII is on leveraging blockchain for sustainability and open innovation: a
cyber-resilient approach towards EU green deal and UN sustainable development
goals. In 2015, the United Nations member states identified seventeen Sustainable
Development Goals (SDGs) to be fulfilled by 2030. SDGs are an urgent global call
for action to provide a blueprint for shared prosperity in a sustainable world. By
the end of 2019, the European Green Deal, a roadmap to implement the UN 2030
agenda with a commitment to a growth strategy that will turn environmental
challenges into opportunities across all policy areas was presented. To achieve
these SDGs, blockchain is one of the key enabling technologies that can help to
create sustainable and secure solutions, since it is able to deliver accountability,
transparency, traceability, and cyber-resilience, as well as to provide a higher
operational efficiency in global partnerships. This chapter overviews the
potential of blockchain to face sustainability challenges by describing several
relevant applications. The chapter also enumerates different open challenges and
recommendations with the aim of guiding all the stakeholders committed to the
development of cyber-resilient and high-impact sustainable solutions.

The intended audience of this book will mainly consist of students, researchers,
practitioners, data analysts, and business professionals who seek information on the
various computer security threats and its defensive measures.

I would like to convey my gratitude to everyone who contributed to this book
including the authors of the accepted chapters. My special thanks to the Author
Service Manager, Ms. Kristina Kardum and other staff of IntechOpen publishing for
their support and efforts in bringing the book to fruitful completion.

Ciza Thomas

Professor,

Directorate of Technical Education,
Government of Kerala,

India

Tiago M. Fernandez Caramés and Paula Fraga-Lamas

Group of Electronic Technology and Communications (GTEC),
Faculty of Computer Science,

University of A Coruila,

A Corufia, Spain
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Chapter1

Introductory Chapter: Computer
Security Threats

Ciza Thomas

1. Introduction

Along with the tremendous progress in Internet technology in the last few
decades, the sophistication of the exploits and thereby the threats to computer sys-
tems have also equally increased. The exploitation is done by malicious hackers who
find vulnerabilities or weaknesses, which are the pre-existing errors in the security
settings in the computer systems. The common types of vulnerabilities are errors in
the design or configuration of network infrastructure, protocols, communication
media, operating systems, web-based applications and services, databases, etc.

Threat is a potential risk that exploits a vulnerability to infringe security and
cause probable damage/disruption to the information/service stored/offered in/by
computer systems or through communication links. A threat to a computer systems
occurs when the confidentiality (preventing exposure to unauthorized parties),
integrity (not modified without authorization), and availability (readily available
on demand by authorized parties) of information on systems are affected. Thus,

a computer system threat in general can include anything deliberate, unintended,

or caused by natural calamity that effects in data loss/manipulation or physical
destruction of hardware. Accordingly, the threats on computer system are classified
as physical threats and nonphysical threats. Physical threats cause impairment to
hardware or theft to system or hard disk that holds critical data. Nonphysical threats
target the data and the software on the computer systems by corrupting the data or
by exploiting the errors in the software.

The exploits when successful result in security attacks on computer systems.
Hence, threat is a possible danger caused by system vulnerability, while attack is the
attempt of unauthorized action or a harmful action. The realization of a threat is
usually detrimental and is termed an attack.

In this introductory chapter, the computer security threats are defined as prob-
able attacks from hackers that let them to gain illicit entree to a computer. In this
chapter, a detailed introduction is given on the common computer system threats.
The logical threats are a main cause of security incidents on computer systems.
Knowing these threats and their characteristics helps in identifying the threats
and to proactively devise steps in protecting the systems. The organization of
this chapter is as follows. Section 2 introduces the motivation and objective of the
hackers. Section 3 is on the classification of threats, which also includes an exhaus-
tive coverage of all the threats. The details of the top security menaces of 2020 and
the expectation for the latter half of 2020 are introduced in Section 4. Section 5
concludes the chapter.
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2. Motivation and objectives of hackers

The purpose of a hacker is to break the security of computers and networks
affecting the confidentiality, integrity, and availability of information/service on
systems. Such activities of hackers are considered illegal as they invest their time
and know how, to make personal gains and breach the security across networks.
Before looking at the taxonomy of computer threats, it is necessary to classify
the different types of hackers. Each type of hacker is expected to have their own
motivation for their activities. The most common of those are included here:

Fun: Fun is the only motivation for the script kiddies and lot of nonserious hack-
ers. For them, the breaking into a secure system is a challenging and adventurous
enjoyable game to test their wits and skills.

Vulnerability testing: Vulnerability testing is done by administrators to locate
vulnerabilities and hence develop protections. The same is also done by hackers to
identify vulnerabilities in target systems and to find the exploits for those vulner-
abilities. This is almost a pre-phase of an attack.

Theft: Theft or stealing of data is when hackers infiltrate on a database of
credentials of individuals or organizations.

Espionage: Espionage is another type of theft where the hacker tries to get pro-
tected information instead of the direct financial gain. The information stolen can
be either sold in black market or used by adversaries to gain strategic advantages.

Spamming: Spamming is not just about unsolicited emails. This spam can be
due to certain particular malware that invade the web browser and devastate with
unwanted ads.

Control: The hacker uses a Trojan or other means to take remote control over
another system. Then the hacker can turn that compromised system into a bot or
a zombie computer that they use to power spam or to deploy distributed denial of
service attacks.

Disruption: Disruption of services or access to information, by taking over web-
sites or social media accounts, is usually an act of competition, protest, or rivalry.
This effect will slow down or shut down of the target’s Internet activity.

3. Classification of computer threats and attacks

Computer threats and attacks involve accessing information, obliterating or
manipulating data, destabilizing the computer, or degrading its performance [1].
Computer attacks are mainly information gathering, privilege escalation, buffer
overflow exploits, remote accessing by unauthorized users, and denial of service
attacks [2]. Network attacks being a subset of computer attacks were mostly
attacks on computer systems that form the basic infrastructure of a communica-
tion network. A network aids in sending an attack or it could be the means of
attack.

There are various steps involved in the attacking scenario, and these steps are
briefly listed here:

Step 1: spoofing

Before initiating any of the attacking steps, the hackers normally prefer to hide
their identity and their activities. These are normally done by spoofing when the
attacker hides his identity and pretends to be someone else. This can be done by
MAC cloning, IP spoofing, or email spoofing.

Step 2: reconnaissance

It is always a good practice to plan well before undertaking any action, and this
is applicable in the case of hacking too. The hackers first identifies a target to launch
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an attack, extract maximum information regarding this target, understand its
vulnerabilities, and then only explore the best ways to exploit it.

Step 3: weaponization

The hacker with the information collected in the previous phase identifies/
develops weapons in order to get into the computer or the network. During this
phase, the hacker collects the tools that they plan to use once they gain access to the
system for the successful exploitation of the vulnerabilities in the system.

Step 4: implementation

In the implementation phase, the attack starts working. It is when the phish-
ing e-mails are sent or when the fake web pages are posted to the Internet and the
attacker patiently waits for all the data they need to start rolling in.

Step 5: exploitation

This is a state when the sensitive and confidential data starts rolling in. It is the
most exciting phase for the hackers, and they try out the usernames and passwords
against web-based e-mail systems or secured connections to sensitive networks.

Step 6: installation

After a successful exploitation, the attacker will make sure to have continued
access to the system. This is by installing a persistent backdoor or creating admin
accounts on the system, disabling firewall rules, and perhaps even activating remote
desktop access on computer systems on the network.

Step 7: control

Once the attacker gains access to the network or creates administrator accounts
or installs all the necessary tools for backdoor entry any time to the system, the
attacker is in control of the target.

Step 8: action on set goals

With total control on the target system, the attacker can set goals and achieve it
with or without the knowledge of the genuine user.

The attacks are thus classified depending on the various steps taken by the
hacker in the process of the attack, starting from hiding the identity to information
collection, which is the pre-phase of an attack, to the actual attack.

4. Computer threats
4.1 Spoofing

Spoofing is when someone hides their identity to evade detection for their wrong
acts and pretends to be someone else in an attempt to gain trust and get sensitive
system information. The common spoofing done by changing the hardware or MAC
address is called MAC cloning, changing the IP address or the unique identity on
the network is called IP spoofing, and impersonating as someone else in their digital
communication is called email spoofing.

4.2 Information-gathering attacks

Information gathering is the practice of attacker gaining priceless details about
probable targets. This is not an attack but only a pre-phase of an attack and is totally
passive as there is no explicit attack. Systems including computers, servers, and net-
work infrastructure, including communication links and inter networking devices,
are sniffed, scanned, and probed for information like whether the target system is
up and running, what all ports are open, details regarding the operating system and
its version, etc. Some of the information-gathering attacks are sniffing, mapping,
vulnerability scanning, phishing, etc.
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4.3 Password attacks

The simplest way to achieve control of a system, or any user account, is through
a password attack. If the personal and behavioral details of the victim are known,
the attacker starts with guessing password. Frequently, the attacker uses some form
of social engineering to trace and find the password. Dictionary attack is the next
step in password attacks and is automated.

4.4 Malware

After gaining access to a system, the attacker takes the support of malware or
malicious software that clandestinely acts against the interests of the computer user.

4.5 Virus

Computer viruses are the most communal threat to the computer users.
Computer viruses are malicious software designed to blow out from one computer
to another through file transfer, piggybacks on genuine programs and OS, or
e-mails. The email attachments or downloads from particular websites contaminate
the computer and also other computers on its list of contacts by using the commu-
nication network. Viruses influence the system security by changing the settings,
accessing confidential data, displaying unwanted advertisements, sending spam to
contacts, and taking control of the web browser [2]. The viruses are identified as
executable viruses, boot sector viruses, or e-mail viruses.

4.6 Worms

Computer worms are fragments of malicious software that reproduce swiftly
and blow out from one computer to another through its contacts, again spreading to
the contacts of these other computers and so on and reaching out to a large number
of systems in no time. Captivatingly, worms are prepared for spreading by exploit-
ing software vulnerabilities. Worms display unwanted advertisements. It uses up
tremendous CPU time and network bandwidth in this process thereby denying
access to the systems or network of the victim, creating chaos and trust issues on a
communication network.

4.7 Trojans

Trojans are programs that appear as perfectly genuine but, in reality, have a
malicious part embedded in it. Trojans are spread usually through email attach-
ment from the trustworthy contacts and also on clicking on fake advertisements.
The payload of Trojans is an executable file that will install a server program on
the victim’s system by opening a port and always listening to that port whereas the
server is run on the attacker’s system. Hence, whenever the attacker wants to login
to the victim machine, they can do so by means of the backdoor entry making it
hidden from the user.

4.8 Spyware and adware

Spyware and adware are software with a common property of collecting
personal information of users without their knowledge. Adware is intended
to track data of the user’s surfing behaviors, and, based on that, pop-ups and
advertisements are displayed. The adware clause in the agreement during the
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installation process is often skipped with least seriousness. Spyware on the other
hand gets installed on a computer and gathers information about the user’s online
activities without their knowledge. Spyware contains keyloggers that record every-
thing typed on the keyboard, making it unsafe due to the high threat of identity

mugging.
4.9 Scareware

Scareware is yet another malware that tricks victims by displaying fake alerts
and forcing the victim to buy protective software that is fraudulent. The alerts or
the pop-up messages sound like warning messages along with proper protective
measures, which if followed creates security issues.

4.10 Rootkit

Rootkit is a pool of software tools that gets mounted in stealth along with some
genuine software. Rootkit allows remote access and administrative control on a sys-
tem. With these privileges, the rootkit performs malicious activities like disabling of
antivirus, password sniffing, keylogging, etc.

4.11 Keylogger

Keylogger software has the ability to record keystrokes and also capture screen-
shots and save it to a log file in encrypted form. Keylogger software can record all
the information that is typed on the keyboard including passwords, e-mail, and
instant messages. The log file created by the keylogger is saved and mailed to the
attacker on a remote machine with the motive to extract password and banking
details for financial fraud.

4.12 Ransomware

Ransomware is a malicious software that hampers admission to computer or files
on the computer. The computers may be locked or files encrypted. Accordingly, the
two common types of ransomware are lock screen ransomware and encryption ran-
somware. The victim will be demanded ransom for the restriction to be removed,
and this gets displayed on victim’s system. There can also be notification stating that
establishments have detected illicit activity on this computer and demands ransom
as fine to avoid prosecution.

4.13 Rogue security software

Rogue security software is another malicious program that deceives users to
believe that there is malware installed on their system or the security measures are
outdated and hence of concern. They offer installing or updating users’ security
settings. Then it is an actual malware that gets installed on the computer.

4.14 Botnets

A collection of compromised systems or bots acts as a team of infected comput-
ers under the control of a bot master to remotely control and send synchronized
attacks on a victim host. This army of bots, agents, and bot master constitute a
botnet. Botnets are used for sending spams and also for distributed denial of service
attacks.
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4.15 Denial-of-service attacks

Denial-of-service (DoS) attacks as the name suggests deny users from accessing
or using the service or system. This is mainly done by overwhelming the band-
width, CPU, or memory wherein the access to the network of the victim machine or
server offering the service gets denied. DoS attacks thus interrupt the service of a
computer or network systems, making it inaccessible or too inferior in performance.

4.16 Distributed DoS

In distributed DoS (DDoS) attacks, the victim is targeted from a large number
of individual compromised systems simultaneously. The DDoS attacks are normally
done with the help of botnets. The botmaster is the attacker who indirectly attacks
the victim machine using the army of bots or zombies. The DDoS attacks occur
when a large number of compromised systems act synchronously and are being
coordinated under the control of an attacker in order to totally exhaust its resources
and force it to deny service to its genuine users. It is the upsurge in the traffic
volume that loads the website or server causing it to appear sluggish [2].

4.17 IoT-based attacks

The last decade has seen exponential increase in the use of Internet of Things
(IoT) that are smart devices used at home, organizations, and businesses. The issue
with these IoT is its weak security as these devices are often overlooked when it
comes to applying security patches that create lead-ins for attackers to seize these
devices to infiltrate the networks. An IoT-based attack is any cyberattack that lever-
ages a victim’s use of IoT to sneak malware onto a network.

4.18 Session hijacking

In session hijacking, the hacker takes control of a session going on between
two hosts. Session hijacking usually takes place in applications that use TCP with a
sequence number prediction. With that sequence number, the attacker sends a TCP
packet.

4.19 Blended attacks

A blended attack is a software exploit that encompasses a mixture of exploit
techniques to attack and propagate threats, for example, viruses, worms, and Trojan
horses.

4.20 Website attacks

Website attacks are targeting browser components that are at risk of being
unpatched even when the browser is patched. SQL injection attacks are intended
to target any website or web application that uses an SQL database such as MySQL,
Oracle, etc. by taking advantage of the security flaws in the application’s software.
This attack is used to obtain and corrupt user’ sensitive data.

4.21 Mobile phone and VOIP threats

Malware target mobile phones, VoIP systems, and the IP PBXs as these devices
have plentiful published vulnerabilities. There are attack tools freely available on
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the Internet, and misusing these vulnerabilities makes these attacks too common
and simple even for a script kiddie.

4.22 Wi-Fi eavesdropping

Wi-Fi eavesdropping is an attack used by network attackers to grab sensitive
information of a target system. It is the act of silently listening on an unencrypted
Wi-Fi network.

4.23 WPA?2 handshake vulnerabilities

The key reinstallation attack (KRACK) lets an attacker to decipher the network
traffic on Wi-Fi routers. Every device connected to Wi-Fi, such as computers,
smartphones, smart devices, and wearables, can be identified by the hacker.

4.24 Insider attacks

One of the prevalent all-time computer security threats faced by any organiza-
tion is from its own employees. Insider attacks are initiated by disgruntled employ-
ees of an organization. Insider usually has certain privileges to the data as well as
rights on the systems and networks that they attack, giving them an advantage over
external attackers. These attacks can be hard to prevent with firewalls, which are
the first level of defense.

4.25 Supply chain attacks

A supply chain attack seeks to cause harm by targeting the least secured ele-
ments in the supply network.

4.26 Buffer overflows

Buffer overflows are used to exploit programming glitches that do not take care
of the buffer size. If a buffer is jam-packed beyond its size, the data overflows into
the contiguous memory. This flaw gets smartly used by hackers to change the execu-
tion of the program.

4.27 User to root attack

User to root attack is a case of privilege escalation where a user gains a higher
privilege than that authorized. This is not a class of attack as such, and it is the pro-
cess of any attack. Every attack will do activities the attacker is not privileged to do.

4.28 Man-in-the-middle attacks

Man-in-the-middle attacks allow the hacker to snoop on the communication
between two systems, affecting the privacy. A common method of doing this is to
place the attacker at a point and redirect all the communication through the route
that includes that hacker so that eavesdropping is possible by the hacker.

4.29 Pharming

Pharming is a widespread online fraud that will automatically point to a nasty
and illicit website by relaying the authentic URL. Even when the URL is correctly
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entered, the redirection happens to some forged website looking similar to the
actual one. This fake site prompts one to enter personal information that gets to
someone with a wicked intent.

4.30 Spam

Spams are unsolicited bulk e-mail messages that annoy the user with unwanted
and junk mails. It gives burden for communications service providers, organizations
and individuals alike. These emails can be commercial ones like an advertisement
or noncommercial one like chain letters or anecdotes. Spam is considered an active
vehicle for virus propagation, scams, fraud and is a threat to computer privacy.
Spam also phishes for interesting information with offers and promotions that trick
victims into following links or entering details.

5. Present-day computer security threats and trends

Predicting the computer security threats and trends is usually done to lend
a hand to the security experts who take proactive measures to protect security.
Normally the predictions for any year depends on how it went in the previous years,
and the changes expected are mainly in terms of the tactics and scale of the biggest
and significant threats that were successful in implementation and also in evading
detection. The investment on security is justified in many organizations only after
analyzing these predictions.

Phishing and other social engineering tactics are likely to continue in the coming
years too with increased complexity and sophistication. They will appear to be more
and more convincing to trick people into clicking on a link or opening attachments.
Even with strong defenses to protect against ransomware, hackers are expected to
all the time target more victims with large digital assets. The rise of cryptocurrency
like bitcoin will also trigger more ransomware attacks by letting demands for pay-
ment made incognito. Cryptojacking can also be seen as a common trend of future
as it involves hackers hijacking with a purpose of mining for cryptocurrency.

As the Internet of Things is becoming widely popular and more ubiquitous, the
IoT attacks will be on the upsurge. IoT includes laptops, tablets, smart wearable
devices, webcams, household appliances, Wi-Fi-enabled speakers, appliances,
alarm clocks, medical devices, manufacturing equipment, automobiles and net-
working devices like routers, gateways, switches, NAS servers, and even home
security systems. Security is rarely the first concern in the competition to bring new
products and technologies. Thus the more IoT devices, the greater the risk, making
IoT attacks to be on the rise in coming years.

Data breaches will continue in the coming years as data remains a valuable black
market attraction.

Totally new approaches for data and infrastructure protection are essential as
more and more data is moved to the cloud. Also, in the coming years, there will be
more attacks targeting electrical grids, automated transportation systems, comput-
erized water treatment facilities, etc.

State-sponsored attacks are when states or nations are using their cyber skills to
infiltrate other governments and execute attacks on severe infrastructure. As politi-
cal strains grow, state-sponsored attacks steal political and industrial secrets, spread
misinformation, perform DDoS attacks, execute prominent data breaches, etc.

Another target of attacker is the all-time sensitive medical record of patients. As
the healthcare industry gets used to the digital age, concerns around privacy, safety,
and computer security threats are also seen to rise. There are worries about a hacker
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taking over and changing dosages of medicines, disabling vital sign monitoring,
etc., as these are life-threatening to the patients.

Now;, with the self-driving cars, semiautonomous vehicles, and the connected
cars, the risk of cyber security is stringent and serious. With high-tech automobiles,
the future will likely see an increase in not only the number of connected cars but in
the number and severity of system vulnerabilities detected. For hackers, this means
yet another opportunity to exploit vulnerabilities and cause threat to life.

Endpoint security will be a major concern for organizations as malware infec-
tions of employee-owned devices are going to be a major security issue in 2020
when employees start “working from home” in the wake of COVID 19 pandemic.
When organizations permit employees not to risk their health and safety and allow
them to use their own devices, attackers will target those devices to bypass the mul-
tilayered defenses of the organization. The advantage to hackers is that the users’
personal devices are less protected compared to corporate devices as users rarely
apply added measures to protect their smart devices from impending threats.

Artificial intelligence also gets applied on both sides of the barricade for protect-
ing and attacking the computers. Artificial intelligence is being used for person
identification, threat detection, etc. to aid security; however it is also being weap-
onized by hackers to develop increasingly complex malware and attack methods.

6. Conclusion

A lot of computer threats have been included in this chapter with many terms
tending not to be mutually exclusive. Again, an attack may get classified into dif-
ferent classes since attackers use multiple techniques or strategies. The irony is that
even with lot of advanced defensive mechanism put in place by security experts,
the hackers may still use the same attacking techniques and will take advantage of
the same vulnerabilities they have used in the past. It is important to defend the
attacks by paying attention to the internal systems, deploying multiple defenses for
enhanced security, and avoiding irreparable damage. This requires the implementa-
tion of security policy as an ongoing process with tight access control mechanism
and deployment of advanced multiple layer security devices.
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A Detection of Malware
Embedded into Web Pages Using
Client Honeypot

M. Veena, S. Upasana, S. Prathima and Sudha Senthilkumar

Abstract

In today’s Internet world, web pages are facing a severe threat which uses the
client-side browser attacks. The vulnerability-based attacks are based on client-side
application which becomes the major threat to web pages. The spread of malware
uses software vulnerabilities which attack the client application sending request
to the server if whether the attack has occurred. This detection is based on client
honeypot which detects the various malicious program linked with web pages.
Client honeypots are active security devices in search of malicious servers that
attack clients. The client honeypot poses as a client and interacts with the server to
examine whether an attack has occurred. Often the focus of client honeypots is on
web browsers, but any client that interacts with servers can be part of client honey-
pot. In this research paper, we propose a model of detecting embedded web pages
using client honeypot.

Keywords: client honey pots, network, malware, cyber space, client-side attack

1. Introduction

The Internet has become the most popular medium where the increasing new
trend has availability of spreading attacks. There are existing attacks as firewalls
and intrusion detection system, and honeypot is also one of the technology-based
security attacks. Here honeypots are playing a big role in security attacks, and it
is a new kind of attacks on the cyber space. There are many attacks in the area of
security. Honeypots refer to closely monitoring system which needs to be attacked.
To supplement a new value it must be compromised, attacked by cyber crimes on
honeypot.

Honeypots are based on servers which will not be able to detect the client-side
applications in web pages. Honeypots crawl the network of any firewall that attacks
the client. There are two attacks: client and server. Server honeypots is a traditional
honeypot, whereas client honeypot is based on client-side scripting on web pages.
This attack detects the attack from the client side which is vulnerable on the cli-
ent side. It needs a source and visits and detects all activities. It spreads malware
through the vulnerability in the client-side attack. Here we are using only client
honeypot and vulnerability-based attack. The vulnerability is based on exploiting
the attack where the security detects the services exposing on attacking the system.

Client honeypots crawl the network, interact with servers, and classify servers
with malicious web pages. It does not expose server-based attacks on the client-side
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attack. They have some kind of exposed attack which is vulnerable to the sender
and receiver. They can be detected, if they are passive.

2. Proposed work

The security resources are production value; no resources should communicate
between each other. Honeypot is compromised for outbound connections on the
web pages. Honeypot collects all information about the intruder or intermediate
where the community is targeting to attack. And they list the type of resources
attack on the network security. Honeypots play the big role on the attacker side
scripting based on web pages in client-side attack. Client honeypots are also called
as active honeypots or honey client. It visits the web page as requested by the
attacker and visits the web page to check whether the attack has happened or not
[1-3] (Figure1).

D '
Low interaction client High interaction client
honeypot honeypot
vy iy
- !t ' k!
Simulation of _ Real system with
applications L real application
- ’
g ™ r i i ™
Can detect zero day
Easy to deploy
: epioy attack
e - -

Figure 1.
Client honeypot classifications.

3. Client honeypots

A honeypot is one of the security technologies that helps an organization to
catch viruses, malware, or attackers, and it acts as an alarm system that discovers
the attempts to attack a network. Honeypot technology is defined as a “security
resource whose value lies in being investigated, attacked, or compromised” [1].

The types of honeypot are active and passive. A technology that passively waits for
attacks to detect them are called passive honeypot. Active honeypot also called as
client honeypot that interacts with a target web page to find its possible effect on the
honeyware.

4, Architecture

The client honeypot architecture is separated into three components, namely,
queuer, the client, and analysis engine. A queuer is a process of creating a list of
servers for the client to visit. A client who can able to create request to servers is rec-
ognized by the queuer. An analysis engine is a process of identifying an attack pro-
cessing in client honeypot. Along with all the above components, client honeypot
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Figure 2.
Client honeypot design.

is furnished with some kind of approach to avoid successful attacks from exploring
beyond the client honeypot [4, 5]. Analog to traditional server and client honeypots
are classified by their high- or low-interaction level that denotes the client honeypot
make utilize of functional interaction the server. This is a newly hybrid approach
that uses both high- and low-interaction detection techniques (Figure 2).

5. Client honeypot solutions
5.1 High-interaction client honeypots

High-interaction client honeypot is a real application installed on the real
systems. Real browsers and plug-ins are being browsed by the websites. Attacks are
detected by checking the state of the process after a server interaction. Capture dif-
ferentiates from existing client honeypots in different ways. It is designed to be fast
and to be scalable. Event-based model allow to know the detection of state changes.
A main capture server can able to manage several clients across the network.

Honeyclient is a web browser. It is an open-source honeypot and a mix of perl, c++.
It detects attacks on Windows client by registry entries, monitoring files, and processed
events. It included the capture-HPC. It also contains a crawler, so that it can be sowed
with a list of URLSs from start and continues to exchange web pages in search of client-
side malware. HoneyMonkey is also a web browser. It is not an open source. It detects
attacks on Windows client by registry entries, monitoring files, and processed events.
Itis a layered approach to communicate with servers to identify zero-day exploits. If
the attack is still identified, one can complete the attack as no patch has been publicly
released and it is dangerous [6-8]. SHELIA is a combination of the process of email
received and email reader. It opens different client applications depending on the type
of URL or the received attachment. It observes the executable instructions that are
processing in data area of memory that indicates a buffer. UW Spycrawler is integrated;
with the web browser like Mozilla, it cannot be downloaded. It detects attacks on
Windows client by registry entries, monitoring files, browser crashes, and processed
events. Event-based mechanism is used to detect by spcrawlers [9, 10]. It increases the
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time period of the virtual machine. It is a process to overcome time bombs. WEF is an
automatic implementation of drive by download that detects in virtualized environ-
ment. WEF is used as an active HoneyNet with overall simulated architecture beneath
for rollbacks of compromised virtual machines.
5.2 Low-interaction honeyclient

Low-interaction honeyclient is different from high-interaction honeyclient in
that they do not use the entire real system. But it uses lightweight or simulated cli-
ents to communicate with the server. Responses received from servers are scanned
directly to consider whether an attack has been taking place or not. It is a platform-
independent open-source framework written in Ruby [11]. It concentrates on
driving a web browser emulator which interacts with the server. Mischievous server
is identified by statically investigative the web server’s response for mischievous
string through the usage of snort signatures. Honeyclient uses many existing freely
available open-source software systems. It consists of the following components:
5.2.1 Queue/seed generation

It is a source of initial set of seed URLs.

5.2.2 Web search seeding

The three web search engine application interface are Google, Yahoo, and MSN
which are common keywords.

5.2.3 Spam trap seeding
Spam mails are extracted from URLs and are enlisted.
5.2.4 Blacklist seeding

It is a tool designed to automatically download blacklist from major blacklist
workers and seed for crawler [12, 13].

5.2.5 Web crawling

Heritrix crawler is simulated into the monkey spider prototype with two param-
eters predefined:

* Maximum link hops which counts the connections to be included in crawl

* Maximum transitive hops which count the URLSs extracted from seeded URLSs
5.2.6 Content/malware analysis
5.2.6.1 Static analysis

The contents that are downloaded from the URL are scanned by ClamAV

antivirus and it alerts using pattern matching. The terminology is provided for the
downloaded binary [14, 15].

18



A Detection of Malware Embedded into Web Pages Using Client Honeypot
DOI: http://dx.doi.org/10.5772/intechopen.89646

5.2.6.2 Dynamic analysis

Malware analysis tool like CWSandbox is performed [16].

It is implemented to copycat the behavior of a user-driven network client
application and abused by an attacker’s content. It is a virtual honeyclient which
means that it is not a real application but it is an emulated client. It performs
dynamic analysis of JavaScript and visual basic scripts to delete the complication
from malicious pages. To analyze the malicious content, complication or encrypted
JS is decrypted and reanalyzed. SPYBYE allows a web master to identify whether a
website is eroded by a set of heuristics and scanning of data against the clamAV. It
is a tool that communicates with a URL that is integrated with a web browser
through its user agent field and downloading the response of the target website. The
response is exploited using the scan engine [17, 18].

5.3 Problem statement

The problem explained in this paper is to identifying and extracting malicious
web programs combined into malicious websites on the client honeypot technol-
ogy. Itis used to address the problem to determine malicious websites based on the
maliciousness inside the websites. It helps to rectify the difficulty of identifying
whether we need to visit the website or not. Client honeypot technology can able to
identify the client-side attacks by surfing the web pages [19, 20].

During the implementation, the steps of generic algorithm are used in the URL
separation and feed within the virtual machine for visit:

1.List of URL to be visited, say N numericals of URLs.

2. Store the list of URLs into the database.

3.Get the URL one by one from mysql database.

Figure 3 represents the process of the system listing websites which have been
presented as having visited a true browser on a client honeypots. By using clean
machine of client honeypots, after visiting the clean website taking snapshot of that
machine and store the log created at the stage of website visit.

System logs are created in client machine that are analyzed using third-party

analyzing tool like antiviruses to identify the contagions on the list of collected
logs.

I I 1 lI
Vistt website Malicious web

e D)) s O e

honeypots identification
| J | /

Figure 3.
Process of identifying malicious program.
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6. Conclusion

In this paper, we presented a study of current solution of client honeypots for
identifying the mischievous websites, and it is not applicable for closely bound and
public users. So we propose a system which is able to identify the malware platforms

with the help of client honeypot and put on the clever forensic inquiry of the col-
lected network data.
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Chapter 3
Threats from Botnets

Ji Yimu and Liu Shangdong

Abstract

At present, various cyberattacks based on Botnet are the most serious security
threats to the Internet. As Botnet continue to evolve and behavioral research on
Botnet is inadequate, the question of how to apply some behavioral problems to
Botnet research and combine the psychology of the operator to analyze the future
trend of Botnet is still a continuous and challenging issue. Botnet is a common
computing platform that can be controlled remotely by attackers by invading sev-
eral noncooperative user terminals in the network space. It is an attacking platform
consisting of multiple Bots controlled by a hacker. The classification of Botnet and
the working mechanism of Botnet are introduced in this chapter. The threats and
the threat evaluation of Botnet are summarized.

Keywords: Botnet, threat evaluation, Botnet classification, Botnet threat

1. Introduction

In 1990, the continuous development of the global economy led to the continu-
ous reform and innovation of information technology, which gave birth to the
computer and the Internet, and Internet technology was introduced into every
household. In the new century, with the globalization and informatization of
network, computer network has become indispensable knowledge for the develop-
ment of the Internet. At present, the demand of computer network is increasing,
and various social organizations such as enterprises, governments, and schools are
constantly connecting themselves to the network to exchange and share informa-
tion resources. With the interconnection of global networks, the Internet is every-
where in the world. From China’s core report the 43rd Statistical Report on Internet
Development in China [1], we can see the development of the Internet in China and
the country’s emphasis on the Internet.

The number of Internet users in China has increased gradually from 2007 to
2019, reaching more than 829 million in 2018. The penetration rate of the Internet
also increased dramatically year by year. In 2018, the penetration rate was more
than 59.6% for the population. It can be seen that the resources of the Internet are
accessible to everyone.

The emergence of the Internet has brought a lot of convenience to people’s
life, but meanwhile, with the continuous expansion of network scale, the security
risks have been exposed. For the computer network itself, there are some inherent
security risks in design. With the network scale gradually expanding and com-
plex network environment, many criminals make use of the vulnerability on the
network for network invasion, information leakage, hacker blackmail, and other
attacks. These hazards not only affect people’s safe use of the network but also can
lead to the disclosure and destruction of sensitive information of enterprises, public
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institutions, military, and financial institutions, adversely affecting the national
economy and security. According to the data of the 2018 China Internet Cyber
Security Report provided by the China National Internet Emergency Center [1], the
number of security vulnerabilities collected by the National Information Security
Vulnerability Sharing Platform is 14,201 in 2018.

Botnet is a common computing platform which can be controlled remotely by
attackers by invading several noncooperative user terminals in network space.
“Invading in network space” refers to an area where hackers can enter and exit at
will to send arbitrary information and files within an IP block or an Internet region;
“noncooperative” means that a vulnerable computer receives no warning notice for
the upcoming attack; and “remote control” means that a Botnet usually hasa C&C
server that can remotely accept control commands from hacker and concurrently
send the corresponding instructions in the form of messages to the corresponding
infected host (Bot). Over time, a small Bot can be expanded to be a Botnet with
thousands of Bots, which, due to the large number of Bots, has high-performance
storage size and fast computational response time. Making use of these character-
istics, hackers can easily occupy network flow and launch corresponding persistent
attacks on a specific target, such as mail attacks, HTTP flooding attacks, etc. At this
stage, Botnet has become the main attacking method used by hackers. Due to its
simple formation and various types, Botnet has become one of the biggest threats to
Internet security and a key research topic by experts.

A Botnet is an attacking platform composed of multiple Bots that is controlled
by the commands that hackers send to it, and its behavior is also controlled by
hackers. Therefore, the attack of Botnet is generally controlled by the subjective
consciousness of the hacker, which leads to the threat generated by it making it hard
to locate and predict its threat. From the last century to the present, Botnet attacks
not only cause network equipment paralysis but also seriously affect the country at
political and economic level, involving military aspects as well. Many newspapers
and magazines have published Botnet attacks. In the early twenty-first century, the
Conficker Botnet, which was spread by network sharing and U disk, has spread tens
of thousands of host computers, and this Botnet mainly made use of the vulner-
ability MS08-067. During that attack, not only the personal computer was affected,
but also the national defense platforms of Germany and the United Kingdom
were affected to varying degrees. Some aircrafts were delayed because the attacks
prevented releasing of normal commands. In 2016, the United States experienced
a large area of network outage, which was caused by a denial-of-service attack on
Dyn, a famous American company. The company emphasized that the attack covers
millions of IoT devices around the world (the source IPs of UDP/domain name
server (DNS) attack are almost fake IPs, so this number does not represent the
number of Bots) and some of the important attacks are from IOT devices. Through
analysis, the culprit of the incident was the Mirai Botnet, whose source code was
published online [2]. According to the 2017 China Internet Security Report, more
than 200,000 IP addresses in the Chinese mainland have been affected by hacker
attacks, including more than 4000 C&C servers serving to convey commands.
These cases show that Botnet poses a serious security threat to China.

China, even the whole world, has paid great attention to the security problems
caused by Botnet. In the field of scientific research, on January 23, 2008, the
“Seminar of Response to Botnet” sponsored by China National Internet Emergency
Center/Coordination Center (CNCERT/CC) was held in Huaxin Building, Beijing.
At the International Supply Media Conference held in Nice, France, in 2017, Derek
Manky, head of global security strategy of Fortinet, said that the intelligent cluster
networks could replace Botnet as a new threat in the future. At the 8th International
Conference on Communication and Network Security (ICCNS) in 2018, research
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topics such as communication and network security, malware and Botnet, and com-
munication privacy and anonymity were discussed in depth.

There are several reasons why Botnet can become the biggest security threat in
the world:

1. The development history of Botnet is divided into two phases. It mainly is
akind of virus or worm in the first phase and transforms into the Botnet
platform in the second phase. The advantages of the virus are rapid infection
and rapid transmission, but the disadvantages are also obvious, that is, the Bot
cannot be controlled by the hacker, the degree of infection cannot be perceived
by the hacker, and the infected geographical area is very limited and cannot be
expanded on a large scale. In summary, the virus is small scale but uncontrol-
lable. The Botnet combines the advantages of the virus and overcomes the
shortcomings of virus, so it is very popular among hackers.

2.The virus attack has the characteristic of integration. Botnet is different, the
control command of Botnet is issued by separate C&C server, and the attack
and invasion are completed by the controlled Bot. The C&C server and the
controlled host will make requests and connections through HTTP packets.
In this way, hackers only need to send a few commands to the C&C server to
launch diversified forms of attack, which improves the flexibility of Botnet and
enhances the concealment of Botnet.

3. Security is the foundation of each computer field, and the development of any
field will be accompanied by technical achievements in the security of this
field. Because Botnet and security measures are developed in a certain order,
Botnet can rise rapidly during this period. In the expansion process of Botnet,
the first thing is to find the C&C server, and the hackers will make use of the
vulnerability to snatch the control of the host. For example, Mirai Botnet will
use the weak password vulnerability to hack into the server’ telnet port to gain
control of the host; the IRC Botnet will break the shared chat room server for
the construction of its own C&C server; due to lack of security awareness of
users, some companies’ cloud servers are also hacked by hackers and used as
C&C server, such as Alibaba Cloud, Tencent Cloud, etc.

4.The Botnet applies the knowledge of the key to the management of the Botnet
controller in order to prevent the entire Botnet from being uncontrollable
after the C&C server is compromised by security experts, so as to improve
its concealment and survivability. For example, in a decentralized Botnet,
multiple C&C servers are used for unified control, and encryption technology
and authentication technology are used in the process of message transmission
between C&C servers; in this way, illegal messages cannot be accepted by the
controller so as to prevent replay attacks.

Through the above analysis, the process of defending Botnet can be sum-
marized into five steps: analysis and detection, trusted tracking, measurement,
situation prediction, and counterattack. Among them, the “analysis and detection”
is to find cues of Botnet from the data flow; the “trusted tracking” is to determine
the information source of the Botnet; the “measurement” is to manipulate the
architecture, life cycle, and attack process of the Botnet; the “situation prediction”
is to evaluate the next activity of the Botnet in advance and to prevent and warn in
advance; and the “counterattack” is to reduce its activity and break the C&C server
to paralyze the Botnet.
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At present, there are many different methods for detecting Botnet. For example,
Moheeb and others built a real network flow monitoring system to analyze the flow
records, binary file types, Botnet control commands, etc.; Cai [3] evaluated the key
behavioral characteristics of HTTP Botnet and designed a detection method for
HTTP Botnet based on feature analysis; Song [4] adopted displacement entropy
and Kalman filtering to detect and analyze the characteristics of P2P Botnet and
proposed the corresponding detection algorithm; XU found that P2P Botnet shows
higher robustness when random nodes fail, but the robustness declines rapidly
when central nodes fail; and Chen proposed a solution to the problem that HMM
method cannot be adopted for flow detection of hierarchical Botnet.

2. Classification of Botnet

Botnet has many types of classification, and it can be divided into centralized
Botnet and distributed Botnet according to different operating principles.

1. For centralized Botnet, there is only one C&C server in the whole Botnet
platform, and all Bots are connected to the C&C server. C&C server has the
right to control all Bots.

2. For distributed Botnet, the Bots will also have message communication between
each other. According to different command and control protocols, the central-
ized Botnet can be classified into three categories: IRC-based Botnet, HTTP
Botnet, and custom protocol Botnet [5-7]. According to topological structure,
the distributed Botnet can be classified into three categories: structured P2P
Botnet, unstructured P2P Botnet, and hierarchical Botnet [8, 9]. Table 1 lists
the classification of some known Botnets. Although there are multiple con-
trol servers in some Botnets, such as Mega D and Mariposa [10], Bots do not
communicate with each other, and they are still classified into the category of
centralized Botnet.

2.1 Centralized Botnet

IRC-based Botnet: In the early days of the Internet, the earliest centralized
Botnets were mainly IRC-based Botnets, which mainly used IRC services to com-
municate between C&C servers and Bots (Figure 1(a)). This type of Botnet has
a simple structure and adopts the known plaintext protocol [11]. Through the
monitoring of activity cycle of the Botnet (such as ports and messages), the charac-
teristics can be clearly identified, and these data flow can be easily filtered out in the

Type Protocol Examples

Centralized IRC-based Botnet SdBot, AgoBot, GT-Bot, RBot
HTTP-based Botnet Rustock, ClickBot, Naz, Zeus, Conficker, Torpig
Custom protocol Botnet Mega D, Mariposa

Distributed Structured P2P Botnet PhatBot
Unstructured P2P Botnet Sinit, Nugache
Hierarchical Botnet Waledac, Storm

Table 1.

Classifications of some known Botnets.
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Figure 1.
Three types of Botnet structure.

network defense. This type of Botnet has a little impact because of its small scale.
However, due to its simple operating mechanism and strong operability, it is deeply
used by hackers. With the current development of Botnet, many hackers still use it.

HTTP-based Botnet: Due to the easy identification of messages of IRC-based
Botnet, the HTTP-based Botnet arose. This type of Botnet could hide itself well by
adopting HTTP protocol. Since the communication protocols between devices on
the Internet are mainly HTTP protocol, HTTP messages in the information trans-
mission of HTTP Botnet can be mixed with normal messages, making it difficult to
filter directly through the router rules (ACL), which greatly improves the survival
ability of Botnet and makes it more concealable. It is known that the HTTP-based
Botnet is more complex and diverse than IRC-based Botnet. Rustock, Zeus, Torpig,
etc. encrypt the content of the communication, and Conficker and Torpig also
adopt a technique named “domain-flux” to increase the difficulty of blocking
their control servers [12]. In addition, a small number of Botnets, such as Naz, also
directly use popular social networking sites (such as Facebook, QQ space, etc.)
as control servers, increasing the difficulty of detection and blocking [13]. Most
Botnets currently use the HT'TP protocol.

Custom protocol Botnet: Some Botnets use custom protocols for communica-
tion. The known Botnets of this type include Mega D, Mariposa, etc. Since Mega D
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uses a custom protocol, the first thing for researchers is to understand its operat-
ing mechanism through means of data mining and analysis or reverse capability.
Compared with the IRC protocol and the HTTP protocol, Mariposa uses the UDP
protocol for transmission, which does not require a three-way handshake. It is more
difficult to be shielded by router rules (ACL), and its survivability is stronger.

2.2 Distributed Botnet

For the Botnets described above, the overall structure is a C&C server connected
to multiple infected Bots. When the C&C server is broken by security experts, the
Botnet is not available anymore. In order to enhance the survivability of Botnets,
hackers increase the number of C&C servers and allow Bots to communicate with
each other, so the distributed Botnet arise. This type of Botnet has a complicated
structure, is difficult to construct, and requires a hacker with strong capabilities. At
present, there are many distributed Botnets (such as Waledac and Storm), whose
viability has been verified.

Structured P2P Botnet: The communication protocol between such Botnets
is not unstructured (P2P protocol). A typical example of structured Botnet is
PhatBot, which uses a fully connected Waste Protocol, which leads to a poor scal-
ability of the PhatBot [14]. Early Storm adopted Overnet based on the Kademlia
protocol [15] as a way of command and control. Since the information of other
nodes can be obtained by the lookup operation in the Kademlia protocol, the
researchers could make use of this feature to display the set points in all Overnet
networks and then fill in many virtual set points (which we set), so that many mes-
sages and file transfers in Botnet will be introduced to the masquerading set points.
In this way, the Bots are identified, and the judgment on the scale of Storm Botnet
and the defense against it are finally achieved.

Unstructured P2P Botnet: The Bots under this model are connected irregularly,
and they can communicate with each other. The communication method is also
irregular, and they can send messages in a one-to-many way. There are many types of
unstructured P2P Botnets, with two main ones (Nugache and Sinit). The operating
mechanism of Sinit is random scanning, which adopts a scan code in the source code
to filter some necessary IP segments, aimlessly identify other Bots. The message is
sent through port 53, with a poor degree of concealment. The Nugache Botnet keeps
a list internally. When the Botnet asks for a connection, it selects an uncertain record
from the list of connection. If it is not successful, the random selection will continue;
if it is successful, the connecting parties will refresh the list with each other [16].
Dittrich made an effort to keep sending message requests, refresh the list, and enu-
merate the whole Nugache network by recording and finally draws the structure dia-
gram as shown in Figure 1(b). It is found from the structure diagram that Nugache
applies a range interval to the exit and entry massage of the Bot, giving birth to a P2P
network with random connectivity. This decentralized topology, combined with the
encryption of communications, allows Nugache to have very good concealment and
keep a substantial number of active Bots unnoticed for a long time.

Hierarchical Botnet: This type of Botnet is referred to as hybrid P2P Botnet
in some literature [17], and it is believed that the most prominent feature is the
hierarchical structure. The structure is divided into at least three layers, the Bottom
layer is the Bots, the middle layer consists of some Bots or C&C servers with better
performance as the medium for information transmission, and the top layer is the
core C&C server. This structure can prevent the top layer from being discovered by
researchers and achieve more complex functions. Kanich et al’s further research on
Storm found that the Storm is a three-layer Botnet [18]. The Bots in the bottom layer
could send HTTP messages, virus information, etc. The Bots can use the Internet to
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query other proxies infected host, and the most top hacker server (C&C server) is
behind the proxy infected host, with a high degree of concealment.

Waledac is another large-scale hierarchical Botnet, which is also used to send
large amounts of spam. Waledac has a similar hierarchical structure as shown in the
above (Figure 1(c)). It has a structure of one more layer than the ordinary hierar-
chical structure, and relevant research shows that it is transformed on the basis of
the previous hierarchical Botnet. Botmaster is mainly divided into four layers of
institutions (from bottom to top for Spammer, Repeater, TSL, UTS). The lower two
layers are computer devices with vulnerabilities. The upper two layers are the hier-
archical C&C servers used by hackers. The communication method of this Botnet is
a technology named fast-flux. The third layer (Repeater) serves as a bridge between
the second layer and the fourth layer of Bots, that is, using Bot as a proxy. This is
different from the Koobface [19] Botnet, which uses trusted social networking sites,
game sites, and other large server devices as its own proxy layer. Waledac is more
viable in this way. Nunnery et al’s research found that Waledac is able to offer two
different levels of spam business. Through experiments, the researchers found that
due to the diversity of the Bots in the bottom layer of Waledac, it has the function of
sending spam, but this ability is not strong, and it is easy to be directly intercepted
by some large-scale defense servers; there is also a spam service that can be sent
directly by the second layer (TSL) of the Waledac Botnet. This method of sending
can dynamically modify the contents of the file to prevent it from being killed by
the fixed antivirus software, with high availability. At the same time, in order to
further improve the concealment of Botnet and prevent it from being detected by
network supervisors, Waledac’s internal message transmission mechanism is based
on elliptic curve encryption to implement encryption technology. A two-in-one
technique (timestamp + public key) is used on the communication between the sec-
ond and third layers to prevent replay and forgery [20]. In order to prevent security
personnel from tracking Botnet, Waledac adopts the detection method of domain
name polling to prevent the population of fake nodes [21].

Koobface also adopts an intermediate node as a proxy to hide the control server.
But Koobface is notable not for its complex structure but for its numerous func-
tional modules and the way it uses social networking sites to spread its messages.
Koobface steals the accounts of social networking sites on Bots, automatically logs
in and sends malicious links to friends for transmission, which exploits the trust
between social network users. Koobface has a range of modules targeted at almost
all major social networks and can force infected users to recognize Captcha images,
as well as DNS hijacking, search, hijacking, web server and information theft, etc.

3. Working mechanism of Botnet

As shown in Figure 2, the life cycle of a Botnet is divided into six phases: (1)
There are many ways for a Botnet to propagate a Bot program, such as page virus,
vulnerability attack, email phishing, etc.; (2) If the host is infected, then the Bot
program will remain in the system; (3) hosts with vulnerabilities send domain name
query to domain name server to obtain IP address of Botnet controller; (4) host with
vulnerabilities will connect the Botnet controller and join Botnet; (5) communica-
tion connection between Bot and Botnet controller start, as well as the issuance and
transmission of commands between attacker and Botnet controller; and (6) the Bot
attacks the victim at the command given to the controller.

In phase 1, Botnet adopts email phishing or URL hidden connections to link
to some web pages and runs malicious code on the page; this propagation mode is
similar to worm propagation mode. Both of them are to attack vulnerable services
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Figure 2.
Working process of Botnet.

by scanning specific ports with specific algorithms, which is very common. There
are various algorithms to determine how and when to scan. The Bot does not
implement any propagation at first until it receives the command from the attacker,
which makes detection more difficult for Botnet [22].

In phase 2, when the computer with vulnerabilities is attacked, it will turn into
Bot, and the C&C server will give a command of program installation (such as the
echo command in Mirai). This process can be a one-step or multistep installation.
For example, a control program is downloaded first, and then the entire Botnet
program will be downloaded at a later stage. In addition, some Botnets that exist
with chat software will also spread by Relay Node, which is not easy to be found, but
also have problems such as delay.

In phase 3, the IP address of the early Botnet controller is directly written in the
Bot program, which has the disadvantage of low concealment, so at this stage, the
Bot program contacts the C2 controller through the DNS domain name.

In phase 4, because the victim host joined Botnet in different ways, in order to
improve the security of the Botnet, it adopts a certain authentication mechanism.
Only authenticated hosts can join the Botnet group and carry out communication and
control interactions. In addition, the Botnet controller is also selected by the hacker
in the Botnet group. In order to prevent these controllers from being shut down or
offline, the attacker will generally adopt DNS technology to replace the domain name
with a new IP address when the controller goes offline or it is captured. Furthermore,
fast-flux technology is used to provide an IP list, and the IP address is periodically
bound from the list to the domain name to improve reliability and detection difficulty.
The Botnet also replaces the legitimate domain name server on the infected host with
its own DNS name server, which has three benefits: (1) if the Bot program is cleared
by the host user, some Bots will even reinfect the host through their own DNS name
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server; (2) make some antivirus programs unable to update itself; and (3) implement
phishing attacks to enable users to access fake websites [23].

In phase 5, the main activity is C&C communication, receiving information
sent by the hacker. Botnet maintains communication with the Bot and at the same
time protects itself from being captured by the security system. Bot will accept
or actively acquire commands, infect more machines, or download updates to the
Botnet code. At this stage, due to the original fixed IP, fixed domain name, dynamic
update, etc. are less concealed, and Botnet will often adopt domain-flux or fast-flux
technology to improve its survivability.

Domain-flux technology is created to solve the problem of central point failure.
The attacker uses the domain-flux protocol to prevent itself from shutting down
by the defense personnel. The C&C domain name accessed by the Bot is no longer
statically hard coded but can be dynamically generated, which allows the C&C
server to communicate securely with the Bot [24]. The principle of the domain name
algorithm is DGA algorithm, which puts a comprehensive factor such as a dictionary,
arandom number, a date, and a hot topic into a generation algorithm, generates a
string of special character prefixes, and adds a TLD to obtain a final domain name
resource. Because of its fast generation speed and high frequency, even with the use
of blocking, shielding, and other measures, it cannot protect against invasion. Torpig
and Conficker, which appear on the web in general, adopt this technical feature. At
the beginning of the twenty-first century, the foundation of fast-flux appeared and
gradually attracted more and more attention. Fast-flux is created to address the prob-
lem of security personnel locating C&C server domains and IP (both bound to each
other) through reverse technology. In general, when a domain name server is used to
query the IP of a certain domain name, the result of the query will return the same
IP in a short period of time because of the DNS cache. However, fast-flux technology
can constantly change the correspondence between IP addresses and domain names,
and it makes a large number of queries in a short period of time to return to different
results. The fast-flux is divided into two categories (single-flux and double-flux)
according to the different number of mapping layers. Single-flux is the fast-flux that
has only one mapping layer, a domain name that has one and only one continuously
changing IP address. Double-flux represents the fast-flux with two mapping layers.
In the actual Internet environment, hackers deploy multiple domain name servers.
By modifying the domain name of the top-level server, the correspondence between
the IP address of the lower-layer DNS server and the domain name is constantly
changing. A Botnet employs fast-flux technology, which would have a large number
of C&C servers, and most of the servers are not controlled by the hackers themselves
but by Bots. During the check, the security personnel will find that there is no control
command from a hacker on the “C&C servers”; these controllers are only responsible
for the command forwarding and springboard function, which virtually improves
the concealment of the Botnet. Fast-flux technology can also be used to break the
domain names of certain phishing websites and malicious websites. Storm adopts this
technology to analyze the domain name that sends the message. Phish rock criminal
organization adopts it to resolve the domain name of phishing website [25]. Waledac
also adopts fast-flux technology to conceal its control server.

In phase 6, the Botnet receives the command sent by the hacker and launches
the attack. The attack modes (as shown in Table 2) are different [26]; the number
of Bots participating in the attack, attack target, and the attack means can also
be completely controlled by the hacker. Botnet initially launches a single- or
multi-machine distributed denial-of-service attack. Gradually, Botnet turns into
profitable attacks, such as stealing users’ privacy information on victim machines.
For many years, Symantec’s global annual cybersecurity report stated that the
vast majority of spam is sent by Botnet. Spam sent by Botnet is more harmful than
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Attack mode Difficulty for detection Complexity Damage

Small-scale DDoS attack High Low Low

Large-scale DDoS attack Medium Medium High

Stealing information Low High Medium

Sending spam Medium Medium High

Phishing Medium High Medium
Table 2.

Common modes and characteristics of attack initiated by Botnet.

regular spam, making detection more difficult. The process of phishing attack is
initiated by Botnet: the Bot erases and replaces the addresses of legitimate DNS on
the machine. When the user accesses the confidential page, the replaced domain
name server sends the phishing website page to the user [27].

4, Botnet threats and assessment

The threat assessment of traditional Botnet mainly starts from its several key
performances; the stronger the key performance of Botnet, the stronger the threat.
The key performance indicators of traditional Botnet mainly include four points:
transparency, concealment, destruction resistance, and attack capacity.

The transparency of Botnet is mainly reflected in that when an attacker main-
tains a Botnet or orders a Botnet to attack a certain site, the Botnet can be operated
as a whole and there is no need to pay any attention on the internal details of
the Botnet. This transparency is mainly realized through the control structure.
Attackers input operation commands and control information into the control
structure, and the control structure continuously transmits relevant contents to
various nodes, so as to control the Botnet as a whole.

The concealment of Botnet means that the activities in the main stages of the
life cycle of traditional Botnet need to be carried out covertly, to effectively reduce
the possibility of detection of the nodes, operating facilities and overall data flow
of Botnet, etc. The concealment of Botnet requires that network nodes should not
occupy memory and broadband resources too significantly and the damage to the
availability of controlled hosts should be relatively small. The most important thing
is to prevent itself from checking by the end user to avoid being discovered by the
network security supervision system.

The destruction resistance of Botnet mainly refers to the key characteristic that
Botnet is able to maintain its attack ability when some nodes are cleared or destroyed,
which is also called tenacity. The great performance of destruction resistance makes
the Botnet have strong survivability and can create more superior conditions for the
attacker to adjust the behavior characteristics of the Botnet node, thereby effectively
avoiding the occurrence of the entire Botnet failure. The main way is to build a more
robust structure of Botnet to improve its destruction resistance.

The attack capacity of Botnet mainly refers to the sum of all controllable
resources that can be controlled by an attacker. The attack capacity determines
the maximum attack strength that an attacker can initiate, and the attack capacity
mainly depends on broadband resources and network size. The attack flow that an
attacker can initiate increases with the increase of broadband resources. The larger
the network size, the more URLs can be exploited by an attacker, and the more
dispersed attack source, the fewer constraints in the attack process.
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These key performance indicators can be roughly divided into three categories:
transparency and concealment belong to the Botnet’s defense capability, destruction
resistance belongs to the Botnet’s survivability, and the attack capacity belongs to the
Botnet’s attack capability. In addition to the above key performance indicators, there
are some more detailed indicators, but they fall within these three capabilities, such
as command accessibility of Botnet, node averaging of Botnet, Botnet resilience, etc.

With the rise of the Internet of Things, the rapid development of smart
terminals, and the continuous improvement of mobile network technologies, in
addition to traditional Botnet, mobile Botnet has become one of the main plat-
forms threatening mobile network security. After the mobile Botnet invades the
intelligent terminals in the mobile Internet, these smart terminals are controlled
in a one-to-many way through controlling and command channels. It can be seen
that mobile Botnet is a subset of traditional Botnet, but it is far more harmful to
users than traditional Botnet. Due to the particularity of the mobile network, its
threat assessment has its own unique indicators in addition to the key performance
indicators of traditional Botnet. The threat assessment for mobile Botnet can be
started with the following performance indicators: attack performance, defensive
performance, survivability, auxiliary performance, and environmental perfor-
mance. There are more specific indicators in each performance indicator, such as
confidentiality and node control efficiency in attack performance, stability and
anti-detection capability in defense capability, network averaging and network
connectivity in survivability, propagation capabilities and command mechanism
performance in auxiliary performance, scalability and loan consumption in
environmental performance, and more.

5. Conclusions

At present, various cyberattacks based on Botnet are the most serious security
threats to the Internet. As Botnet continue to evolve and behavioral research on
Botnet is inadequate, the question of how to apply some behavioral problems to
Botnet research and combine the psychology of the operator to analyze the future
trend of Botnet is still a continuous and challenging issue.

Botnet is a common computing platform which can be controlled remotely by
attackers by invading several noncooperative user terminals in the network space.
It is an attacking platform consisting of multiple Bots controlled by a hacker. The
behavior of Botnet is also controlled by the hacker, rather than being controlled
by certain code logic, which also makes it difficult to locate and predict the Botnet
attack. The Botnet is developed in two phases: it was the primary virus and worm
in the first phase, and it transformed into Botnet platform in the second phase. The
virus attack has the characteristic of integration. Botnet is different, the control
command of Botnet is issued by separate C&C server, and the attack and invasion
are completed by the controlled hosts.

Botnet has many types of classification, and it can be divided into centralized
Botnet and distributed Botnet according to different operating principles. The dif-
ference is that there is only one C&C server in the entire network platform for the
centralized Botnet, and the infected nodes also communicate with each other in the
distributed Botnet.

The attack process of the Botnet is mainly divided into six phases: in the first
phase, Botnet will spread through various traditional viruses or worms; in the second
phase, the Bot begins to download the entire Botnet program; in the third phase, the
Bot contacts Botnet controller; in the fourth phase, the Bot is authenticated, and the
authenticated Bot can join the Botnet group; in the fifth phase, C&C communication
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between Botnet and Bot will start to receive information sent by the hacker; and in the
sixth phase, the Botnet launches an attack based on commands sent by the hacker.
The Botnet is popular all over the world, which poses a huge threat to the global
Internet and the Internet of Things. DDoS attack is still one of the largest Internet
security threats in the world, and the DDoS attacks are mainly launched by Botnet.

Acknowledgements

The authors thank Lu Yao, Qing Ye, Na Wang, Yicheng Lu, Haichang Yao, Kui
Li, and Ruchuan Wang for their contributions. This work is supported by the
National Key Research and Development Program of China (2017YFB1401301,
2017YFB1401302, 2017YFB0202204), the National Natural Science Foundation
Program of China (61373017), the Key Research and Development Program of
Jiangsu Province (BE2017166), the Natural Science Foundation Outstanding Youth
Fund of Jiangsu Province (BK20170100), the Open Fund of Jiangsu High Technology
Research Key Laboratory for Wireless Sensor Networks (WSNLBZY201514), and the
1311 Project of Nanjing University of Posts and Telecommunications.

Conflict of interest

The authors declare no conflict of interest.

Author details

1,2,3,4,5 1,3,4%

Ji Yimu and Liu Shangdong

1 School of Computer Science, Nanjing University of Posts and
Telecommunications, Nanjing, China

2 Jiangsu High Technology Research Key Laboratory for Wireless Sensor Networks,
Nanjing, Jiangsu, China

3 Institute of High-Performance Computing and Bigdata, Nanjing University of
Posts and Telecommunications, Nanjing, Jiangsu, China

4 Nanjing Center of HPC China, Nanjing, Jiangsu, China

5 Jiangsu HPC and Intelligent Processing Engineer Research Center, Nanjing,
Jiangsu, China

*Address all correspondence to: Isd@njupt.edu.cn

IntechOpen

© 2019 The Author(s). Licensee IntechOpen. This chapter is distributed under the terms
of the Creative Commons Attribution License (http://creativecommons.org/licenses/
by/3.0), which permits unrestricted use, distribution, and reproduction in any medium,

provided the original work is properly cited.

36



Threats from Botnets
DOI: http://dx.doi.org/10.5772/intechopen.88927

References

[1] China Internet Network
Information Center. The 43rd
Statistical Report on Internet
Development in China. 2019;2:19-20.
DOI: 10.13666/j.cnki.jnlc.2019.02.001

[2] Kolias C, Kambourakis G, Stavrou A,
et al. DDoS in the IoT: Mirai and other
Botnets. Computer. 2017;50(7):80-84.
DOI: 10.1109/MC.2017.201

[3] CaiT, Zou F. Detecting HT'TP Botnet
with clustering network traffic. In:
International Conference on Wireless
Communications, Networking

and Mobile Computing. Shanghai.
IEEE. 2012. pp. 1-7. DOI: 10.1109/
WiCOM.2012.6478491

[4] Song YZ. P2P Botnet detection
based on permutation entropy and
multi-sensor data fusion on decision
level. Computer Science. 2016;43:
141-146. DOI: 10.1145/2379616.2379622

[5] Jianen Y, Zhaoxin Z, Haiyan XU,

et al. Detection of IRC Botnet C&C
channels using the instruction syntax.
Journal of Tsinghua University.
2017;57(9):914-920. DOI: 10.16511/j.
cnki. enki.ghdxxb.2017.26.040

(6] Jang DI, Kim M, Jung HC, et al.
Analysis of HTTP2P Botnet: Case
study waledac. In: IEEE Malaysia
International Conference on
Communications. 2010. DOI: 10.1109/
MICC.2009.5431541

[7]1 Dibenedetto S, Gadkari K, Diel N,
et al. Fingerprinting custom Botnet
protocol stacks. In: IEEE Secure
Network Protocols. 2010. DOI: 10.1109/
NPSEC.2010.5634448

(8] Yu-Peng T, Zhang YZ,

Yin T. Modeling and evaluating a
cross-realm architecture for P2P
Botnet. Acta Electronica Sinica.
2018;46(4):791-796. DOI: 10.3969/j.
issn.0372-2112.2018.04.004

37

[91 Wu Z, Zhou H, Yu Z. A novel
hierarchical Botnet model. In:
IEEE Conference Anthology.
China. 2014. DOI: 10.1109/
ANTHOLOGY.2013.6784723

[10] Sinha P, Boukhtouta A, Belarde VH,
et al. Insights from the analysis of the
mariposa Botnet. In: International
Conference on Risks & Security

of Internet & Systems. Montreal,

QC, Canada. 2010. DOI: 10.1109/
CRISIS.2010.5764915

[11] Wang T, Yu SZ. Centralized Botnet
detection by traffic aggregation. In:
IEEE International Symposium on
Parallel & Distributed Processing with
Applications. Chengdu, Sichuan, China.
IEEE; 2009. DOI: 10.1109/ISPA.2009.74

[12] Bonneau J. The Science of Guessing:
Analyzing an Anonymized Corpus of 70
Million Passwords. Security & Privacy.
San Francisco, CA, USA. IEEE; 2012.
DOI: 10.1109/SP.2012.49

[13] Mazurczyk W, Caviglione L.
Steganography in modern smartphones
and mitigation techniques. IEEE
Communication Surveys and Tutorials.
2015;17(1):334-357. DOI: 10.1109/
COMST.2014.2350994

[14] Barford P, Yegneswaran V. An
Inside Look at Botnets. Advances in
Information Security. 2007;33(4):
171-191. DOI: 10.1007/978-0-387-
44599-1_8

[15] Li Z, Chen X. Misusing Kademlia
protocol to perform DDoS attacks.

In: IEEE International Symposium on
Parallel & Distributed Processing with
Applications. Sydney, NSW, Australia.
2008. DOI: 10.1109/ISPA.2008.15

[16] Singh K, Guntuku SC, Thakur A,
et al. Big data analytics framework for
peer-to-peer Botnet detection using
random forests. Information Sciences.



Computer Security Threats

2014;278:488-497. DOI: 10.1016/j.
ins.2014.03.066

[17] Abaid Z, Kaafar MA, Jha S. Early
detection of in-the-wild Botnet attacks
by exploiting network communication
uniformity: An empirical study. In: Ifip
Networking Conference. Stockholm,
Sweden. 2018. DOI: 10.23919/
IFIPNetworking.2017.8264866

[18] Kanich C, Kreibich C, Levchenko K,
et al. Spamalytics: An empirical
analysis of spam marketing

conversion. Communications of

the ACM. 2009;52(9):99-107. DOL:
10.1145/1562164.1562190

[19] Thomas K, Nicol DM. The
Koobface Botnet and the rise of social
malware. In: International Conference
on Malicious & Unwanted Software.
Nancy, Lorraine, France. 2011. DOI:
10.1109/MALWARE.2010.5665793

[20] Rossow C, Andriesse D, Werner T,
et al. SoK: P2PWNED - Modeling and
evaluating the resilience of peer-to-
peer Botnets. In: IEEE Symposium

on Security & Privacy. Berkeley, CA,
USA. 2013. pp. 97-111. DOI: 10.1109/
sp.2013.17

[21] Stringhini G, Hohlfeld O, Kruegel C,
et al. The harvester, the botmaster,

and the spammer: On the relations
between the different actors in the

spam landscape. In: Acm Symposium

on Information. ACM; 2014. DOI:
10.1145/2590296.2590302

[22] Li Z, Goyal A, Yan C. Honeynet-
based Botnet scan traffic analysis.
Botnet Detection. 2008. DOI:
10.1007/978-0-387-68768-1_2

[23] Peng T, Harris I, Sawa Y. Detecting
phishing attacks using natural language
processing and machine learning.

In: 2018 IEEE 12th International
Conference on Semantic Computing
(ICSC). IEEE; Laguna Hills, CA, USA.
2018. DOI: 10.1109/ICSC.2018.00056

38

[24] Yadav S, Reddy AKK, Reddy ALN,
et al. Detecting algorithmically
generated domain-flux attacks

with DNS traffic analysis. IEEE/

ACM Transactions on Networking.
2012;20(5):1663-1677. DOI: 10.1109/
TNET.2012.2184552

[25] Cook DL, Gurbani VK,

Daniluk M. Phishwish: A simple and
stateless phishing filter. Security

& Communication Networks.

2010;2(1):29-43. DOI: 10.1002/sec.45

[26] Khattak S, Ramay NR, Khan KR,
et al. A taxonomy of Botnet behavior,
detection, and Defense. IEEE
Communication Surveys and Tutorials.
2014;16(2):898-924. DOI: 10.1109/
SURV.2013.091213.00134

[27] Tanner BK, Warner G, Stern H.
Koobface: The Evolution of the Social
Botnet. Ecrime Researchers Summit.
2010. pp. 1-10. DOI: 10.1109/
ecrime.2010.5706694



Chapter 4

Evaluation of Botnet Threats
Based on Evidence Chain

Liu Shangdong and Ji Yimu

Abstract

The current network security faces a serious threat, which has been brought
about by the large-scale proliferation of botnet, and its detection has become one of
the important tasks of the existing cyberspace security. At present, although net-
work administrators have firewalls, intrusion detection systems, intrusion preven-
tion systems, and other technical means to achieve partial network protection, they
are still confronted with severe challenges in the detection and prevention of a
botnet known as a threatening attack platform. The new botnet is characterized by
its large scale and multifunction. Further, it is hard to detect, and it may cause a
sharp decline in the normal defense level of the protected object in a short period of
time. In this chapter, we propose a method of botnet threat assessment based on
evidence chain. The DS evidence theory is used for network security situational
awareness. On the basis of determining the recognition framework, all possible
results are considered, and each evidence is assigned a basic credibility, and the
final credibility of the target is fused by using the composition rule. The experi-
ments show that this method can work efficiently and detect the major threats in
the protected network in time.

Keywords: botnet, intrusion detection, situational awareness, evidence chain,
threat evaluation

1. Introduction

In recent years, with the rapid development of Internet of Things (IOT) tech-
nology, more and more devices are exposed to the Internet. These devices are
complex in variety and explosive in number. This kind of interconnected environ-
ment will make the security risk increase and spread rapidly, and bring severe
security problems. Among all kinds of security problems, botnet in particular brings
serious harm. Botnets are made up of “zombie hosts” infected with a malicious code
that infect normal devices, forming a large-scale “botnet” of IOT, once the “botnet”
launches a distributed denial of service attack. This will wreak havoc on the Internet
infrastructure [1].

In view of the large scale of botnet, the variety and number of botnet hosts, and
the unpredictable vulnerability types, the network security protection should be
considered from the overall situation. Therefore, it is very important to grasp the
information of the network and to perceive the status and development trend of the
network security. Network situational awareness can capture the security elements
that cause the change of network situation in a large-scale network environment,
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and make decisions and actions by acquiring, understanding, predicting, and mak-
ing decisions [1]. The concept of Situational Awareness (SA) originates from the
military demand in the 1980s, and with the rise of network, it was introduced by
Tim Bass into the field of network security.

SA should go through several steps, such as situation acquisition, situation under-
standing, situation prediction, situation visualization and so on [2, 3]. In the situation
acquisition stage, there may be a lot of complex, repetitive, or even false alarm
information. In addition, the existing SA methods use IDS, firewalls, virus detection
and other tools data, based on time series, graph theory, Bayes, game theory and other
methods, according to the network environment, the history of the attacker and the
network ontology vulnerability; these are used to evaluate and predict the network
security situation, without considering the emerging vulnerabilities and their SA.

To solve the above problems, this chapter proposes a botnet SA method based on
DS evidence theory. Compared with other SA methods, DS evidence theory not
only can solve uncertainty problems, but it also does not need prior probability and
conditional probability density. Therefore, we can manually assign it initial trust
based on our expertise and individual knowledge.

Botnet SA integrates all kinds of botnet security elements to evaluate the secu-
rity situation of the network in real time, which provides the basis for the network
security analysis, and evaluates the network security more accurately, thus mini-
mizing risks and losses from botnet threats. Botnet security SA plays an important
role in improving the ability of network monitoring, emergency response and
predicting the development trend of network security.

The main contributions of this chapter are as follows:

1.we propose a method of botnet threat assessment based on evidence chain,
which computes the target credibility to determine whether there is a threat in
the network;

2.the evidence chain method is applied to botnet to realize the situation of
network security. DS evidence theory solves the uncertainty problem of
network threat.

3.the experiment is carried out using the public data set of Nanjing University of
Posts and Telecommunications (NJUPT). The results show that the network
security situation assessment method proposed in this chapter is reasonable
and effective, and can improve the accuracy of security situation prediction.

2. Related work

There are already some approaches to network security SA: In the research of
network security SA architecture, Kokkonen proposed in 2016 a network security
SA architecture, which mainly includes information exchange module and empha-
sizes standardized information format [4]. In 2017, Eiseler proposed a network
security SA architecture from the perspective of IT complexity [5]. The main idea is
to abstract a layer of operation (decision) and the result of decision for decision
makers from non-technical background. In the research of network security SA, in
2016, Yang et al. used SVM machine learning method for SA [6]. After being trained
by classifier, the data can be used to predict the situation value. But the method has
the defect that the situation is normalized and the information is not abundant
enough. In 2016, KHALID et al., targeting data injection attacks, could lead to
unreliability and insecurity of network physical infrastructure such as (WAMS),
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a wide-area monitoring system. In this chapter, a Bayesian based approximate filter
(BAF) method [7] is proposed to minimize the impact of injection attack on oscil-
latory parameters, so as to improve the resistance of monitoring applications to data
injection attacks. In 2016, in the HMM-based network security situation assessment
method, Li et al. used to extract the observation values and model parameters by
establishing the time period, which is an important factor affecting the real-time
and accuracy of the evaluation. However, there are two problems: The results are as
follows: (1) the size of the time period is given randomly by people, which cannot
represent the security and real-time performance of the current network; (2) the
state transition matrix and the observation symbol matrix are usually determined
by experience and have strong abstractness. To solve this problem, Li et al. later
trained the parameters of the HMM model by mixed multi-population genetic
algorithm (MPGA) [8] to improve the reliability of the parameters and to solve the
problem that the emergency situation could not be highlighted in a certain period of
time. Experiments show that this method can reflect the current network security
situation effectively and accurately. [9, 10] put forward the overall goal of network
security SA, which is determined by scope, level, requirement and decision. The
method of SA is classified from four aspects: data collection, decision making,
analysis and visualization.

Through the research of network security SA, to a certain extent, the researchers
give other researchers some practical methods, but these methods also have a
limited scope of application. Most of the SA methods only consider the calculation
of the threat situation caused by an external attack and ignore the problem of the
security situation change caused by the insecurity of the system and the equipment
itself. This chapter presents a method of network security SA based on evidence
chain theory. DS evidence chain theory has many advantages in SA. Firstly, it does
not require prior probability and conditional probability density. Secondly, some-
times the information provided by the sensor is not necessarily very accurate, and
there may be a certain degree of fuzziness, and the DS evidence method can solve
the uncertainty calculation problem. Finally, DS evidence theory can continuously
narrow the scope of the hypothesis set by merging evidence. Its basic idea is to fuse
several sub-evidences according to the Dempster formula, so as to further deter-
mine the possibility of the occurrence of certain propositions.

3. A method of network SA awareness based on evidence chain

The chain of evidence is a collection of evidence formed by two or more evi-
dence links connected by the chain heads for a certain object of proof. Due to the
complexity of the current network environment and the emergence of various
network attack methods, the management requirements and the means of record-
ing technology are different. The vulnerabilities of most network and system are
scattered and independent, and the performance cannot fully reflect the real situa-
tion of the network status. It needs to combine the vulnerabilities and network
status transformation together through the relevance of vulnerabilities, and to
connect them according to the inherent meanings and logical relationships to form a
chain structure that is mutually connected and mutually validated, which involves
the chain of evidence for network situation awareness.

3.1 The components of the chain of evidence

The components of chain of evidence for audit include chain link, chain con-
nection and chain domain. Among them, chain link refers to the single evidence
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that constitutes the chain of evidence for situation awareness, also known as the
node evidence, which is expressed as a single physical object; chain connection is an
overlapping or embedding relationship or logical reasoning relationship between
the single evidences; chain domain refers to the entire information set (all evi-
dences) that the auditing entity can understand or know when verifying a certain
network activity under the existing cognitive ability and technical conditions. The
scope of chain domain is determined by the network activity and the cognitive
ability of the network entity, and the maximum value is all the facts required for
situation awareness, and the minimum is the main facts of situation awareness.

3.2 The essence and attributes of the chain of evidence

The evidence for situation awareness is essentially the retention of information
about the past network activity of the object, and the retention of such information
is the record and reflection of the network activity which objectively exists. When
these records and reflections do not fully capture the main facts of a network
activity, it needs to be achieved by constructing a chain of evidence. Therefore, the
essence of the chain of evidence for situation awareness is that different evidences
of different segments or conditions of the same network activity, through the multi-
component chain-dependent relationship in terms of meaning and logic, mutually
confirm each other and connect with each other to jointly reveal the truth of the
same economic activity. The chain of evidence for situation awareness not only has
the characteristics of the adequacy and appropriateness of general audit evidence,
but also has the characteristics of relevance, integrity and complexity, etc. of unique
or different meanings. Among them, relevance refers to the objective connection of
causal relationship, conditional relationship and space-time relationship between
the evidences of each link constituting the chain of evidence. Integrity means that
the evidences of each link constituting the chain of evidence have a consistent proof
effect and proof direction, and together constitute a complete proof system. Com-
plexity refers to the complex source of evidence of each link that constitutes the
chain of evidence. There are some evidences from the same source, that is to say
they come from the same network activity; and there are some evidences from
different sources, but the contents of them are involved each other. The evidences
of each link sometimes have different forms, and the evidence of entity coexists
with the evidence of person. The contents of the evidences are coherent and
overlapping, and there is other information unrelated to the audit findings.

3.3 Connection mode of chain of evidence

The chain of evidence can be divided into two kinds of connections, explicit and
implicit, according to whether there are semantic intersections and overlapping
relationships between links, such as explicit texts. Among them, explicit connection
refers to the overlapping and embedding of evidences contents between adjacent
business processes in the chain of evidence. Implicit connection refers to the con-
nection relationship between evidences formed by logical reasoning. Node evidence
in the chain of evidence can be divided into core evidence and auxiliary evidence
according to their different proof functions in network activities. Among them, core
evidence, also called direct evidence, refers to the evidence that plays a major role in
proving the emergence and existence of witnessed network activities. Auxiliary
evidence is the evidence supporting core evidence, including making up the quality
defects of core evidence and enhancing the persuasiveness of core evidence. The
composition of the chain of evidence is shown in Figure 1.
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Figure 1.
Composition of chain of evidence.

3.4 Basic concepts of evidence theory

D-S evidence theory [11, 12] adopts mathematical reasoning to perform fusion
calculations of inexact and incomplete information. In the D-S evidence theory
fusion algorithm, the recognition framework is the framework of the whole judg-
ment; the Basic Probability Allocation is the basis of fusion; the combinational rule
is the fusion process, and the trust function and likelihood function are used to
express the upper and lower limits of support strength interval of fusion conclusion
to a hypothesis.

1.Recognition framework

O is a mutually exclusive non-empty finite set, which is known as recognition
framework. It consists of N nonintersecting sets of w1, w,, ws. ... wy, and there are N
possible hypotheses in this recognition framework. The task of the evidence theory
fusion algorithm is to estimate the trust level to each possible hypothesis.

2.Basic probability allocation

Basic Probability Allocation (BPA) is a function known as E.g. (1)m function.
m:2° —[0,1]
And it satisfied:
m(®) =0; m(A)=1 (1)
ACo
When an evidence is constructed, each possible hypothesis or hypothesis com-
bination within the recognition framework should be assigned with a trust level

between [0, 1], and the sum of the trust levels of all hypotheses or hypothetical
combinations should equal 1.

3.Trust function
The fusion conclusion of D-S evidence theory expresses the support strength for
any hypothesis through an interval, and the lower limit of this interval is called the

trust function, and the trust function is also called the Belief Function (bel). The
trust function is defined in the recognition framework @ as is Eq. 3:

bel(A) =) “m(B)(VACO) ()

BCA
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The trust function of a hypothesis in the fusion conclusion only calculates the
support strength for the hypothesis directly during the fusion calculation, and does
not calculate the support strength for the combination containing the hypothesis. If
a part of the support strength in the Basic Probability Allocation is assigned to an
unknown domain, then the support strength of this part cannot be calculated in the
trust function.

4.Likelihood function

The upper limit of the fusion conclusion interval of D-S evidence theory is called
the likelihood function, and the likelihood function is also called the Plausibility
Function (pl). The likelihood function is defined in the recognition framework © as
is Eq. 3:

pl(A)= Y m(B) =1-bel(A) (3)

BnA#®

The likelihood function of a hypothesis in the fusion conclusion not only calcu-
lates the support strength for the hypothesis directly during the fusion calculation,
but also calculates the support strength for the combination containing the hypoth-
esis and the support strength allocated to an unknown domain. The fusion conclu-
sion could directly adopt trust function, likelihood function, even the interval
formed by the trust function and likelihood function to express the support strength
for each possible hypothesis.

5.Dempster’s combinational rule

The Dempster’s combinational rule, also known as the evidence combination
formula, can be expressed as Eq. 4:

m(A) = m1(A1)®my(A2)Bm3(A3)H---Em,(A,)
1 z (VAC®) (4)

L Y e -

1- kAmAzannAn:A i=1

Where & is the degree of conflict of evidence, ﬁ,

k= ZAmAznAm,_.An#d)ml(Al) *my(Ay) e---*m,(A,). k = 1, the conflict between the
evidences is so great that the evidence cannot be fused using the Dempster formula.
When some These, two characteristics of the D-S evidence theory combination rule
facilitate us in the combination of evidence. When combining multiple evidences, it
does not need to consider combination orders. At the meanwhile, when there are
consistency and contradiction between the evidences, group similar evidence into
groups and then carry out the combination of grouped combination conclusions.

3.5 Research on application of evidence theory

Evidence theory has been widely used in the fields of expert system, information
fusion, intelligence analysis, target judgment, legal case analysis, multi-attribute
decision analysis, etc. due to its extensive advantages in algorithm and application
level. Many researchers have also carried out corresponding improvement research
on the problems in the application. As far as the algorithm itself is concerned, there
are three main aspects from the terms of application:
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1. Construct a corresponding fast algorithm for a specific evidence organization
structure

In different application fields, the organization structure and expression form of
evidence are different. Starting from the evidence itself, it is an important point in
the application field to study the algorithm that can quickly obtain the fusion
conclusion in the application.

2. Approximate calculation

Aiming at the problem that the computation amount will increase rapidly when
the dimension of evidence theory fusion algorithm and the quantity of evidence
increase, the approximate algorithm is constructed starting from the practical
application. The method of approximate calculation can simplify the calculation
process under the condition of ensuring the calculation conclusion of uncertain
reasoning.

The basic idea of approximate calculation is to reduce the number of focal
elements to achieve the purpose of reducing the amount of calculation.

Voorbraak found that if the combination of m functions will produce a Bayes
trust function (i.e. a probability measure on a recognition framework), and then the
substitution of m function with their Bayes approximation will not affect the result of
Dempster’s combinational rule, which is called the “Bayes” approximation method.

The meaning of the “Bayes approximation” is that it is very useful and
computationally efficient for those cases where the final conclusion is concerned
only with identifying the “elements” of the framework (i.e., a single hypothesis)
rather than its “subset” (i.e., a subset of multiple hypotheses). Dubois and Prade
proposed a “Consonant approximation” which is characterized by that the focal
elements are nested after approximate calculation, and the number of focal
elements does not exceed the number of hypotheses in the identification
framework. The disadvantage is that this method is not suitable for calculation by
Dempster’s combinational rule, which may produce a large error. The “Consonant
approximation” method applies to the expression of evidence.

Tessem proposed “(k, 1, x) approximate algorithm “, k represents the minimum
number of retained focal elements; | represents the maximum number of retained
focal elements; x represents the maximum m value that is allowed to be deleted, and
x usually takes a value on [0, 0.1].

First, sort the m value from big to small, and then loop the sum of m function
values successively. If the number of retained focal elements is equal to 1, or the
sum of the calculated m functions is greater than or equal to 1-x, the loop ends;
otherwise, continue the loop, and finally normalize the m function values
corresponding to the retained focal elements. The (k, 1, x) method gives neither
Bayes m function nor a consonant m function, but it does reduce the focal element.

3.Modification of D-S Method

In view of the problems existing in the practical application of D-S evidence
theory fusion algorithm, corresponding modifications are made on the basis of
traditional combination rules to avoid the irrationality of fusion conclusion under
special circumstances.

4. Network security SA approach based on evidence chain

This section briefly introduces the flow of network SA [13] based on DS evi-
dence theory: First, the identification framework should be determined, and all
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possible results should be considered, and each evidence should be assigned a basic
credibility, and then the final credibility value of the target should be fused by using
the composition rule. In this section, a method of SA based on DS evidence theory is
proposed.

The network security SA based on DS evidence chain collects the protected
network information through active and passive network sensors and takes the
information as the fusion data of DS evidence theory after processing. Each piece of
data collected by the sensor can be corresponding to one evidence, and then the
corresponding initial credibility can be given to the evidence. Finally, the composite
formula is used to fuse these evidences to obtain the credibility of the protected
network threat proposition. This value reflects the degree of trustworthiness of the
protected network under the threat of the evidence, and sets the confidence
threshold. If the credibility exceeds the threshold, it indicates that the network
component has a security threat and is vulnerable to attack, otherwise, the network
component is secure.

In this chapter, the identification framework is ® = {T, F} in which T indicates
the camera was dangerous and vulnerable to attack while F indicates that the
camera is secure and is not vulnerable to attack. Then the power set is 2° =
{®,T,F, H} in which ® indicates the camera is both dangerous and safe while
Himplies the camera may or may not be safe. The trust function satisfies
m(®) +m(T) +m(F) + m(H) = 1 in which m(®) = 0 and m(H) = 0.

Second, every piece of data that is scanned from a camera device is used as a
piece of evidence, and there are three types of evidence. The first is to scan the IOT
devices opened on the port 23 all over the school, in which the camera device is the
object of our SA so it could be attacked. An initial trust value is assigned to this
evidence, that is, the ratio of camera devices to the number of devices opened on
port 23 is used as the initial trust probability function of the evidence; the second
type of evidence scans camera devices, in which cameras with weak password
vulnerabilities are vulnerable to attack. Here we take the ratio of camera equipment
with weak password vulnerability to the total number of cameras in NJUPT as the
initial confidence probability function of the evidence; the third kind of evidence is
to upload the virus to the camera device with weak password vulnerability. The
successful uploading of the virus is highly dangerous and vulnerable to attack. We
use the ratio of a successful webcam uploaded by a virus to a camera with a weak
password vulnerability as the initial trust probability function. Through the above
methods, we adopt three different types of evidence, further improve the credibil-
ity of evidence fusion, at the same time, we also compress a large number of
evidence data into three pieces of evidence, improve the efficiency and time of
synthesis. After that, we can use the improved composite formula to fuse the three
evidences against the camera, and obtain the ultimate credibility of the dangerous
situation of the camera in NJUPT.

Finally, the credibility #(T) after fusion will be compared with a given thresh-
old. If the reliability is greater than the threshold, it shows that the whole situation
of the camera in NJUPT is dangerous and vulnerable to attack, otherwise, the
overall situation of the camera of NJUPT is safe.

5. Experiment

In order to verify the feasibility and effectiveness of this method, the Telnet port
scanning record of the network equipment in the campus network of NJUPT was
used as the data source. The data was collected from the outbreak of a large-scale
Mirai botnet attack on the East Coast of the United States at the end of 2016. The
scope of collection is limited to the campus network of NJUPT. The study found
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that a large number of cameras in the campus network have weak password vul-
nerabilities. As shown in Figure 2, this vulnerability allows for intrusion into the
monitoring system. Moreover, based on the vulnerability, the Mirai botnet can be
uploaded to the camera and run. The camera becomes the Mirai botnet broiler,
which can launch a large-scale DDoS attack. Because the scope of the research
object is relatively small, after discovering the problems existing in the monitoring
system in the campus network, we should inform the relevant departments of the
school and take timely measures to protect the monitoring system. However, for
large-scale protected networks, SA methods are needed to discover threat situation
in time. This chapter uses DS theory to verify the feasibility and effectiveness of the
proposed approach based on campus network data sources.

This chapter data source contains three kinds of data: (1) all 23 Telnet ports in
the campus network in the open device and its type, IP address and other informa-
tion; (2) the network camera with the weak password vulnerability of 23 Telnet in
the campus network; (3) the camera which can upload Mirai virus and run it
successfully through weak password vulnerability.

i

Figure 2.
Schematic diagram of campus monitoring system through weak password vulnerability.
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Figure 3.
Scanned device records opened on port 23.
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First, scan all IOT devices opened on port 23 open and the scan results are shown
in Figure 3. A total of 464 data opened on port 23 were recorded, including 242
camera devices. So in evidence 1, the initial trust value m; (V) is 242/464 ~ 0.52 and
m;(S1) is 1-0.52 = 0.48.

Secondly, Scan camera equipment in school for leak detection, as shown in
Figure 4. Among them, there are 142 camera devices with weak password vulner-
abilities. So in evidence 2, the initial trust value m;(V;) is 142/242 ~ 0.59 while
m;(S,) is 1-0.59 = 0.41.

Finally, we uploaded the virus to the cameras with a weak password, and 86
camera records were uploaded successfully, as shown in Figure 5. So in evidence 3,
the initial trust value m3(V3) is 86/142 =~ 0.61 and m3(S3) is 1—0.61 = 0.39.

Then, the three evidences are fused by Dempster formula. If the evidence
provided by the sensor scan is B, C, and D respectively, the proposition that the
investigated camera in the campus network has a network security threat is called
V, and the proposition that the investigated camera in the campus network is secure
is called S. Then three sets of evidence are combined to calculate the confidence of
proposition V as follows:

the normalized constant k is calculated as follows:

K= > mi(B)omy(C)oms(D)
BNCND#®

= 0.52*0.59*0.61 + 0.48%0.41*0.39.

~ 0.26.
to calculate m(V') by composite formula:

m1®ma®ms{m(V)}
_1 S mi(B)ma(C)oms(D)

k BNCND={m(V)}

= 53¢ (0:52% 0.59% 0.61).

~ 0.71.
to calculate m(S) by composite formula:

m1@m,@ms{m(S)}

_1 3" m(B)emsy(C)oms(D)

k BNCnD={m(S)}

= 53¢ (0-48%0.41%0.39).

~ 0.29.

Based on the above calculations, the ultimate trust of (V) is 0.71 and that of
m(S) is 0.29. Because the experimental data source in this chapter contains only
campus network camera and no other devices, there is no need to estimate the
threshold. In the experiment, m (V) >m(S), it shows that there are serious security
threats in the monitoring system of campus network by calculating the method, and
the method is effective.

The prototype system based on this method is shown in Figure 6. The system
includes a scanning module, data query, weak password management and
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Figure 4.
Scanned records of cameras for leak detection in school.
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The virus uploading records on the cameras with a weak password.
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Figure 7.
Schematic diagram for the scanned vesult page by SA prototype system.

visualization (chart analysis) module, as shown in Figure 7. The scanning module
integrates the automatic scanning function, as long as we input the network seg-
ment to be scanned and click “Start Scanning”, the scanning can be done automat-
ically. The buttons under the “Operation” column on the right enable you to
manually access the device. For example, if the device has a weak password vul-
nerability, you can start shell through the “Operation” button to automatically use
the weak password to login to the device for easy viewing. The “Operation” also
includes manual uploading of the Mirai zombie program, etc. Data Query is
designed for your viewing history scanning records; Weak Password Management
for adding or removing the collected camera factory default password; Visual
Analysis Module for displaying the network situation by means of geographic
information, data statistics and chart, etc.

The prototype system is shown in Figure 6.
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Campus network security situation diagram based on geographic information.
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The security situation of campus network based on the security threat analysis of
campus network camera is shown in Figure 8. The situation map is based on
geographical location information, and the red point indicates that there is a secu-
rity threat in the corresponding location of the map, which will make the adminis-
trator reminded.

6. Conclusion

This chapter first introduces the related work of SA technology, the concept,
definition and formula of DS evidence theory, and then aims at the problem of
slow response of network security SA to burst vulnerabilities in the network. A
method of network security SA based on DS evidence theory is proposed. Finally,
according to the experiment of Mirai botnet, a surveillance camera in NJUPT’s
campus network, it is proved that the SA method based on DS evidence theory is
feasible and effective, and this method can detect the major threat in a protected
network in time.
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Chapter 5

Deploying Blockchain Technology
in the Supply Chain

Jian Zhang

Abstract

In the rapidly evolving environment of the international supply chain, the
traditional network of manufacturers and suppliers has grown into a vast ecosystem
made of various products that move through multiple parties and require coopera-
tion among stakeholders. Additionally, the demand for improved product visibility
and source-to-store traceability has never been higher. However, traditional data
sharing procedures in today’s supply chain are inefficient, costly, and unadaptable
as compared to new and innovative technology. Blockchain technology has shown
promising results for improving supply chain networks in recent applications and
has already impacted our society and lifestyle by reshaping many business and
industry processes. In an effort to understand the integration of blockchain technol-
ogy in the supply chain, this paper systematically summarizes its current status, key
characteristics, potential challenges, and pilot applications.

Keywords: supply chain, blockchain, smart contract, traceability, security,
digitalization

1. Introduction

The supply chain plays a crucial role in modern businesses by allowing them to
achieve efficiency, responsiveness, and success. Over the past several decades, the scale
of businesses has expanded, the number of geographic locales involved in the produc-
tion process has grown, and product portfolios have diversified. As a result, the supply
chain has grown from a traditional network of manufacturers and suppliers, to a vast
ecosystem made of various products that move through multiple parties and require
cooperation among stakeholders [1]. Additionally, due to the rapid evolution of e-com-
merce, the demand for improved product visibility and source-to-store traceability has
never been higher. However, the inefficiency of data sharing in current supply chain
networks has dramatically impacted the operations of retailers and manufacturers. For
example, information gaps between data collected by factories and by retailers make it
challenging to trace product history and offer customized products.

To overcome these challenges and improve supply chain performance, industries
have explored innovative technologies that support efficient collaboration and coor-
dination within and among different organizations [2, 3]. Among these technologies,
blockchain provides a promising future and allows the supply chain to provide better
visibility, transparency, and acuity of transactions throughout the entire process [4].
The blockchain technology that powers cryptocurrency has caught the attention of
businesses, especially those in supply chain management. A 2017 study indicated
that nearly 62% of supply chain executives claimed to have engaged with blockchain
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technology [5]. Although blockchain-based applications in the supply chain are still
in their early stages, we believe this technology will significantly remodel the supply
chain system [6-8]. Analysts forecast that blockchain technology can help supply
chain management gain one-third improvement in most of its common processes
[9]. A blockchain network is as a distributed ledger—transactions are contained in
blocks that are linked together in chronological order to form a tamper-proof chain,
which is usually stored in all network nodes [10, 11]. As such, blockchain technology
provides a means to create tamper-proof logs of business activities and transactions
[12]. Transaction data are immutable because they cannot be tampered with once
they are distributed, accepted, and validated by network consensus and stored in the
blocks [13]. By eliminating intermediaries to achieve trust among all stakeholders,
efficiency improves and cost is reduced for the entire supply chain.

Despite the general acceptance that blockchain technology facilitates faster,
more easily auditable interactions and allows for the exchange of immutable data
among supply chain partners [14], it will take time for this technology to be adopted
and to revolutionize the supply chain. Currently, most applications of blockchain
are conceptual expositions, and empirical evidence on the implementation of it is
limited [15]. Furthermore, few studies have been conducted on the challenges of
deploying blockchain in the supply chain, such as organizational readiness, techni-
cal expertise, scalability, and compatibility with existing systems. Therefore, this
study will provide a systematic analysis of how blockchain technology fits in the
supply chain network and discuss potential challenges with its implementation.

2. Supply chain
2.1 Overview

Supply chain encompasses the end-to-end flow, including the physical and
correlated data flow of raw material, products, information, and money. It plays a
unique and critical role in businesses and determines the performance of organiza-
tions. Supply chain manages or is involved in sourcing, procurement, manufactur-
ing, distribution, and logistics, and, thus, affects speed-to-market, the cost of a
product, service perception, and capital requirements in businesses [16]. Supply
chain integrates a set of fragmented and often geographically discrete processes into
a cohesive system to deliver value to the customer. The core functions and opera-
tions of a typical supply chain network are illustrated in Figure 1.

2.2 Problems with today’s supply chain

Evolving customer requirements, challenges from competition, geographi-
cally separated operations, and the adoption of new business models (such as

Figure 1.
Supply chain and operations.
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e-commerce) make the current supply chain a highly complex system. Over the past
decade, e-commerce and hand-held digital devices have substantially changed the
daily lives of people, especially in the ways they shop. There is an ever-increasing
demand for customized products, a simplified and efficient shopping experience,
and transparency about the value and provenance of goods. These needs bring new
opportunities to businesses but impose significant challenges to current supply
chains. These outdated supply chains struggle to improve demand management, to
provide data visibility for the entire flow, or to track goods from raw material to end
consumer—all of which are tremendously complex. Furthermore, the old technol-
ogy of today’s supply chain fails to provide adequate risk management, to reduce
costs, or to meet rapidly changing market requirements. We summarize the main
challenges in current supply chains here:

Lack of traceability: In the last few years, traceability has become crucial for
supply chains to address, especially in regard to customer service and planning and
forecasting in business operations. However, it is difficult to deploy a centralized
system in an interconnected network, especially where trust among participants
is limited. Instead, there are several discrete systems among involved parties that
consist of various databases that impede product tracking throughout the entire
supply chain network [17].

Stakeholder distrust: Trust is an essential factor in supply chain management,
and an effective supply chain network must be built on a solid foundation of it [18].
However, distrust among participants is the single greatest obstacle to improv-
ing supply chain networks [19]. Consequently, most stakeholders in the network
primarily rely on third-party intermediaries to serve as agents of trust and to verify
transactions, which dramatically increase operational cost and reduce process
efficiency.

Limited transparency: The term “transparency” in the supply chain refers to
the extent to which all stakeholders own a shared understanding of and access to
accurate and adequate information about products [20, 21]. A transparent supply
chain network improves trust among stakeholders and guarantees the integrity of
products and associated data. However, the discrete databases in current supply
chain networks offer minimal transparency, and most of the useful information
in them is lost when products and data are transferred from one stakeholder to
another. Furthermore, there are issues with inconsistent data sharing, relying on
paper documentation, and inadequate interoperability. These critical challenges
remain despite years of significant research investment. The crisis of Chipotle
Mexican Grill outlets [7] is an important and sad example of how the current sup-
ply chain system is inefficient at, and possibly incapable of, offering transparency
throughout the entire lifecycle of products.

Outdated means of data sharing: In current supply chain networks, data
are shared between many organizations using paper-based documentation.
Oftentimes, important documents, such as bills of lading, letters of credit, invoices,
insurance policies, and various certificates, must travel with their associated goods
around the world [22]. For example, about 200 communications were needed for
Maersk, a global transport and logistics company, to complete a single shipment of
frozen goods from Mombasa to Europe in 2014 [23]. These communications created
a stack of documents about 25 centimeters in height [24]. Constrained by this
outdated and inefficient data sharing method, ships and airplanes are often delayed
in ports when the paperwork does not match the carried goods [22].

Compliance challenges: Currently, businesses have to meet increasingly strict
regulatory standards to provide safe products and services to customers. Recently,
the U.S. Food and Drug Administration and Federal Trade Commission adopted
several standards to increase food safety and offer full visibility of food flows in the
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supply chain. However, under current supply chain processes, it is difficult to obtain
this information from a variety of stakeholders and to develop a database that
complies with new standards.

3. Blockchain technology

Blockchain is an innovational technology that enhances customer service, drives
end-to-end value, and increases the efficiency of operations [25]. Additionally,
it allows distrusting or unfamiliar stakeholders to create shared and secure data
records [26]. In sum, when an exchange of valuable data and goods is necessary,
blockchain technology expedites transactions, streamlines the process, enhances
transparency, reduces waste, and, ultimately, reduces cost [27]. Consequently,
new types of internet and associated business models have been built off of this
robust technology [22]. Blockchain promises to be the primary driver of secure and
efficient economic and social systems in the future.

3.1 What is blockchain technology?
3.1.1 Chained architecture

The basic concepts of blockchain were introduced by Satoshi Nakamoto in
Bitcoin [28], a digital cryptocurrency that can work without the need of a trusted
intermediary. It offers a distributed ledger that tracks and sustains a tamper-proof
record of transactions in a decentralized network. In essence, it is a unique database
system that is created, replicated, synchronized, and maintained by all participants
in the decentralized network. Blockchain operates in a decentralized peer-to-peer
network [29] to validate and store all transactions in a consensus that is agreed upon
by all nodes in the network, without any central authority to validate the transac-
tion (as with an intermediary). All completed and validated transactions are logged
in the distributed ledger in a verifiable, secure, transparent, and permanent manner
along with a timestamp and other details [30]. In this way, the exchange of tangible
and intangible data and assets among participants can be recorded digitally. Each
stakeholder maintains a copy of the synchronized ledger, which prevents a single
point of system failure or data loss [22]. When changes are made, such as adding a
new block, all copies in the network are simultaneously updated, and records are
permanently registered in all ledgers [31]. These changes are stored into blocks
that create a chain [32], where a block is linked to the preceding one by storing its
hash (a unique data that is mapped from the given block) [33]. Figure 2 shows the
fundamental chained architecture of a blockchain network.

In Figure 2, notice that except for the first block (called the genesis block), each
block has its hash as a unique ID that includes the hash of the previous block. In this
way, a chronological chain is formed. Additionally, the hash mechanism provides
enhanced data security. Usually, a block stores a set of time-stamped transactions
that are validated by stakeholders in the network. Once it gains consensus, the block
is accepted and stored by all parties in the blockchain and can no longer be modi-
fied. Therefore, trust in and transparency of transactions between organizations are
significantly improved.

3.1.2 Permissionless vs. permissioned blockchain

Since the introduction and success of Bitcoin, many blockchain-based platforms
can be categorized as either a permissionless or permissioned blockchain. Virtually,
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Figure 2.
The architecture of a data chain in a blockchain network.

anyone can join and participate anonymously in a permissionless blockchain net-
work. Accordingly, it is also called a public blockchain, and these two notions will
be used interchangeably in the remaining sections. Within this type of network,
trust among users is limited or nonexistent. To overcome this lack, miners (detailed
later) are introduced to validate transactions.

In contrast, permissioned blockchain is a network for a group of identified users
operating under a governance model, called a consensus, to improve transactional
trust. To join this type of network, new users need permission from the majority
of the group or a delegated user; hence, it is also called a private blockchain, and
we use both notions interchangeably in this paper. These networks facilitate trust
among users and do not require costly miners. More efficient consensus protocols
(such as the Byzantine fault tolerant protocol) validate data, improve network
throughput, and reduce the latency of transactions.

3.1.3 Key characteristics

Blockchain technology has many unique features that allow for the creation of a
verifiable, secure, transparent, and immutable distributed ledger, the core charac-
teristics of which are summarized as follows:

1. Versatile value exchange: Blockchain provides a secure and efficient platform
for recording the transactions of intellectual property rights, the provenance
of services and goods, asset ownership, cryptocurrency exchange, and more.

2. Distributed governance: A blockchain network is not controlled by any desig-
nated authority, organization, or person, and the need for trusted intermediar-
ies to verify transactions is eliminated. It is a distributed database that provides
secure and validated data for all participants in the network simultaneously.
Thus, there is full transparency along the entire stream of transactions, and
assets and data can be transferred between several organizations in a quick and
efficient way.

3.Decentralized architecture: The ledger is decentralized and stored in all
nodes (i.e., individual stakeholder databases) of the network, and failure of it
at a central infrastructural point is not possible. Therefore, it fosters a robust
network that improves the quality, reliability, and availability of services and
information.
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4.Logically centralized: With only one transaction record shared with and
agreed upon by all participants, a blockchain network behaves like a logically
centralized system.

5.Data transparency: Blockchain technology allows for a highly transparent net-
work that is visible to each stakeholder at all times. This dramatically reduces
the chances of illegal transactions.

6.Immutable data: Once a block with a set of transactions is verified by the
consensus and stored in the chain, the encapsulated data can no longer be

modified.

7.Enhanced data security: Blockchain technology utilizes asymmetric cryptog-
raphy and digital signature algorithms to ensure data security and individual
identity.

3.1.4 Main components and data flow

To cater to the vastly different needs of unique businesses and users, many
blockchain networks are created, and each contains a slightly different set of
features; however, a basic foundation remains the same for all. As an example, we
use Bitcoin, the first and the most successful permissionless blockchain system, to
illustrate the key components of typical data flow in a blockchain network:

Block: A data structure that is used to collect a set of transactions and is pro-
tected by adding a hash value to ensure the integrity of stored data. It is an essential
component and is deployed in all blockchain networks.

Digital wallet: A secure repository for a user to store the private and public
key pair. It interacts with the Bitcoin network so a user can receive and send digital
currency (Bitcoins) and monitor their balance.

Node: A client who participates in transactional activities on the blockchain
network. First and most importantly, a node owns a complete and permanent copy
of the ledger that consists of all historical transactions. It works as a cornerstone
to store a full copy of the tamper-proof ledger in each node in a blockchain net-
work. Second, a node contributes to the network by broadcasting transactions and
enabling miners to validate and create blocks.

Miner: A miner, a special user in the Bitcoin network, collects and validates all
broadcasted transactions and creates new blocks. It competes with other miners
in the network to solve a mathematical puzzle, widely known as a proof-of-work
problem. The first to win the puzzle adds a new block to the chain and gains a spe-
cific amount of reward, such as a small number of Bitcoins. When a block is added,
all nodes synchronize their local copy, ensuring their ledger is up-to-date. A miner
or mining procedure is used for validation in many permissionless blockchains,
whereas validation is executed by nodes under the control of a consensus in most
permissioned blockchains.

Consensus: An agreement between nodes in a blockchain network that submits
transactional information, and is one of the most critical components of blockchain
technology. A blockchain network is updated via the deployed consensus protocol to
ensure that transactions and blocks are ordered correctly, to guarantee the integrity
and consistency of the distributed ledger, and, ultimately, to enhance trust between
stakeholders (nodes). Additionally, a consensus algorithm can help a distributed or
decentralized network unanimously make a decision [11, 29]. Prevalent consensus
algorithms include proof-of-work, proof-of-stake, Byzantine fault tolerance, dele-
gated proof-of-stake, proof-of-elapsed time, and proof-of-authority matched [34, 35].
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In a typical open and permissionless blockchain network such as Bitcoin, when
a user starts a transaction, the digital wallet verifies and signatures the transaction
before broadcasting it to all nodes in the network. The verified transaction is added
to a block that collects a set of new transactions. Miners validate the block, and once
validated, the block is added to the existing blockchain by all nodes. This completes
the transaction. The following is an illustration of typical data flow within the
Bitcoin network:

A typical permissioned blockchain follows a similar data flow to that illustrated
in Figure 3, where a signature is added to the transaction, which is then submitted
or broadcasted to the network and added to a block. After the block is validated,
the transaction is permanently stored in the chain. Permissioned blockchain differs
from permissionless blockchain by how blocks and transactions are validated. To
gain better performance and lower latency, most permissioned blockchain networks
deploy efficient consensus protocols (e.g., the Byzantine fault tolerance consensus
used by Hyperledger Fabric) that nodes use for validation.

3.2 What is a “smart contract™?

The term “smart contract” was first proposed by Nick Szabo, and defined as
“a set of promises, specified in the digital form, including protocols within which the
parties perform on these promises” [36]. The smart contract concept was integrated
into Ethereum’s blockchain network to facilitate, verify, and enforce contract
negotiations and to improve the contract performance. Before transactions are
conducted in a blockchain network, a smart contract that defines the conditions,
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Figure 3.
Data flow of an open blockchain network [27].
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obligations, rights, and concepts between stakeholders is created. This information
is recorded as executable computer code to reduce ambiguity. Smart contracts are
stored and shared in a distributed ledger that all participants have access to. These
contracts automatically self-execute when all of the pre-set conditions are satisfied
within a blockchain network. Thus, stakeholders who agreed upon a smart contract
have more trust for each other and have a reduced risk of error and fraud [37]. The
following details additional advantages of smart contracts:

* Cost-saving: by eliminating intermediaries and reducing process time;

* Accurate: all agreements, conditions, etc. are recorded in terms of computer
codes that provide a more accurate and efficient means of information storage;

* Speedy: Whenever the pre-defined conditions are met, the smart contract is
executed autonomously and in real-time;

* Transparent: Smart contracts are available and fully visible to all participants
involved in the network; and

* Secure: Smart contracts are stored using encryption and are distributed on all
nodes of the blockchain network simultaneously.

3.3 Existing blockchain platforms and applications

There are many blockchain platforms with different consensus algorithms,
development tools, and programming languages [38]. We introduce a few impor-
tant blockchain platforms and applications herein.

Bitcoin: The initial and most famous blockchain network to offer crypto-
currency transactions. It was launched in 2009 and has rapidly grown to be a
significant currency system both online and offline. Since the mid-2010s, increas-
ingly more businesses have begun accepting Bitcoin as payment. At the time of this
writing (March 2019), the market capitalization of Bitcoin was about $68 billion
[39]—it takes around 10 minutes to create a new block [40].

Ethereum: An open-source blockchain platform that was introduced by Buterin
[41] and first launched in 2015. It is the first, and possibly the most advanced, block-
chain network to introduce smart contracts for decentralized applications (Dapps).
The primary Ethereum network serves as a public blockchain network; however, it
is also possible to create a private blockchain network based on Ethereum. Quorum
[42] is one such example and deploys the Ethereum network to create an enterprise-
ready distributed ledger and smart contract platform, both of which contribute to
faster processing. In Ethereum’s main network where a majority of transactions take
place, it takes about 10-15 seconds to create a new block [43]. However, the number
of transactions processed per minute is still as limited as Bitcoin.

Hyperledger fabric: An open-source, private blockchain network that is
designed for enterprise applications. Hyperledger Fabric was established under the
Linux Foundation and is maintained by a variety of organizations [44]. It employs a
configurable architecture that provides various features, such as distributed ledger
frameworks, smart contract engines, pluggable consensus protocols, user inter-
faces, and more. These versatile characteristics allow for a broad range of business
applications, including finance, insurance, supply chain, healthcare, and human
resources.

Skuchain: A blockchain network that is designed for enterprise supply chains
in global trade [45]. It creates a zero-knowledge collaborative platform for global
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supply chains and provides precise control in inventory procurement across all
partners, reducing friction and the costs of supply chain processes.

Sweetbridge: A blockchain-based application that enables real-time financial
systems to assure transactional data are trustworthy between different parties. It
integrates trusted identity, smart legal contracts, smart accounting, and payment
rails into a transaction for all parties to see in real-time [46].

Zervnetwork: A decentralized trading platform based on blockchain technol-
ogy. It aims to provide frictionless transactions among all participants within the
defense industry [47].

IOTA: An open-source distributed ledger that is being built to power the future
of the Internet of Things (IoT) with feeless microtransactions and data integrity for
machines [48].

4. Chain integration

In recent years, Blockchain technology has been recognized as a critical technol-
ogy with inherent capabilities to dramatically improve supply chain efficiency
[49-51]. A study from Eye for transport stated that more than 16% of the 300 com-
panies surveyed agree that data interchange, tracking, and visibility are the fore-
most reasons to deploy blockchain technology in the supply chain [52]. However, we
discuss the benefits, challenges, and risks of integrating blockchain technology in
the supply chain and introduce several pilot initiatives below.

4.1 Benefits to supply chain

The adaptation of blockchain technology can significantly alleviate or even
eliminate the aforementioned problems in today’s supply chain. Blockchain technol-
ogy empowers the supply chain with improved efficacy, efficiency, and transpar-
ency and reduced transactional time and cost. There are many ways blockchain
technology benefits the supply chain:

Advanced traceability: With the adoption of blockchain technology, trace-
ability within the supply chain is greatly improved; it produces a fully auditable trail
of all items flowing through the network. Combined with IoT-based devices, such
as RFID technology, a blockchain-enabled supply chain can automatically collect
the item-level data of massive quantities of products in real-time. Additionally, this
information is associated with timestamps and collection locations to form an audit
trail that is complete, accurate, and easy-to-access, from the product’s origin to the
customer. Furthermore, thanks to the immutability of blockchain data and the digi-
tal signatures required to confirm information ownership, data stored in this chain
offers a secure and full history of any item in the entire supply chain. In the event of
a compromised product, improved traceability enables the source of the issue to be
identified more quickly, which reduces the cost of recalling products and improves
disruption resolution between stakeholders. Advanced traceability gives stakehold-
ers and customers more confidence in a product’s authenticity and quality.

Improved transparency: Blockchain technology provides reliable identity
management in the supply chain [53] by enabling all parties to know who is
performing what actions, at what time, and where. This information is stored and
shared in distributed ledgers that can be conveniently accessed by involved and
authenticated stakeholders. Through the integration of physical and digital flows
across the supply chain, the connectivity of multiple trading partners will improve
[54, 55]. Therefore, a blockchain-enabled supply chain with its transparent and
complete inventory of product flow helps businesses make better forecasts and
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decisions. Additionally, improved transparency serves as a powerful tool for
fighting fraud and counterfeiting.

Boosted efficiency: One of the primary motivations for implementing
blockchain technology is to replace the outdated, paper-heavy processes in place
today. As one of the benefits of digitalization, the logically centralized data ledger
provides up-to-date local copies to all stakeholders within the network. All transac-
tions are committed and immediately validated by all involved parties, and data are
automatically synchronized to each party’s local copy. Blockchain technology makes
it safer and faster to maintain the quality of transactions and associated data [56]
by reducing human error and eliminating the need for third-party intermediaries
and for local ledger reconciliation. Finally, the autonomous and self-executing
blockchain-based smart contract replaces tedious processes and improves flexibility
in supply chain management.

Greater security: It is nearly impossible to impact blockchain technology
through hacking attacks like those that threaten centralized databases of interme-
diaries (e.g., banks). It is structured so that when there is an attempted hack into a
specific block, all preceding blocks in the entire history must also be tampered with.
Thus, blockchain provides a more secure way to maintain a log of business activities
and transactions [12].

Enhanced trust: The transactions of a blockchain-based supply chain are cre-
ated and recorded based on peer-to-peer interaction that can be trusted by the asso-
ciated digital signatures. Additionally, a reliable identity management mechanism
[53] allows for the collection of time, location, and other data at every action on a
product in the supply chain. All data are synchronized to all stakeholders in real-
time, which enhances trust among stakeholders within the supply chain network.

Easy compliance: A blockchain-enabled supply chain network records all
transactions with precise details, such as timestamps, environmental conditions,
and location. These accurate, tamper-proof records can serve as the source of a
business’s data integrity and be easily accessed for regulations and compliance.

4.2 Challenges with blockchain technology

Although blockchain technology is widely recognized as a promising solution for
issues with today’s supply chain, the application of it requires significant changes in
both technological and cultural contexts. Additionally, more comprehensive evalua-
tions of it are needed to unveil and address its challenges before the full potential of
this new technology can be realized [22, 57].

Throughput and performance: Due to its decentralized architecture, each
transaction is approved by all or a majority of nodes in a blockchain network. This
approval process limits the throughput of a blockchain network; for example,
Bitcoin, a public blockchain, can only process from 3 to 30 transactions per sec-
ond. However, a private blockchain-based supply chain network must process far
more transactions, possibly thousands per second, for the entire system. Thus,
it is imperative to improve the transaction capacity of blockchain technology for
full scalability. Fortunately, a private blockchain network’ ability to improve the
throughput of transactions may mitigate this processing challenge.

Standardization: Standardization is a critical concern for the adoption of block-
chain technology in the supply chain. In essence, this technology offers a ubiquitous
and general-purpose platform for digital data sharing and permanent storage.
Interestingly, a major question still remains: what content and format should be
adopted for transactional data that facilitates interpretation by all participants? A
data standard must be established and agreed upon by the entire supply chain com-
munity. However, there is no existing standard that can be adapted for this purpose.
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In recent years, much effort, such as EPCIS [58] that proposed GS1, has been made
to overcome this gap, however, it is still not widely accepted and implemented in
supply chains.

Data privacy: The immutability and transparency of blockchain technology
raise a concern with data privacy when deployed for supply chains. Once data
are stored in blockchains it cannot be changed, and, thus, it is imperative that a
reliable mechanism that protects users’ privacy is designed. The task of balancing
an individual’s right to privacy in an open blockchain network is very challenging.
Currently, most blockchain networks, such as Bitcoin, provide limited control
to users over the data and where they can transfer it to [22]. Most networks offer
only pseudonymity to its users for privacy, so, although transactions are public
for all nodes, the real identity of their owners is never revealed. This is unaccept-
able for supply chains, as nobody is willing to leak information to competitors
about Confidential detail or the amount of merchandise moving in a network.
Furthermore, with the limited number of stakeholders in the supply chain, it
would be easy to figure out the owner of the transactional data and anonym-
ity would disappear. To address this, private blockchain technology (such as
Hyperledger Fabric) can support the creation of a channel for limited and trusted
parties who are involved in specific transactions [44]. In this way, an unauthenti-
cated user is forbidden to join the channel or access its data. It should be noted that
a blockchain network can be designed to only serve as metadata of the workflow
and the contents and details of all transactions within it are stored in external data
repositories. Therefore, this technology provides a log of transactions on which no
private data are stored [13].

4.3 Pilot initiatives

Since late 2016, retail giants Walmart and IBM worked together for a pilot
project to develop a blockchain-based system for tracking produce in the U.S. and
pork in China. The project traced each product and collected its associated data,
including origin farm/factory, storage temperature, and serial number. With this
technology, tracking reports for each product were produced within minutes and
the speed and accuracy of identifying and recalling contaminated food products
were significantly improved [59]. On May 31, 2017, Walmart released the results of
this pilot project and reported that blockchain technology helped them trace the
origin of Chinese pork and U.S. mangoes in 2.2 seconds, which would normally take
as long as several weeks in a traditional supply chain platform [60].

Intel conducted a public demo to explore the implementation of blockchain
technology for tracking seafood in the supply chain. They aimed to create a network
that assists multiple parties with food storage condition (i.e., temperature) control
and with tracking food from sea to table. Several public records of this project are
available on the Traceability Blockchain website [61]. These records detail how to
use blockchain technology to collect seafood product data (i.e., locations, time-
stamps, owners, temperatures, etc.) from fishermen, transports, and restaurants
within the entire supply chain network. This seafood blockchain can foster more
trust between customers and sellers, improve and expedite the food safety network,
and enhance consumer experiences.

In 2018, el Maouchi introduced TRADE, a fully transparent and decentralized
traceability system for the supply chain that leverages blockchain technology [17].

It is a single system in which multiple participants can transfer and track products
flowing through the supply chain. Additionally, it enables customers and other par-
ties in the system to view and verify product data. Experiments show that each actor
on the TRADE system can create about 351 and validate 437 transactions per second.
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Since August 2018, IBM and Maersk (the world’s largest shipping company)
have teamed up to create TradeLens, a blockchain-based system for the global
supply chain. TradeLens aims to create a platform for multiple trading parties to
securely share databases containing massive amounts of transactional information,
and to build a more collaborative environment for global trading. This system is a
powerful tool for establishing a single and consistent shared status of each transac-
tion in near real-time while maintaining stakeholder confidentiality. Reports show
that TradeLens significantly reduced delays caused by documentation errors and
reduced the transit time associated with shipping packaging materials to manufac-
tures in the U.S. up to 40% [62].

5. Conclusion

Introduced in 2009 as the foundation for Bitcoin, blockchain technology shows
the significant capacity to benefit today’s supply chain. It provides a decentralized
platform that shares any type of transaction and that records information with an
immutable and permanent historical trail. We believe it has a significant future in
the supply chain, as it promises to deliver an efficient, transparent, and collabora-
tive network for organizations to quickly and securely share data across the variety
of supply chain sectors and processes. This technology allows businesses to build a
more flexible and responsible supply chain, and to robustly address new external
and internal challenges.
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Abstract

Blockchain has been widely known thanks to Bitcoin and the cryptocurren-
cies. In this chapter, we analyze different aspects that relate to the application of
blockchain with techniques commonly used in the field of cybersecurity. Beginning
by introducing the use of blockchain technology as a secure infrastructure, the
document delves into how blockchain can be useful to achieve several security
requirements, common to most applications. The document has been focused on
some specific cybersecurity disciplines to maintain simplicity: backup and recovery,
threat intelligence and content delivery networks. As illustrated, some projects
and initiatives are in the process of joining these two fields to provide solutions to
existing problems.

Keywords: blockchain, DLT, trust, cybersecurity, IoT, IIoT

1. Introduction

Blockchain is a very-known term, which was used for the first time in [1], where
Satoshi Nakamoto described Bitcoin in 2008. Bitcoin is the best-known imple-
mentation of blockchain, and it is basically the implementation of a cryptocur-
rency. However, blockchain is much more than that, being seen as the service and
structure behind cryptocurrencies to maintain records for currency transactions
between untrusted participants. Nowadays, in addition to cryptocurrencies (hun-
dreds of currencies exist today that use blockchain technology or derivatives), many
other application areas rely on blockchain technology like energy trading, health,
supply chain, manufacturing, identity management, e-government, etc.

Blockchain presents itself as a distributed ledger, referring this concept to the
way a database is shared between several participants on a peer-to-peer network,
without a central authority overseeing the process. In the case of blockchain,
this ledger is arranged, as its name suggests, in an ordered chain of blocks, each
of which agglutinates transactions in order. A block, therefore, is basically a
structure composed of a header and a body containing transactions in order.
Blocks are timestamped and signed by its creator. The way these blocks consti-
tute a chain is through a pointer to the previous block; the header of each block
contains a cryptographic hash of the previous block so that a block is linked to
the previous one (while ensuring the immutability of that previous block). The
very first block from which a blockchain is constituted is known as the “genesis
block” (Figure1).
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Block 0 (Genesis Block) Block 1 Block 2
Header e Header Header
Prev hash Prev hash
Body Body Body
Transactions Transactions Transactions

Figure 1.
Blockchain as a chain of blocks.

It should be noted again that a blockchain is a type of Distributed Ledger
Technology (DLT) with a series of specific features. By DLT, we mean any type
of technology that makes use of a distributed ledger and, therefore, not all DLTs
are blockchains. As an example, new generation technologies, such as IOTA or
Hashgraph, are based on DLT different from the blockchain, being named blockless
technologies, which are out of the scope of this document.

As mentioned, in blockchain, the ledger is distributed between participants of a
decentralized network without any central authority. In a public non-permissioned
blockchain, all participants in the network keep a copy of the ledger, while in other
more complex or restrictive kinds of blockchain, different ledgers can be held by
subsets of participants. As an example of this statement, Hyperledger Fabric is
presented as a permissioned blockchain technology, which allows us to separate the
different nodes into different channels, having the nodes in the same channel the
same copy of the ledger. At first sight, such kind of systems could be prone to issues
related to the ledger synchronization. If any participant had the ability to promote
their own version of the ledger and thereby their own version of the transactions,
they could try to make a profit from it. However, how blockchain avoids this sort of
incidences is through consensus mechanisms.

Consensus mechanisms govern the way participants storing and verifying
blocks agree on one common version of the facts (a shared truth). The Consensus
allows nodes to reliably validate new blocks in the network. There are a variety of
proven types of consensus mechanisms, such as Proof of Work (PoW), Proof of
Stake (PoS), Practical Byzantine Fault Tolerance (PBFT) or Proof of Elapsed Time
(PoET), among other not-so-known ones, such as [2, 3], for example.

The most widely adopted consensus algorithm today is Proof of Work, used in
both Bitcoin and Ethereum. Proof of Work basically consists of the resolution of a
computationally complex challenge (related to the block itself) as a condition for
the insertion of a block in the chain. The participants of the blockchain compete
for the resolution of this challenge in return for a reward. The challenge is difficult
to solve, but easy to verify so that the rest of the participants can easily verify the
resolution of the challenge and agree on the new block. This algorithm guarantees
consensus as long as no participant has more than half the computing capacity of
the network, at the cost of high energy consumption. This high energy consumption
and wastage of computing capacity is driving blockchain networks like Ethereum to
migrate to lighter consensus algorithms, such as Proof of Stake.

The most used cryptographic function in Proof of Work is the hash. Hashes are
trapdoor functions, which mean they are really easy to compute in one direction,
but really hard in the opposite (find its inverse). When a participant of the network
(called miner) finds a solution for a hash matching certain properties, it is enabled
to assemble a new block and broadcast it. Upon reception, every other participant
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can efficiently check that the block is valid given that is linked to the last one and
matches the properties required by the network. This validation can be computed
efficiently due to hashes being trapdoor functions. The consensus is reached when
every participant has the same blocks, in other words, every participant agrees on
the chain composition (longest blockchain). Hashes are also key tools for verifying
data integrity and for the cryptographic signature process.

All this said, what advantages do we get with the use of blockchain? What leads
us to adopt a network with such a load of processing and redundancy? All this
complexity is necessary to constitute a decentralized network composed of multiple
participants that reach a common consensus without the intervention of a central
authority; to build a transparent and immutable ledger verifiable by itself; to estab-
lish a contract without the intervention of a notary (in fact, applications running on
a blockchain are known as smart contracts). And all these goals are achieved with
the highest level of trustworthiness and availability. Of course, blockchain is not the
solution to everything. It is not the right solution for systems governed by a single
central authority or to store data whose integrity and source is not relevant. Itisa
new paradigm that ensures the deterministic execution of a contract and the incor-
ruptibility of the data in a ledger with full guarantees and without the intervention
of a third party.

More technical information has been presented by [4, 5] so that the reader can
obtain further knowledge on the functioning of protocols.

2. Blockchain as a secure ledger

Once blockchain technology has been introduced, the focus is on the fulfillment
of the information security properties it provides.

Focusing on data integrity, blockchain ledger is immutable. Every transaction
in a block is cryptographically signed by its sender, every block in the blockchain
is cryptographically signed by its miner, every block contains a hash of the imme-
diately preceding block and all the participants in the blockchain network reach a
consensus about the chain as the shared truth. To alter a single transaction in the
blockchain, an attacker should alter each subsequent block accordingly, resolve
the consensus challenge of that block and subsequent blocks, and persuade more
than 50% of network participants to adopt the new chain. That situation is close-
to-impossible, due to the hashing properties and the amount of computational and
electrical power required to achieve this goal. Blockchain is tamper-resistant and
integrity is the greatest of its merits.

Merkle trees are a fundamental use of hashing in blockchain technologies that
have not been mentioned before in the article. Merkle tree summarizes all transac-
tions in a block into a single fingerprint, allowing to verify that all transactions in
the block have been included without modification. Below we can find an example
of one of these Merkle trees (Figure 2).

As we can see above, each leaf in the Merkle tree is a hash of transactional data
and hashing is applied recursively over each subset of hashes forming the tree struc-
ture. Merkle trees are not only applied to block transactions but sometimes also to
the ledger state (the result of the execution of all ledger transactions).

Non-repudiation is another information security property intimately linked to
integrity. Since every transaction in the blockchain is cryptographically signed by
its sender and the chain is immutable, the sender can never deny having ordered
the transaction. However, that sender, in general, cannot be associated with a
physical entity, but only with an account (as we will explain when discussing
about privacy).
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Figure 2.
Merkle tree.

In terms of availability, the distributed character of blockchain network
makes it highly available. In addition, transactions on public blockchain networks
usually involve a cost to the sender equivalent to their processing and storage
consumption. This cost results in a reward for the miner of the block containing
the transaction. Furthermore, it protects against Denial of Service (DoS) attacks,
since an attack involves a cost proportional to the resources consumed for a
potential attacker. For example, in Ethereum MainNet, this cost is reflected in the
concept of gas. Gas represents the computational and storage cost of the transac-
tion. At the same time, this gas has a variable cost in Ether, Ether that is obtained
by mining or buying it. The availability concept is linked with the anti-SPoF
(anti-Single Point of Failure) concept. Preventing a SPoF is usually a mandatory
requirement when it comes to critical applications and, which need to offer a high
availability rate, and even not-so-critical ones. If this point of failure is exploited,
accidentally or intentionally by an attacker, the whole ecosystem breaks down, so
it’s interesting to be able to use resilient infrastructures, like Blockchain, to avoid
this issue.

As for privacy, it is important not to confuse this concept with confidentiality,
although they usually come hand in hand. In general, public blockchain networks
bind transactions to accounts. These accounts are represented by a public-private
key pair and may have a state associated with them, but they are not usually associ-
ated with an entity or individual. Only the individual in possession of the cor-
responding private key can launch a transaction on behalf of the account through
a cryptographic signature, but the identity of the individual behind the key pair
is unknown. In this way, a high degree of privacy is offered thanks to this pseudo-
anonymity. Of course, there are identity management frameworks for blockchain,
but these frameworks are not part of the core of a classic blockchain network.

One of the strong points of blockchain technologies is the transparency of
transactions, a concept that in general is at odds with confidentiality (understood as
encryption). Therefore, and except for specific blockchain technologies and private
networks, blockchain does not provide encryption capabilities and this, if applies,
must be implemented at the application level.

On the other hand, authorization is usually left to the application level in regular
non-permissioned blockchain networks, while it can be part of the core of the
technology in permissioned blockchain networks.

In short, we can conclude that blockchain is an extremely secure and resilient
technology, but in general does not include confidentiality (understood as encryp-
tion) among its main objectives.
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3. Blockchain for backup and recovery

Having shown to the reader the blockchain capabilities as a secure ledger, this
section wants to analyze blockchain as a support tool to implement backup and
recovery strategies. We have chosen this use case because it shows in a different way
another use of blockchain, far from the common ones which usually appear in the
literature.

One of the most innovative applications of blockchain technologies is to use it by
secure storage and recovery systems. A Backup & recovery system usually has the
following features:

* Continuous/Automatic data backup: It ensures that the changes you make
to your files are simultaneously copied to the storage location. This lets you
recover even the most recent changes in case of data loss, thus lowering your
recovery point objective.

* Incremental backup: This is a type of backup where only the changes are
copied, not the full file. This reduces the time taken for copying data and does
not slow down your work.

* Instant recovery: This feature allows a backup snapshot to run temporarily on
secondary storage to reduce the downtime of an application.

* Data deduplication: It eliminates duplicate data record blocks while data is
transferred to the backup storage location. This reduces the network load and
the storage space you require.

* Error-free copy: Data backup software features also ensure that the data
copied from a source and stored at the backup server are the same and do not
mismatch nor contain errors.

Historically, backup and recovery procedures were applied mainly to general-
purpose devices in the enterprise environment. The number of incidents grows
daily, and the consequences are increasingly alarming as, for example, security
holes in IP cameras [6], DDOS attacks generated from the Mirai botnet [7, 8] known
as Dyn Attack or event take control of a vehicle [9]. Due to these problems, Backup
& Recovery systems are being extended to cover these devices too.

3.1 General-purpose devices

From the point of view of general-purpose systems, the main challenge that
blockchain is expected to solve is the control data from tampering attacks; directly
related to the integrity of the data.

We could find proprietary solutions that offer blockchain backup services at an
enterprise level, see [10]. This solution provides mechanisms to ensure that legal
documents existed on certain dates or to certificate authenticity of medical records.

3.210T devices
Most IoT systems are managed through firmware so ensuring the integrity and

authenticity of the firmware update of the devices is a complex and critical task
that must be carefully addressed. In addition, it may happen that multiple devices

77



Computer Security Threats

with their various subsystems need to be updated urgently and simultaneously,
for example, to apply a critical fix. Therefore, the high availability of updates is a
requirement.

Most existing solutions for firmware upgrades depend on the client-server
model in which the manufacturer delegates the firmware distribution process to the
suppliers of its products. The central client-server architecture has the drawback
to be a Single Point of Failure (SPoF), and in case the server is not available IoT
devices cannot access resources (updates). There are two approaches: manual and
automatic.

On the one hand, in the manual update process, the device owner must start
the firmware update process. In general, this type of update is adopted by devices
that have limited bandwidth or directly it is the owner who decides to do it this way.
However, the manual firmware update mechanism is not as efficient as the owner
of the device must perform all operations manually. In addition, there is a high
probability that human error may occur during the firmware update process or that
devices are outdated due to lack of resources for updating.

On the other hand, the automatic updating seems more tempting to be adopted
today. This way, the manufacturer of the IoT device could initiate the firmware
update without the active participation of the device owner. The current automatic
firmware update process uses the client-server architecture, where the repository
of the provider is the server and the IoT device becomes the client-side. In general,
there are two ways to deliver the firmware from the server to the client: PUSH and
PULL methods. The differences between these two methods are in the initiator of
the project firmware upgrade process. In the PUSH method, the device manufac-
turer starts the firmware update process by distributing the firmware binary file.

In the PULL method, on the other hand, it is the IoT device that starts the firmware
update process by sending a binary request to download the firmware to the server.

In Ref. [11], a blockchain-based firmware check and firmware update was pro-
posed for IoT device systems. In the Lee and Lee scheme, the blockchain technology
is used in your firmware proposal to verify the firmware version and the firmware
authenticity file, as well as to distribute the firmware binary to the nodes connected
to the network. Each IoT device is a network node, so each node must store all or
part of the chain in its local storage, which means that only a few IoT devices are
able to adopt this solution. So, the Lee and Lee proposition is not suitable for a
heterogeneous IoT ecosystem.

In Ref. [12] the application of blockchain technology was proposed to update
the firmware of IoT devices from different vendors. In this solution, each IoT
device must periodically probe any random node in the network to check the
firmware version. When a device vendor publishes a new version of the firmware
upgrade to the block network, the newly created firmware upgrade needs to be
verified first by the network through a consensus protocol. When one of the IoT
devices of the associated device vendor wants to perform the firmware upgrade
process, the device must create a transaction for the firmware upgrade request. In
this scheme, IoT devices would not be able to download the firmware from their
corresponding vendor unless all nodes in the network have verified the associated
firmware. In this solution, all network nodes must store all firmware that has been
published on the network.

3.3 Distributed file system (DFS)
When we find use cases such as the previous ones that require a distributed

storage it is necessary to resolve where to store the files and who can access them.
Blockchain technology does not offer storage solutions and it is not a recommended
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practice to store files in the blockchain. A possible solution is the use of distributed
storage systems, like the decentralized P2P file storage systems. When using this
kind of storage, files are divided into pieces that are replicated in different peers. A
peer requiring access to an archive collects pieces of this archive, which is partially
located in several peers at a time. The performance is similar to that of the P2P
BitTorrent network and files are indexed by their hash or fingerprint.

As the main solution for implementing this kind of storage is to use IPFS [13].
IPFS is a decentralized hypermedia P2P protocol that allows the storage of distrib-
uted files dividing the files in chunks and replicating them in the peers that require
them. When a file is downloaded, chunks are collected from different sources at the
same time. Each file is identified and accessed through its hash or fingerprint. IPFS
is the basis of Filecoin, a distributed storage network based on Blockchain. This
network basically integrates IPFS in a specific Blockchain network for data storage
in which the nodes get tokens as payment for the storage service provided (and the
customers pay them). As for privacy and access control, the IPFS protocol does not
include any encryption mechanism or access control. It is up to the client or DApp
to encrypt each file prior to sharing the archive to prevent its disclosure to third
parties, which is not a very versatile and interoperable solution either.

In short, IPFS provides distributed and decentralized storage of large files with
a certain degree of resilience, integrity, and very high availability. By storing in the
Blockchain the hash of the files, which occupies only a few bytes, both systems are
linked and the integrity of the file is guaranteed.

4. Blockchain and content delivery networks (CDN)

Another interesting use case, maybe not so known as the previous one, is the
application of blockchain strategies to content delivery networks. These networks
are widely used nowadays, so we have considered that they are a good example of
how we can use blockchain to add value to existent processes or technologies.

4.1 Introducing the content delivery networks

A Content Delivery Network (CDN) consists of an overlapped network of
computers containing different copies of the same set of data. The objective of its
creation is to maximize the bandwidth available in a service to improve, as far as
possible, the availability and access to data.

A client accesses one of the copies of the data. By providing information replicas
and bringing closer the node that provides the service, the response time should be
improved, and service outages avoided. But, how does that affect the information a
customer can see? The Byzantine Generals Problem enunciated by [14] establishes
that the components of a distributed computing system may fail, reaching a condi-
tion of imperfect information. In this situation, an observer could have different
information depending on unnoticed facts, like the server consulted or the client’s
location. A different observer could have different information for the same service
consulted if an inconsistent CDN state is making the network to fail in its responses.
A consensus regarding which component has failed in the first place and which
information is trustworthy would make things easier.

Prior to the emergence of Blockchain and the definition of the Distributed
Ledger Technologies, it was already possible to find collaborative networks that
allowed greater resistance to targeted attacks [15], such as DDoS. But it was difficult
to incentivize a participant to offer their computing power to these networks. This
lack of ability to attract new collaborators made the network growth very difficult
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and undermined the power of defense systems. Blockchain, as a new concept of
distributed system, allows to give a reward to the participants who take part in the
improvement of a security system.

In addition to its application in cybersecurity, it is also possible to find deploy-
ments of CDNs with other purposes such as databases and DNS services, either in
private or in a collaborative way. But they can also offer other different services such
as the exchange of multimedia files or the distribution of software.

As stated by [16], the distribution of services is thought of as a solution to the
problem presented by a centralized service. The distributed nature of blockchain
allows these services to be decentralized. The characteristics obtained are common
to both approaches, of which the most important and their counterpart are listed
below.

* The load on each individual server is lowered, but the number of servers of the
system is increased.

* The network traffic is distributed, but the information needs to be
synchronized.

* The latency is diminished, and the bandwidth increased, in exchange for a
higher maintenance cost.

In short, the use of CDNs adds some advantages, but it also increases the com-
plexity of the architecture. There are several aspects that are affected by the need
for offering copy mirrors and closer access to the client. The original server must
have substitutes to ensure the high availability of the service. On the other hand, it
is necessary to ensure the consistency of the data served. As there are a number of
geographically distributed machines, which theoretically have the same informa-
tion at all times, synchronization problems may arise.

Additionally, there must be a constant internal routing service to find all nodes
in the network, to synchronize information internally and to provide better cus-
tomer service externally. Furthermore, all these mechanisms are based on a record
of user accesses and server use that improves the quality of service but generates an
additional cost in computing and storage.

4.2 Use cases

Usually, actors such as data centers, mobile operators, digital advertising compa-
nies or online music providers, act as clients for companies like ISPs, media or news
agencies, which distribute their content using this type of system.

One well known and widely used example for distributed data management
is the peer-to-peer exchange of torrent files. The BitTorrent protocol defined by
[17] uses computer networks that simultaneously and in a decentralized manner
upload and download content over the network. But these exchanges are made
without order or agreement on what content is propagated. What if we established a
mechanism for the verification and validation of the exchanges? What if in addition
to data we could transfer value? What if each of these participants could execute a
business logic accepted by all?

Cybersecurity is a fundamental aspect of the industry at a global level. In
modern times much media attention is being given to attacks that appear and cause
serious damage all over the world. It is curious that so many systems are affected by
security breaches, because as [18] indicates the attack vectors have not changed in
the last 20 years.
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Although there are mechanisms for distributing content prior to Blockchain, all
the defense systems offered by security companies are, to a greater or lesser extent,
centralized. In contrast, attacks are distributed. This fact already places the defend-
ers in an initial disadvantageous situation.

A Blockchain-based defense would behave like Uber or like carsharing: in these
two examples, the goal is to take advantage of resources that are normally under-
used for most of the vehicle’s useful life, whereas when it comes to blockchain, the
goal is to be able to use the computation of a data center that is not being used at a
specific time. Resources could be rented from other network members and used to
manage a powerful coordinated defense system. All of this without affecting the
other computer owners when they need to use their resources.

Notice that a Blockchain solution is intended to record changes of ownership,
different states of information, etc. that happen between two or more parties.

Both the origin and the destination are known, although in many implementations
of Blockchain it is only pseudonymous. And the execution of each one of these
changes is deterministic, meaning that it will end with the same result regardless of
who executes it within the network.

Coming back to the BitTorrent example, the question is if it is possible to be sure
that the content offered by another user will always be available and whether any
user should offer me the same content. The answer is no. And this is what will be
changed by using Blockchain.

4.3 The great leap

Blockchain has revolutionized the Fintech world as we know it today.
Revolutionizing content distribution could be its next goal. The big bet is the
decentralization of services and the suppression of a single trust entity, relying on
the system operation on distributed services.

To leverage the Blockchain capabilities and create a CDN that is truly disruptive,
a method has been sought to obtain good latencies, and also to allow p2p files to be
exchanged securely, without requiring an external auditor.

Using Blockchain can improve fundamental aspects of computational efficiency.
Businesses adopting Blockchain could save on infrastructure and gain greater flexibility
in the services they offer. In addition, related aspects such as scalability, security, reliabil-
ity and performance could be improved. But as explained above, Blockchain also requires
a physical network, software, and security procedures to allow it to operate properly.

The method that will achieve the best result is the simplest in its conception. It
consists of taking successful projects and arranging them in such a way that they
work in an ideal flow. In other words, it is the creation of nodes that participate
collaboratively in a large resilient network of file exchanges as in BitTorrent, using
hash tables as explained in [19] about Kadmelia, and versioning the contents like
Git. Everything self-certified by the network itself.

Storj, the before-mentioned IPFS, DECENT or BlockCDN are some of the initia-
tives that are based on the distribution of contents that Blockchain offers to create
new horizons in the CDN ecosystem. These solutions take advantage of storage
times, downloads or bandwidth to boost their businesses. This means that the cre-
ators of these systems, with very different market viewpoints, are able to encourage
users to adopt the network that each one promotes. These networks are focused on
the needs of the user and reward participants for maintaining the network, without
the need for a trusted third party to intervene to control all of them.

This is how the concept of “distribution” is being reinvented in the Content
Distribution Networks. Content transparency and user privacy begin a new path
together.
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5. Blockchain for threat intelligence

Another interesting use case for blockchain is threat intelligence. As written in
[20], threat intelligence is an advanced process which involves gathering valuable
insights including mechanisms, context, indicators, actionable advice and implica-
tions about an emerging or existing cyberthreat. Threat intelligence processes must
be adapted to a company ecosystem to integrate it properly.

One of the issues related to threat intelligent these days is that companies usually
spend a lot of time researching the same threats, while others are unnoticed. As a
consequence, new tendencies emerge, being now crucial to be able to share infor-
mation between different interested parties. Following this principle, different
companies are able to share information about threats to benefit each other. In the
end, a distributed ledger of shared information is the ultimate goal of the threat
intelligence philosophy.

Decentralization in the threat management ecosystem is not new at all. Previous
works, as [21], study decentralization strategies applied to threat intelligence use
cases. Others, like [22], propose a shared infrastructure to implement a threat
intelligence solution. With decentralization, a single view of data and information
shared concepts, blockchain comes into mind. Synchronization between different
parties is also a crucial requirement, which is naturally made by blockchain due to
its peer-to-peer-oriented architecture, as stated before.

When discussing the application of blockchain for threat intelligence use
cases, Smart Contracts are a good asset too. For clarification, a Smart Contract is a
computer program shared between nodes in a network that can be executed by all
of them with a deterministic output. This piece of code allows us to verify, enforce
or perform specific actions that can be audited so everyone knows the logical flow
of the system. In other words, everyone is aware of the system functioning and is
enforced to comply with it. Furthermore, the consensus is presented as a mecha-
nism to guarantee synchronization between all the nodes. The aforementioned
Smart Contracts enable high-level computations far from traditional distributed
architectures focused on only-sharing information. In addition, we can ever think
more philosophically and say blockchain is a more futuristic solution due to the fact
that it allows us to create networks controlled by no-one, but verifiable by everyone.

As an example, specifically focusing on healthy ecosystems, a European initia-
tive is trying to implement a blockchain-based Threat Management platform, which
is the SPHINX Project [23]. In this project, health IoT devices within different
medical centers share information about different threats ideally affecting the same
ecosystem. Different components, within the scope of the same project, read from
the same registry, so all of them have a single view of the data. This is one step for-
ward in decentralization and information sharing solving a very specific problem
applied to a very specific scenario. Focusing on the blockchain infrastructure, it acts
as a BaaS (Blockchain as a Service), whose nodes are in different medical centers
and the different IoT devices act as the users of this shared platform. This is a very
clear example of how we can use Blockchain to solve a threat management problem
in a wise way.

On the other hand, when it comes to other general cybersecurity solu-
tions, blockchain can add some additional value to the traditional systems. For
example, a very interesting use case is the distributed intrusion detection systems.
However, these distributed intrusion detection systems are far from being fully
secure as shown in [24], where the authors study the vulnerabilities that affect
these systems. Blockchain can work as a distributed intrusion detection system,
as shown in [25], avoiding the need to trust in third parties. It can also be very
useful to detect some zero-days attacks in industrial environments by doing what
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we have named “log comparison”, which basically consists of comparing different
logs from different devices against the ones stored in a Blockchain infrastructure.
When an attacker breaks into a system, one of the first things he usually does is to
delete every proof of his presence, so he usually tries to delete every log which can
link him with a particular incident. By having a trusted anti-tampering infra-
structure, we can detect almost in real-time if a system has been compromised or
not just comparing the logs in the system with the ones stored in the Blockchain,
which are immutable “by design”. It is important to mention that Blockchain
grows very fast in disk, but storing just simple information, like log hashes, for
example, we can easily overcome this issue.

No just focusing on pure threat intelligent, rather than monitoring activities,
there are some studies which apply blockchain to enhance logging systems. One
of the first examples is [26], written by some members of the University of La
Sapienza in Rome and the University of Southampton, tries to find a solution to the
European project Sunfish based on a distributed database which provides integrity
and stability to the data, analyses the advantages and disadvantages of using this
tool by implementing cloud computing. Nokia Bell Labs published a small report
[27] in which it proposes to make use of private and permissioned blockchains
instead of public ones to manage the logs, in this case, it focused on informa-
tion related to banks. As mentioned in the paragraph before, storing logs can be
problematic. As a consequence, working with hashes is wiser, because it is always
possible to get the integrity of the data without affecting blockchain the disk usage
excessively.

To sum up, blockchain comes up when sharing information between different
parties is a matter. Whether if we want to identify the issuers of this information
or if we want to anonymize them, different blockchain technologies can help us to
achieve these requirements.

6. Conclusions

As we have read, blockchain is much more than just cryptocurrencies. It is pos-
sible to build a vast number of use cases by using blockchain as a trusted infrastruc-
ture due to its security properties. In this document, we have shown several of these
use cases, all of them security-related may be unknown for the reader and different
from the now-trendy cryptocurrencies trading.

As far as we dig into the blockchain technology, we become more aware of its
possibilities, ranging a huge spectrum of functionalities and covering various use
cases in different fields, such as industry, health, finances... although this document
has enlightened only the ones concerning the security field.

However, the future is continuously changing, and blockchain technologies are
not the panacea for every problem in the world. The emergence of the so-called
blockless technologies is a challenge for the blockchain technology itself, because
they present a different way to achieve almost the same security requirements of the
blockchain technologies, but trying to overcome its issues, such as latency and fees.
The subsequent years will decide which ones of these technologies take advantage
of the rest of them, but the decision does not seem to be easy.
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Chapter7

Blockchain: From Industry 4.0 to
the Machine Economy

Oscar Lage

Abstract

The extreme automation of our factories is necessary in order to face the Fourth
Industrial Revolution. This new industrial paradigm will force our industries to
manufacture much shorter and customized series at increasingly competitive
prices, even tackling the manufacture of thousands of different configurations of a
single base product. In order to achieve this, our production processes must have a
flexibility in their configuration that has never been imagined before. This flex-
ibility and ability to adapt automatically to demand are the essence of the Fourth
Industrial Revolution and are part of the Western strategy to recover an industrial
sector increasingly threatened by the Eastern production of large series at really
competitive prices. Based on our participation in more than a dozen proofs of
concept in the automotive, aeronautics, agri-food, or energy sectors, we describe
the scenarios in which blockchain technology brings the greatest benefits to
Industry 4.0. After finishing different experimentations, we carried out an in-depth
analysis of the true added value of blockchain in the industry and contrasted our
conclusions through interviews with more than 20 people in charge of innovation
from different industries. As a result, we have obtained the principal four values of
blockchain technology applied to Industry 4.0.

Keywords: blockchain, DLT, Industry 4.0, trust, cyber security, IoT, IIoT, industrial
systems

1. Introduction

The automation of our industries and the relationships of the different agents
in the value chain will allow us to eliminate many repetitive manual processes
with little added value that reduce the competitiveness of the industry [1].

Even the automation of tendering and contracting processes can improve our
competitiveness.

Technologies, such as artificial intelligence, flexible robotics, IoT, or augmented
reality will allow us to advance in the digitalization and optimization of our pro-
cesses, but the great barrier to implement a fully automated production systems and
especially relationships is precisely the lack of trust and security [2].

Trust is the basis of a new research line that in recent months has had an
increasing impact on industrial forums and conferences: blockchain technology.
Blockchain is a distributed ledger of transactions and digital events that have been
executed and shared among participating parties. Each transaction is consensuated,
mathematically linked and stored by the network of participants, thereby achieving
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its immutability. Blockchain allows us to operate our procedures and relationships in
the digital environment in a much more safe and reliable way [3].

The next few years will see a profound transformation of industrial processes,
increasing the synchronization between different agents in the value chain, as well
as extreme automation of decision-making, all thanks to the reliability offered by
blockchain. It is even hoped that in the future, it will be able to transform its own
business models, just as in recent decades the Internet has done, which has so far
been the most disruptive technology in history.

In this chapter, we will explain the different use cases and scenarios that we
consider to have greater potential in the future of Industry 4.0, starting first with
generic industrial cases and then analyzing the specific cases of the energy industry.
This selection has been made based on the experience of more than a dozen block-
chain projects in the domain of Industry 4.0.

Next, we will describe the four main generic values that we have discovered after
different proofs of concept with several companies. Finally, we will discuss future
lines of research linked to a new concept such as the machine economy and report
the final conclusions of the chapter.

2. Bringing blockchain into Industry 4.0

After carrying out different proofs of concept, mainly associated with manu-
facturing companies, as well as analyzing other experiments carried out by third
parties, we expose in a critical way which would be the main application scenarios
of the blockchain technology and its benefit for industrial companies.

All the analyzed cases have been contrasted through a working meeting with
several companies in order to analyze the real need and utility of them. The fol-
lowing are the use cases that have presented greatest utility in the experimentation
process, responding to real needs not covered today in their ecosystems.

2.1 Traceability

The traceability of industrial goods throughout the entire supply chain, includ-
ing even the life cycle of a product, is one of the applications that according to
consulted experts in the experimentation, as well as the level of maturity of the
technology in this field, is expected to have a greater impact on the short/medium
term of the industry.

For any point in the chain, it is very valuable being able to have visibility of the
destination and use of its components; thanks to this information the participant
in the supply/value chain will be able to (i) analyze the impact of any change in the
design/composition of their product, (ii) anticipate changes in consumption habits/
trends, (iii) avoid manually entering details of the products/components received
by suppliers, (iv) automate complaints and warranties without the need for paper-
work, or even (v) avoid reusing certificates of origin.

We are facing a known need that the big industrial players have wanted to solve
on different occasions [4-7]. The large industries have designed and built trace-
ability systems based on traditional (centralized) architectures and have made them
available throughout their sectorial supply chain. However, these systems have not
been widely accepted, and the only ones that continue to exist are those related to
food safety that is mandatory.

The problem with the previous approaches is that the “giant” of the supply chain
was the one that offered its system to the rest and was in charge of the custody and
coherence of the common database.
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This created great reticence because, even if industrial data visibility policies
were implemented so that only agreed users/companies could consume certain
information, there was a “demigod” in the supply chain which, due to the architec-
ture of the system, could have visibility and exploit the information of the entire
value chain. Furthermore, processing the information in a traditional system is very
complicated to guarantee the sovereignty and protection of industrial data [8].

The alternative to create a similar system using traditional technologies is to cre-
ate a clearing house in the supply chain, which has been done in areas such as food
safety and is the only area where traceability is complete throughout the chain [9].
However, in this case the actors only submit information related to food safety and
cannot consult/exploit the information, so the functionality is not full.

Blockchain makes it possible to eliminate these barriers thanks to a distributed
architecture in which there is no “agglutinator” of the contents. Guaranteeing
through “contract” and cryptography the visibility and use of data (sovereignty
of industrial data) and ensuring that all participants in the network are treated
equally.

However, we have detected that an important point in these projects is to maxi-
mize and automate as much as possible the capture of data, which is why industrial
projects are considering that the Industrial Internet of Things (IIoT) should be the
origin of most of the data that are dumped in the traceability chain. Moreover, this
information should be signed by means of cryptographic hardware in these IloT
devices, so that the reliability of the data would be extraordinary.

2.2 Interoperability and sovereignty of industrial data

Data and its exploitation are going to be the key in this new industrial paradigm
in which we are entering, promoting even service models based on data [10]. That is
why it is said that data is the new industrial raw material and its sovereignty is a key
point today.

For this reason, several initiatives have arisen that could be called industrial data
platform and that aim to manage and share data of industrial processes, as well as
create value-added services based on them. The most evolved platforms, such as the
one from the international data space consortium, which arose in Germany but is
currently the leading European experimental platform, even include application/
service marketplaces based on industrial data [11].

Perhaps predictive maintenance together with other cases of data analysis and
prescription are the most common and tangible cases today [12], but it is expected
that really these platforms are the basis for innovative proposals of business models
and industrial services that today we cannot even imagine. However, there is cur-
rently a major barrier to the adoption of such platforms, and again it is the reliability
of the industrial data and its protection.

Firstly, there are models for selling information related to industrial processes,
the value of which will depend on the reliability of such data. Therefore, it is one
of the reasons why blockchain begins to be a buzzword in the deliberations on the
future of these platforms, since the more reliable the data, the greater will be its
value in the market.

On the other hand, these platforms must guarantee the sovereignty of industrial
data, for which blockchain architectures/platforms that natively allow confidential-
ity between parties seem the most promising [13]. Current developments include
data encryption models specific to each recipient or set of recipients, such as chan-
nels or private data collection in Hyperledger Fabric v1.4.

However, blockchain and smart contracts will even allow to execute algorithms
and data processing independently, offering the recipient only the result of its
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execution [14]. In the future the algorithms can be encoded in a native blockchain
program—the smart contract—in such a way that the owner of the algorithms can
allow the smart contract to access and process their data and generate insights about
them. However, the smart contract provider will not have access to the user’s RAW
data; this will allow them to offer a service based on the data without the customer
having to make a disclosure of such information [15].

After all, it will allow us to put in value the industrial data even without hav-
ing to expose them to a third party, allowing them nevertheless to execute certain
processes on them. This can even be very useful to test/train prediction models of
all kinds without endangering the source data, the result of which can then be a
high-value algorithm for a specific industry.

2.3IIoT reliability

One of the main benefits of the blockchain application to IIoT in which all the
interviewed experts agree is precisely the decentralized architecture that blockchain
can offer to IoT in general and especially to the industrial ecosystem whose require-
ments are more severe [16].

Currently the architecture of these systems is a classic client/server, which
has a series of barriers and deficiencies for an environment such as IoT/IIoT. It
is expected that the client/server architecture will not be able to respond to the
exponential growth of IIoT and IoT in general; we must bear in mind that we will
face an immense number of devices generating and consuming information from
third parties. To get an idea of this figure, an industrial control machine or device
generates hundreds of millions of data/parameters annually, and inside a medium-
sized factory, we can find tens or hundreds of devices.

The cost of centralized processing and even network equipment and connectiv-
ity to support such cross traffic between different industrial systems (clients) with
dependencies between them would be exponential if all these communications had
to pass through a central system (server). In addition, this central system (server)
would be a major bottleneck for all connected devices and a single point of failure
(SPOF) which, if compromised, could generate a production shutdown of millions
of euros in a single factory.

The trend is also that connected machines and factories interact outside their
business environment with partners, suppliers, and customers. This brings another
set of challenges at the level of identity management and device authentication.
Currently within a factory, existing systems have multiple limitations because
vendors deploy centralized systems that cannot interact safely and reliably with
third parties, even rely on costly and complex in-house or manufacturer-controlled
PKI architectures. In a global economy and in an ecosystem relationship, the
problem and complexity multiply. Thus, blockchain technology has demonstrated
that distributed authentication and identity management are highly efficient and
feasible [17] and can solve identity management problems.

For all these reasons, we are dealing with a new paradigm in which, after moving
from the traditional server model to an elastic cloud server architecture, we must
evolve toward a network of devices in which blockchain is postulated as the main
technological enabler. This paradigm shift would lead us toward decentralized
registers that could become sectorial or even universal.

But the adoption of blockchain in the IIoT ecosystem, and IoT in general, offers
another series of advantages, which although perhaps less disruptive also resolves
some of the challenges and barriers to adoption of IloT and IoT discussed above.

Blockchain offers us a decentralized record of information, which is also
reliable and unalterable. That is why besides avoiding the single point of failure
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of traditional systems, it offers us a more resilient system, not only in terms of
system availability, which increases exponentially by avoiding the single point
of failure, but also in terms of information, since it provides us with a reliable

record [18].

Offering a reliable record of information due to its immutability and ensuring
non-repudiation of operations are an enabling factor for transactions between
unknown devices or different organizations.

As we have mentioned before, one of the biggest barriers to adopting a higher
level of automation in the industrial environment is precisely the mistrust of data,
especially data from third parties. Although the industries themselves in many cases
do not rely on automating some critical processes based on their own information
due to potential sabotages or failures, it is impossible to think that they will do it
based on third party information sources.

Blockchain offers reliability over our own information—thanks to the integrity
and strong authentication of our issuers—as well as over information provided
by third parties. Such reliability will allow greater automation and avoid many of
today’s low value-added manual processes that are provoked by a lack of confidence
in the data.

The decentralization of information and its immutability are also a major advan-
tage for critical industrial infrastructures (chemical, energy, etc.). According to
the latest recommendations for critical infrastructure protection like the European
Critical Infrastructure Protection (ECIP) or NIST Cybersecurity Framework, they
should be able to guarantee the custody of their data in the case of any fortuitous
incident (natural disaster, system failure) or deliberate incident (physical and/or
logical attack) for forensic analysis.

Nowadays, this custody of information in case of cyber incidents is practically
impossible to achieve since the attacker usually stays inside the system 146 days
before executing the attack or being detected [19], and one of its objectives is to
meticulously study the infrastructure not only to maximize its impact but also to be
able to erase any trace once the cyberattack is executed.

This is why traditional backup systems and data replicas are usually eliminated
during the attack; however, if the infrastructure was connected to a blockchain
network, the attacker would have to completely erase each and every one of the
nodes of the distributed blockchain network to make their footprints disappear,
something totally unthinkable. In fact, during all the time that the attacker remains
investigating, the infrastructure is erasing his trail, so a simple periodic comparison
of the logs of the infrastructure itself against its unalterable copy in blockchain
could alert us of the existence of an intruder in the network or detect any change in
the machine code of our industrial devices.

However, although blockchain is postulated as the solution to IIoT’s architectural
design problems, it must be kept in mind that current solutions and ledgers must
evolve in order to respond to the needs of IIoT devices in real time (low latency,
bandwidth, message size). That is why in the blockchain, ecosystem begins to
emerge new developments and technologies aimed at overcoming this barrier
[20-22]. If this is achieved, the potential market and technological impact could
lead to the long-awaited paradigm shift we were talking about earlier.

3. Anew energy industry
In the last years, the energy sector has initiated a major transformation of the

electricity grid, the industrial infrastructure responsible for transporting and
distribution electricity from the generation plants to the consumer. The smart grid
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is a much more automated and resilient grid and offers unprecedented levels of
reliability and service continuity.

3.1 Energy sector considerations regarding the previous section

The smart grid itself is a network of IIoT devices and is also considered a critical
infrastructure, so everything mentioned above about the advantages of using block-
chain in IloT devices obviously applies directly to this industry.

Traceability is also relevant in the energy industry; therefore, at the end of 2018
ACCIONA announced, in collaboration with Tecnalia, the first proof of concept
for the use of blockchain to trace the renewable origin of energy. In this case the
fundamental objective of traceability is to guarantee the renewable origin of the
energy and thus differentiate the energy generated in a sustainable way.

Even so, since the initial experimentation, there are several utilities that have
made different proofs of concept, and we must distinguish between (i) the trace-
ability of energy from its point of origin, with information collected from the IIoT
itself (smart meters of the power plant) or (ii) the traceability made retrospectively
based on the data that the utility itself (not the machines) introduces in the block-
chain. The first one gives a total guarantee and trustworthiness; in the second case,
the reliability is given by the utility itself and does not have a superior value than a
report signed by the energy company itself.

Equally important is the interoperability and sovereignty of the data in a smart
grid in which different operators and manufacturers collaborate with a common
industrial objective—the grid resilience—but with competing business objectives.

3.2 Prosumers and the value of energy data

We are facing a decentralization of energy production in part due to a new
participant in the ecosystem, the prosumer [23]. Prosumers, unlike a traditional
consumer—who simply consumes the energy provided by the smart grid—also are
able to produce its own energy (Figure1).

The proliferation of prosumers in the energy ecosystem is going to cause that
these consumers will have more information and detail than the utility itself, some-
thing unthinkable until now where every kilowatt consumed by a home or company
is accounted by the energy distributor.

These prosumers may be consuming energy without the utility being aware of it,
but they must provide service to the user if it punctually needs more energy than is
able to produce, either because of an increase in consumption, because the user has
photovoltaic generation on the roof but the day is cloudy, etc.
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Figure 1.
Smart grid architecture and energy flows including prosumers.
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In fact, these users have critical information to operate the system that will be
extremely valuable for the stakeholders of the energy system in order to opti-
mize their processes and ensure the stability of the network. It will allow them
also to predict energy demand more accurately, avoiding deviations in the daily
markets, improving the balance of the grid, and so on. Even in the case of large
consumers, some companies offer optimized energy savings based on a baseline
measurement.

However, the user is increasingly aware of the value of these data and not only
because of their impact on the energy ecosystem. Starting from the detail of energy
consumption, it is possible to infer a quite exhaustive profile of the user and, for
example, to carry out a very good segmentation for marketing impacts.

The following transformation of the energy sector could be precisely based on
the exploitation of these data, and thanks to blockchain, users could have control of
them and therefore of their privacy.

4. The core value of blockchain in the industry

After analyzing the results of different proofs of concept and the benefits
provided, we could say that blockchain can bring a number of differential features
to Industry 4.0.

Perhaps the most popular is the decentralization of processes and business
models. Blockchain provides by definition the intermediation between two parties
in a reliable way [24] that is why many processes and organizations whose main
value is the intermediation between parties can be optimized thanks to blockchain
technology. We will therefore see intermediaries that adopt technology to be more
efficient and robust, thus being able to offer a better service at more competitive
prices or consortiums of companies that invest in creating themselves platforms to
manage their relationships without depending on current intermediaries.

At the same time, blockchain offers an unalterable record of the history of any
asset or industrial good, so traceability on that record is natural for blockchain
technology. In addition, this record can be shared with third parties in an exercise
of transparency of their processes.

Blockchain offers a really efficient synchronization of processes; it provides us
with a single consensuated vision of the information related to industrial assets and
processes, something really important in cases where different players and informa-
tion systems must be coordinated to achieve a common industrial objective.

It is a perfect synchronization technology, resilient to network microcuts or
failures of the systems involved in the industrial process. These usual deficiencies
of the traditional technologies generate incoherencies in the data and consequently
incorrect decision-making due to a bad synchronization of the information shared
between the collaborating systems.

Finally, we should emphasize the blockchain capacity for process automation
thanks to being a reliable source of information by offering a synchronized, con-
sensual, and unalterable record on which we can also have a non-repudiation of
the information, as each participant signs each of their transactions as if it were a
digital contract in pdf.

As we have already commented, automating our industrial processes based on
information from third parties is really risky if the source is not reliable. Unlike the
technologies that we usually handle, blockchain offers us that certainty, even an
evidence that can be used to claim a third party if the recorded information is not
real or accurate.
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5. Machine economy

The previous sections focused on explaining the results of proofs of concept and
analysis of the applicability of blockchain in Industry 4.0, mainly in the improve-
ment of processes and the creation of new products/services. In the current section,
the focus will be to introduce a new economic paradigm that arises from the merger
of industry, economy, and disruptive potential of blockchain, an area that precisely
because it is still very experimental opens different lines of future research, the
machine economy.

To understand the machine economy, we must first understand how we are
facing a new paradigm of decentralization and disintermediation, which is
already a small phenomenon in the world of currencies and will soon be a real-
ity in many other areas. Entities such as eBay or Amazon already have to face
the competition of OpenBazaar, an open-source blockchain software that offers
near the same value as those companies. At the same time, the highly appreciated
platform business models such as AirBNB or UBER are reflecting on what value
to contribute beyond intermediation; otherwise they will be disintermediated by
blockchain technology.

But the real potential of blockchain is not just to eliminate intermediaries; really
these “cryptocurrencies” are digital tokens that represent a value [25]. Obviously
the simplest application has been to create cryptocurrencies in which the blockchain
issued those tokens instead of a central bank, but those tokens can represent what-
ever we want. Those tokens can represent the possession of a house or the identity
of a person and all their history, but they can also represent the right to consume a
service, to make decisions about the future of an organization, etc.

And this is where the real disruptive change begins; with the so-called crypto
economy or token economy, an economy dominated by these tokens that is crypto-
graphically protected by the blockchain will change the rules of the game and allow
the total decentralization of the economy. In this new economy, the value will be
tokenized, and these tokens will represent very different values as we commented.

This token economy is already emerging, it started with the cryptocurren-
cies, and we have also lived a new paradigm in the search for funding for business
projects, in which under the name of initial coin offering (ICO) entrepreneurs with
disruptive ideas find a new blue ocean of funding [26-28]. These entrepreneurs sell
tokens that in many cases represent a service of that startup in the future, some-
thing similar to crowdfunding but totally globalized and without intermediaries
who must manage those rights of future use of a platform. But these projects are
going one step further than a simple decentralized crowdfunding; they are even
devising new types of autonomous and decentralized organizations known as
decentralized autonomous organizations (DAO) [29].

These organizations are created and financed by the community in order to offer
an autonomous service thanks to blockchain. Imagine that we are tired of Google,
Twitter or Facebook continues to earn money with our personal data, but we do
not want to lose its functionality. Blockchain allows the community to finance and
launch a new social media, or any other service, but without being managed by any
for-profit entity, nor has a company registration number (CRN) in any country. It
will be a virtual organization offering the service and relying on the community to
perform those tasks that cannot perform by itself as investment decisions or strat-
egy. So the community itself will run this virtual organization in a format similar to
how a federation of worker cooperatives works.

This organization will be able to charge for its services and reinvest all the ben-
efits in the development of improvements, new functionalities, etc. These organiza-
tions could also share part of those benefits with their promoters and community or
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simply offer these users free services. In this type of organizations, the “shareholder
pact” has been programmed since its creation, “code is law.” In fact, the change of
these rules will have to be agreed by the community of users.

Machine economy is precisely to transfer this concept of DAO to the machines;
we could be in front of a new evolution of the IoT. Let us imagine, for example,
something we all know, a car. In a few years, it would not be difficult to imagine that
there are a significant number of users who do not have a car and that there is a fleet
of cars at their disposal.

These cars could be sovereigns; they could have their own identity, history, and
even their own “wallet” to store digital value (tokens) that they will use to manage
and store the value they receive by offering their transport services to passengers, as
well as to pay for their recharges, tolls, cleaning, and maintenance.

In this way, we turn this car into an economic agent itself, with its own economy,
self-sufficient, and even with its own business model. What’s more, this car would
foster new micro-service ecosystems around it.

Let us go a little deeper into tokenomics and the machine economy. These cars
could be offered by a company, in a similar way to the traditional model. But thanks
to blockchain, this could be financed as a kind of crowdfunding in which a DAO
would be created with the initial investment, and gradually it would increase the
fleet, grow geographically, and even replace old vehicles. The DAO would also be
able to offer truly affordable costs to its customers and allow token owners gover-
nance, decision-making, and profit-sharing.

In this way, transport could be outsourced to the machines; the same outsourc-
ing exercise could be carried out to other machines—robots—for the washing of
these cars, their maintenance, carried out by robots and even the printing of parts
on demand, the rubbish collection service, etc.

The token economy aims to return the power to the citizenry, and thanks to
being a fully digital economy, machines can be active agents of it, thus generating
their own economy, the economy of machines.

However, nowadays the machine economy is mainly an experimental concept
that requires solving different challenges. Some of these research challenges are (i)
secure hardware-based digital identity, (ii) interoperability an data sovereignty,
(iii) more scalable and computationally efficient DLT architectures, or (iv) distrib-
uted machine governance model, between others.

6. Conclusions

In this chapter we have analyzed the general applicability of blockchain technol-
ogy to the new paradigm of the Fourth Industrial Revolution, and due to its par-
ticular peculiarities, we have made a brief analysis of the specific case of the energy
sector.

Based on our analysis and experimentation, we have selected three main lines of
generic application for Industry 4.0: (i) traceability, (ii) interoperability and sover-
eignty of industrial data, and (iii) IIoT reliability. Moreover, in the case of energy,
beyond exposing any particularity linked to IIoT or energy traceability, the analysis
has focused on the prosumers and the value of their data in a new decentralized
energy ecosystem.

As an outstanding contribution, the conclusions on the real value of blockchain
in the industry should be pointed out, where abstracting from any specific scenario,
the value of blockchain technology in this sector is analyzed in a universal way. The
results are four main values of the technology, which in addition to being really
the core of the analyzed cases could become applicable in other sectors. These
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differential features can be very useful to detect in an agile way if the application of
the blockchain technology in a project contributes with a differential value in front
of the rest of technologies of the state of the art.

Finally, we end with a reflection on a new paradigm that we have discovered
during our research, and that may open different lines of future research, the
Machine Economy.
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Chapter 8

Leveraging Blockchain for
Sustainability and Open
Innovation: A Cyber-Resilient
Approach toward EU Green Deal
and UN Sustainable Development
Goals

Paula Fraga-Lamas and Tiago M. Ferndndez-Caramés

Abstract

In 2015, the United Nations (UN) member states identified 17 Sustainable
Development Goals (SDGs) to be fulfilled by 2030. SDGs are an urgent global call
for action to provide a blueprint for shared prosperity in a sustainable world. At a
European level, in December 2019, the European Green Deal was presented, a
roadmap to implement the UN 2030 agenda with a commitment to a growth
strategy that will turn environmental challenges into opportunities across all policy
areas. To achieve these SDGs, blockchain is one of the key enabling technologies
that can help to create sustainable and secure solutions, since it is able to deliver
accountability, transparency, traceability, and cyber-resilience, as well as to provide
a higher operational efficiency in global partnerships. This chapter overviews the
potential of blockchain to face sustainability challenges by describing several rele-
vant applications. Finally, different open challenges and recommendations are enu-
merated with the aim of guiding all the stakeholders committed to the development
of cyber-resilient and high-impact sustainable solutions.

Keywords: blockchain, distributed ledger technology (DLT), cybersecurity, smart
contracts, global challenges, open innovation, sustainability, SDGs, circular
economy, blockchain4SDGs

1. Introduction

In December 2019, the European Commission (EC) unveiled a plan to become
the first climate-neutral organization worldwide by 2050. The so-called European
Green Deal [1] is a roadmap for setting the sustainability and well-being of citizens
at the center of policymaking and then turning climate and environmental chal-
lenges into opportunities across all policy areas. As it was created, the EU Green
Deal is a commitment with sustainable development and a fundamental part of the
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EC strategy to undertake the United Nations (UN) 2030 Agenda for Sustainable
Development [2]. The 17 Sustainable Development Goals (SDGs) involve the three
dimensions of sustainability (economic, social, and environmental) and require all
the stakeholders to act in a global collaborative partnership. Such goals aim to
achieve no poverty and hunger, to grant access to health services, to improve
infrastructures, to reduce inequality, to fight climate change, to protect marine
ecosystems, or to promote alliances between different actors to improve people’s
lives, among others.

Emerging technologies like the Internet of Things (IoT), 3D/4D printing, aug-
mented reality/mixed reality/virtual reality (AR/MR/VR), cyber-physical systems
(CPSs), robotics, novel human-machine interfaces (HMI), artificial intelligence
(AI), big data techniques, machine learning (ML), deep learning (DL), 5G/6G
connectivity, and new computing paradigms, when oriented toward SDGs, will
bring a wide range of disruptive solutions in multiple fields. Nonetheless, the
mentioned technologies will create ever-increasing complex systems in terms of
heterogeneity, autonomy, interoperability, and scalability that will also come with
additional cybersecurity risks and threats of malicious attacks.

Distributed ledger technology (DLT) represents nowadays an evolution toward
the so-called Web 3.0, the Internet of Value. This new era of the Internet will
include a collaborative economy among peers with crowdsourcing data sharing
systems [3, 4]. A blockchain is a specific type of DLT that involves timestamped
blocks of transactions linked in a chain by cryptographic hashes. Blockchain pre-
sents a decentralized architecture that provides benefits in terms of security, pri-
vacy, non-repudiation, integrity, accountability, transparency, robustness, and
authentication. Moreover, it provides a high operational efficiency and eliminates
the need for centralized parties and/or intermediaries. In fact, the World Economic
Forum (WEF) forecasts that, by 2027, 10% of the global gross domestic product
(GDP) will likely be stored on DLTs [5].

In this context, blockchain and other DLTs can enable global partnerships for
open innovation and cyber-resilient applications compliant with the aims of the EU
Green Deal and the UN SDGs. Thus, the contribution of this chapter is to provide a
global overview of blockchain as an enabler for sustainability and open innovation.
In addition, its aim is also to make the different involved stakeholders to rethink
global development challenges to create cyber-resilient, decentralized, and high-
impact sustainable developments.

The rest of the chapter is organized as follows. Section 2 overviews the basic
concepts of blockchain. Sections 3 and 4 summarize the main principles of
blockchain for sustainability and open innovation. Section 5 presents some relevant
use cases of blockchain-based applications toward each of the SDGs. Section 6
summarizes the key main benefits of blockchain for SDGs and their main open
challenges. Finally, Section 7 is devoted to conclusions.

2. Basic concepts of blockchain

A blockchain is a secured distributed ledger whose data are shared among peers
[6-9]. In some blockchains like Bitcoin, decentralized miners validate every trans-
action (by following a consensus protocol), which allows them to solve the Byzan-
tine Generals Problem (i.e., a situation where different parties must agree on a
strategy and some of them may be corrupt, disseminate false information, or have
intention to deceive). In the case of cryptocurrencies, the problem to be solved is
called the double-spend problem: it must be guaranteed that the exchanged digital
cash was not spent previously [6].
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There are four main types of blockchains depending on who can access the
stored data (private or public blockchains) and who can manage such data
(permissionless or permissioned blockchains). Since a blockchain can store any kind
of digital information, it could be the future of all secure transactions. Moreover,
blockchain enables smart contracts, which consist of self-sufficient decentralized
code that is executed autonomously according to a business logic. Furthermore,
some blockchain platforms can also run decentralized applications, which are com-
monly called DApps [10].

Another important concept is the so-called decentralized autonomous organiza-
tion (DAO), which can operate without requiring management hierarchy or a
centralized authority [11]. The first DAO was launched in 2016 and raised $150
million worth of Ether (ETH) in 27 days. Nevertheless, DAOs are still very imma-
ture from the legal and security standpoints (e.g., a DAO attack due to code bugs led
to a more than $50 million (ETH) theft in June 2016). Since 2016, a number of DAO
initiatives have arisen (e.g., Steemit). In addition, the proliferation of DAOs is
linked to the concept of decentralized autonomous society (DAS), in which citizens
may be able to establish self-enforcing trade agreements without relying on cen-
tralized institutions of power and control.

It must be noted that a blockchain is not suited for every SDG-oriented applica-
tion, which must fulfill the following main requirements:

* Trustworthy transactions are needed, but traditional databases do not cover
the application needs.

* Data need to be updated by more than one stakeholder.
* There is a lack of trust among the entities that will update the data.

* The updaters are not willing to give the control of the database to a third party,
and the involvement of intermediaries wants to be avoided when possible.

* A database could be used, but it is likely to be attacked (e.g., denial-of-service
(DoS) attacks) or censored.

* Data redundancy in multiple distributed computers is needed.

Additional requirements could be involved, so several researchers have
proposed more detailed decision frameworks about the use of blockchain
(6,12, 13].

It is worth mentioning that a detailed description of the different blockchain
design aspects is out of the scope of this chapter, but the reader can find additional
insights on the following recent works [4, 6, 8, 13].

3. Blockchain for sustainability

Sustainability is related to the effect that current actions will have upon the
future. Such an effect can take many forms that vary depending on their nature, like
the utilization of natural resources as a part of production processes, the waste
management processes, the effects of competition among corporations in the same
market, the enrichment of the community by creating employment, the produced
pollution, the outbreak of a pandemic, or the relation with regulators. For example,
if natural resources run out, then they may be no longer available (i.e., raw
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materials). Thus, the way in which economic, social, and environmental resources
are efficiently managed is a key issue for long-term sustainability.

Recently, the EU has progressed significantly toward sustainability through the
three main approaches [14]:

* Corporate social responsibility (CSR)/responsible business conduct (RBC) and
new business models

* Business and human rights and the protection of human rights in general

* Sustainability and the implementation of the UN 2030 Agenda for Sustainable
Development

The definition of CSR and RBC is related with ethical behavior and particularly
with the relationship between a corporation and its stakeholders within a societal
context, integrating social, environmental, and economic concerns into its business
processes [14]. CSR/RBC can also be seen as actions under SDG 8 (decent work and
economic growth).

In 2011, the UN Human Rights Council endorsed 31 Guiding Principles on
Business and Human Rights (UNGPs) [14]. This approach came up as a sort of
response to the perceived failure of CSR/RBC in terms of law binding and state
oversight.

Recently, given the clear relationship between the three approaches (CSR/RBC,
UNGPs, and the SDGs), the EC has adopted a holistic and practical approach
toward sustainability irrespective of its name (i.e., CSR, RBC, business and human
rights, SDG) while at the same time recognizing the target goal between the differ-
ent agendas.

Within this context, blockchain is able to bring advantages toward sustainability
in four main aspects: cybersecurity, accountability, transparency, and traceability:

* Cybersecurity. Applications for sustainability should be enabled by a robust
digital infrastructure resilient to cyberattacks [15]. Cybersecurity should be
implemented by design in the underlying technologies (e.g., IoT, AR, AI).

o Accountability. It is related to an organization (e.g., corporation or individual)
acknowledgment of the impact of its actions, assuming responsibility for them.
It implies to quantify the internal and external effects of the actions and report
them to all the stakeholders. Such a reporting needs to be understandable,
relevant, reliable, and comparable between different organizations and over
time.

* Transparency. It implies that the external impact can be obtained from
reporting by all the external stakeholders [16].

* Traceability. It is the ability to identify and trace assets (e.g., products, parts,
processes, events, data, and materials) from their origins to production and
distribution processes and, ultimately, until the end of their life cycle [17, 18].
Regarding Sustainable Supply Chain Management (SSCM), it also relates to
human rights (e.g., fair trade, safety in labor, and privacy) and anti-corruption
laws [18]. Therefore, it is a key organizational capability to foster
sustainability. Two main categories can be considered within traceability [19]:
internal (i.e., tracking and tracing assets within an organization) and external
(i.e., it seeks to know the flow of information and assets between different
logistics systems and processes among a number of organizations).
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The importance of external traceability has been enhanced by globalization, the
free movement of people and the global expansion of complex supply chain struc-
tures, combining networks of actors from multiple sectors (business, public,
non-profit, and informal) in multiple locations.

4. Blockchain for open innovation

Open innovation, where innovative knowledge and ideas flow freely
internally and externally to an organization, has become an important factor to
enable sustainability [20]. To address SDGs, the EU recognizes the need for
strengthening the impact of research and innovation and the use of coordinated
approaches to ensure knowledge exchanges at an EU level [15]. These coordinated
approaches will involve stakeholders with inter- and transdisciplinary points of
view and the ability to manage jointly these development processes (SDG 17, part-
nerships for the goals) [21]. Although the current literature in open innovation
details theoretical frameworks to guide solution development [20, 22], this devel-
opment implies novel governance models that create thriving and diverse ecosys-
tems where solutions are conceived, designed, experimented, implemented,
supplied to the market, scaled up, and adopted. In that sense, one of the latest
paradigms is called Open Innovation 2.0 (OI2) [23], a quadruple helix model where
science, policy, industry, and society collaborate to achieve greater aims than a
single entity.

Open innovation is uncertain and involves a high risk [20]. However, the
lack of trust is today a major concern that withholds the cooperation and
involvement of stakeholders in open innovation processes [24], especially
for small- and medium-sized enterprises (SMEs). This need for orchestrating
multiple stakeholders in a trusted and reliable way matches perfectly with the
distributed nature of blockchain [20], which also provides the following main
benefits:

* Stronger intellectual property (IP) protection. It includes responsible open-
source licensing, processes of idea claiming [25], IP registries (e.g., trade
secrets, patents, and trademarks), record keeping, licensing, and non-
disclosure agreements (NDAs). In addition, profits (e.g., patent royalties and
revenue on creative work) can be paid automatically according to
predetermined agreements.

* Accurate collaboration between stakeholders modeled through smart
contracts. Content can be shared among the stakeholders using smart
contracts. Such smart contracts may deal with timestamping any IP disclosure
or creation and automate corrective actions when unauthorized IP usage, IP
infringements, and disclosure happen, acting as signed NDAs [25].
Furthermore, incentivized and rewarding mechanisms can be established (e.g.,
GlucoCoins to promote a global knowledge of diabetes [26]).

* Open data. It means the availability of data to all the stakeholders with a
high degree of privacy (i.e., sovereignty and data ownership) and data
protection.

* Regulatory compliance. It involves back-office processes mostly burdensome

and inefficient to report to regulatory bodies. It also enables new open
governance models.
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5. Leveraging blockchain toward SDGs

Currently there are few examples of academic research on the use of blockchain
for SDGs. For instance, the authors of [16] review recent academic and commercial
“blockchain for good” applications in supply chain, innovations in governance,
sharing economy, and financial inclusion. This section provides some relevant use
cases of blockchain-based applications toward each of the SDGs. Such use cases are
summarized in Figure 1.

5.1 SDG 1: no poverty

Access to credit and financial services (e.g., microfinance) is one of the most
commonly known mechanisms to reduce poverty. For instance, crowdsourcing
and crowdlending platforms can also ease financial inclusion. Blockchain can help
to increase the efficiency, traceability, and transparency of these financial pro-
cesses [27]. Moreover, micro-transactions and automatic funding through
forecast-based financing [28] can be implemented jointly with smart contracts
and big data analytics. Such models can provide more efficient funding, since no
additional intermediaries are required and some procedures can be substantially
simplified.

According to [29], 206.4 million people of 81 countries needed humanitarian
assistance in 2018. For instance, only 6 of such countries represent 80.6 million
people in need. Such a humanitarian assistance from governments and private
donors reached US $28.9 billion in 2018. Nevertheless, a substantial percentage
of the assistance was and is today lost due to fraud and corruption. Blockchain
can be applied to provide tracking of the funds and to reduce cyberattacks. The
authors of [28] highlight the need for ethical guidelines (i.e., privacy, inten-
tional design choices, and humanitarian principles) and a common evaluation
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Figure 1.
Blockchain4SDGs: main blockchain use cases for SDGs.
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framework of the solutions, especially as DLT developments are still in their
early stages.

In 2017, the World Food Programme (WFP) [30] developed a proof of concept
(PoC) in Sindh (Pakistan) named Building Blocks to evaluate blockchain for
authentication and registration of transactions without financial intermediaries.
Refugees have restrictions to open bank accounts and limited choices regarding the
access and spending of their cash assistance. Building Blocks was also deployed with
the aid of a biometric authentication system (i.e., iris scanning identification at
checkout) in two refugee camps in Jordan to improve security and to ease cash
transfers and the purchase of goods.

5.2 SDG 2: zero hunger

Sustainable food production systems along their life cycle can be guaranteed
with the traceability properties of blockchain (e.g., avoid malpractice and guarantee
food security).

5.3 SDG 3: good health and well-being

In Yue et al. [31], the authors propose a decentralized solution that enables
healthcare intelligence that allows patients to control their data without
compromising privacy or security.

In addition, blockchain can be used for managing data more efficiently during
public health diseases. For instance, with the current rapid spread of the coronavi-
rus disease (COVID-19) pandemic, a blockchain-based monitoring and traceability
system can help to automatically identify unsafe areas by using geographic
information and provide real-time information about patients (e.g., temperature,
symptoms, and social distancing) for further analysis. As a result, it may keep
communities from further infections and ensure (or even certify) that some
locations (e.g., workplaces) are safe areas. For the implementation of such an
application, cybersecurity and privacy (i.e., pseudo-anonymization) will be key
issues for a successful deployment. Disease control may also depend on the ability of
organizations (e.g., centers of disease control, state and local agencies, journalists,
governments, hospitals, scientists) to collaborate in an effective and efficient
manner. It must also be noted that richer countries are better prepared than poorer
countries to identify a virus outbreak, to face infection with public health
contingency plans, and to minimize the socioeconomical impact.

5.4 SDG 4: quality education

The authors of [32] have thoroughly reviewed the utilization of emerging tech-
nologies like blockchain, IoT, and fog and edge computing for improving education.
Examples of applications include record verification [33], the management of digi-
tal copyright information [34], or the design and evaluation of novel learning
approaches [35-37].

For instance, Sony Global Education [38] is an educational platform that uses
Hyperledger Fabric to guarantee the authenticity of the student transcripts.
Another commercial example is Learning Machine [39], a company that has created
an open peer-to-peer infrastructure to issue digital records that can be easily shared
and verified. The system is not only devoted to educational institutions: govern-
ments and companies can also issue blockchain-based records at scale, rooted in any
blockchain they select.
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5.5 SDG 5: gender equality

Easier access to financial services (e.g., even informal financial networks) pro-
motes women empowerment as well as their independence. For example,
hiveonline [40] is helping women through the CARE Village Savings and Loan
Association (VSLA) program to get access to credits and markets with a fact-based
reputation supported by blockchain. Such a financial infrastructure reduces the cost
of cross-border payments and the risk of lending.

It must be noted that blockchain implies the use of Information and Communi-
cation Technologies (ICT), which can contribute to increase access to literacy.
Furthermore, the inner characteristics of blockchain remove trust issues and enable
the creation of new types of governance that may create equal opportunities for
women leadership.

5.6 SDG 6: clean water and sanitation

Sustainable and efficient water management systems involve the use of sophis-
ticated IoT architectures that optimize consumption and availability. Such archi-
tectures may be subject to security attacks (e.g., physical attacks on sensors, device
cloning, data theft, DoS, jamming, or eavesdropping). Therefore, it is important to
cyber-secure these systems and minimize the reliance on cloud-centered architec-
tures that, when the server is down, may derive in the unavailability of the service.
In addition, the communication between IoT devices within a decentralized archi-
tecture allows for avoiding single points of failure and enables the use of autono-
mous IoT transactions in a secure manner, thus guarantying tamper-proof data,
visibility, and transparency in water trading [41].

5.7 SDG 7: affordable and clean energy

The authors of [42] study blockchain-based smart grid sustainable local energy
markets. These systems enable cost-efficient micro-transactions, avoid central
intermediaries, and promote reliability and equality among the different involved
agents.

5.8 SDG 8: decent work and economic growth

Blockchain has the ability to promote economic growth by enabling free trade.
For instance, it also has the potential to optimize global financial infrastructure in
terms of asset transfer and operative costs.

In addition, it may ease new types of economic organization and governance
(e.g., innovation-centered and governance-centered [43]). In Davidson et al. [43]
the authors present an example of a self-governing organization for evaluating the
contributions to projects on a network. When evaluating such an example, they
introduce a wide range of perspectives to be considered, such as the problem of
contractual enforcement, efficient institutions, governance, or even the constitu-
tional characteristics of a nation.

5.9 SDG 9: industry, innovation, and infrastructure
The Industry 4.0 paradigm is expected to represent the next phase in the digita-

lization of all the sectors in the economy [8]. Supply chain traceability has been
traditionally performed by wireless technologies like radio-frequency identification
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(RFID) [44], which can be enhanced with additional security capabilities [45]. The
next step forward is the so-called smart label [46], which adds novel features like
event detection, interaction, and IoT capabilities. Such IoT solutions link cyber and
physical worlds while enabling tracking and monitoring of assets and processes.
Thus, blockchain goes one step further, making feasible end-to-end transparency in
global supply chains. Business data can be shared rapidly between the different
stakeholders across a trusted network [13]. In addition, smart contracts provide
lower transaction costs by avoiding the intervention of intermediaries and third
parties.

Ultimately, the ambition is to achieve Sustainable Supply Chain Management
(SSCM), aiming to reduce the social and environmental impacts in global supply
chains [47]. It is worth mentioning that, although research suggests that the com-
bined use of blockchain and IoT devices will add significant value in supply chain, it
will also impose some additional constraints in terms of computing power and
power efficiency [6].

There are a number of supply chain projects deployed worldwide. For instance,
Walmart, together with IBM, has developed a blockchain-based traceability system
with Hyperledger Fabric [48]. In October 2016, they started with a PoC that tracked
two items that were shipped to multiple stores. Before that, when a product had an
issue (e.g., a customer became ill), it could take days to identify the batch, ship-
ment, and vendor, and it may require to throw away a lot of the product. Through
blockchain, it is possible to obtain specific data and details on the “how, where, and
when” of the item within its supply chain. The shared database is able to capture
attributes at the level of an individual package to take informed decisions. This
functionality enables Walmart today to track a product in seconds (instead of days
or sometimes weeks).

Following this approach, in August 2017, IBM announced a consortium with the
food sector that included Walmart, Driscoll’s, Dole, McCormick, Nestlé, Kroger,
Tyson Foods, and Unilever. This consortium, named IBM Food Trust, will further
explore the potential of blockchain to boost traceability along global supply chains
with more products [48].

The shipping industry can also benefit greatly from blockchain. Ocean freight
and maritime transport account for over 90% of the goods shipped globally [49].
The main characteristics are high number of involved stakeholders, complex trans-
actions (e.g., letters of credit), burdensome paperwork, and lack of transparency,
traceability, and information sharing. For instance, Maersk and IBM created
TradeLens, a blockchain-based solution to create a more secure and efficient global
logistics and spur industry-wide innovation [50].

Additionally, several blockchain startups are also innovating in traceability. For
instance, the startup Provenance [51] has created an application to engage cus-
tomers in the point of sale by providing mechanisms to verify sustainability claims
(i.e., no greenwashing).

As it was previously mentioned, blockchain is also able to reduce transaction
costs by reducing intermediaries and thus allowing more direct payment flows. For
instance, DocuSign [52] is a company that offers several applications (e.g., elec-
tronic signature, contract lifecycle management). In 2015, DocuSign collaborated
with Visa in a PoC project that used a smart contract to enhance car leasing pro-
cesses. In 2018, DocuSign integrated an Ethereum blockchain in their signing ser-
vices. As a result, the signers of an agreement can check anytime the integrity of the
contract. DocuSign is also part of the Accord Project [53], a non-profit initiative that
aims to develop a technology-agnostic ecosystem with open-source tools for smart
contracts.
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Accurate transaction records enable the use of tools for forecasting. For instance,
Augur [54] is a decentralized platform built with Ethereum smart contracts that
allows users to create their own prediction markets (i.e., oracle).

Another relevant commercial solution is Storj.io [55], which is a blockchain-enabled
cloud storage network where users can rent the storage space that do not use and
get paid in Storj tokens or store their information on a globally distributed network.

Some startups focus on removing intermediaries from trading like OpenBazaar
[56], while other companies focus on providing visibility and transparency to phi-
lanthropy [57]. Such a global foundation leverages Bitcoin and blockchain to per-
form and track transactions while providing an immutable record of charitable
financial transactions.

In 2018, IBM was awarded a patent for its Autonomous Decentralized Peer-to-
Peer Telemetry (ADEPT) environment [58]. In 2016, IBM developed jointly with
Samsung a PoC using different elements of Bitcoin to create a distributed network
of IoT devices. For instance, to secure transactions, it uses a mix of proof of work
(PoW) and proof of stake (PoS) as consensus protocols, BitTorrent for file sharing,
Telehash for messaging, and Ethereum to support smart contracts.

It is also worth mentioning that other authors focused on smart grids and supply
chain management systems as substantial areas of sustainable innovation [59].

5.10 SDG 10: reduced inequality

Theoretically, blockchain capabilities make the technology a catalyst for
enabling a sharing economy with a democratic ownership structure (e.g., fraction-
ally own goods by every community member) while avoiding unnecessary inter-
mediaries. Nevertheless, authors like Novak [60] evaluate the implications of
blockchain for income inequality and consider that, although it has potential to have
a positive impact, it may also exacerbate current wealth concentration.

5.11 SDG 11: sustainable cities and communities

The authors of [61] propose a systematic literature review on specific blockchain
use cases proposed by the research community. They remark the great concern
about the infancy stage of blockchain.

5.12 SDG 12: responsible consumption and production

Production patterns can be monitored by using supply chain traceability
techniques.

5.13 SDG 13: climate action

Blockchain will likely play an important role on the urgent actions for improving
the accountability and transparency of policies to limit global fossil fuel consump-
tion and foster decarbonization. Hyperledger, as part of the Linux Foundation, has
recently announced a new Special Interest Group (SIG) that will explore how
blockchain can help to address the climate goals set out in the Paris Agreement [62].

5.14 SDG 14: life below water
The company Possible Future oriented one of its projects to the sustainable

use of the oceans, preserving their life and restoring damaged coral reefs [63].
They created a game, named CryptoCorals, in which for each purchase of a virtual
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coral, another coral is planted. The project is developed, thanks to the collaboration
of a non-governmental organization (NGO) partner, and blockchain is used to
guarantee transparency, as it is one of the major concerns of potential users.

5.15 SDG 15: life on land

Blockchain can be used to register trustworthy data about the different terres-
trial ecosystems.

5.16 SDG 16: peace and justice strong institutions

Blockchain can help to reduce paper-based processes, minimize fraud, create
inclusive institutions, and increase accountability in public services.

A good example is Delaware Blockchain Initiative [64], which was born with the
aim of creating a legal framework for DLT sharing in corporations and govern-
ments. A more ambitious approach is Aragon [65], which is a startup that aims to
create worldwide decentralized organizations, including employees and contractors
from developing countries.

Other initiatives focus on increasing the transparency of democratic processes
and on avoiding potential frauds. An example is Follow My Vote [66], which is a
cost-effective online voting platform that audits ballots in real time.

5.17 SDG 17: partnerships to achieve sustainable development

To strengthen the means of collaboration between stakeholders is the key for
enabling open innovation and for achieving SDGs.

6. Blockchain benefits and challenges toward SDGs and open
innovation

The following paragraphs summarize the key main benefits that blockchain will
bring to SDGs and their main open challenges.

Blockchain may provide significant operational benefits, since current informa-
tion systems rely on centralized databases that operate in silos. By having a single,
timestamped, immutable, and unique version of the truth, transparency and sim-
plified audits can be guaranteed.

Furthermore, re-balancing the degree of information symmetry between stake-
holders will help to achieve SDGs and will enable new forms of corporate gover-
nance and decentralized corporations. A collaborative mindset (the so-called
coopetition) will be necessary to find additional ways to create value.

In terms of the maturity of the technology, there are a number of open challenges
related to scalability, interoperability, standardization, or even energy consumption.
The process of mining public networks, especially in the case of Bitcoin [67],
requires enormous amounts of electricity. Therefore, although the underlying net-
works can provide sustainable applications, their footprint cannot be neglected [68].

From the cybersecurity standpoint, it is essential to provide secure applications
with no single point of failure that comply with the expected degree of privacy.
Nonetheless, it must be noted that blockchain can be also subject to cyberattacks
[6]. The evolution of quantum computers will affect the security of public-key
cryptosystems and hash functions. For instance, the authors of [9] analyze how to
evolve blockchain cryptography to resist attacks based on Grover’s and Shor’s
algorithms.
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7. Conclusions

Blockchain can be used to develop secure peer-to-peer platforms for exchanging
assets without intermediaries and in a trustworthy, sustainable, accountable, and
transparent way to fulfill UN SDGs and the objectives of the EU Green Deal.
Although research into blockchain has significantly increased in the last few years,
there are not many academic or commercial solutions with sustainability and open
innovation in mind. Moreover, most of them present solutions at very early stages
of development.

Blockchain has the potential to radically change many societal sectors and to
foster open innovation in all types of organizations, including supply chains, or the
enforcement of governance in a completely innovative way. This overview has
inherent methodological limitations due to its length and high level, so only a
sample selection of some of the recent solutions is presented to give an idea of the
potential of blockchain. The solutions described are not meant to be representative
or generalizable. Such cases are the basics for further research, having in mind how
blockchain can solve many of the current cybersecurity issues. Furthermore, open
challenges were mentioned as a guidance for researchers and companies for future
developments.

Abbreviations

IoT Internet of Things

CPS cyber-physical system

CSR corporate social responsibility
DLT distributed ledger technology
DoS denial of service

PKI public-key cryptography

NGO non-governmental organization
PoC proof of concept

p2p peer-to-peer

PoS proof of stake

PoW proof of work

SSCM sustainable supply chain management
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