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1. Introduction

The electrical demands in several countries around the world are increasing due to the
huge energy requirements of prosperous economies and the human activities of modern life.
In order to economically transfer electrical powers from generation-side to demand-side,
these powers need to be transferred at high-voltage levels through suitable transmission
systems and power substations. To this end, high-voltage transmission systems and power
substations are in demand. Actually, they are at the heart of interconnected power systems,
in which any faults might lead to unsuitable consequences, abnormal operation situations,
security issues, and even power cuts and blackouts. In order to cope with the ever-
increasing operation and control complexity and security in interconnected high-voltage
power systems, new architectures, concepts, algorithms, and procedures are essential.
This special issue aims at encouraging researchers to address the technical issues and
research gaps in high-voltage transmission systems and power substations in modern
energy systems.

2. Published Papers

This special issue contains 10 highly qualified papers related to the latest advances
and technologies in Power Systems Operation, Control, Protection, and Security. In what
follows, each paper published in this special issue is introduced briefly by highlighting
its main contributions. Authors in [1] have proposed a novel very fast transient overvolt-
age (VFTO) suppression method with great prospects in engineering, called the spiral
tube damping busbar. The paper results showed that the improved damping busbar
has a significant suppressing effect on the amplitude and the frequency of very fast tran-
sient overvoltage.

In [2], an adaptive ensemble square root Kalman filter (AEnSRF) has been proposed,
in which the ensemble square root filter (EnSRF) and Sage-Husa algorithm are utilized to
estimate measurement noise online. Simulation results obtained by applying the proposed
method showed that the estimation accuracy of AEnSRF is better than that of ensemble
Kalman filter (EnKF), and AEnSRF can track the measurement noise when the measurement
noise changes.

Authors in [3] have presented a transient electromagnetic method (TEM) to determine
grounding grid orientation without excavation. Unlike the existing pathological solutions,
TEM does not enhance the surrounding electromagnetic environment. A secondary mag-
netic field as a consequence of induced eddy currents is subjected to inversion calculation.
A digital simulator has been proposed in [4] that enables the dynamic testing of protective
relays without using any steady test and expensive real-time simulators. This simulator
includes both external waveform imports and internal waveform generation functions.

In [5], authors presented a comparative study on mother wavelets using a fault type
classification algorithm in a power system. The study aims to evaluate the performance of
the protection algorithm by implementing different mother wavelets for signal analysis and

Appl. Sci. 2021, 11, 274. https:/ /doi.org/10.3390/app11010274
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determines a suitable mother wavelet for power system protection applications. An online
multiprocessor scheduling multiprocessor with bounded speed (MBS) has been proposed
in [6]. The comparative analysis shows that the multiprocessor with bounded speed (MBS)
outperforms other algorithms. The competitiveness of MBS is the least to date.

In [7], a new hybrid control algorithm for the cascaded modular multilevel converter
has been presented. The Harris hawk’s optimization (HHO) and atom search optimization
(ASO) are used to optimally design the controller of the hybrid modular multilevel con-
verters (MMC). This study in [8] has focused on one such application. In this proposed
work, a direct current (DC)-based intermediate DC-DC power converter (i.e., a modified
LUO (M-LUO) converter) is used to extricate the availability of power in the high range
from the PV array.

Further to the above mentioned research papers, this special issues contains a case
study. The case study in [9] applied laser-induced breakdown spectroscopy (LIBS) to analyze
contamination on insulator surfaces. Moreover, a review paper [10] has also been published in
this special issue. The review paper in [10] has addressed the existing approaches attending to
cyber-physical security in power systems from a microgrid-oriented perspective.
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authors, professional reviewers, and the dedicated editorial team of Applied Sciences. Thank
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Abstract: Dynamic state estimation (DSE) for generators plays an important role in power system
monitoring and control. Phasor measurement unit (PMU) has been widely utilized in DSE since
it can acquire real-time synchronous data with high sampling frequency. However, random noise
is unavoidable in PMU data, which cannot be directly used as the reference data for power grid
dispatching and control. Therefore, the data measured by PMU need to be processed. In this paper,
an adaptive ensemble square root Kalman filter (AEnSRF) is proposed, in which the ensemble square
root filter (EnSRF) and Sage-Husa algorithm are utilized to estimate measurement noise online.
Simulation results obtained by applying the proposed method show that the estimation accuracy of
AENSREF is better than that of ensemble Kalman filter (EnKF), and AEnSRF can track the measurement
noise when the measurement noise changes.

Keywords: dynamic state estimation (DSE); synchronous machine; ensemble square root filter
(EnSRF); Sage-Husa algorithm

1. Introduction

In order to obtain the optimal control strategy of generator in power system, phasor measurement
unit (PMU) is required to observe the generator data (power angle, electric angular velocity, etc.) to
determine its state. However, there are random noises and measurement errors in PMU measurements,
which cannot be directly used as the true state value [1-3]. Statistical method is used to calculate the
estimated value of generator state variables and predict the future state. This method is called dynamic
state estimation (DSE). Therefore, the prediction of generator’s future state by DSE is helpful for power
system regulation and has important significance to the stability of power network.

In recent years, the problem of electromechanical transient state estimation of generators has
attracted wide attentions. Generator is a complex nonlinear system, and its DSE needs corresponding
nonlinear filtering algorithm. In the field of generator DSE algorithms, many studies mainly focus on
extended Kalman filter (EKF), unscented Kalman filter (UKF) and cubature Kalman filter (CKF) [4,5].
In [6], EKF was implemented to estimate the dynamic state of generator, where the fourth-order model
of generator with unknown input was utilized. However, the linearization process of the generator

Appl. Sci. 2019, 9, 5200; doi:10.3390/app9235200 3 www.mdpi.com/journal/applsci
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model by EKF will lead to large truncation errors, which cannot be applied to the strongly nonlinear
systems. In [7,8], the deterministic sampling filter-UKF algorithm was applied to estimate the dynamic
state of generator. Due to the poor flexibility of UKF in parameter selection, the CKF method was
proposed by S. Haykin [9,10]. In [11], the CKF was used for the DSE of generator, which could achieve
much better performance than both EKF and UKE.

On the other hand, considering the system uncertainties, in [12], based on the second-order model
of generator, adaptive interpolation and He theory was introduced into EKF to estimate the dynamic
state of generator, by which the robustness was improved. In [13], an online state estimation method
for synchronous generators based on UKF was proposed, and the fourth-order nonlinear model of
generators was used to verify that the algorithm has not only high filtering speed and accuracy but also
strong robustness. In [14], square root filtering was introduced into CKF to ensure the nonnegative
qualitative and numerical stability of covariance matrix, by which, the asymmetric or nonnegative
covariance of CKF in the iteration of DSE could be avoided and the estimation accuracy of CKF could
also be improved. To the best of the authors” knowledge, there have been few results concerning
DSE for generator by using ensemble Kalman filtering algorithm [15], which has been widely utilized
in meteorology.

In this paper, based on the improved EnKF-EnSREF, which can approximate the nonlinear system
by random sampling method, an adaptive ensemble root mean square Kalman filter algorithm is
proposed. The proposed method does not need to interfere with the measured values, avoiding the
problem of underestimating the analysis error covariance in EnKF and improving the filtering precision.
Meanwhile, the Sage-Husa algorithm is introduced to estimate measurement noise online. When there
is a deviation in measurement noise, the method can revise the covariance of measurement noise
dynamically and filter it, which reduces the influence of noise error on filtering. Extensive simulation
results show that the proposed method can not only achieve a higher filtering precision than the
conventional EnKF but also with a stronger robustness to noise. Hence, the main contributions of this
paper are:

e  Proposing a novel, robust AEnSRF method applicable for measurement noise estimation.

e  The proposed robust AEnSRF method is based on the combination between the EnSRF and the
Sage-Husa algorithm.

e  The proposed AEnSRF does not need to interfere with the measured values, avoiding the problem
of underestimating the analysis error covariance in EnKF and improving the filtering precision.

e The suggested technique utilizes Sage-Husa algorithm to adjust the covariance matrices of
measurement noise dynamically and filter it when there is a deviation in measurement noise.

e  The proposed method mitigates the adverse influence of noise error on the filtering result.

e The proposed method has a higher filtering precision than the conventional EnKF and a stronger
robustness to noise.

The rest of the paper is organized as follows: In Section 2, the second-order generator DSE model
is presented. Section 3 describes the main algorithm in detail. IEEE 9-bus system and the real power
grid system are used to test and illustrate the usefulness of the proposed method, and some necessary
comparison results with ENKF and ENSRF are also performed in Section 4. Finally, the conclusions are
provided in Section 5.

2. Generator Dynamic State Estimation Model

2.1. Mathematical Model of Dynamic State Estimation
State space model can be used to describe the dynamic system as

)

Xip1 = ®X; + TUy + Wy
Ziy = CXi + Vi
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where k indicates the time instant, Wy represents system noise, Vj represents measurement noise,
® denotes the state transition matrix, I' is the input matrix, and C is the observation matrix.
The statistical characteristics of noise Wy and V} are given as follows

E[Wy] = E[V(] =0
E[W,W[] = Qb (2)
E[ViVI] = Ro;

where Q is the variance matrix of system process noise, R is the variance matrix of system measurement
Lk=j

noise, 0, =4 . .
kj { 0,k #j

2.2. Equation of Measurement and State Estimation

In the electromechanical transient process of power system, the system topology and bus voltage
cannot be acquired in real time. Thus, the rotor power angle and angular velocity, which do not
abruptly change and are constrained by the rotor differential equation, are selected as the state variables
of the generator DSE.

The second-order differential equations of synchronous generators can be expressed as follows

@ = (w-1ao o @)
%:%}(Tm—Tf—Dw):Tl](f—a—f—Dw)

where ¢ indicates the power angle, w represents the electric angular velocity; T, denotes the mechanical
torque, T is the electromagnetic torque; P;, is the mechanical power, P, is the electromagnetic power,
T} represents the generator’s rotor’s inertia time constant, and D is the damping coefficient.

The differential equation of generator model in (3) can be rewritten as

‘ 0 By [ s 10 -180
‘7:0%0[]+01[ ﬂ“’O] @
3 T w T (P —Pe)/w
where the unit of 6 is degree. For convenience, one has
X— 5]
| @
A:rO 17;&0)0
| 0 -D/Ty 5)
B_ 1 0
|0 1/Ty
u=| e
| (Pu—Pe)/w

In general, the first three terms of Taylor expansion of general state transition matrix can meet the

precision requirements
AT?
D(T) =~ [+ AT +

()

where T represents the sampling period.
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The power angle and angular velocity of generator can be measured directly by PMU, which are
usually selected as the measurements
2| 2]
@

C:[l 0

®)
!

According to (4) to (7), the discrete form of generator DSE model can be obtained
X1 = PXp + TU = f(Xg, Uy) ©)
Zy = CXp = h(X, Uy)

2.3. Error Analysis

Equations (4) to (9) show that the imprecision of the model parameters T}, D and the errors in
the measurement of P, and Py, will lead to the imprecision of the model. The obtained value of T}
is generally accurate. In general, the value of D is very small, indicating the influence of mechanical
friction and wind resistance on the operation of generators. Therefore, the measurement errors of P,
and P, are the main components of generator process noise. Actually, it is difficult to obtain precise P,
value, assuming that P;, value is constant when there is only governor but no shut-off and fast shut-off
valve; the change of P;, caused by governor action is treated as the process noise of the system.

According to [16,17], the measurement error is generally between 1% and 2%. Considering the
influence, the process noise variance matrix is set as

Q = diag(0,0.0004P + 0.0001) (10)

where P, is the standard unit of output electromagnetic power in steady state.

The measurement errors of 6 and w are mainly caused by PMU measurement errors. Ideally,
the measurement error variance of 6 is 22, w is 107, and the measurement noise variance matrix of the
system is set as

R = diag(2%,107°) (11)

3. Adaptive Ensemble Square Root Kalman Filter

3.1. Ensemble Kalman Filter

Regarding the nonlinear systems and in order to track their state trajectories, the extended Kalman
filter and the nonlinear filtering method which combines the techniques of unscented transformation
and numerical difference without computing Jacobian matrix are widely used. However, when the
system'’s nonlinearity is strong and the noise is non-Gaussian, the performance of these algorithms will
be degraded significantly, resulting in unreliable state estimation. Therefore, ensemble Kalman filter,
a sub-optimal filtering method, has attracted more and more attention. Based on Kalman filtering,
ensemble prediction is introduced into ensemble Kalman filtering. Sequential Monte Carlo simulation
method is employed to create the initial set of samples representing the state statistics. The state
transition function is used to calculate the new set of states at the current time for each sample in the
set, then the samples of the new set of states are calculated. Mean and covariance are used to get the
optimal value of the current time estimate [18].

In the traditional Kalman filter, the calculation formulas of state prediction error covariance and
analysis error covariance are presented as

Pf = (Xf - xt)(Xf - xt)"

12
Pr = (X2 - Xt)(x2 - xt)T 2
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where X denotes the state vector, P represents the state covariance, T is the matrix transposition.
The superscript f indicates the prediction state, the superscript a is the analysis state, and the superscript
t is the real state.

In the EnKF, the posterior distribution of the state function is approximated by the ensemble
elements, and the degree of approximation depends on the number of elements in the ensemble.
Assuming that the number of set elements is N, XEf represents the set storing all predicted states,
and XE“ represents the set storing all analyzed states. When N tends to infinity, the real value of the
state can be replaced by the mean value of the set of state estimators. It follows from [19] that the
prediction error covariance and the analysis error covariance can be calculated by

Pf ~
PIZN

(XEf — XEf)(XEf - XEf)
-(XE" — XE7) (XE* - XE7)"

NL
1 (13)
N-

The EnKF uses the finite element in the ensemble for the estimation of the state error covariance,
thus avoiding the prediction of the covariance matrix.

In the process of EnKE, firstly, according to the known state priori information, an initial state
set of N elements is obtained by SMC method, then a prediction set XE/ is obtained by predicting
each element in the initial state set through Kalman filter, in which the elements are expressed by X/i.
Secondly, the observation set of state by SMC method as well, and the prediction state set is modified
by covariance of XE/ to get the analysis set XE of state. The elements are expressed by X%, and the
average value of the state analysis set XE” is the optimal state estimation value. The analysis set of
states is used for prediction [20,21].

The iteration formula of ensemble Kalman filter algorithm is given as follows

(1) State prediction:

X[ = FOXE, U + WL (14)
Xk+1 = Z Xi’H (15)

f A _5f <f
Expn = ( Xy =X X{L Xy ) (16)

f fi _=f =f
E =040 -2% Zlﬁl Ziyy ) 17)

f foT f N
PXZ b1 Pk+1Hk+1 N 1 EX k+1 (EZ,kH) (18)
f f 1 o
pZZ k1 T Hk+1pk+1Hk+l N-1 EZ gan| ( Z,k+1) (19)
(2) State update:

K =P @ 7 20
k+1 = XZ,k+1( zz,k+1) (20)
Xa X{H + Kk+1(Z£l+1 h(X£l+l)) @1
X1 = Z v @2)

where X{’ '\, and Z{’ ', are the i elements of prediction state set and measurement state set, respectively;

Xzi are the i elements of analysis state set, Y{ "y }_(Z 41 and Z{ 1 are the average values of predicted

L . f f
state set, analyzed state set and measured state set at k + 1 time instant, respectively, E i1 and E Zki1

are the deviation matrices of elements and average values in predicted state set and measured state set,
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respectively, PQZ e

Péz el is the covariance of observation state error at k + 1 time.

" The EnKF algorithm not only overcomes the problem that Kalman filter is limited to linear systems,

is the covariance of predictive state error and observation state error at k + 1 time,

but also avoids the problem of large amount of computing resources when calculating prediction error
covariance. Tangent linear model and adjoint model are no longer needed. The method also gives
the optimal value of the estimated result and the confidence interval of the estimated value at the
same time.

The EnKF is a sub-optimal estimation method which uses the ensemble to describe the traditional
Kalman filter algorithm. A prediction set estimation is used to calculate the state prediction error
covariance matrix of the Kalman gain matrix. If each element of the set is updated with the same
observation value and the same gain, the set will systematically underestimate the state update error
covariance matrix. It even can lead to subsequent analysis degradation and filtering divergence.
This problem can be alleviated by adding random perturbations to the measurements with correct
statistical data. However, the introduction of random perturbation will inevitably increase the
additional error of sampling error related to measurement error covariance. This additional error will
reduce the covariance accuracy of the observation state error as well as the estimation accuracy.

3.2. Ensemble Square Root Kalman Filter

In EnSRE, the calculation of the analytic state variables is divided into two parts [22], one is the
update of the mean value of the analytic state set, the other is the update of the mean deviation of the
analytic state set sample
)

X =% 1KZ-HX 23)

X" = X' +K(z' - HX') (24)
where X' represents the mean of analysis state set, X indicates the mean deviation of analysis state set

samples, X/ denotes the mean deviation of prediction state set, X/ is the mean deviation of prediction
state set samples, 7 is the observation value obtained by PMU, Z’ is the random observation deviation
obeying the probability distribution of observation error, K is the gain of traditional Kalman filter, Kis
the mean deviation gain of the update set.

In EnKF, when all sets of samples are updated with the same observation value and the same
gain [23],i.e.,, Z’ = 0 and K= K, the covariance of the analysis state set can be expressed as (25). In the
traditional Kalman filter, the covariance expression of state analysis error is shown in (26). As can be
seen from (25) and (26), the value of P? in EnKF lacks the term KRK?, so EnKF has the problem of
systematic underestimation

P’ = (1-KH)Pf(1-KkH)T (25)

P* = (I-KH)Pf(1-KH)" + KRKT = (I- KH)P/ (26)

EnSRF eliminates the problem of systematic underestimation of EnKF without disturbing the
observed values [22-24]. In EnSRE, (24) can be reformulated as

X = x'f —KHX = (1 - EH)X’f

K is substituted for (25) and the analysis error covariance of the set K needs to satisfy (26). Furthermore,
if K = aK and « is a constant, one can further derive

(1-KH)P/(1-KH)" = (1-KH)Pf 27)
T — _
_HPPH pRT KR - RKT 4+ KKT = 0 (28)
HPFHT +R
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HPfHT
HPfHT 4+ R

-1
R
«=0+ \5raT 7 60

The traditional Kalman filtering algorithm is a linear unbiased minimum variance estimation
algorithm under standard conditions. Kalman filter can obtain better estimation results when the
dynamic system model and noise statistics are known. However, in the practical application, it is
difficult to obtain accurate system model as well as accurate noise statistical characteristics, which will
affect the accuracy of Kalman filter estimation results.

> =20+1=0 (29)

3.3. Sage-Husa Algorithm

In 1969, Sage and Husa presented an improved noise filtering algorithm. The algorithm can
compute both matrices of process noise variance Q and measurement noise variance R [25,26] online
and in real time when the system noise mean and covariance are unknown. Comparing with the
adaptive filtering algorithm based on maximum likelihood criterion, this algorithm adds a forgetting
factor, which strengthens the influence of newer observations on filtering and weakens the influence of
older observations on the results. This algorithm effectively reduces the influence of model error on
filtering, restrains filter divergence, and improves estimation accuracy [27].

The steps of Sage-Husa algorithm are given as:

(1) Filtering equation:

Rir1k = FiXige + i 1)
Piiap = FePeF{ + Ok (32)

T T Aoyl
Kip1 = PrpapH  (He1 PryapHp g + Reer) (33)
i1 = Zir1 — Hier Ko — P (34)
Kir1ie1 = X1k + Kesr€ri (35)
Priapr1 = (I = Ky Hyy 1) Pryape (36)

(2) Time-varying noise estimator:

Proq = (1= di1) P+ diy1 (Zirr — Higa Xesae) (37)
Riyr = (1= diyr)Re + di 1 (e aef = Hipr PreyeHy ) (38)
k1 = (1= di1) ik + dir Rerajers = Frea Xeg) (39

k1 = (1=di1)Qx + i1 (Keyaerpael, KL

(40)
+Prsijs1 — Fk+1Pk+l\k+1FZ+l)

where §i 1 represents the mean of process noise at k + 1; 1 is the mean of k + 1, ¢;41 is the residual
at time instant k 4+ 1; 1 = (1-b)/(1 - b*?2), b is the forgetting factor and 0 < b < 1.

Generally, Sage-Husa algorithm can simultaneously estimate process noise Oy, | and measurement
noise Ry 1. In fact, the algorithm cannot estimate both Q1 and Ry at the same time. It can be seen
from (37) and (39) that the calculation of Qk+] and ﬁk+1 depends on ¢, 1. The change of e;;; will
affect the calculation of Q1 and Ry at the same time, which cannot guarantee the accuracy of the
estimation results. In addition, there are minus signs in the calculation of Qk+] and Rk+1, which may
affect the semi-positive and positive definiteness of Qk+1 and Rk+1/ leading to filter divergence.

In the electromechanical transient process of generator, the influence of measurement noise Ry
on the estimation is more important. Generally speaking, process noise Q is a constant. Assuming that
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both process noise as well as measurement noise are Gauss, white noise with mean value equals to
zero,ie,r =0and g =0.

Sage-Husa algorithm can be simplified as follows.

(1) Filtering equation:

i1k = FiXigp (41)
Py = FePeF{ +Q (42)
Kir1 = PrpapHy  (He PrgaHy o + Rer)™ (43)
ekr1 = Zir1 = Hin Kipape (44)
Xk+1|k+1 = Xk+1\k + Kiy1€x41 (45)
Prsaps1 = (I = Ky Hiy1 ) P (46)
(2) Measurement noise estimator:
Ri1 = (1= diy1) Ry + disr (e — HiorPryHL ) (47)

In order to ensure the positive covariance of measurement noise, (47) is replaced by (48). It can be
seen from the formula that a certain filtering-precision is sacrificed to ensure the stability of the filter.

Rir1 = (1= diyr)Re + diga (ersrel, ) (48)
3.4. Adaptive Ensemble Square Root Kalman Filter

The proposed AEnSRF combines ensemble root mean square Kalman filter with Sage-Husa
algorithm. Comparing with ensemble Kalman filter, the proposed AEnSRF not only has a higher
filtering-precision but also can be effectively corrected while measurement noise deviates, so as to
suppress filter divergence and improve estimation accuracy.

The specific steps are as follows:

(1) Initialization: The initial value wg of generator rotor angular velocity is 1. The initial value 6 of
generator power angle, electromagnetic power P, and mechanical power Py, is its steady-state
operation value.

(2)  The initial value of the state set with the number of set elements is generated by Monte Carlo
method, and the initial estimation error covariance matrix is taken as the unit matrix.

X11 X12 X13 ot XIN
X1 X22 x23 c XN
X0=| : : Lo (49)
X31 X32 X33 X3N
Xn1 Xn2 Xn3 XuN
(3) State prediction:
X[ = FX0, Up) + W, (50)
—f 1 N P
X = 3 2 Kb (51)
i=1
f _ fi </ <f
Exjsr = ( Xk1+1 =Xy Xﬁu = X1 ) (52)
f _ f =f =f
By = (20 =Zpy oo 2P -2y ) (53)
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P;(Z,k-%—l = P£+1HkT+1 = A%Eg(,k-kl(Eé,k-%—l)T (54)
Pj;z,kﬂ - Hk+1P£+1HI<T+1 = ﬁEé,kwL] (Eé,k+1)T (55)
(4) Calculating Kalman gain:

Kyp1 =P g(z,k+1(P J;Z,kﬂ)_1 (56)

(5) Calculate the measurement noise covariance:
eir = Zi1 - Zh (57)
depr = (1-0)/(1-V2) (58)
Riv1 = (1= disr)Re + diga (ersref, ) (59)

(6) Calculate the mean deviation gain of the updated set:

-1
N -1
a= [+ Rena (P, )] (60)

Kip1 = aKiepq (61)
(7) State update:
w0 =S
Xis1 = Xipr + Kipein (62)
;i % ’ fi
Xier1 = X1~ Kth(XkH) (63)
1
X1 = NZ X (64)
i=1
—na
Xpp1 = Xpe1 + Xin (65)

For convenience, the proposed AEnSRF method’s implementation flow chart is presented
in Figure 1.

Input data

l Using Monte Carlo method to generate state sets

Initial value of error covariance

Caleulating Kalman filter gain

k=k+1 l Calculating mean deviation gain of updare sets

Yes

Figure 1. The flowchart of adaptive ensemble square root Kalman filter (AEnSRF) algorithm.
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4. Case Study

4.1. Basic Test Analysis

The IEEE-9 bus system is firstly taken as the test system in this paper. The single-line diagram of
it is given in Figure 2. The classical second-order model of generator considering governor is adopted
in simulation. The inertia time constants of G1, G2, and G3 are respectively 47.28, 12.8, 6.02 s; and the
damping coefficient is set to 2. The initial values of generator state variables and control variables are
set to the values of the system’s stable operation before fault occurred. Suppose that in the IEEE 9
bus system, three-phase short-circuit fault occurs at the beginning of branch 4-8 at 0.8 s. After 0.36's,
the switch on both sides of branch jumps off and the fault is removed. The whole simulation time is 6 s.

7

OH—FAHO

Figure 2. The single-line diagram of IEEE-9 bus test system.

The real values of power angle and angular velocity of generator are obtained by Bonneville
Power Administration (BPA) simulation software, and the measured values are obtained by adding the
real values to the random noise where its mean value obeys normal distribution with zero standard
deviation. In this paper, the DSE algorithm is implemented in Matlab. The initial values of the estimated
generator state variables are set to stable operation value, and the initial state error covariance matrix
is set to unit matrix.

In order to further compare the difference of filtering results of each algorithm, the root mean

square error (RMSE) is used
Iv o )
RMSE = 4 ;kzl (Rek — Xx) (66)

The process noise variance matrix and the measurement noise variance matrix of the generator
are selected as the corresponding values in [10,11]. Figure 3 is a comparison of the filtering results of
G1 by utilizing the EnKF and EnSRF algorithms under normal noise. Table 1 gives the RMSE results of
EnKF and EnSRF algorithms.

where 7 is the sampling period.

0.75
0.70

157 1280 1296

8 /rad

e BPA

== AEnSRF

(a)
Figure 3. Cont.
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4

Figure 3. Comparison of G1 state filtering results under ensemble Kalman filter (EnKF) and AEnSRF:
(a) Power angle dynamic estimation curve of G1; (b) electric angular velocity dynamic estimation
curve of G1.

Table 1. The RMSE results of EnKF and EnSRE.

Generator Number Algorithm o/rad w/pu
a EnKF 0.0345  9.7396 x10~*
ABEnSRE  0.0329  9.1950 x10*
. EnKF 0.0346  10.000 x10*
AEnNSRF 0.0330  9.6680 x10~*
- EnKF 0.0354  11.000 x10~*
AEnNSRF 0.0344  10.000 x10™*

As it might be noted from Figure 3 and Table 1, EnKF and AEnSRF both show good filtering effect
without deviation of measurement noise. Because the observation value in AEnSRF does not introduce
disturbance, the problem of underestimation in EnKF filtering is avoided. The filtering-precision of
AENSREF is improved comparing with EnKF.

Figure 4 is a sketch of the noise estimator tracking the measured noise in AEnSRF without
deviation from the measured noise.

4

—True d

""" AEnSRF

deviation of noise/pu
T
L

s

(b)

Figure 4. Measurement noise tracking curve of G1 under AEnSRF: (a) Power angle measurement noise
tracking curve of G1; (b) angular velocity measurement noise tracking curve of G1.
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From the simulation, we can see that in the process of tracking power angle measurement noise
by AEnSRE, the standard deviation of 0.14 s is stable at 1.9 degrees, and the angular velocity is too
small (almost 0). Combining with Figure 4, it can be remarked that AEnSRF can track the measured
noise more accurately.

4.2. Noise Measurement and Analysis on the IEEE 9-Bus System

In this subsection, G2 is taken as an example to test the estimation effect of AEnSRF on generator
state as well as the tracking of measurement noise when it is biased. Assuming that the actual value of
the standard deviation of power angle measurement noise is 3 degrees, the value is set as 2 degrees in
the filtering program to detect the tracking effect of AEnSRF on power angle measurement noise.

Figure 5 depicts the comparison results of G2 by utilizing EnKF and AEnSRF algorithms,
respectively. It can be obviously noted from Figure 5 that both of them can show good estimation
results under the consideration of measurement noise deviation condition.

(b)

Figure 5. Comparisons of G2 state filtering results between EnKF and AEnSRF in the presence of
measurement noise deviation: (a) Power angle dynamic estimation curve of G2; (b) electric angular
velocity dynamic estimation curve of G2.

The simulation results of G2 show that under AEnSRF algorithm, the RMSE of power angle
estimation is 0.0516, the RMSE of electric angular velocity estimation is 0.0011. Under EnKF algorithm,
the RMSE of power angle estimation is 0.0536 and the RMSE of electric angular velocity estimation is
0.0012. By comparing both algorithms, AEnSRF has higher filtering-precision.

Figure 6 is the simulation diagram of AEnSRF tracking curve for measurement noise when there
is a deviation in measurement noise. As it can be noticed from this figure, when the power angle

14
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measurement noise is biased, the Sage-Husa noise estimator with on-line real-time estimation noise is
introduced by AEnSRF, which makes the estimated standard deviation of power angle measurement
noise stabilize around 3 degrees at about 1.1 s.

4 T
e True

sssss AENSRF

e

.
e 3 e usasaEEMEEEEN NN NN NN NN NN NN NN NN NN ENNENEENEENEEEEEEEEEEEEEEEE

Standard deviation of noise/degree
IS

w
AT R RN R R R AR
I

=)
()
N
=

ts

(@)

0.5

0.4+ e Tr 11 B
"""** AEnSRF

Standard deviation of noise/pu

04 g

(b)

Figure 6. Tracking curve of G2 measurement noise by AEnSRF in the case of measurement noise
deviation: (a) Power angle measurement noise tracking curve of G2; (b) angular velocity measurement
noise tracking curve of G2.

4.3. Noise Measurement and Analysis on a Real Power System

For further verification of the proposed algorithm’s effectiveness, simulation tests are also carried
out on a real power grid system. One generator outgoing circuit has a short-circuit fault, and the
generator parameters are based on the actual data. The initial value of the state variable is the steady
value, and the initial error covariance matrix is the unit matrix. Assuming that the actual value of the
standard deviation of power angle measurement noise is 2.5 degrees, the value is set to 2 degrees in
the filtering program.

Comparing EnKF with the proposed method, Figures 7 and 8 show the simulation results of DSE
of generator in the presence of measurement noise deviation. The simulation results of G2 illustrate
that under the AEnSRF, the RMSE of power angle estimation is 0.0435, the RMSE of electric angular
velocity estimation is 0.0010. Under the EnKF, the RMSE of power angle estimation is 0.0438 and the
RMSE of electric angular velocity estimation is 0.0013.
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Figure 7. Contrast chart of EnKF and AEnSRF for generator state filtering with deviation of measurement
noise: (a) Power angle dynamic estimation curve of generator; (b) dynamic angular velocity estimation

curve of generator.
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Figure 8. Tracking curve of AEnSRF for generator measurement noise with deviation of measurement
noise: (a) Power angle measurement noise tracking curve of generator; (b) angular velocity measurement
noise tracking curve of generator.

Comparing with EnKF, AEnSRF has higher filtering-precision. In AEnSRF, the noise estimator
tracks the power angle measurement noise at 0.3 s and stabilizes at about 2.5 degrees. This shows that
AENSREF has a good tracking effect on measurement noise.

5. Conclusions

In this paper, a novel DSE method was proposed based on the EnSRF; a simplified Sage-Husa
adaptive Kalman filter with relatively simple principle and good practicability was introduced. In the
proposed AEnSRF method, set members were utilized to approximate the posterior distribution of the
real state without random disturbance to the measured values. Comparing with EnKF, AEnSRF could
enhance the accuracy of filtering. At the same time, Sage-Husa noise estimator was added between
the prediction and correction steps to estimate the measurement noise online and in real time, which
effectively avoided the problem that the filtering-precision was reduced or even divergent due to the
deviation of the measurement noise.
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Abstract: An efficient scheduling reduces the time required to process the jobs, and energy
management decreases the service cost as well as increases the lifetime of a battery. A balanced
trade-off between the energy consumed and processing time gives an ideal objective for scheduling
jobs in data centers and battery based devices. An online multiprocessor scheduling multiprocessor
with bounded speed (MBS) is proposed in this paper. The objective of MBS is to minimize the
importance-based flow time plus energy (IbFt+E), wherein the jobs arrive over time and the job’s
sizes are known only at completion time. Every processor can execute at a different speed, to reduce
the energy consumption. MBS is using the tradition power function and bounded speed model.
The functioning of MBS is evaluated by utilizing potential function analysis against an offline
adversary. For processors m > 2, MBS is O(1)-competitive. The working of a set of jobs is simulated
to compare MBS with the best known non-clairvoyant scheduling. The comparative analysis shows
that the MBS outperforms other algorithms. The competitiveness of MBS is the least to date.

Keywords: multiprocessor system; online non-clairvoyant scheduling; weighted flow time; potential
analysis; energy efficiency

1. Introduction

There are number of server farms equipped with hundreds of processors. The cost of energy
used for cooling and running a machine for around three years surpasses the hardware cost of the
machine [1]. Consequently, the major integrated chips manufacturers such as Intel and AMD are
producing the dynamic speed scaling (DSS) enabled multiprocessor/multi-core machine and software
such as Intel’s SpeedStep [2], which support the operating system in managing the energy by varying
the execution speed of processors. A founder chip maker Tilera forecasted that the numbers of
processors/cores will be doubled every eighteen months [3], which will increase the energy demand to
a great extent. Data centers consume 1.5% of total electricity usage in United States [4]. To avoid such
critical circumstances, the current issue in the scheduling is to attain the good quality of service by
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generating an optimal schedule of jobs and to save the energy consumption, which is a conflicting and
complicated problem [5].

The power P consumed by a processor running at speed s is sV2, where V is a voltage [6].
The traditional power functionis P = s* (a > 2 for CMOS based chips [7,8]). There are two types of
speed models: the first unbounded speed model, in which the processor’s speed range is, i.e., [0, ©);
the second bounded speed model, in which the speed of a processor can range from zero to some
maximum speed, i.e., [0, . This DSS plays a vital role in energy management, where in a processor
can regulate its speed to save energy. A few qualities of service metrics are slowdown, throughput,
makespan, flow time and weighted flow time. Atlow speed, the processor finishes jobs slower and
save energy, whereas at high speed, the processor finishes jobs faster but consumes more energy, as
shown in Figure 1. To get a better quality of service and low energy consumption the objective should
be to minimize the sum of flow time and energy; in case, if the importance or priority is attached, the
objective should be to minimize the sum of importance-based flow time and energy. The objective of
minimizing the IbFt+Ehas a natural explanation, as it can be considered in monetary terms [9].
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Figure 1. Performance and speed curve.

In the multiprocessor systems, there is a requirement of three different policies: the first policy is
job selection, which decides the next job to be executed on every processor; the second policy is speed
scaling, which decides every processor’s execution speed at all time; the third policy is job assignment,
which indicates that to which processor the new job should be assigned. In the c-competitive online
scheduling algorithm, for each input the cost received is less than or equal to ¢ times the cost of optimal
offline algorithm [9]. Unlike non-clairvoyant scheduling, the size of job is unknown at arrival time, such
as in UNIX operating system where jobs arrive with no information of processing requirement. Unlike
online modes, in the offline mode, the whole job progression is known in advance. No online algorithm
can attain a constant competitiveness with equal maximum speed to optimal offline algorithm [10].

Motwani et al. [10] commenced the study of the non-clairvoyant scheduling algorithms. Yao et al.
inducted the theoretical study of speed scaling scheduling algorithm [11]. Yao et al. proposed
an algorithm average rate heuristic (AVR) with a competitive ratio at most 201 using the
traditional power function. Koren et al. [12] presented an optimal online scheduling algorithm

D% for a overloaded uniprocessor system with competitive ratio—(ﬁ) for the objective of
1+ Vk

minimizing the throughput, where k is the importance ratio. The competitiveness of shortest
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remaining processing time (SRPT) for multiprocessor system is O(min(log(%), log G)), where m is
number of processors, 7 is total number of jobs and o represents the ratio of minimum to maximum
job size [13]. Kalyanasundaram et al. [14] presented the idea of resource augmentation. If the
resources are augmented and, (2 + A)-speed p processors are used then the competitive ratio of
Equi-partition lies between %(1 +A) and (2 + %) [15]. Multilevel feedback queue, a randomized
algorithm with 7 jobs is O(log n)-competitive [16,17]. The first algorithm with non trivial guarantee is
O(log2 a)—competitive [18], where ¢ is the ratio of minimum to maximum job size. There are different
algorithms proposed with different objectives over a span of time [19-27].

Chen et al. [19] proposed algorithms with different approximation bounds for processors
with/without constraints on the maximum processor speed. The concept of merging dual objective of
energy used and total flow time into single objective of energy used plus total flow time is proposed
by Albers et al. [20]. Bansal et al. [21] proposed an algorithm, which uses highest density first (HDF)
for the job selection with a traditional power function. Lam et al. [22] proposed a multiprocessor
algorithm for homogeneous processors in which job assignment policy is a variant of round robin,
the job selection. Random dispatching can provide (1 + A)-speed O(é)-eompetitive non-migratory
algorithm [23]. Chan et al. [24] proposed an O(1)-competitive algorithm using sleep management for
the objective of minimizing the flow time plus energy. Albers et al. [25] studied an offline problem in
polynomial time and proposed a fully combitorial algorithm that relies on repeated maximum flow
computation. Gupta et al. [26] proved that highest density first, weighted shortest elapsed time first
and weighted late arrival processor sharing are not O(1)-speed O(1)-competitive for the objective
of minimizing the weighted flow time even in fixed variable speed processors for heterogeneous
multiprocessor setting. Chan et al. [27] studied an online clairvoyant sleep management algorithm
scheduling with arrival-time-alignment (SATA) which is (1 + A)-speed O(é)—competitive for the
objective of minimizing the flow time plus energy. For a detailed survey refer to [28-34].

In this paper, the problem of online non-clairvoyant (ON-C) DSS scheduling is studied and an
algorithm multiprocessor with bounded speed (MBS) is proposed with an objective to minimize the
IbFt+E. On the basis of potential function analysis MBS is O(1)- competitive. The notations used in this
paper are mentioned in the Table 1.

Table 1. Notations used.

Notations

Meaning

t
i
u
r(j) orr;
r(i)
m
Igu

LS
pwk(j, t), pwky(j, t) and pwko(j, t)
K(j)
F

impyj(t) or impy (f)
impya (t) ot impy, and impyo(t) or impy,

implg(t) or impje and impyg, (t) or impyg,

114 (t) or ng and n,(t) or n,

1ua(t) Or 1y and ny(t) or nyo
Sua(t) OF Sua and syo(t) or sup
imp(t)

Current time
Ajob
A processor
Release/arrival time of a job j
Processing requirement (size) of a job j
Number of processors
On a processor 1, the count of lagging jobs, at time ¢
Maximum speed of a processor using Opt
Power of a processor at speed s
At time t, speed of some processor
A constant, commonly believed that its value is 2 or 3
A constant, its value depends on the value of a
A set of jobs and their schedule, respectively
Remaining/pending work of a job j at time ¢, using MBS and Opt, respectively
Flow time of a job j
Total importance-based flow time
Importance/weight of a job j, at time ¢ on a processor u
Importance of all active jobs using MBS and Opt at time f on a processor 1, respectively
Total importance of lagging jobs, at time t on all m processors and on a processor i,
respectively
Total number of active jobs (NoAJ) in MBS and Opt at time ¢ on all n processors,
respectively
NoAJ in MBS and Opt at time t on a processor u, respectively
Speed of a processor u for MBS and Opt at time t, respectively
Total importance of all active jobs ,, at time ¢
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Table 1. Cont.

Notations Meaning
E Energy consumed by processors
G Total IbFt+E
c Competitiveness
u A constant (0 < p < 1), its value depends on the value of A
Ga(t) or G, and G, (t) or G, IbFt+E acquired till time ¢ by the MBS and Opt, respectively
%t(“) or % and % or dTGI Rate of change (RoC) of G, due to MBS and G, due to Opt at time f, respectively
Gua(t) or Gyg and Gy (t) or Gyo IbFt+E acquired on a processor u till time ¢ by the MBS and Opt, respectively
dc‘d’iﬂt(” or % and % or d%ﬂ RoC of G, due to MBS and Opt at time ¢ on a processor u, respectively
y A constant (> 0)
i Coefficient of a job j; at time ¢
on Difference of pending work of a job j; using MBS and Opt at time ¢
o A constant depends on a, its value is (i)
LG, A set of lagging jobs using MBS on a processor i
LG A set of all lagging jobs using MBS on all m processors
D(t) or @ Total potential value of all m processors at time £
@y (t) or @ Potential value of a processor u at time f
% and % RoC of @ due to Opt and MBS, respectively
‘%” RoC of @ due to Opt and MBS
d%“” and d(b,’" RoC of @ due to Opt and MBS on a processor u, respectively

i RoC of @ due to Opt and MBS on a processor 1

The organization of the paper is as follows. In Section 2, some related non-clairvoyant algorithms
are explained and their competitive values are compared to the proposed algorithm MBS. Section 3
presents the preliminary definition and information for the proposed work. In Section 4, the proposed
algorithm, its flow chart and potential function analysis is presented. The processing of a set of jobs
are simulated using MBS and the best identified algorithm to observe the working of MBS. Section 6
provides the conclusion and future scope of the work.

2. Related Work

Gupta et al. [35] gave an online clairvoyant scheduling algorithm GKP (proposed by Gupta,
Krishnaswamy and Pruhs) for the objective of minimizing the weighted flow time plus energy. Under
the traditional power function, GKP is O(az)-competitive without a resource augmentation for power
heterogeneous processors. GKP uses highest density first (HDF) for the selection of jobs on each
processor; the speed of any processor scales such that the power of a processor is the fractional weight
of unfinished jobs; jobs are assigned in such a way that it gives the least increase in the projected
future weighted flow time. Gupta et al. [35] used a local competitiveness analysis to prove their work.
Fox et al. [36] considered the problem of scheduling the parallelizable jobs in the non-clairvoyant speed
scaling settings for the objective of minimizing the weighted flow time plus energy and they used the
potential function analysis to prove it. Fox et al. presented weighted latest arrival processor sharing
with energy (WLAPS+E), which schedules the late arrival jobs and every job use the same number
of machines proportioned by the job weight. WLAPS+E spares some machines to save the energy.
WLAPS+E is (1 + 6A)-speed (5/a%)-competitive, where 0 < A < 1/6. Thang [37] studied the online
clairvoyant scheduling problem for the objective of minimizing the weighted flow time plus energy
in the unbounded speed model and using the traditional power function. Thang gave an algorithm
(ALGThang) on unrelated machines and proved that ALGrhang is 8(1 + a/mna)-competitive. In AlGrhang,
the speed of any processor depends on the total weight of pending jobs on that machine, and any new
job is assigned to a processor that minimizes the total weighted flow time.

Im et al. [38] proposed an ON-C scheduling algorithm SelfishMigrate-Energy (SM-E) for the
objective of minimizing the weighted flow time plus energy for the unrelated machines. Using the
traditional power function SM-E is O(az)—competitive. In SM-E, a virtual queue is maintained on every
processor where the new or migrated jobs are added at tail; the jobs migrate selfishly until equilibrium
is gained. Im et al. simulates sequential best response (SBR) dynamics and they migrates each job
to the machine that is provided by the Nash equilibrium. The scheduling policy applied on every
processor is a variant of weighted round robin (WRR), wherein the larger speed is allotted to jobs
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residing at the tail of the queue (like Latest Arrival Processor Sharing (LAPS) and Weighted Latest
Arrival Processor Sharing (WLAPS)). Bell et al. [39] proposed an online deterministic clairvoyant
algorithm dual-classified round robin (DCRR) for the multiprocessor system using the traditional
power function. The motive of (24“ (lo g4P + a“Z""l))-competitive DCRR is to schedule the jobs so that
they can be completed within deadlines using minimum energy, i.e., the objective is to maximize the
throughput and energy consumption. In DCRR, the sizes and the maximum densities (= size/(deadline
— release time)) of jobs are known and the classification of jobs depends on the size and the maximum
density both. The competitive ratio of DCRR is high, as it considers the jobs with deadlines and using
a variation of round robin with the speed scaling.

Azar et al. [40] gave an ON-C scheduling algorithm NC-PAR (Non-Clairvoyant for Parallel
Machine) for the identical parallel machines, wherein the job migration is not permitted. Using
traditional function NC-PAR is (a + ﬁ)—competitive for the objective of minimizing the weighted
flow time plus energy in unbounded speed model. In NC-PAR a global queue of unassigned jobs is
maintained in First In First Out (FIFO) order. A new job is assigned to a machine, when a machine
becomes free. In NC-PAR jobs are having uniform density (i.e., weight/size = 1) and the jobs are
not immediately allotted to the processors at release time. The speed of a processor using NC-PAR is
based on the total remaining weight of the active jobs. In non-clairvoyant model with known arbitrary
weights no results are known [40].

An ON-C multiprocessor speed scaling scheduling algorithm MBS is proposed and studied against
an offline adversary with an objective of minimizing IbFt+E. The speed of a processor using MBS is
proportional to the sum of importance of all active jobs on that processor. In MBS, the processor’s
maximum speed can be (1 + 24/3m)1 (i.e., the range of speed is from zero to (1 + 4/3m)1), whereas the
processor’s maximum speed using Opt (Optimal algorithm) is 17, where m is number of processors
and0 <A< (30()_1 a constant. In MBS, a new job is assigned to an idle processor (if available) or to a
processor having the minimum sum of the ratio of importance and executed size for all jobs on that
processor; the policy for job selection is weighted/importance-based round robin, and each active job
receives the processor speed equal to the ratio of its importance to the total importance of jobs on that
processor. In this paper, the performance of MBS is analysed using a competitive analysis, i.e., the
worst-case comparison of MBS and optimal offline scheduling algorithm. MBS is (1 + 4/3m)-speed,
(% + %)(1 +(1+ A/3m)0‘) = O(1) competitive, i.e., the value for competitive ratio ¢ form = 2,
a = 2is2.442; form = 2,a = 31is2.399; the detailed results for different values of m, A = (304)_1
and @ = 2 & 3 is shown in Table 2. The comparison of results is given along with the summary of
results in Table 3.

Table 2. Results of multiprocessor with bounded speed (MBS).

Number of a=2 a=3
Processors (m) Speed Ratio (s;)  Competitive Ratio () Speed Ratio (s,)  Competitive Ratio (c)

2 1.02778 2.44189 1.01852 2.39936

4 1.01389 2.40822 1.00926 2.36604

8 1.00694 2.39155 1.00463 2.34961

16 1.00347 2.38326 1.00231 2.34145

64 1.00086 2.37706 1.00058 2.33536

128 1.00043 2.37603 1.00029 2.33435

512 1.00010 2.37526 1.00007 2.33359
1024 1.00005 237513 1.00003 2.37513
4096 1.00001 2.37503 1.00001 2.33336
11,264 1.000004 2.37501 1.000003 2.33334

Maximum speed of a processor using MBS

Note: the speed ratio sy = Fomum speed of a processor using Opt *
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On the basis of the values mentioned in the Table 2, it can be observed that in proposed algorithm
MBS if the number of processor increases then the speed ratio and competitive ratio increases. The data
mentioned in Table 3 describe the competitive values of different scheduling algorithm. Some
clairvoyant and non-clairvoyant algorithms competitive ratio are considered ata = 2, @ = 3.
The lower competitive value represents the better algorithm. The value of competitiveness is least for
the proposed algorithm MBS.

Table 3. Summary of Results.

Multiprocessor Competitiveness for Weighted Flow Time + Energy Modelling Criteria
(Bounded (BS)/Unbounded
Algorithms General a=2 a=3 Speed(US)) (Clairvoyant
(C)/Non-Clairvoyant (NC)
GKP [35] a? 4 9 us, C
WLAPS+E [36] 5/a% (wWhere 0 < A < %) 180 180 US, NC
ALGrhang [37] 8(1+ 1) 31.085 29.85 Us,C
SM-E [38] a? 4 9 US, NC

24“(101;‘“[’ + awzwl)
where P is the ratio between the
maximum and minimum job size

DCRR [39] >2048 >442368 us,C

NC-PAR [40] ([H 1 ) 3 35 US, NC

a-1

(3+3)(1+ (1 +2/5m))

MBS [This Paper] .
(where 0 < A < (3a)™")

2442 2.399 BS, NC

3. Definitions and Notations

An ON-C job scheduling on a multiprocessor using speed bounded setting is considered, where
the jobs arrive over time, the job’s importance/weight are known at release time and the size of a job is
revealed only after the job’s completion. Processor’s speed using Opt can vary dynamically from 0 to
the maximum speed 7 i.e., [0, 7). The nature of jobs is sequential as well as unrestricted pre-emption is
permitted without penalty. The traditional power function Power P = speed® is considered, where
a > 1 a fixed constant. If s is the processor’s speed then a processor executes s unit of work per unit
time. An active job j has release time lesser than the current time ¢, and it is not completely executed.
The flow time F(j) of job j is the time duration since j released and until it is completed. The total
importance-based flow time F is }. je; imp(j)F(j). Amortized analysis is used for algorithms where an
occasional operation is very slow, but most of the other operations are faster. In amortized analysis, we
analyse a sequence of operations and guarantee a worst case average time which is lower than the
worst case time of a particular expensive operation.

4. Methodology

In this study, the amortized potential function analysis of the objective is used to examine the
performance of the proposed algorithm. Amortized analysis is a worst-case analysis of a sequence of
operations—to obtain a tighter bound on the overall or average cost per operation in the sequence
than is obtained by separately analyzing each operation in the sequence. The amortized potential
method, in which we derive a potential function characterizing the amount of extra work we can do in
each step. This potential either increases or decreases with each successive operation, but cannot be
negative. The objective of study is to minimize the total IbFt+E, denoted by G = F + E. It reflects that
the target is to minimize the quality of service and energy consumed. The input to the problem is the
set of jobs I. A scheduler generates the schedule S of jobs in I. The total energy consumption E for the
scheduling is fooo s(t)* dt. Let Opt be an optimal offline algorithm such that for any job sequence I,
IbFt+E Fopy (1) + Eopy(r) of Opt is minimized among all schedule of I. The notations used in MBS are
mentioned in the Table 1. Any online algorithm ALG is said to be c-competitive for ¢ > 1, if for all job
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sequences I and any input the cost incurred is never greater than c times the cost of optimal offline
algorithm Opt, and the following inequality is satisfied:

(Farou) +Eaowm) < e(Fopr) + Eopin)

The traditional power function is utilized to simulate the working of the proposed algorithm and
compare the effectiveness by comparing with the available best known algorithm. The jobs are taken
of different sizes and the arrival of jobs is considered in different scenario to critically examine the
performance of the proposed algorithm. Different parameters (such as IbFt, IbFt+E, speed of processor
and speed growth) are considered to evaluate the algorithm.

5. An O(1)-Competitive Algorithm

An ON-C multiprocessor scheduling algorithm multiprocessor with bounded speed (MBS) is
explained in this section. The performance of MBS is observed by using potential function analysis,
i.e., the worst-case comparison of MBS with an offline adversary Opt. The competitiveness of MBS is
O(1) with an objective to minimize the IbFt+E for m processors with the highest speed (1 + 2/3m)1.

5.1. Multiprocessor with Bounded Speed Algorithm: MBS

. Ya
At time ¢, the processing speed of u adjusts to s,,(t) = (1+ A/3m)~min((%) , 1]), where

0<A< (%), T > 1 and a > 2 are constants. The importance imp(j) of a job is uninformed and
acknowledged only at release time 7(j). The policies considered for the multiprocessor scheduling
MBS are as follows:

Job selection policy: The importance-based/weighted round robin is used on every processor.

Job assignment policy: a newly arrived job is allotted to an idle processor (if available) or to a
processor having the minimum sum of the ratio of importance to the executed size for all jobs on that
processor (i.e., min Z;”“: 1(%)).

Speed scaling policy: The speed of every processor is scaled on the bases of the total importance
of active jobs on that processor. Every active job j; on u obtains the fraction of speed:

importance of j;

rocessor’s speed - —
P P (totul importance of all active jobs on that processor

ie., sual(%) or sual(%). The speed of any processor gets adjusted (re-evaluated) on
k=1""Pu ua

alteration in total importance of active jobs on that processor. MBS is compared against an optimal

offline algorithm Opt, using potential function analysis. The principal result of this study is stated in

Theorem 1. The Algorithm 1 of MBS is given next and the flow chart for MBS is given in Figure 2.

Theorem 1. When using more than two processors (i.e., m > 2) and each processor has the permitted
maximum speed (1+ 8/3m)n, MBS is c-competitive for the objective of minimizing the IbFt+E, where
c = (% + %)(1 +(1+ A/3m)”‘) = 01)and0< A< %
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Algorithm 1: MBS (Multiprocessor with Bounded Speed)

Input: total m number of processors {uy, ..., g, ..., Uy}, 1 NoAJ {jl, cois Jir s jnﬂ} and the importance of
all n, active jobs {imp(]j),.‘., imp(ji),..., imp( jn‘,)}‘

Output: number of jobs allocated to every processor, the speed of all processors, at any time and execution
speed share of each active job.

Repeat until all processors become idle:

. If any job j; arrives

Lifm>n,

. allocate job j; to a idle processor u

. otherwise, when m < n,

impu (j) )

- allocate job j; to a processor u with min Z?mﬁ 1( exsu(js )
= ul\Jf

N Ul s W N

L imMpyg = impya + impy (i)
a
7. Sua = (14 A/3m)-min pun where 0 < A < (i) and T > 1is a constant value
- Sua = 3m T i S\3z
8. Otherwise, if any job j; completes on any processor u and other active jobs are available for execution on that

processor then
9. impya = impya _impzt(ji)

\la
10. sys = (14 A/m)-min[(%) , r]], where 0 < A < (3171) and T > 1is a constant value

11. the speed received by any job j;, which is executing on a processor u, is suﬂ-(%)

12. otherwise, processors continue to execute remaining jobs

5.2. Necessary Conditions to be Fulfilled

A potential function is needed to calculate the c-competitiveness of an algorithm. An algorithm is
called c-competitive if at any time ¢, the sum of augmentation in the objective cost of algorithm and the
modification in the value of potential is at the most c times the augmentation in the objective cost of
the optimal adversary algorithm. A potential function @(t) is required to demonstrate that MBS is
c-competitive. A c-competitive algorithm should satisfy the conditions:

Boundary Condition: The value of potential function is zero before the release of any job and after
the completion of all jobs.

Job Arrival and Completion Condition: The value of potential function remains same on arrival
or completion of a job.

Running Condition: At time when the above condition do not exist, the sum of the (rate of change)
RoC of G, and the RoC of @ is at the most ¢ times the RoC of G,.

4Golt) 4P _ 4Gt
dt dt dt

, where y > 0. 1)
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Keep checking the arrival or

completion of jobs

Job j;
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importance of jobs on a
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processor u imp,, =
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processor u imp,, =

impyq + impy, (j;)

Figure 2. Flow chart of the MBS scheduling algorithm.
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5.3. Potential Function @(t)

An active job j is lagging, if (pwk,(j, t) — pwk,(j, t)) > 0. Since t is the instantaneous time, this
factor is dropped from the rest of the analysis. For any processor u, let LG, = { 1, jos e, jlgu} be
a group of lagging jobs using MBS and these jobs are managed in the ascending order of latest time
(when any job gets changed into lagging job). LG = Y.J/_ ; LG, is a set of all lagging jobs on all
m processors. Further, imp,, = Zigi 1impy(j;) is the sum of the importance of lagging jobs on a
processor u. Following this, imp;, = Yoo impyg, is the sum of the importance of lagging jobs on
all m processors. Our potential function @(t) for IbFt+E is the addition of all potential values of

m processors.
1

o) = Y Dult) @)

u=1
Pult) = Ziil((?‘: vimputi)~ e i i vimpuli) <0 )
111(_0)( _ 1 impu(jx)n l)w,- otherwise
Where w; = max{0, (pwkq(ji, t) — pwko(ji, t))}
d = 5;and @)
1-26 .
(Zk impu (i) ) and (% .(Zk: 1imPu(]‘k)‘177]) 5)

are the coefficients c; of j; on processor 1

MBS is analyzed per machine basis. Firstly, the verification of boundary condition: the value of
@ is zero after finishing of all jobs and prior to release of any job on any processor. There will be no
active job on any processor in both situations. Therefore, the boundary condition is true. Secondly, the
verification of arrival and completion condition: at time ¢, on release of a new job j; in I, j; without
execution is appended at end of I. w; is zero as pwk, (ji, t) — pwko(ji, t) = 0. The coefficient of all other
jobs does not change and @ remains unchanged. At the time of completion of a job j;, w; becomes zero
and other coefficients of lagging jobs either remains unchanged or decreases, so, @ does not increase.
Thus the arrival and completion criteria holds true. The third and last criterion to confirm is running
condition, with no job arrival or completion.
L= impua + 54" and dCd;;,o = impua +
Suo® be the alteration of IbFt+E in an infinitesimal period of time [, ¢ + dt] by MBS and Opt, respectively.

The alteration of @ because of Opt and MBS in an infinitesimal period of time [t,  + df] by u is =72 d(D”“

and d;t"“, respectively. The whole alteration in @ because of Opt and MBS in infinitesimal perlod

of time [t, t+dt] by u is dg; = uw d(;%. As this is multiprocessor system therefore to bound
the RoC of @ by Opt and MBS, the analysis is divided in two cases based on 1, and m, and then

every case is further divided in three sub cases depending on whether imp,, > n® and imp;, > 1%,

afterwards each sub case is further divided in two sub cases depending on impjg > (impa - (HLA)impa)

and imp;y < (impg (SiA) 1mpa) where 0 < A <1, u = 3+A The potential analysis is done on
individual processor basis, the reason behind it is that all the processors will not face the same case at
the same time; rather different processors may face same or different cases.

Lemma 1. For the positive real numbers x,y, A and B, if x™' +y~' = 1 holds then [2]:
x LAY+ y1BY > A-B (6)

Lemma 2. If n, < mand implgu <@
(@) L0 < 2 4 (1-26)-impyg,; (b) 251 < ~(suarimpyg,'~2)
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Proof. If n, < m then every processor executes not more than one job, i.e., every job is processed on
individual processor.

(a) Itis required to upper-| -bound & ”" foraprocessor u. To calculate the upper-bound, the worst-case
is considered which occurs if Opt executes ajob on u with the largest coefficient ¢, = lmplgul 20 At
this time, w; increases at the rate of s, (because of Opt on u). The count of lagging jobs on some u may
be only one.

AdDyo ' 1-26
T < Clg,"Suo < iMplg, " *Suo ?)

1-26
Using Young's inequality, Lemma 1 (Equation (6)) in (7) such that A = 5,9, B = (imp,gu) ,x=aand
Y= ﬁ we have:
Ady, < Suo™
at = o«

+ (1 -20)-impg, (8)

(b) Next, it is required to upper-bound ‘% for a processor u. To compute the upper-bound,

consider that a lagging job j; on u is executed at the rate of (Su . ):nui.mpw]) . ) or (slm,lmpu(]z) ), therefore,

impy (jx) impya
the change in wj; is at the rate of (—suw%).
APy,  isu 1-20 impu(j;)
i i (Zk impu i ) ™ g
As only one job executes on a processor, therefore % =landlg, =i =1,
ddy, . _
ar = (’mplgul Z‘S)'(_S““) ©)
APy, _ H -
Tua = —(Sua'lmngl,l 20)
m}
Lemma 3. If n, < mand impjg, > n*
Ay, da)un (14+2/3m) .
(@) = < (1 5)1mP1gur (b) = TTme) MMPigu

Proof. If n, < m then every processor executes not more than one job, i.e., every job is processed on
individual processor.

(a) It is required to upper-bound % for a processor u. To calculate the upper-bound, the worst-case is
considered which occurs if Opt executes a job on u with the largest coefficient ¢y, = (%)immgu !
At this time, w; increases at the rate of s,, (because of Opt on u) where s, < 1. The count of lagging
jobs on any 1 may be only one.

iy, — (L) -1
dtlm < Clgu.s”D < Clgu.n - (1 6).Zmplgu.n n

< ) o

(b) Next, it is required to upper- -bound 4 ““ for a processor u. To compute the upper-bound, consider

that a lagging job j; on u is executed at the rate of (sua Zﬁ#‘f%) or (sua-%), therefore the change
u g

impu (ji)

impy,

Addy, _ Igu 1 i . . ) imPu (]z)
M e ) WA

in w; is at the rate of (—suu- ) iMpya > lmpglu > 0% Sy = (14 2/3m)n
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impu(ji)
impyg

As only one job executes on a processor, therefore =landlg, =i =1,

d?i# (116) (lmplgu n 1)'(_5uu)
—(% Sua“iMPyg, 1)
—(ﬁ) (1+8/3m)1n- impyg, N 1)

d(Duu - (1+A/3m) A
T —W'megu (11)

]

Lemma 4. If ny > m and impyg, < n*

; 2-26
ag ua una ;. . d‘pzm ua Imp;k U
( ) ; sa + (1 - 26)'1mplg,,r (b) at <- (zizé) ( in;)p,m )

Proof. If n, > m then:

(a) It is required to upper-bound
considered which occurs if Opt is executing a job on u with the largest coefficient ¢, = impg,
At this time, w; increases at the rate of s,, (because of Opt on u).

d(gg‘“ for a processor u. To calculate the upper-bound, the worst-case is

1-26

do . 26
dtuo < gy Suo = impig, s (12)

Using Young's inequality, Lemma 1 (Equation (6)) in (12) such that A = s, , B = 1mp1gu 20y = qand

Y= _1—120 we have:
Ady, Suo® .
< 2 — .
T < + (1-20)-impyg, (13)
d‘I)ua

(b) Next, it is required to upper-bound =3 for a processor u, to compute the upper-bound consider

impu (ji) ) ( Limpy (i)
Gy ) O (s

that a lagging job j; on u is executed at the rate of (SW T inpu] np ), therefore the change
" a

Cimpu(ji)
impxm

in w; is at the rate of (—sua ) To make the discussion straightforward, let 1,,; = Z;‘( _ 1 impy (k).

hyo = 0, hug, = impg, and impy(j;) = hyi = hyi—1. (by using Equation (3):

Igu i . L \1-20 impu i
75 (Shoyimpa)) s 22
19u =
- _”;;;Zu Z‘lg— 1((h )1 Zb)'(hui — hyiz1)
ua Z u ui
< _i"fpuﬂ Zlg7 1 fh fl =25 df

ui-1
S, 1 1-26
S “Tnpa e p2 ag

2-20
Sua .h“lgu

T impua(2-20)
Sua ‘i’”Pfxuz*m
impua (2-20)

; -2
dDy, - Sua ‘(lmplguz > ] (14)

dt = (2-20) | impua

m}

Lemma 5. If ng > mand impg, > n®

Ay _ (1 A0y o _(2/m), impig, *
@) S (_(3) mpig,; (b) = (2-20) iMpya

Proof. If n, > m then:
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(a) It is required to upper-bound d(fi’;‘“ for a processor u. To calculate the upper-bound, the worst-case is

1

considered which occurs if Opt executes a job on u with the largest coefficient ¢, = (ﬁ)implg“ -
(as impyq > implg > n%). At this time, w; increases at the rate of s,, (because of Opt on u).
u
dq
(d)tuo < Clg,*Suo
1 . —
= (m)-zmp,gu N Lesyo
1) 1 (-
< (m)'lmng,,'ﬂ N {2 su0 < 1}

dd,, 1 )
e < (5= fimp, (15)

(b) Next, it is required to upper-bound dtgt”“ for a processor u. To compute the upper-bound, consider

that alagging job j; on u is executed at the rate of (suw#(m.) or (sua~w), therefore the change
Y impu (i) iPua

impu(ji)
imMpyq
huo = 0, hyg, = impyg, > 1%, impua > impye, > n* and impy(fj;) = hyi—hyi1. Letz <1, be the largest

integer such that /. < n“. (using Equation (3)):

in w; is at the rate of (—s,m ) To make the discussion uncomplicated, let /1,; = Z;; _ yimpy(ji),

ADyy — lgll . i"lpli(ji)
D T e T

= _(iﬂf;Zg).(Z?: 1(impu(ji)'(hui)1_26) + Z:gi Z+1((11T,5)'(impu(ji)'hui'n_l)))
< (i MR rar)+ () sar)))

. _( Sua ) h“ZZ—ZO h“]<&’u27h"22
= \impua )\ (2-26) (2-26)1n
_ _( Sua ) h“ZZ + hulguz_huzz
— \impua )\ (2-20)hy, Ve (2-26)1
_ (1+8/3m)n hy hulguz_h"zz .. a
= T \ =25 T =27 {he, <0}

(14+8/3) huig,”

impua  (2-20)
_ (1+A/3m).(imngu2)

(2720 Mpya

(16)

AdDy, -_ (14 2/3m) ( implguz]
ae = (2-25) impuq

|

Lemma 6. At all time t, when @ does not comprise discrete alteration % + y-% < c-df;;’", where
c = (% + %)(1 +(1+ A/3m)“). Assume that y = 11—6-(1 +(1+ A/3m)"().

Proof. The analysis is divided in two cases based on 1, > m or n; < m, and then each case is again
alienated in three sub-cases depending on whether imp,, > 1% or imp,, < 1% and impy,, > 1% or
impy,, < 1%, afterwards each sub-case is again alienated in two sub-cases depending on whether
impyg, > (impm —(H%)-impw) or impyg, < (impl,,, - (HiA)impW), where 0 < p = (HLA) < 1 and
A = (1/3a). As ajob in MBS which is not lagging must be an active job in Opt,

impyo

iMpyo = iMpya — implg“ > impya — (iMpug — Wimpya) = W impy, = impy, < 17)
3
b= (57a) (18)
1
y = E'(l +(1+8/3m)%) (19)
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= (e B)rasmr)

Case I: When n, < m and imp,, < 1%, since imngu < impy, we have imngu < 1%, and
sualt) = (1+A/3m)-min(impual/“ 1]) = (14 8/3m)-impyq"".

(a) If impyg, > (impuu (3 _?_ A) zmpua) then the total RoC of ® because of Opt and MBS is
dPy _ APy APy
a a

(using Equations (8) and (9))

ad, <(5uoa
“\a

pn +(1- 26).imp1gu) - (Szla'implg”I*Zé) @1)

(by using Equations (1) and (21))
dGnn d(pu
R .
(zmpuu + sua™ + y((s’# +(1- 26)~imp1g”) — (suu-implgul‘z‘s)))

impua + (14 8/3m) " -impug + L-550% + y-(1 - 28)-impyg, —y-(1+ A/3m)~impuu1/“~implgu1‘2")

IN
—_—

/ . . . ) 1-26
Losuo® + (1 +(1+ A/sm)“)lmpua + (1 -206)-impya —y-(1 + A/Bm)'lmpual/“‘((l - (ﬁ))impuu) )
1-26

= (Lsuo + impuu-(l (14 8/m)% +9(1-20) = p-(1+8/3m)(525) ))

’ ) 1-26
33; oa+lmpua(l+( +A/3’”) +y- y(A) ()
< Lesuo® impue(1+ (14 8/5m)" +y - y(585))
= g Suo™ + iMpyg- (1 + (14 8/3m)* +y- (LA )
< g Suo® + lmpuu (1 + (1 + A/3m)a )
=L + ?mpu,; (1 +(1+8/3m)" + E'(l +(1+ A/3m)0‘)) (by using Equation (19))
< g Syt + — IMP”“ (%—7 ( 1+ A/3m)”‘)) (by using Equation (17))

Z—Y Suo® + lmpuo (%6 ( ) ( (14 8/3m)" )) (by using Equation (18))
< Lisyo® + impuo ((% ?A)-(l + (14 8/3m)" )) (by using Equation (20))

aG ao )
d:a . dtu < gsua”‘ + impy, -c (22)

Since ¢ = (% + %)(1 +(1+ A/3m)“) andy = 11—6~(1 +(1+ A/3m)0‘), we have

(9, 3A Yy 1 b4
:”*(S’L 8)16 2 T yes 1T <lmysc
. 1 V4
Smcey<canda>1:>l>;:>5<c (23)

(by using Equation (23) in Equation (22))

dg;m -d;pt” < csue” F cimpyy = ¢ (suo® +impy, ) = c~%
Hence the running condition is fulfilled for n, < m, imp, < n%, implgu <%, implgu >
(impua = (525 )impua), ¢ = (3 + )1+ (1 +8/3m)°).
(b) If impyg, < (zmpua - (ﬁ)impuu) then the total RoC of ® because of Opt and MBS depends on
d([l;“” since d(g““ <0.
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(by using Equation (8))
do,
dt
(by using Equations (1) and (24))
Gy < impug + su® (5 4 (1-20) impg,)
= impua + (14 8/3m)"impug + L-5,0% +y-(1-20)-impy,
< z—; Suo® + impug + (1 + 8/3m) impyg + y-(1 = 28)-impyq
= Lisuo® + impug- (1 + (T4 8/3m)* +y-(1- 26))
Suo® + lmf““ (1 + (1+8/3m)" +9(1- 26)) (by using Equation (17))
0% + (;((1 + (14 A/Sm)”‘) + y))~impuo
“Suo® (l~((l +(1+ A/Sm)a) + %-(1 +(1+ A/Sm)a)))impw (by using Equation (19))
o + ( (1 + ) (1 +(1+ A/Sm)”))-impua (by using Equation (18))
< Z-suo“ + ((g + %)-(l +(1+ A/3m)“))-impuo
< 5% + cimpy, (by using Equations (18) and (23))

S .
S( . +(1—26)~zmngu) (24)

IA

IA
Y«N aIe szN YR

dGua +7- dg;u < (5o + Wyo)

dG,m i d<1>1, <e d(d:th

Hence the running condition is satisfied for n, < m, imp,, < n%, imngu <%, z'mplgu <
(impua (3+A) 1mpuu) (% + %)(1 + (1 + A/Sm)a).

Case II: When n, < m, iMpya > n*, impg, < n%,  and

Sua(t) = (14 8/3m)- mm(zmp,m , q) = (14 /3m)1.

(a) If impg, > (1mpm, (LA) 1mpm) then the total RoC of ® because of Opt and MBS is
dd, _ d(Duu d(D”g
e T

(by usmg Equatlons (8) and (9))

dd, < (suoa
o

T +(1- 26)~implgu) - (suaimplgul_z‘s) (25)

(by using Equations (1) and (25))
Gua + y dq)u

@
S 1mp,m + 5" + y((ﬁ +(1=26)-imp, )— (s -imp 1’20))

a Su ua lgu

= impys + (1 +8/3m)"n% + %-suo“ +y-(1=26)-impyg, —y-(1+ A/3n;)~r]~imp1gu1f2"
< impug + (14 8/3m) " impug + Losu0® + (1= 26)-impug — y-(1 + 8/3m)-impyg, 2-impyg, =2
L suo"‘ + (1 + (1 +8/3m)" + (1 - 26))Aimp,m — (14 8/3m)-impyg,

< Z; (1 + (14 8/3m)" + y)‘impua -y (1+ A/3m)~(1 - (HLA))impua

< 3; Suo® + (1 + 1 + A/3m +y- V'(ﬁ))'impua

=Ly + (1 + (14 8/3m)* + y~(3%A))~impW

< L—/ e+ (1 + (14 8/3m)" + )/) iMpya

< )—; e+ (1 + (1 42/3m)" + 12 (1 + (14 8/3m)" )) lmp““ (by using Equations (17) and (19))
_7

=50 + (%( ) (1 + (14 8/3m)" )) impy, (by using Equation (18))
< Z Su® + (( + 3A) (l + (1 +8/3m)" )) impyo (by using Equations (20) and (23))
<5y F e lmpuo
d_GC (Suo ;‘ Zmpuod)c
Ylua ( Yluo
i TV
Hence the running condition is fulfilled for n, < m, impu, > 0%, impg, < 0%, impg, >

(impuu (3iA) lmpua) (% + %)(1 + (1 + A/3m)0().
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(b) If impyg, < (imp,m (3 i A) zmpua) then the total RoC of @ because of Opt and MBS depends on

d(gt“” since d(gt“" < 0. (by using Equation (7))
dq)u Suo” .
< ( < (1 —26)Azmp,gu) (26)

(by usmg Equatlons (1) and (26))
dﬁ;ﬂ + - dt“ < impua + Sua® + v (sm) +(1-26)- zmplg”)
impua + (14 8/3m)"n% + £ Losuo® + p-(1 = 26)- impig,
impu“ + (1 + A/3m)[x'impuu + g'suna + )/(1 - 26)~implgu
%suo“ + impyg + (1 + 8/3m) " impya + y-(1 = 28)-impy,
Losuo® + impm-(l + (T4 8/3m)* +y-(1- 26))
Suo® + %(1 + (14 8/3m)* + y) (by using Equation (17))
o + (1 + (1 +8/3m)" + %(1 + (14 8/3m) )) 'mp"” (by using Equation (19))
*+ ( (1 + ) (1 +(1+ A/3m)a))~impuo (by usmg Equation (18))
uo“ +((3+%) (1 + (L4 8/3m))-impuo
“Suo™ + c-impy, (by using Equations (20) and (23))
(Suua + lmpua)
fu |, 000 G
Hence the runnmg condition is satisfied for n, < m, imp,, > n%, imngu <%, implgu <
(impm, (3iA) zmp,m) = (% + %)(1 +(1+ A/3m)0‘).
Case III: When 1, < m, impya > n%, imp,gu > n%, and
sua(t) = (1+ A/3m)~min(impwl/“, q) = (1+8/3m)n.
(a) If impg, > (impua (LA) zmpm) then the total RoC of ® because of Opt and MBS is
& — d(Dnu + d(Duu
- .
(by usmg Equations (10) and (11))

IAIA ||

A

n “ QN QN QN Q!Y

50N A

dd, 1 . (1+A/3m) .
7 = (1=s)me - =g e @

(by using Equations (1) and (27))
dGHll
e traE
. A/3m .
< impua + sua®™ + y-((llfb)-lmp,g“ - % -zmp,gu)

= impua + (1 + A/3m) 1] +y- (L(S) impyg, =y (1(v;i{53>m) 'implg,,

< impug + (14 8/3m) impyq + ( lb)zmp,m— ~(1<+1A23)'">~(‘ MpPua — (%)zmpw)
= impua-(1+ (1+8/3m)" + () (1 4+ 8/3m)(525))

+(1
< impua(1+ (14 8/ + 7:(5) - 7 (5)(525))
Y

= iMpyg (1 + (14 8/3m)* + (1170) (SJ%A )
< Wp““ (1 + (14 8/3m)* + E'(l +(1+ A/3m)“)v(ﬁ)) (by using Equations (17) and (19))
dGy, ‘d(Du impuo ( A o i A o ( 20 ))
i S e (14 (1 +8/3m) )+16 (1+ (1 +8/3m)%) T (28)
. 20 2a-1+1 1 20
S1ncea>1:>2a_1f 2a—1 71+2a_1<2:>1<(2a_1)<2 (29)
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(by using Equations (29) and (28))

Ly 0 < 2 (14 (14 8/3m)) + Fo(1+ (1+8/5m)7))
= ( + 3A) (l +(1+ A/3m)0‘)~impu,, (by using Equation (18))
= c-impy, (by using Equation (20))

< o (Suo® + impuo )

dGu{[ d(DXl dGMO
= trTm o soTy

Hence the running condition is fulfilled for n, < m, impu, > 1%, impy, > 1%, impg, >
(impua (SiA) lmPua) (2 + %)(1 +(1+ A/Srn)a).
(b) If impyq, < (zmpua (3 > A) zmpm,) then the total RoC of ® because of Opt and MBS depends on

dq’un

dqua
—i° since 7+ < 0.

(by using Equation (10))
d D,

1 .
< (5 e, 0

(by using Equations (1) and (30))

dgtw +r dﬁﬁ“ < impua + sua® + - (110) impyg,
= impyq + (1 + 8/3m)"n* + y( b) impyg,
< impyg + (14 8/3m) " impy, + y- ( = ) iMpyq
= fmpw-(l + (1+8/3m)* +y- (2a 1))
< lmfl“" (l + (14 2/3m)" + 2)/) (by using Equations (17) and (29))
= m"’”” ((l + (14 2/3m) ) + 1—26~(1 +(1+ A/3m)“)) (by using Equation (19))
= ( + 3A) (1 +(1+ A/Sm)“)-impua (by using Equation (18))
= cimpy, (by using Equation (20))
< e (sue® + impy, )
- S

Hence the running condition is satisfied if n, < m, imp, > n%, imp,gu >, imp[g“ <
(impw (3iA) 1mpua) forc = (% + %)-(1 +(1+ A/Bm)a).

Case IV: When n, > m and imp,, < 1%, since implgu < impy, we have implgu < n* and
sua(t) = (1+A/3m)~min(impu”l/“, n) = (14 8/3m)impu,'/

If implgu > (imp,m (3 7 A) zmpua) then total RoC of ® because of Optand MBS is —* d(D” = d(b”“ + = d(D"“

(by using Equations (13) and (14))

; 2-26
Ao, (Suoa _ . ) _ Sua mpig,
ST (1-20)-impyg, =200 | iy (31)
(by using Equations (1) and (31))
GHH d(pu
o tVTE

IA

a N imppg, 2
a4 (25 (1-20)mpig ) (25 (2 )
2-2

) impua/* [ u
= impua + (1+ 8/3m) impuq + Lsue® + y-(1 - 28)-imprg, — - (HA(/;_;’SP -(lmfﬁﬁpw )

IA

. . 1ra s [ (impua—( 525 ) impua )
%'SW‘X + (1 +(1+ A/Sm)a)~lmpua + yimpy, —y- 0 (/;,;1;')1’7 : (imp (?;23” )

. i 2-20
= Bt + impur{1+ (14 8/5m)" 4y = -G (305 )
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, (A)Z —20
< Lyt + impm-(l +(1+8/3m)" +y -y (*ZA %) )
Gy dD, y (%)
ua Rl P . A
o TV S g sw” Himpu 1+ (1+8/m)" +y - y( —0) (32)
Sincea>1= 2% = Ll = 145,05 >1= (2—1_26) = 5nq = %'(zgfil) >3 (33)
(by using Equations (32) and (33))
Lo gy 8B < Lo + impun'(l + (1 +8/m)" +y -5 AA
y . 2
= )E'Suod + 1mpuu'(1 +(1+ A/3711) )/(1 - —(%) ))
. 2
= Lesuo® +impue(1+ (1+8/am)" + y(%))
< %-suo"‘ + imp,m~(1 + (1 +8/m)" +y
(by using Equations (17) and (19))
< Lisyg® + 214 (14 8/3m) + (14 (1+8/5m)7))
= T4 M lmle (—Z( 1+A/3m ))
= 37 Suo® ( ( %) (1 +(1+ A/Sm)a))~impua (by using Equation (18))
< % St + (( + 3A) ( (14 8/3m)" ))-1mp,m
< 8y + c-impy, (by using Equations (20) and (23))
= C (suo + impua )
dGy, d Du dGuu
Ay <o
. a < na, implg,, >

Hence the running condition is fulfilled for n, > m, imp, < n%, impyg,

(imp,m (3iA) 1mpua) (9 + 3A) (1 +(1+ A/3m)“).
(a) If impyq, < (1mpm, ( T A) zmpw) then total RoC of ® because of Opt and MBS depends on —= d(D“"

. q
since '15—;‘” <0.

(by using Equation (13))
(34)

dd, Suo™ .
T ( T (1 —26)-1mplg”)
(by using Equations (1) and (34))
dGm +y- dt” < impua + S + )/(s% + (1 - 26)'implg,,)
= impu + (1 + A/sm)“-impuu + :’){—/-sw“ +y(1- 26)~implgu
< l sm, + impyg + (14 8/3m) " impyq + y+(1 = 28)-impyq
Lsuo® + impua(1+ (14 8/3m)" + (1 -20))
Losuo®™ + impuu~(1 + (14 8/3m)* + )/)
(by using Equations (17) and (19))
< Z ol - Mo szuo ( (1 +A/3W,) + 1 (] +(1 +A/3m) ))
_ 7 Suoa LT szuo (_Z ( 1 +A/3m ))
= L + (16 ( + %) (1 + (1+8/3m)" )) impy, (by using Equation (18))
%'Suo (( + 34 ( 1 + A/3m) ))'lmpuo
< 8y + cimpye ( using Equations (20) and (23))

= c(Suo™ + impyo )
dGHll d(DM dGHU
Ry
Hence the running condition is satisfied for n, > m, impy, < n°, impy, < 1% impyg, <

(impuu (3-%3—A) lmpua) (% + %)v(l +(1+ A/3m)a).

IA

<
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Case V: When 1, > m and  impy, > n, implgu < n%, and
sua(t) = (1+8/am)-min(impug*, n) = (1+8/3m)1.

(a) If impyg, > (imp,m (LA) zmpua) then the total RoC of ® because of Opt and MBS is

Aoy _ dDy, ADy,
dr + dt

(by using Equations (13) and (14))

; 2-26
dd, Suo® N - ) Sua tmpig,
U (M0 4 (1-26)- Y LA [Pt - Co—
ar —( o T =200 )| G0 T 5
(by using Equations (1) and (35))
Gua dq)u
b

IA

a . 2-25
impua + sud® +)/-(( w4 (1 —25),1mplgu)_( - .(””fg;w )))

(L+8/3m)n [ impyg, >
(2-26) iMpua

impua + (14 8/3m)*n® + L sm,“ + (1 =20)-impyg, =y

IN

(2-26) iMpya

(14+A/3m)impyg, Va ) implxuz’z“’
(2-26) iMpya

: 2-20
P+ 1+ A/Sm)a-impw + ;:‘Suoa + y-(l _ 25)'impu,; —y (1+A/3y,t)ﬂ_(1nlgzgu )

IN

Fesuo® + impur(1+ (14 8/3m)" 4 y) = y-

IA

Y a i a 1 (17(34%))2'iml’11a2
 Suo + lmpua'(l + (1 + A/37'1) + }/) -y 2-20) . iMPum

dGya dd,

AP Y i 53m)* _.;.(L)z
ar TV St +1mp“”(1+(1+ ) Y-y \3Ta (36)

(by using Equatlons (36) and (33))

dG““ +y- dg;“ < E Suo™ + iMpyg: (1 + (1 +8/3m)"

v A 2
Tr- 7'(—A
2
= L5y + impug- ( + (1 +8/3m)" +V(1 3 3+A ))
2
= Suaa + impyg ( + 1+ A/3m)a + 7(%221521%2))
(1 +

< 7— Suo® + impuas(1+ (14 8/3m)" + )

(by using Equatlons (17) and (19))

< 7—51,,3“4,_”””“" ( + (14 8/3m)" + 16 14 (14 5/3m) ))
= Z Syt + —= zmp,m ( ( ] + A/3m a)
= Z~sua"‘ +(¥ ( + 431+ (1 +8/3m)*))impy, (by using Equation (18))
Lsuo® +((3+ %) (1 + (1 +8/5m)") ) impuo

< 8y + c-impy, (by using Equations (20) and (23))

= - (Suo® + impyo )
e 4y 89 5
Hence the running condition is fulfilled for n, > m, impu, > n%, impy, < 0%, impg, >

(impuu (3-;3—/3) zmpua) (2 + %)( 1+ A/sm)"‘), <
(a) If impyg, < (zmpm (3 i A) 1mpua) then total RoC of ® due to Opt and MBS depends on dcbua

since d‘gg’” <0.
(by using Equation (13))

dod Suo® Ny

dt“ g( ”; + (l—2(§)~1mp1gu) (37)
(by using Equations (1) and (37))
dGW do,

+ - dtu < impyq + sua® + - (S’m + (1 20) lmplg )
= impyg + (1 +8/3m)"n* + 5 Suo® + (1= 20)-impg,

< gsuo“ + impyg + (1 + 8/3m) " impuq + y-impyq
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a

=1 smy”‘ + impyg- (1 + (1+2/3m)
(by using Equatlons (17) and (19))
< )E Sy - P szua ( ( + A/Sm +
_ Z Suaa 4+ MPuo znlr'uo (%( l +A/3m a)
Z “Suo® +( ( + %) (1 +(1+ A/3m)")) impy, (by using Equation (18))
< L—'~suo“ +((3+22)(1+ a+2/5m)"))impuo
< csyue® + crimpyo ( using Equations (20) and (23))

= - (Suo® + impyo )

+7)
16 (

1+ (1+4/3m) ))

dg;lll + y d;Dtll S C dg;ll)
Hence the running condition is satisfied for n, > m, impus < 1%, impy, < 1%, impg, <
(impua (3iA) zmpuu) = (% + %)(1 +(1+ A/Sm)“).

Case VI When n, > m and impue > 1%  impg, > 7% and

sua(t) = (1 +A/3m)~min(impug]/“, q) = (1+8/3m)n.

(a) If implgu > (implm (3 - A) 1mpu,,) then total RoC of ® because of Opt and MBS is d(p“ = d(p“” +
dDy,
Tt
(by using Equations (15) and (16))
Ao, 1. (14 8/3m) (imprg,*
i ((1 —5)'""’7 13“)_( 2-20) | impua 38)
(by using Equations (1) and (38))

Gua (Du
+rm

‘ 148/5m) (imprg,”
< impua + Sua® + 7/(( (%)'lmplgn) - (((;—2;) ) ( im;lz&;,,, )))

14+8/3m) (impig,”
) Mpyg — Y- ((;rfz/;) ) '(lmp[ﬁZ )

< impyg + (14 8/3m)* 0% +7/(

-5 iMmpuq
. \ v Ca (s i)’
< impug + (14 8/3m)*impyq + ( a) iMpya —y P e
2
= impyq + (1+ A/3Wl “iMpua + LO) impyg — ((;+3b) “iMpua

7
B . ESRY
(1+(l+ Jam)* +7/(2a ) Y aap) [ iMPua

IN

(1 + (14 8/3m)" +2y — % (AA -impya (by using Equations (29) and (33))
1 A

(1+(1+A/3m + ( -3 3+—A ))zmplm
(1 + 1 + A/3m +y ( 2A2+11A+18)) ‘1MPua

2A2+12A+18
1+ 8/3m)" + 2)/) impya

lmp”o (1 + (1 +8/3m)" + %(1 +(1+ A/3m)“)) (by using Equations (17) and (19))

””’; (14 (1 +8/5m)"))
= (%(1 + %)-(1 +(1+ A/3m)a))~impua (by using Equation (18))
(3 )0+ 0457
= c-impy, (by using Equation (20))
o e )
M(I + ‘}/ dtll < C dtlAO
Hence the running condition is fulfilled for n, > m, imp,, > 1, z'm;ﬂlgu > e, implgu >

(impua (3jA) lmpua) (% + %)(1 +(1+ A/3171)“).

IA

I/\
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(a) If implg” < (impl,,, (LA) 1mpw,) then total RoC of ® due to Opt and MBS depends on
since d(gt“” <0.
(by using Equations (15))

d(DHD
dt

< () ®)
(by using Equations (1) and (39))
dc”” +y dg:“ < iMpua + sua® +y- (( 1 )lmlﬂzg”)
= impua + (1+8/3m)*n* + (k5 -imp,
< impyg + (1+8/3m)" lmpua (25 impua
< zmpu,z(l + (1+8/3m)" ( ))
= impyg (1 + (L4 8/3m)* +y- (2511))
< mp e (1 + (1 +8/3m)" + 2)/) (by using Equations (17) and (29))

mzz““ ((1 +(1+ A/3m)“) + %.(1 +(1+ A/3m)“)) (by using Equation (19))
= (% + %)(1 +(1+ A/3m)”‘)~impu0 (by using Equation (18))
c-impy, (by using Equation (20))
< o (Suo® + impyo )
dG,m by AdGyo
+y g s o

Hence the running condition is satisfied for n, > m, imp,, > n%, implgu > e, implgu <
(impua (3iA) zmpuu) = (% + %)(1 +(1+ A/3m)0‘).

The analysis of all cases and sub cases in Lemma 6 prove that the first condition, running condition
is fulfilled. Aggregating the discourse about all conditions job arrival and completion condition,
boundary condition and Lemma 6, it is concluded that Theorem 1 follows. The competitive values
of related algorithms and MBS on a = 2 and 3 are shown in Table 3. Among all online clairvoyant
and ON-C scheduling algorithms, the competitiveness of MBS is least, which reflects that the MBS
outperforms other algorithms.

6. Illustrative Example

To observe the performance of MBS, a group of four processors and a set of seven jobs are
considered. The best known result in the online non-clairvoyant scheduling algorithms is provided by
the Azar et al. [40] in NC-PAR. NC-PAR is a super-constant lower bound on the competitive ratio of any
deterministic algorithm even for fractional flow-time in the case of uniform densities. The processing
of jobs using algorithms MBS and NC-PAR [40] is simulated and the results are stated in Table 4 as well
as in Figures 3-11. The jobs arrived along with their importance but the size of jobs was computed
on the completion of jobs. The response time (Rt) is the time interval between the starting time of
execution and arrival time of a job. The turnaround time is the time duration between completion time
and arrival time of a job. Most of the jobs using MBS have lesser turnaround time than using NC-PAR.
The Rt of the jobs using MBS is better than NC-PAR. In Figures 3 and 4, the allocation and execution
sequence of jobs on four processors is depicted with the help of triangles and rectangles using NC-PAR
and MBS, respectively. As per the Figures 3 and 4, the importance of the jobs in NC-PAR increased
with time where as in MBS the importance remains constant during the life time of the jobs. It is clearly
evident from the Figures 3 and 4 that on any processor using NC-PAR at a time only one job has been
executed, whereas using MBS the processor has been shared by more than one job. The hardware
specifications are mentioned in the Table 5.

39



Appl. Sci. 2020, 10, 2459

Table 4. Job details and execution data using MBS and NC-PAR.

Job Details MBS [This Paper] NC-PAR [40]
Job Size Importance Arrival Completion Response  Turnaround Completion Response  Turnaround
P Time Time Time Time Time Time Time
J1 35 8 1 14 0 13 14 0 13
J2 64 10 2 24 0 22 23 0 21
J3 15 5 4 10 0 6 12 0 8
Ja 83 11 6 30 0 24 33 0 27
J5 45 5 7 29 0 22 29 6 22
J6 17 4 8 23 0 15 23 7 15
J7 56 6 10 32 0 22 43 14 33
Average Values 23.143 0 17.714 25.286 3.857 19.857
Table 5. Hardware specifications.
Simulation Parameters Values
CPU Intel(R) Core(TM) i5-4210U CPU @ 1.70 GHz
RAM 4.00 GBRAM
Hard Drive 1.0TB
Operating System Red Hat Linux 6.1
Kernel Linux kernel version 2.2.12
\
P4
14

0 5 10 15 20 25 30 35 40 45

Figure 3. Scheduling of jobs using NC-PAR.
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0 5 10 15 20 25 30 35

Figure 4. Scheduling of jobs using MBS.
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Figure 5. Speed of processors using MBS and NC-PAR.

Figures 5 and 6 present the speed of different processors and combined speed of all processors
with respect to time using MBS and NC-PAR, respectively. As per the graphs of Figure 5, the speed of a
processor using MBS goes high initially but later it reduces and most of the time the speed of processors
using MBS is constant, but when processors executes jobs using NC-PAR the speed of processors have
heavy fluctuations, which shows that some extra energy may be needed for such frequent fluctuation
in NC-PAR. The graphs of the Figure 6 shows that the combined speed of processors using NC-PAR
increased and decreased linearly whereas using MBS it increased and decreased stepwise. The count
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of local maxima and minima in the speed growth graphs (Figure 7) of NC-PAR is more than MBS.
Therefore, not only individual processor’s speed but also the combined speed of all the processors is
reflecting the heavy fluctuation in NC-PAR and varying-constant mixed behaviour of MBS.

15 T T T T
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0 . . . .
0 10 20 30 40 50

Time

Figure 6. Combined speed of all processors using MBS and NC-PAR.
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Figure 7. Growth of combined speed of all processors using MBS and NC-PAR.
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Figure 8. Total power consumed by all processors using MBS and NC-PAR.
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Figure 9. Power consumed by processors using MBS and NC-PAR.

In this simulation analysis the traditional power function is used and the value of o is 2.
The processors are having the maximum limit of speed which is considered 3.6. The value of
A = (3(1)71 is considered for the analysis. The power consumed is square of the speed, i.e.,
proportional to the speed this fact can be viewed by comparing the graphs of Figures 5 and 9. Figure 8,
shows that initially MBS consumed more power but power consumption decreased with respect to
increase in time, whereas in case of NC-PAR there is no fix pattern, but power consumption is higher
most of the time than in MBS.

The graphs of Figure 10 demonstrate the objective of the algorithm (important based flow time plus
energy). It reveals that except one processor P1, all other processor have lesser objective value, when
these processors executed jobs by using MBS than NC-PAR. The combined objective of all processor is
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given in the Figure 11, which strengthen the previous observation of Figure 10 (the objective values
using MBS is lesser than using NC-PAR). It can be concluded from the different observations and the
Figure 11, that the algorithm MBS performs better than NC-PAR.
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Figure 10. Importance-based flow time + energy consumed using MBS and NC-PAR.
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Figure 11. Total importance-based flow time + energy consumed using MBS and NC-PAR.
7. Conclusions and Future Work

To date, the problem of ON-C scheduling algorithms with an objective to minimize the IbFt+E for
multiprocessor setting is studied less extensively. A scheduling algorithm multiprocessor with bounded
speed (MBS) is proposed, which uses importance-based/weighted round robin (WRR) for job selection.
MBS extends the theoretical study of an ON-C multiprocessor DSS scheduling problem with an
objective to minimize the IbFt+E using the bounded speed model, where every processor’s maximum
speed using MBS is (1 + 4/3mu)n and using offline adversary Opt is 1. The speed of any processor
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changes if there is a variation in the total importance of jobs on that processor. The competitiveness of
MBS is (% + %)-(l +(1+ A/3mA/3mA/SmA/3mA/3mA/3mA/3mA/3m)a) = O(1) against an offline adversary,
using the potential function analysis and traditional power function. The performance of MBS is
compared with best known algorithm NC-PAR [40]. A set of jobs and processors are used to simulate
the working of MBS and NC-PAR. The average turnaround and response time of jobs, when they are
executed by using MBS is lesser than NC-PAR. The speed scaling strategy and power consumption
in MBS is better than NC-PAR. For all processors at any time, MBS provides the lesser value of the
sum of important-based flow time and energy consumed than NC-PAR. Competitiveness of NC-PAR
is3fora = 2and 3.5 for a« = 3, whereas the value of competitive ratio c of MBS for A = (30{)_1,
m = 2anda = 2is2.442; for A = (Sa)_l, m = 2anda = 3is2.399; for A = (304)_1, m>2,
a = 2is2375 < c <2442 for A = (3a)”,, m>2,a = 3is2333 < ¢ < 2.399. These results
demonstrate that the scheduling algorithm MBS outperforms other algorithms. The competitive
value of MBS is least to date. Before these outcomes, there were no results acknowledged for the
multi-processor machines in the ON-C model with identified importance, even for unit importance
jobs [40]. The further enhancement of this study will be to implement the MBS in real environment.
One open problem is to achieve a reasonably less competitive algorithm than MBS. In this study, author
considers non-migratory and sequential jobs and this work may be extended to find a scheduling
for migratory and non-sequential jobs. Other factors (such as memory requirement) may also be
considered for analysis in future extension.
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Abstract: The importance of looking into microgrid security is getting more crucial due to the
cyber vulnerabilities introduced by digitalization and the increasing dependency on information
and communication technology (ICT) systems. Especially with a current academic unanimity on
the incremental significance of the microgrid’s role in building the future smart grid, this article
addresses the existing approaches attending to cyber-physical security in power systems from a
microgrid-oriented perspective. First, we start with a brief descriptive review of the most commonly
used terms in the latest relevant literature, followed by a comprehensive presentation of the recent
efforts explored in a manner that helps the reader to choose the appropriate future research direction
among several fields.

Keywords: cyber-physical security; microgrid; cyber-attacks

1. Introduction

The sustainable flow of energy, or in other words, energy security, in the field of electrical supply
systems, does not always rely on the physical availability of resources. Today’s technical challenges
are extended to include the constant equilibration of demand—supply systems in terms of electricity
quality and cyber security.

Upgrading the electrical network has not been as dynamic as it should be. With technology being
implemented in almost every area of our modern life and smart applications growing in scope and
complexity, the power sector makes its steps towards the smart grid at a pace of an extreme cautiousness.

The bidirectional flow of power and information generated and monitored by highly advanced
types of equipment and mechanisms signifies the new generation of the energy networks. Smart grids
are expected to deliver tangible progress to our conventional power systems on both aspects of
efficiency and reliability, all together with integrating the maximum share of renewable resources
reinforced by distributed intelligent and demand-side management techniques [1,2].

Changes will give the consumers and prosumers a wider range of choices and accord them with
the possibility to actively participate in the optimizing operation of the system, by means of providing
them with detailed instructions on how to better use their supply and act as authorized partners.

Smart grid benefits can also be extended to enrich the coupled economic sector through reducing
operational costs and losses, generating new job opportunities, and reformulating the face of the energy
market with time-based pricing and a more accurate speculation of demand and response profiles [3],
in a time where electricity price forecasts have become a fundamental input and an important tool for
decision-making mechanisms of the energy service provider companies.

But yet, the complexity level of the actual power networks and the critical role that it plays in
every domain form a double-edged challenge—especially when the introduced technologies might
itself be the source of threat.
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New types of communication and data-management systems must handle not just the different
emerging media trends and smart equipment (e.g., computer-based or microprocessor-based), it also
needs to cope with existing legacy systems [4] in a manner that is adjustable to scalability and above
all, resistant to cyber intrusion [5]. To this end, smart grids have to come as a complementary solution
and not an eliminating or excluding one. These technical uncertainties, plus the additional investment
costs, have evoked the political reluctance practiced by energy operators against this shift.

Europe has been working on energy transition and smart grids since 2005, starting by creating the
smart grid technology platform which has set the year 2020 as a horizon to complete the process [2].
There were also several initiatives that carried out the development of experimental testbeds for smart
grids solutions which aimed to highlight the most critical challenges and potentials accompanied by this
evolution and their influence on the European power systems. Nevertheless, a further and more holistic
analysis that is based on a profound technical understanding of each individual system architecture
and basically includes the impact of both social and economic aspects on such heterogeneous systems,
is yet to be accomplished in order to be able to trade-off between the existing approaches and pilot
experiences, choosing a unique and valid experience that is suitable to be scaled up and replicated [6].

On the other hand, a very promising approach to overcome the majority of previous issues
appears through energy communities, in which current grid problems are managed in a coordinated
way such that avoiding costly network reinforcement along with maintaining aspired values of the
smart grid. That is why we might be able to envisage the future smart grid as a sort of aggregation
of multiple integrated entities or microgrids supervised, monitored, and controlled via a reliable
communication-based layer. Accordingly, the increasing interest in microgrid development as the core
of the smart grid systems is completely justified [7], although this increasing interdependency between
physical and nonphysical power system components, which forms the so-called cyber-physical systems,
raises a whole new level of complications.

In this work we closely examine the existing approaches to address the cyber-physical security in
power systems with focusing on microgrids.

The structure of the paper is organized as follows; the second section describes the gradient
evolution of the concept of the cyber threat, starting from the attacks targeting industrial control down
to the electrical grid. Later, the third section elaborates on standardized definitions and terminology
choices for the contemporary problematic challenges. In section four, we move on to the actual issues
and case studies that occupy the researchers’ attention from different viewpoints. Finally, we conclude
by providing some insights about the unsettled challenges in addition to realistic recommendations in
the light of the presented argument.

2. Industrial Cybersecurity Incidents Emergence

The 21st century witnessed the initiation of various cyber incidents affecting sensitive
infrastructures. The discovered complexity of cyber-attacks on Industrial Control Systems (ICS)
revealed the dexterity level of the attackers in Industrial Con [8].

The smart grid internet interconnection subjects the grid to different forms of hazards, particularly
with regard to Advanced Persistent Threats (APT), Distributed-Denial-of-Service (DDoS), botnets,
and zero-days. Stuxnet, Duqu, Red October, or Black Energy are only a few examples of the advent
mayhems touching industrial security since 2010 [3].

Stuxnet, the worm that caused the first reported cyber-physical incident, was discovered by a
senior researcher at Kaspersky Lab, Roel Schouwenberg, in June 2010. With a purpose that was beyond
stealing, erasing or modifying data, Stuxnet endeavored to cause material sabotage in the supervisory
control and data acquisition (SCADA) system as a physical industrial control system. It was regarded
as the first cyber-warfare weapon to encompass a complex piece of malware that has infected an
estimated 50,000 to 100,000 computers mostly found in Iran, Indonesia, India, and Azerbaijan [9].

Duqu and Flame, another two worms intended towards industrial control systems, were observed
more than a year after Stuxnet. Despite the similarities in code source with Stuxnet, they had different
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objectives. Duqu was designed to track and gather useful information that would help to compromise
the opted industrial control set. Flame or Flamer was a more sophisticated malware, especially
developed for cyber espionage on these networks. Spotted cases were mainly located in Iran and other
countries of the Middle East [10].

In December 2015, a cyber attack on Ukraine’s power system has procured a wide-area outage,
affecting around 225,000 customers. The attack was associated with a new variant of Black Energy
Trojan named Disakil [3]. According to reports issued by power companies, the SANS institute and
Electricity Information Sharing and the Analysis Center (E-ISAC), the problem started several months
before the actual attack by installing the malware through phishing emails. At this period, the hackers
only monitored and collected valuable information about the system operation during what is usually
called the reconnaissance phase. On the day of the incident, the attackers took control over the
Human-Machine Interface (HMI) and cut the power by opening a certain number of breakers. In order
to intercept the service restoration, a denial of service (DoS) attack on the communication network,
additionally to the classic telephone lines, was employed to prevent the clients from reporting the
problem. Even applications that determined the outage extent were blocked by the malware that was
able to recognize the system softwares [11,12].

One year earlier, the same threat agents were identified by the Industrial Control Systems
Computer Emergency Response Team (ICS-CERT) during an attempt to penetrate the U.S. electric
sector. Despite the fact that the attack, in this case, never happened, it definitely attracted attention on
the future potentials of the cyber threats on a sector of utmost vitality [9].

3. Definitions and Overview

3.1. Cyber-Physical Security

The IEA (International Energy Agency) defines energy security as “the uninterrupted availability
of energy sources at an affordable price”. Traditionally, security used to be achieved on two fundamental
levels; short-term security that deals with the stability of the demand—-supply procurers, and the
dynamism that enables the energy system to adapt as quickly as possible to sudden changes in the grid
loads. Moreover, long-term security focuses on investments that support economic and sustainable
development requirements.

Recently, with the arrival of smart grids which are essentially defined according to IEEE
2030-2011 standard, as a composition of three interoperability infrastructures, as set forth in
Figure 1. This suggested interdependency has led the security problem to grow in complex imposing
supplementary challenges threatening of introducing easier ways of causing damage to the fundamental
security concerns, all along with creating new ones.

Communication Power system
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transmitters and
receivers

Electricity circulation
through
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Processing and Manipulating
Data
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Figure 1. Smart grid architecture in compliance with IEEE 2030.
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Consequently, recent security assessment has focused on identifying the potential vulnerabilities
introduced by the cyber layer and analyzes the possible impacts on energy systems, which has
given birth to a brand new research area called cyber-physical security. A cyber-physical system is
co-engineered collaborating domains of physical and computational counterparts, in which the crucial
system tasks are basically handled with its physical part, while informatically enhanced processes-
normally referred to as cyber- are responsible for maximizing the exploration of intelligent devices and
application [13].

The reason why academia recently chosen to add the term “physical” to the equation is to shed light
over the emerging threats imposed by connecting these two fundamentally different infrastructures
together, which practically may lead to problems that do not particularly belong to a failure of either
systems [14]. In light of these assumptions, further investigation is still needed to either confirm or
deny the putative relationships [15].

The most indispensable objectives of security requirements considerations of any data transferring
communication in the IT network security are known as CIA-triad, which stands for Confidentiality,
Integrity, and Awvailability, respectively. According to The National Institute of Standards and
Technology (NIST)’s guide on cybersecurity strategy, architecture, and high-level requirements,
Confidentiality refers to “Preserving authorized restrictions on information access and disclosure,
including means for protecting personal privacy and proprietary information... ” [44, U.S.C., Sec. 3542],
and a loss of confidentiality results in unauthorized disclosure of information. Whereas Integrity
is “Guarding against improper information modification or destruction, and includes ensuring
information non-repudiation and authenticity ... ” [44, U.S.C., Sec. 3542] in other words, integrity is
the unauthorized modification or destruction of transferred information. Availability, on the other
hand, means “Ensuring timely and reliable access to and use of information ... ” [44, U.S.C., Sec. 3542]
as if altering availability will lead to the disruption of the access to or use of information or an
information system.

Smart grid security is also built upon the previous trestles, but with a difference in priority order,
where availability comes on top of the requirements, followed by integrity, accountability, and finally
confidentiality. Other referencing emphasizes the accountability as additional security criteria [16].
This sequence of importance goes back to the severity of impacts resulting from tampering with
these criteria.

Attackers can penetrate the smart grid communication systems using vulnerable entry points in the
logical border surrounding a network, known as the Electronic Security Perimeter (ESP). Interventions
may occur with the help of numerous mediums, such as the Universal Serial Bus (USB) thumb drive,
viruses, and even software patches and updates [17].

Despite the fact that cyber intrusions on cyber-physical systems (CPSs) can be found under
different terms, such as bias injection attack, zero dynamics attack, denial of service (DoS) attacks,
eavesdropping attack, replay attack, stealthy attack, covert attack, and dynamic false data injection
attacks [18]. These attacks can still be classified according to the one or multiple security criteria they
are jeopardizing, as set forth in Figure 2.

Intentionally introduced faults or malicious attacks triggered by the cyber layer leaving serious
impacts on not only the technical aspects, but also on economic and social correlations in power
network operations, are the focus of this research.

Effects range from tampering smart meters data or manipulating the forecasted load profiles up
to reaching equipment damage or even complete blackouts [19].

However, achieving such results is never an easy business. Indeed, physical prerequisites and
the current state of the power system architecture with contemporary defense mechanisms, such as
controllers prepared to re-examine each input parameter against a selection of acceptable values
preventing possible physical damages [20], burden the attacker with the mandatory acquisition of
a customized knowledge about the physical nature of the system added to the already required
computer-related competencies. But then again, this does not mean that the conventional ways of
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protection, such as the ones adopted to restrain the spread of fault effects by isolating of a malfunctioning
entity, are enough to prevent an attacker from achieving an unacceptable condition in the grid [20].
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Figure 2. Three types of cyber-attacks.

In that vein, reasonable strategies to fend off such incidence fall into two complementary categories.
The first one is about developing measures that tend to detect malicious attacks and tackle down
the cause of infection in the system in order to deal with either the compromised unit or entity
through isolation or the direct cause from wherein the adversary could have accessed the network.
The second important aspect is cyber resiliency, in which we anticipate the behavior of our system
under attack and elaborate on what could be done to expeditiously recover from these attacks in a
passive protection fashion.

Atany rate, we must keep in mind that keeping the system utterly safe, over and above maintaining
a level of simplicity allowing the intuitive understanding of the entangled operation, is a paradox that
preoccupies the power system researchers and engineers.

3.2. Modern Distribution Network Vulnerabilities

Distribution systems play a major role in the electricity sector value chain linking transmission
to consumption and providing direct contact with consumers [6]. Knowing that their systems were
originally designed for passive energy delivery (in one direction), Distribution System Operators
(DSOs) find themselves nowadays forced to cope up with the tremendous changes pertaining to the
electrical networks, on especially on the medium to low voltage scale.

Unlike in transmission systems that have adopted the Energy Management Strategy (EMS) early
in the 1970s, the application of proper EMS at the distribution level was not put into action until
recently, since it did not have much of added avail [21].

Following the foregoing tendency, measures continue to offer incentives that consolidate
the integration of all the flexible distributed resources into the market, side by side, with new
demand-response technologies on the demand side [5].

Dispatchable generation units owned by the DSO, which could be turned on and off by the
energy operator to match a scheduled output that meets the network requirements, are a very useful
avenue that has been widely exploited over the years in peak shaving and declining stress over the
network components at times of high demand. Nevertheless, the surplus of the distributed generation
(DG), especially the non-dispatchable (renewable) type, can adversely affect the performance of the
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distribution systems causing power quality issues, augmented fault levels, voltage violation, protection
issues, in addition to line overloading or congestion [21].

Certain DSOs have set rules of thumb that determine the adequate segment of DG that should enter
the distribution networks depending on the hosting capacity of each of them. In general, an estimated
15% of the network’s peak demand could be connected to the distribution network without causing
significant problems [22].

The needed elements for DG metering and monitoring change from country to country or even
between regions. Hence, more or less data might participate in the decision that determines whether a
DG participates in the energy markets or not, in respect to its impact on the local network, keeping in
mind that larger DG installations could also have an extended disconcerting impact on the regional or
national transmission system [21].

3.3. Microgrids as a Cyber-Physical System (CPS)

Despite the tendency to associate the term microgrid with the power sector, we find that the
concept represents itself in a larger context related to the energy community with different means
of energy production, transition, and storage, all along with achieving the mutual goals of boosting
technical and economic resilience [23].

Through the years, different definitions have been placed in the technical literature to describe the
concept of a microgrid. The first one was proposed in [24,25] imagining the microgrid as the ultimate
solution for the reliable integration and control of the ensemble of Distributed Energy Resources
(DERSs), including Energy Storage Systems (ESSs) and controllable loads [26].

Similarly, in [27,28], microgrid paradigm is foreseen as a very appealing strategy to overcome
challenges in integrating the massive renewable resources resulting from summing up all
community-scale capacities, which is still being kept on hold due to the inflexibility of the current
networks. Furthermore, these individual DERs are often too small to enter the electricity market, which
is another problem that has been solved thanks to this new topology.

This goes in line perfectly with what is stated by the US Department of Energy, with only one
difference stressing the clear barriers with respect to the distribution network, in the way that it
permits the microgrid to have the ability to operate not only within grid-connected mode but also in
autonomous island mode [29], which in turn was found, in numerous studies, to be considered as a
sine qua non to denote a microgrid [9].

With microgrid pushing the power system over the edges of decentralization, a geographically
localized distributed power model makes more sense regarding risk-management in terms of regional
resilience and preventing cascading failure in the event of weather events, cyber-attacks, etc. [28].
Knowing that the electricity supply for small urban or industrial communities (isolated microgrid)
where the main grid connection is inaccessible was never a novel trend in the world of electrical
alimentation [27].

There were numerous attempts to create a standardized configuration of the smart grid’s building
block, namely microgrid. However, its structure is yet considered to be arbitrary and any technically
well functioning connection is valid [13,27]. It is important to notice that the microgrid’s ability to fit in
different configurations and to be customized as a function of the present requirements and constraints
is the exact same reason why it is so hard to classify it in a fixed frame. Figure 3 illustrates a generalized
structure for modern microgrids.
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Figure 3. Modern basic structure of a microgrid.

From an operational perspective, there are only two types of microgrids (MGs):

A grid-connected MG, which is built to operate in either islanded or connected mode, might have
one or several connection points with the grid. A single point of connection is very common though [8].

An isolated or stand-alone microgrid does not even have a point of common coupling (PCC) with
the main grid [19]. Microgrids’ implementation into utility does not always have to follow the classical
case where a single MG is connected directly. Other alternatives can still exist, such as multiple tie
line-based interconnected microgrids and small MGs within larger ones, so as the biggest takes the
role of the governor large areas electrical power system [28].

The operational efficiency of microgrids necessitates sophisticated but most importantly secure
measurement, communication, and control realized by various controlling methods, sensors, actuators,
and field devices [18]. Moreover, microgrids are a highly sensitive cyber-physical system [13], in which
the physical part is strongly influenced by the integrity of the cyber part, due to more entry point,
very low required latency and the absence of multi-stage security detection. Consequently, attackers
have more of a chance to cause serious problems in microgrids, leading to overall catastrophic
consequences [30].

Recent papers have gone through securing the cyber-physical structure of the microgrid from
different standpoints. Preliminary efforts probing cyber-attacks against the power systems would
usually treat these attacks as a sort of noise or disturbance. So they tried their best to eliminate these
disturbances using filtration techniques [31,32]. However, these techniques are based on pre-defined
statistics which lose their effectiveness when facing slightly more fine tuned attacks [11].

In the following sections, we reviewed the recently proposed approaches from different domains.

4. Perspective-Based Interventions Addressing Cyber Attacks

4.1. Microgrid Communication

Being a cyber-physical system, microgrids inherent equally advantages and disadvantages of the
combined systems. Communication network is essential to effectively incorporate many of desired
features of the smart grid, such as the distributed automated system, distributed energy resource
protection, islanding, and the display of network state and performance.

Standard communication problems also appear in microgrids, as it suffers from incompatibility
between different types of heterogeneous communication technologies [13], besides the increasing
reliance on Wi-Fi and internet-based communications, which are more susceptible to cyber interference
but still essential for ancillary services related to microgrids, such as weather forecast data, fuel prices,
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peak hours, etc. [13]. Taking into consideration the expanding amount of data transferred between
microgrid’s components, different connected microgrids, or with an external centralized control and
monitoring point, upon the design of the control structure. Satellite data (GPS) might also be a
sort of communicated signals under danger in synchronous microgrid with phasor measurement
units (PMUs).

On the other side, intrusion detection, firewall, and other selected solutions from the traditional
security measures against rudimentary attacks targeting conventional data networks can also be
included in smart microgrid applications [33].

While some prefer to leave the power generation control network isolated from the public network
as a countermeasure against cyber contingencies, the leverage of open transmission protocols and
computers with common operating systems that performed as intelligent electronic devices (IED)
cannot be neglected nor eliminated today. Especially with essential improvements on automation
efficiency and control system costs [16].

As an attempt to study and simulate the influence of an attacked communication network on
electric power systems, earlier efforts went to model the attacks as a time delay to be accounted within
the control loop, a subject that has been widely explored even outside the scope of cyber-attacks.
For example, in an islanded microgrid, the authors in [34] have examined the communication delay
limits beyond which we might risk having instability issues. They proposed an impact mitigation
approach that revolves around gain scheduling for PI (proportional-integral) used in the secondary
frequency controller that can be adopted in other microgrids as long as they can be modeled in the
same small-signal model.

However, these assumptions on the nature of attack impacts are oversimplified and do not fully
cover the new debouching aspect of joint cyber-physical models [35,36]. Others argue on the matter of
communication latency’s impact on microgrid control on the first place, building on an example that
puts out shreds of evidence on having an inconspicuous and highly nonlinear relationship of delay
rates between the source causing the delay and the resulting delays in the networks [37]. They also
state the fact that, except for the simplest of cases, deriving tight bounds between delays, or other
relevant metrics such as loss rates, is nearly impossible, especially when the models’ analytical accuracy
declines as the network size grows from single-hop settings to relay networks.

Taking the communication problem to a larger extent, a Cyber-Physical Power System (CPPS),
ref. [38] digs into what might be a better communication configuration in terms of preventing a
cascading failure, and in a comparison, based on transmission efficiency threshold values, they find
that double-star communication networks perform better than the mesh communication networks.

Preventing cascading failure in cyber-physical power systems (CPPS) through a comprehensive
analysis of the mechanisms and dynamical characteristics of interdependent networks was also the
focus of the research presented in [2]. The writers have reviewed the different existing approaches
and methods of power and communication systems coupling and interconnection and then proposed
a novel interdependent model with the “degree—electrical degree” assortative link pattern that has
proved its effectiveness in reducing the probability of large-scale blackouts caused by random attacks.
Whereas, in the case of malicious attacks, simulation outputs have demonstrated the superiority of
the random link model. Results also highlight in a more general manner the importance of coupling
strength between the two layers over the choice of the interdependent model. The more dependent the
power system is on the communication system, the more fragile it becomes.

Among a very diverse variety of problems discussed in the Information and Communication
Technology (ICT) field, the particularity of synchrophasor systems vulnerabilities against cyber-attacks
was highlighted due to the growing interest in synchrophasor technology applications [39]. Notably,
the absence of built-in security structures in the widely adopted IEEE C37.118 communication
framework that sets up the standards for PMUs and Phasor Data Concentrators (PDCs) is making it
highly exposed to cyber threats [40].
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Experiments involved resiliency examination of the communication system structure based on
IEEE C37.118 under different attack scenarios, accompanied by estimation of possible impacts on
synchrophasor application that uses this standard [40].

In [41], vulnerability analysis went deeper into the IEEE C37.118 framework structure to its
weakest components, which the transport protocol layer, as they discuss the susceptibility of two
commonly used protocols in transport layers (i.e., Transmission control Protocol (TCP) and User
DatagramProtocol UDP) against DoS and FDI attacks summarizing the requirements to be used for
creating a successful cyber intrusion as well as to prevent it.

A comprehensive comparison with ICE 61,850 that took into consideration the security implication
of both standards stressing the advantages and disadvantages that encounter the synchrophasor
application developers was also performed in [42].

Figure 4 summarizes the proposed approaches explaining the main mechanisms and pathways
considered in acting against cyber intervention in the communication domain.
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Figure 4. Contributions from the communication domain.
4.2. Impact Analysis

Another way of proving that cyber-physical solutions for the power sector are not just a solution
waiting for a problem, remarkable efforts in the field of impact estimation and threat modeling were
made to dispel the doubts on the capability of cyber-attacks to cause actual physical damage.

The research presented in [20] demonstrates the possibility of authentic corruption caused by two
types of cyber-attacks (availability and integrity attacks) jeopardizing the ICT and the GPS systems
required for the sane functioning of a microgrid in three different operating modes (connected, islanded
and sync-islanded). The severity of the physical impact which may vary between local blackout,
the main instability violation of power quality equipment damage and human danger witnessed in the
example microgrid is strongly related to its own architecture.

Other researchers were more interested in exploring the effects on a specific area in the microgrid
systems, such as secondary frequency control function in [43] and distributed load sharing [44].
But since these studies are limited by the chosen system, more efforts had to go further into
developing threat modeling methodology that fits into the purpose of risk characterization in different
systems architectures.
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As an attempt to fill the gap, ref. [39] explores the possible arising genres of threat in the
components of different systems predicted on missing security properties, and how powerful this
could be on the system security entirely.

4.3. Microgrid Control

4.3.1. Control Structure

The sound operation of power management strategy (PMS) is more critical in microgrids.
Reasons narrow down to the imperative adjustment of multiple interconnected DG units with
significant differences in power capacities and generation system characteristics that become more
and more Electronically Interfaced (EI-DG), requiring a faster response to keep dynamically changing
characteristics (voltage/angle) within the appropriate margins [26].

A microgrid’s control systems are a typical target for attackers. Based on the purpose of which
they are implemented, microgrid’s control structure can be profoundly different and the control
features are limited or customized to a desired subset of functions from a larger group of options [45].
In grid-connected mode, for example, frequency and voltage values are regulated by the host grid
at the point of common coupling (PCC) whereas tasks like the DER’s active and reactive power
accommodation, energy management and load sharing, in addition to a safe transition between
connected-islanded modes are still elaborated by the microgrid’s control systems. During islanded
mode or in remote conditions that are completely isolated from the grid, the microgrid’s local controllers
take full responsibility for all stability measures which also vary depending on the microgrid type
(Islanded AC, synchronized islanded AC, naurally islanded DC) [27]. Typically, having one of the DERs
operating as the isochronous generator forming the microgrid voltage and frequency is quite common
in islanded microgrids. In this case, the rest of the DERs could participate in supporting voltage and
frequency if needed [9], whilst the complete absence of a dominant source of energy generation during
the autonomous mode of operation adversely amplifies the complexity of the assigned task list.

The majority of prior researches pictures the microgrid’s control paradigm in a hierarchical manner,
following the successfully adopted structure in the legacy grid [23].

Hierarchical control levels of microgrids are usually anticipated in three layers: primary, secondary,
and tertiary. There are no definite technical boundaries between strategies of each level rather than a
sort of indication based on relevant considerations, such as response rapidity interval, purpose-oriented
control, and central-distributed control.

However, without losing generality, we can say that primary and secondary control strategies
are practically associated with operational stability and accordance between microgrid’s components,
while harmonization with the host grid is applied by tertiary control [27].

Primary control features the fastest response with the smallest decision time step, voltage, and
frequency regulation as well as protection executed on this level, which are entirely based on local
measurements and droop mechanism with no communication needed [27]. That is why operations on
this level are conserved away from cyber incidents.

On the contrary, secondary control operates on a slower time scale, often with a reduced
communication bandwidth by using sampled measurements. It collaborates consistently with the other
two levels to satisfy the requirements set by the tertiary control. The secondary control measures values
across the microgrid, and accordingly, updates the desired setpoints for the primary controllers [46].

Tertiary control on the highest hierarchy collects state information of the energy system through the
communication infrastructure and makes decisions to optimize the overall performances of microgrid
with the longer decision time step. It may also be responsible on the economic dispatch of controllable
resources and coordination with the distribution system operator with Energy Management System
(EMS) ensuring power balance constraint, security constraint, and operational constraints [23].
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Previous control functions can be achieved through either centralized or distributed
implementation of the control architecture. The discussion on privileging one control method
over the other is still questioned by several papers focusing on different aspects [7,23,43].

Distributed control was originally proposed as a solution to boost scalability in modern networks
by means of facilitating the introduction of supplementary DERs. It splits control tasks between units
instead of the substantive upgrading of single excessive computational capacities. Moreover, the
sparsity of communication networks utilized in distributed control schemes reduces the infrastructure
cost [43]. Not to mention, that is also considered to be more resilient as single-point failure does not
lead to cascading failure, unlike centralized or what might be called hierarchical control, in which
messages that carry out measurements and instructions from and to all system components should
pass by a dedicated central controller. Correspondingly, centralized control schemes have a better
understanding of the microgrid functions since it has an embedded version of the system model in the
central controller which in turn will trigger an optimal application of EMS objectives including the
economic performance simultaneously with satisfying real-time operational constraints.

In [7], authors review basic branches of distributed control optimization and their application
with a brief reflection on the cybersecurity consideration, promoting distributed control on the
bases of mitigation obstacles relevant to communication risks and stakeholders’ resistance to sharing
critical data.

Among distributed optimization methods, consensus control has gained more attention in
microgrid’s control community recently. The initial notion was inspired by biological phenomena
that revolve around providing each unit of vision on the overall objective to a limit where different
DERs converge to a single value. Here, decisions are built upon local measurements and peer-to-peer
communication, offering this model extra flexibility, adding to the already well established feature in
the distributed structure. Cooperative control is also a very feasible solution for stability control in
terms of voltage and frequency equilibration and economic control with cost consensus for generation
units across the network [23].

4.3.2. Automation Control against Cyber-Attacks

Since control systems were conventionally developed to detect, process, and mitigate the systematic
and unpredicted errors, there is no wonder it has been the focus of numerous research cases in the field
of attack predictability, detection and protection.

Microgrids are prone to the same types of attacks found in the utility grid. DoS events provoke
multiple issues without a doubt, but at the same time, they are easily detected by the system operator
which will probably recognize in an adequate rapidity that it is under attack. Similarly, the superior
severity of the FDI attacks is largely attributed to the detection method’s complexity and variability
upon the adopted control structure [47].

Broadly, detection and mitigation of conventional attacks are already well explored in the literature.
FDI that succeeds in penetrating the network while maintaining discretion without altering the system
observability disturbance alarms, also known as stealth attacks [48], are able to cause unpredictable
stability issues and the worse is that they are practically impossible to detect [49].

From a defender perspective, recent research attainable choices are perceived into either addressing
the fault detection and isolation in control loops (detection based) [50] or working on precaution
measures based on threat modeling and security analysis (protection based) [51].

The popular method used to detect bad measurement data in power transmission systems is the
Static State Estimator (SSE). It is generally based on a weighted least squared (WLS) solution and it is
not immune against attacks itself [52,53].

State estimation is also important to microgrid control functionality and it is usually found in
traditional energy management systems derived from steady-state models [18]. However, static state
models were no longer able to capture the systems” dynamics accurately with the exacerbated numbers
of DERs on the generation side and the debuting retrofits on the demand side.
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The research presented in [18] emphasizes the importance of deploying a secure dynamic
state estimation on the side of AC-connected microgrids as a portion of the distribution network.
Similar to [54] they proposed an estimator algorithm for a standard structure-preserving model that
incorporates system dynamics. Method validation illustrates the estimator’s ability to give a secure
dynamic state estimation when supplied with inaccurate measurements caused by either an attack
that manipulates communication between transceivers and the microgrid operator, or attacks that
manipulate measurement units themselves, even without considering an attack scenario.

Traces left on the operation of observers turn into an efficient key to be used in attack detection.
Distributed state estimation method is used as a way of detecting cyber-attacks of the FDI type. In [55],
a consensus-based controlled DC microgrid was investigated where each distributed generation unit
had employed the Unknown Input Observer (UIO) to estimate the state of its neighboring units and
isolating the fault source consequently.

Another control approach using UIO was proposed in [50]. A fully decentralized load frequency
controller was developed and tested with a perspective to be applied to multi-AC and DC microgrids.

Given that the relative simplicity of the cyber-attack detection of the FDI type in distributed control
schemes, authors in [49] have decided to raise the bar by firstly introducing a stealth attack that is able
to deceive the conventional distributed voltage observer without triggering the detection mechanism.
After that, they proposed a general algorithmic-based detection framework for DC microgrids where
they added a cooperative vulnerability factor (CVF) to the voltage PI controller. Finally, and under
worst-case scenarios, artificial disturbances were added to by coupling the CVF with the secondary
current sublayer in order to enhance the chance of capturing the attacks.

Later, the same DC microgrid model was used in another experiment using artificial intelligence
in [56]. A Nonlinear Auto-Regressive Exogenous (NARX) neural network was trained over the
previously mentioned control method during offline operation, capturing and storing its behavior,
only to be used then as an online estimator for DC voltages and output currents of each unit. The FDI
attacks detectability of this method was built on the estimation errors making it suitable for a larger
spectrum of DC microgrid, in contradiction to the cases presented in [49,57] that only suits those
functioning with cooperative consensus-based algorithms.

The FDI problem shaping in terms of determining the aspects that could be altered by such an
attack was the subject of [58], in which a detection method was built on the assumption of the attack
capability to modify the invariant values required in the secondary distributed control layer.

A new technique for optimal dynamic state estimation, based on a distributed algorithm for
multiple connected DC microgrids under FDI attack, was proposed and tested over malicious and
normal load disturbance in [47], proving its capability of distinguishing between the two cases. Unlike
previous literature that dealt with DC microgrids as quasi-static models, this work employed a dynamic
microgrid paradigm where the three DC connected microgrids employed in the study collaborated
under a control configuration, that enabled each of them to verify the security status of the other two,
making it possible to isolate the potentially infected entity.

4.3.3. Protective Control

Without continuing further into the investigation on the nature of the imperiling data or the way
that the attackers may use in order to achieve instability in the system, other research simply focused
on adding redundancy security to the existing used control methods. Authors in [30] have proposed
increasing the security by coding the signals that carry the information about the state’s measurements
with an error-correcting code Recursive Systematic Convolutional (RSC) code and then decoding it
to enhance the performance of the proposed semidefinite programming based on optimal feedback
controller, coupled with Kalman filter estimator by elimination of a portion of noise on an IEEE 4-bus
distribution feeder considered as four grid-connected microgrids.

Reachability analyses were frequently employed to determine if an unstable state could be reached
due to certain changes in the monitored variable. This was elaborated in [28] by designing a stability
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monitoring and control comprehensive framework, that guarantees resiliency against attacks through
isolating the problematic bus, while covering critical loads compensated from neighboring microgrids.

4.4. Co-Simulation Testbeds

Experimental studies are still economically unfeasible for microgrids, as it is for large-scale smart
grids. With only a few reliable platforms around the world capable of performing highly complicated
tests, real-time simulation is a powerful alternative solution in this area of research [37].

Models running on this mode of simulation adhere to a very small step size in order to achieve an
accurate result. Bypassing the right step size to a larger value produces an erroneous simulation while
smaller values do not fit into the simulator constraints. This, in turn, creates a challenge, especially
with models with high-speed switching devices [37]. The large number of switching devices is not the
only source of trouble in simulating power systems. Broadly, the integrated power electronics devices
in the smart grid simulation also tolerate high-frequency pulse width modulation signals, and that
what explains the shift from traditional offline simulators that are time-consuming and not adjusted
for slow phenomena [59].

Additional complications come to the surface concerning the representation of the cyber-physical
components in the same computational environment. The inhomogeneous nature of both power and
communication systems plus the obvious differences in components, transmission content, and working
mechanisms make it very challenging to accommodate the desired realistic features in one frame.
For instance, the time-varying or continuous solvers suit the power systems while communication
networks’ simulation necessitate a discrete or event-dependent simulation [60]. In other words,
the behavior of the grid control is mainly well defined using mathematical formulations, which is not
exactly the case in the nearly stochastic, unpredictable data transmission protocol layer that belongs to
the accompanying ICT system [61].

Even when ending up finding the perfect tool to simulate each structure separately, interfacing
the two simulators in a way that guarantees the integration of the distinct characteristics for both,
without restraining the core to either of each is not always evident and often stipulates grappling with
synchronization and data exchange.

With all these obstacles, it seemed just right that some works had chosen to probe the different
types of taxonomies of the existing testbeds since that discovering the various tools and techniques
implemented in the current testbeds, counting also the strong and weak points for each one, is crucial
to build and develop new experimental platforms.

In this context, the term “co-simulation” refers to the practical and realistic co-existence of the
examined subsystems whereupon they operate hand by hand to reflect smart grid interactions [62].

The co-simulation development can take two directions; the first one primarily focuses on a
specific tool that has been familiarly dealt with, in the course of studying individual subsystems.
Researchers who seek this approach are usually more concerned in deepening their understanding of
the interaction control between the intended subsystems. The second approach is a platform-based
one which implies fixing the attention on the development of a comprehensive framework with a
standardized interface capable of embracing different tools. This attracts researchers who deal with
utterly complicated simulation environments, especially when flexibility in connecting the subsystem
is inevitably expected, without intervening in neither layouts [61].

4.5. Smart Meters and Data Security

Energy sector’s pathway is clearly heading towards more distributed resources and control.
Consumers are becoming more and more ready to invest in distribution-edge devices comprised of
residential PV panels, storage devices, electrical vehicles, and their recharging points in addition to
smart control tools. Smart Meters (SM) at the endpoint of distribution networks liaise with consumers
and lends them an open window to interact with the utility. In an ideal scenario, smart segments must
effectively communicate via Advanced Metering Infrastructure (AMI) to reach the perfect balance,
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as set forth in Figure 5. Since its first appearance in 1872 [63], the concept of electricity meter has
remarkably evolved. Conventionally, electricity meters used to provide information only about
electricity consumption in terms of total current amplitude, while intelligent meters are supposed to
support a wide range of applications rather than just metering [64].
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Figure 5. Smart meter role.

As specified in 2012/27/EC directive, Smart meters are “an electronic system that can measure
energy consumption, providing more information than a conventional meter, and can transmit and
receive data using a form of electronic communication” [65].

Once again, smart application functionalities are not clearly framed in official norms that usually
define and impose quantifying criteria in terms of technical specifications. This is why working and
elaborating on the standardization enclosure, especially for the most affiliated pieces of the smart grid,
becomes an urgent need.

However, a good few guidelines were established to help the industry involved in developing the
new generation of meters.

The European Smart Meters Industry Group (ESMIG) has fixed characteristics such as remote
reading, bidirectional communication, support of advanced tariff systems and ability to run billing
applications, and remote energy supply control to be the minimum features required in smart
meters [64].

The need to address metering issues arises practically at the same time as the development
of distribution electricity grids. Providing measurement, control, communication, power, display,
and synchronization capabilities shall be no easy task for smart meters.

Smart meters at the moment are installed and deployed by the utility inside of consumer s facilities.
They communicate real-time measurements with data concentrators and control centers that monitor
and partially control the meters.

Machine-to-Machine (M2M) communications among appliances in accordance with information
provided by service providers enhance demand response functionality, leading to a win-win
situation [66]. Besides the aforementioned control and management advantages, collected data
can also help the grid operators in an application such load forecasting.

The absence of human interventions is a key feature of advanced metering plug and play mode,
is very desirable but unfortunately, at its earliest phases, comes with relatively high expenses.

The exposure to a different kinds of communication systems, including internet, in addition to the
needed adaptability to work with different billing applications, that are probably open sourced not to
mention the double ownership making smart meters the most vulnerable component of the smart grid.
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Pursuing autonomy, future meters are being tested to enlarge their authority margin so the amount
of transferred data to and from control centers can be reduced.

Impact on the electrical systems depends on the select functionality assigned to the smart meter.
Of course, the availability of the entire service of a smart meter is still considered to leave the
worst impact on systems, but data communicated via smart meters which provide considerably
detailed information about consumers’ consumption behavior or habits are the biggest new concerns.
Confidentiality data can be exported in many grievous ways such as optimizing the attacker’s
understanding of the compromised target so that he can make a more severe attack, extort the service
providers, or even sell to unauthorized parties [67].

Energy providers, on the other hand, had their own share of concerns: the manipulation of
data at the user end either due to the intentional act by the consumers themselves or cyber-attacks
could be used to steal power and billing manipulation, resulting in revenue loss [68]. For this reason,
authenticated software should be implemented, not only on inside the meters, but also on the access
side for a granted sound operation [66].

The consumer’s trust is critical for SMs and AMI expansion: one of the most modern ways to
resolve security-related issues is through blockchain or distributed ledgers technology.

Blockchain technology is a very promising solution with great potential to radically change
the energy sector from the way we know it. It was firstly introduced in a financial context with
cryptocurrency, widely known as “Bitcoin”. Blockchain provides a trustworthy platform for peer-to-peer
transaction using distributed storage for keeping track of the exchanged data. Smart contracts on top
of the blockchain define individually the rules upon which contractors exchange resources (quantity,
quality, price), eliminating third-party intermediaries and cutting down extra expenses and accelerating
the operations rhythm [69].

Blockchain can contribute to maximizing social welfare for energy delivery through managing
tamper-proof energy supply transactions in absolute transparency, providing the metering
fundamentals as well as billing and clearing processes. It is also suitable for extended applications
such as ownership certificates, asset management, proof of origins, copyrights and emission limits
in addition to renewable energy quality standards [69]. All and more are features that also help to
empower the role of small renewable generations that belong to prosumers and monetize their assets.
Thus, it supports the two essential desired features in the smart grid security and distribution.

The study in [70] provides a systematic classification of the latest blockchain research projects and
startups’ experiences in the energy sector applications. It also analyzes the opportunities, potential
challenges, and limitations of using a number of examples on peer-to-peer (P2P) energy trading in
decentralized marketplaces with the latest technological inventions, notably the Internet of Things
(IoT) and e-mobility.

Going back to the microgrids, authors in [71] put forward a blockchain-based framework for a
microgrid as an aggregated prosumer to optimization-decentralized transactive energy management,
and support secure the interactions among different energy sectors.

In practice, existing energy market mechanisms are still a bit far from getting replaced by blockchain
models since they do not completely cope with current legal regulatory frames. Furthermore, the
technology itself has not reached the desired certain maturity [69].

5. Discussion and Conclusions

In this article, we examined the existing approaches to address cyber-physical security from a
microgrid perspective. As explained above, the work on the smart grid application, in general, lacks
approach intersections, and is still being dealt with from separate domains in the research world.
Although using the microgrid model to carry out experiments on the cyber-physical security has plenty
of practical justifications attributed to the important role it plays in paving the way towards smart
grids, the microgrid’s context was mainly consulted owing to the relative simplicity in capturing and
recording interventions, either as an injected attack or control modification. For example, the islanded
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microgrids broached by a fair number of papers, especially the DC type, have unarguable merits in
terms of autonomy. However, this will only leave us with specially tailored methods and solutions
that do not necessarily fit all cases.

Cybersecurity measures for energy systems still come as accessories and not as a built-in function.
In particular, for most of part, the electricity-related equipment that gets evolved at an exponential rate
makes it extremely difficult for cyber defenses” mechanisms to keep pace with this development in the
absence of up-to-date standards and common market trends. At least, securing the smart grid requires
a multidisciplinary approach, and economic and social development are usually forgotten or neglected
aspects in this process. Even the most remarkable technology inventions are useless without being
approved by clients.
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Abstract: Gas insulated substations (GISs) are broadly used for transmission and distribution in
electric power networks. Very fast transient overvoltage (VFTO) caused by SF4 discharge during
switching operations in a GIS may threaten the insulation of electrical equipment. In this paper,
anovel VFTO suppression method with great prospects in engineering, called the spiral tube damping
busbar, is proposed. The suppressing mechanism of the new method is analyzed. The structure and
the design characteristics of the damping busbar are introduced as well. Moreover, a calculation
method for the self-inductance of the damping busbar at high frequency is presented. According to
the structural characteristics of the damping busbar, the inductance effect on suppressing VFTO is
analyzed. A further improvement in damping VFTO is investigated by designing a spiral litz coil
connected in series with the busbar, which increases the damping effect. The simulation results show
that the improved damping busbar has a significant suppressing effect on the amplitude and the
frequency of VFTO.

Keywords: VFTO suppression; GIS; high-frequency inductance calculation; damping busbar

1. Introduction

Power system demands are increasing due to the increase in economic activities and national
developments. With the increase in demand, power systems operators have upgraded their transmission
systems to higher voltage levels in order to achieve economical and reliable power transfer between the
generation side and the demand side [1]. Therefore, high voltage and extra-high-voltage substations are
widely deployed in modern systems, and their number will be greatly increased in the near future [2].
Thus, gas insulated substations (GISs) have been widely used over the last three decades in power
systems and other fields such as intelligent transportation systems, high-speed trains, and underground,
because of their high reliability, easy maintenance, and small ground space requirements. The higher
personal and operational safety level and easy installation and commissioning make high-voltage GISs
in significant demand, particularly in heavily industrial areas, in comparison with conventional air
insulated substations (AIS) [3-7]. Although GISs have been involved in power systems for a long time,
with the development of GISs and the voltage level of transmission lines, many new problems are
occurring, such as very fast transient overvoltage (VFTO) caused by SF4 discharge during switching
operations in GISs. VFTO could cause damage to power devices. A reduction of the insulating
capability of the dielectric gas in GISs is caused mainly by the peak magnitude and high-frequency
oscillations of VFTO. The internal VFTO causes stress on the main insulation in the GIS, while the
external VFTO poses a threat mainly to the main transformer and the secondary equipment within the
substation [8]. These transients have extremely short rise time, in the nanoseconds range.

Several methods have been considered to mitigate such overvoltages [9,10]. VFT suppression
has been proposed by many researchers using a disconnector equipped with a damping resistor [11],
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a disconnector with reduced voltage during the opening operation (the so-called trapped charge voltage
(TCV)) [12], surge arresters [13,14], high-frequency resonators [15,16], magnetic rings of different
types [17-20], and VFTO mitigation by controlling the voltage conditions preceding voltage breakdown
in SFq gas [21,22]. It could be well observed from the literature that an accurate design using the
specific parameters of the GIS DS (Disconnector) contact system is required for VFTO mitigation by
controlling the voltage conditions preceding voltage breakdowns in the disconnector contact system.
As a consequence, additional costs will increase for new combinations.

Most of the suppression methods may require a change in GIS design and construction, which
makes them complicated and expensive with low reliability. Disconnecting switches fitted with
damping resistors and grounding switches were developed by Yamagata, Y. et al. [23]. The amplitude
of the VFTO was reduced by up to 25% after applying the damping resistor. However, the damping
resistor method showed limitations because any increment of the resistance leads the VFTO to be
decreased and the dimension of the disconnector to be increased. In addition, the dissipated power
requirements for the resistor are increasingly high. Furthermore, the slow operating speed of the GIS
DS (2-3 m/s) leads to nonability for arc extinction. As a result, the lifetime of the contactor is reduced
because of these nanosecond arcs.

TCV has been noticed on the load side of the disconnector after the occurrence of the last re-strike
when the disconnector opening operation is completed. Charge leakage across the insulators leads to
decay of the trapped charge, which is a prolonged operation, taking hours or days. During the next
closing operation of the disconnector, due to the slow contact speed, the first pre-strike occurs when
the source side and the load side have the same voltage with different polarity, where the load-side
voltage is TCV resulting from the previous operation. The main challenge in the TCV approach is the
optimum design of the disconnector which should be considered to achieve significant VFTO reduction
with an acceptable sparking time, as explained clearly by Chen, W. et al. [24].

Moreover, surge arresters can suppress the amplitude of the VFTO, but they have no effect on the
steepness. The difficulty in using surge arresters is implementing the optimum number of arrester
discs for a noticeable damping effect and at a convenient location. The appropriate location of surge
arresters in order to eliminate VFTO was investigated by Yadav, D.N. [25].

It could be well seen from the literature [15,16] that the main disadvantage of the cavity resonator
method is the absorption of VFTO energy in only a narrow band of its broad frequency spectrum.
Consequently, there is no observed damping effect when the resonant frequency of the resonator does
not fit the dominant harmonic component of the VFTO. However, compared with the ferrite ring
method, the magnetic rings become saturated in high current under high frequency and lose their
suppressing effect, as confirmed by Rama Rao, J. V. G. et al. [26]. Furthermore, ferrite magnetic rings
are still in the experimental stage, and they may have no obvious suppressing effect on VFTO.

As a consequence, in order to ensure the reliability of substations, it is essential to carry out
research on suppressing VFTO. This paper presents a design of a damping busbar to suppress VFTO.
We hollow out the conventional busbar to a spiral tube, and then the busbar conductor is changed into
a series circuit with a multiturn hollow inductance coil and multiturn gap; based on this, paralleling
the damping resistance with the newly designed spiral tube inductance circuit, the spiral tube damping
busbar is formed. The mechanism of VFTO suppression by the proposed damping busbar is analyzed,
and the distributed equivalent circuit is established. Furthermore, an illustrative structure of the
damping busbar is introduced. VFTO with the proposed damping busbar is simulated, and the
suppression effects before and after installing the damping busbar are compared. An improved design
of the damping busbar is proposed, and a higher damping effect is verified.

The remainder of this paper is structured as follows. In Section 2, the suppressing mechanism of
the new method is analyzed. The simulation results and the damping effect of the damping busbar are
discussed in Section 3. In Section 4, the influence of the inductance value of the damping busbar on
suppressing VFTO is investigated. An improved design of the damping busbar in order to increase the
suppression effect is proposed in Section 5. This section presents an investigation on a spiral coil made
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of litz wire, used to damp VFTO. Such winding meets the requirement of sufficient resistance to damp
VFTO. Section 6 summarizes the damping effects of the damping busbar and the improved design.
Finally, conclusions are drawn in Section 7.

2. The Suppression Mechanism of the New Method

Several studies have shown that VFTO is generated as a superposition of multiple different reflected
electromagnetic waves with complex nonharmonic time dependence and covers a wide frequency range
from 100 kHz to 100 MHz [27]. The wavefront steepness, amplitude, and high-frequency components
of VFTO can be suppressed by inductance and resistance. Based on this, this research proposes a VFTO
suppression method—the spiral tube damping busbar—located before the disconnector switch (DS),
as shown in Figure 1b. At the rated frequency, the damping busbar transmits current and voltage
waves like a normal busbar, but when VFTO passes through the damping busbar, it will be suppressed.
Also, the energy of the travelling waves is consumed by the resistance. When the resistance and
inductance of the damping busbar match each other, the biggest wave energy consumption can be
obtained and the best VFT damping can be achieved.

?’th/!

e
N\\\\lm\\m.«uwxw

f,‘,m\um“

Damping busbar

(@) (b)

Figure 1. The new damping busbar installed in a gas insulated substations (GIS): (a) general view of
the damping busbar with its components; (b) the placement of the damping busbar.

2.1. The Structure of the Damping Busbar

The conventional GIS busbar was hollowed out into a spiral tube, and the busbar conductor
was changed into a series circuit with a multiturn hollow inductance coil and a multiturn gap; then,
we paralleled the damping resistance with the spiral tube inductance circuit. This method increases the
active losses of the busbar by changing the wave impedance of the busbar. As a result, the transient
energy is consumed, and the amplitude of the VFTO is reduced. Thus, the main components of the
spiral tube damping busbar are (a) a spiral tube damping busbar made by screwing out the conventional
busbar to a spiral slotted solenoid busbar; (b) solid metal oxide resistors with an antipulse voltage
function as the noninductive damping resistors, as shown in Figure 2; and (c) electrical connection tools.
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b Copper screw High-strength epoxy support

Spiral slot

Resistance bar Parallel copper wire

Figure 2. The structure of the damping busbar.
2.2. The Equivalent Circuit of the Damping Busbar

The equivalent circuit of the damping busbar is resistance and inductance connected in series
with the GIS bus, as shown in Figure 3. L;(i = 0,1,2, ... ) represents the inductance of each unit coil
of the metal spiral tube conductor. R; and Lg;(i = 0,1,2, ... ) represent the noninductive resistance
and its residual inductance of the parallel connection of each turn, respectively, and the value of the
resistance can be adjusted to achieve the best damping effect. gi(i = 0,1,2, ... ) is the hollowing gap of
the damping busbar and 7;(i = 0,1,2, . .. ) is the arcing resistance of the gap, which represents the losses
formed by the discharge channel.

LRn-1

i iciis ciice pe e ciee

Figure 3. The distributed parameters of the equivalent circuit of the damping busbar.

Inductance Calculation of the Damping Busbar at High Frequency-Damping Busbar Parameters

The purpose of this section is to calculate a fairly precise value of the inductance. Determining the
inductance was carried out by studying the effect of high-frequency fields with all the geometrical
parameters of the busbar [28]. To this end, a calculation method for the self-inductance of the damping
busbar at high frequency was developed and analyzed by the finite element method (FEM). In order to
design the damping busbar, we needed to use a simulation method to obtain the VFTO waveform and
then calculate the VFTO distributions. Thus, the mathematical expression of the VFTO waveform was
theoretically calculated using the curve fitting method to get the fitting data of the VFTO waveform [29].
Then, the curve fitting method was applied to get the fitting data of the associated very fast transient
current (VFTC) waveform for a single SFq gas discharge. Due to VFTC being assigned as current
excitation for the simulation procedures, the VFTC equation was obtained for Fourier 8, with goodness
of fit parameters R-square = 0.9768 and adjusted R-square = 0.9759.
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8 8
VFTC(t) = ap + Zui -cos(iwt) + Z b;.sin(iwt) (1)
i—1 i=1

Table 1 illustrates the coefficients of the VFTC equation.

Table 1. Coefficients of the very fast transient current (VFTC) equation.

Values
i 0 1 2 3 4 5 6 7 8
a; 1025 403.3 -7.241 8095 -288  46.59 2315 1149 1881
b; 0 642.6 2540 3334 -8084 1619 -859.5 1063  —1489

©  1372x107

The aim of the simulation study was to calculate the equivalent inductance of the damping busbar
at high frequency, so some assumptions were proposed for ease of simulation. In this paper, the simple
geometry model was imported into ANSYS Maxwell, and the eddy current solution type was chosen.
However, this design depends on many variables according to ANSYS analysis: material properties
(aluminum); the geometry of the busbar (busbar body); and operating frequency and input current
(the VFTC frequency is 2 MHz and the VFTC peak value is 8256 A—see Equation (1)—for singular
switching opening operation, as shown in Figure 4). All of these can be included in design sweeps
to study how the impedance matrix—and, therefore, the inductance—is affected by changes in these
properties (frequency sweep setup: set the frequency field from 1 to 2 MHz with 0.1 MHz step size).

1 10" ‘ VFTQ for sir}gular gwitc}ﬁpg ope‘ration at 0.01?5 sec.

0.51 /\ {
WY RNNAY
2 J

= | / \/

-0.5¢ \/ ]

_ 1 1 1 1 1 1 1 1 1
0.6195 0.0195 0.0195 0.0195 0.0195 0.0195 0.0195 0.0195 0.0195 0.0195 0.0195
t[s.]

Figure 4. VFTC for a single breakdown at 0.0195 s.

The simulation results show a decrease in the inductance value of the damping busbar taking
place for different frequencies, as illustrated in Figure 5. Notably, however, Figure 5 shows that the
inductance value of the damping busbar is 0.33656 mH at 2 MHz. As a consequence, the damping
busbar parameters are illustrated in Table 2.
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Figure 5. Inductance calculation of the damping busbar at high frequency.

Table 2. Damping busbar parameters.

Parameters

Number of Turns Units Resistance per Unit [()] Inductance [mH]

6 Resistors in parallel

Value 28 14 Req./unit = 20 O

0.33656

3. Simulation Results

3.1. Modelling of a 1000 kV GIS

The equivalent circuit diagram of a 1000 kV GIS was simulated by using EMTP (Electromagnetic
Transients Program) simulation in order to study the VFTO with and without installing the damping
busbar [30]. However, the high-frequency characteristics of VFTO led to simulating GIS components
as capacitances dominating the other parameters. In order to model the GIS bus duct, distributed
parameters and lumped elements can be utilized. Surge impedance and wave velocity could be
calculated for a GIS section of any length by using the physical dimensions of the bus duct [31,32].
In the following equations, C and L are self-capacitance and inductance, Z is surge impedance, and V
is wave velocity in the GIS [33,34]:

_ 2mépey
= InR/7r’ @
_ Hokr %
L= o In p 3
L 1 Woltr . R
7= 7==— In— 4
VC 2n\/£osrnr' @
V= L (5)

VLC

Figure 6 shows the equivalent circuit of a 1000 kV GIS using EMTP simulation after installing the
equivalent circuit of the damping busbar, as illustrated in Table 2.

Let r be the inner radius of the GIS shell and R be the inner radius of the GIS bus. In addition,
€0 = 8.85418782 x 10712 F/m, ¢, = 1.0024 and g = 47 x 1077 H/m. According to the dimensions of
the GIS busbar, the calculations showed that the propagation velocity is 295 m/ps and the surge
impedance is about 93.382 ohm/m.
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Figure 6. The equivalent circuit of a 1000 kV GIS after installing the damping busbar.

3.2. Discussion

As shown in Figure 7a, when the disconnector is opened, the VFTO for the whole process at the
power supply side appears as a superposition of high-frequency transients and a sine wave. After
SF¢ gas discharges, the disconnector gap restores the insulation state; then, the current disappears,
the high-frequency transient components gradually decay, and, finally, the voltage wave continues as
a sinusoidal wave with the supply voltage.

In addition, the VFTO for the full process at the load side has an approximate step shape, which
is a superposition of high-frequency transients and a stepped wave. Each step of the ladder wave
corresponds to SFg gas breakdown, the step magnitude is the breakdown voltage, and the narrow
pulse at the ladder edge is the highest frequency of the VFTO, as shown in Figure 7c.

Moreover, the VFTC for the whole process is the superposition of high-frequency transients with
zero current amplitude. When the critical breakdown voltage (BV) of the SF4 gas is equal to the
transient recovery voltage of the gap, the SF4 gas collapses and the gap transfers from the insulation
state into a conductive state; then, the circuit produces a high-frequency transient current, as shown in
Figure 7e. Additionally, when the critical breakdown voltage of SFs gas exceeds the transient recovery
voltage of the gap, the current disappears during discharge of the SF¢ gas.

The simulation results show that the maximum amplitude of the VFTO decreased from 1.554 to
1.13 p.u., which means that the damping busbar functioned as a VFTO suppressor. The damping effect
of the new design is evident from the simulation results, and the mitigation effect was about 27%.
Table 3 illustrates the transient characteristics of the VFTO waveform under opening operation before
and after installing the damping busbar. A singular switching operation (opening) of the disconnector
was simulated in EMTP-ATP (Alternative Transients Program) software.

6
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Figure 7. Cont.
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Figure 7. Very fast transient overvoltage (VFTO) and VFTC waveforms: VFTO at the source side
(a) before installing the damping busbar and (b) after installing it; VFTO at the load side (c) before
installing the damping busbar and (d) after installing it; VFTC (e) before installing the damping busbar
and (f) after installing it.

Table 3. The transient characteristics of VFTO under an opening operation at the load side before and
after installing the damping busbar.

Simulation Result
VFTO Characteristic Parameters tmuation Resutts

Before Installing the  After Installing the

Damping Busbar Damping Busbar
Rise time [ns] 10 30
Average breakdown steepness [kV/ns] 71.53 48.725
Maximum amplitude of VFTO [p.u.] 1.554 1.13
Average voltage overshoot coefficient 0.487 0.244
Delay time [us] 244 47.2

4. Inductance Effect on Suppressing VFTO

When VFTO passes through the inductance, the wavefront is smoothed, its steepness is reduced,
and the amplitude is decreased. The inductance L; increases the round-trip time of the travelling wave,
which in turn leads to a reduction in the high-frequency components of the VFTO. The travelling wave
leads to a higher voltage on the inductance of the small circuit, which causes the parallel resistance
R; to absorb the travelling wave energy, increase the consumption of active power, and reduce the
amplitude of the VFTO.

The inductance value of the damping busbar is an important factor for an obvious VFTO
suppression effect. The limitation on the steepness of the transients is a result of the inductance effect
of the damping busbar. Figure 8 describes the influence of the inductance value on VFTO suppression
at the load side during transient phenomena.

The more considerable value of the equivalent inductance of the damping busbar leads to
an obvious suppression effect. Table 4 illustrates the transient characteristics of the VFTO waveform
under an opening operation for different values of equivalent inductance of the damping busbar.
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Figure 8. Influence of the inductance value on VFTO suppression at the load side of a 1000 kV GIS: at
inductance values (a) L = 0 mH, (b) L = 0.3 mH, (¢) L =3 mH.

Table 4. Influence of the equivalent inductance of the damping busbar on VFTO suppression.

Simulation Results

L=03

VFTO Characteristics Parameters

L=0mH mH L=3mH
Rise time [ns] 10 30 35
Maximum amplitude of VFTO [p.u.] 1.554 1.13 1.0

It can be observed that a higher damping effect was achieved by increasing the equivalent
inductance of the damping busbar. Furthermore, increasing the inductance value can damp the VFT
waveform’s front. It is also helpful for absorbing the sharp spikes of the VFT since surge arresters do not
act quickly enough to prevent steep-fronted switching transients. Therefore, installing an additional
spiral coil with the damping busbar is highly valuable to attenuating the effects of VFTs. For this reason,
a spiral coil of resistive litz wire was designed to be installed in the helical groove and connected in
series with the damping busbar.

5. The Improved Design of the Damping Busbar

A further enhancement of the suppression effect was investigated by designing a spiral litz coil
connected in series with the busbar, which increases the total inductance value. In order to design the
spiral coil, an algorithm based on air-gap calculation was developed. This algorithm designs a spiral coil
for a specific inductance value, which was determined as an input value. Other parameters, such as
VEFTC characteristics and the number of turns of the damping busbar, were also inserted in the input data.

Furthermore, litz wire was chosen for the improved design because it is mostly used for the
frequency range 10 kHz to 2 MHz. The main advantage of this configuration is to minimize the
power losses due to “skin and proximity effect”, and it is desirable in high-frequency applications
as well. Sullivan, C.R. and Zhang, R.Y applied a simple method for a suitable litz wire design [35].
The flowchart of the procedure used to calculate the spiral coil design parameters is shown in Figure 9.
By determining the inductance value and the number of turns, then magnetic flux density could be
calculated. After that, the eddy power losses in the litz coil were calculated for the optimal design.
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However, we can divide the strand-level proximity effect into the internal proximity effect (the effect of
other currents within the bundle) and the external proximity effect, but the total proximity effect may
be considered a result of the total field at any given strand [36-38]:

nwzﬁds‘lnl m*nd?
Peddy,strand = 128p. + 4K,p?

(©)

where w is the angular frequency, [ is the length of the bundle, p,. is the resistivity of copper, p is the

pitch of the twisting, n is the number of strands in a bundle, d; is the diameter of each strand, Bz is
the peak magnetic flux density, and Kj is the strand packing factor. Thus, the AC resistance factor,
F; = Ryc/ Ry, for a litz-wire winding for arbitrary waveforms and 2-D or 3-D field geometries can be
expressed as follows:

~ Rae (mnNy)?ds6

F=-% oy 228
"7 Ry 192542

@)

Give design specification by determining the inductance value and number
of turns

Give specific parameters of VFTC: frequency and peak value

NzAc/’IO
I B

Air gap calculation / e =

Calculate magnetic flux density B g

Determine power losses in stranded litz winding

l

Apply the simple method outlined by Sullivan et al. for a suitable wire
design with critical condition

Output the litz coil configuration by determining the diameter of litz wire
and number of bundles

Figure 9. The flowchart of the procedure to calculate the litz coil design.

2
The power loss in a stranded-wire winding is derived from P = F,P, = F,I n’gs‘l, where A is
S

the cross-sectional area of a strand. Consequently, by inserting the operating frequency, the AWG
(American wire gauge) can be chosen (i.e., when frequency range is from 1.4 MHz to 2.8 MHz, then the
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best choice is AWG = 48), which means that about 70% loss reduction is achieved. Eddy power losses
were calculated, and the final design was determined according to the critical factor (diameter of litz
wire no more than the width of the spiral slot on the damping busbar surface).

The aim of calculating the air gap was to determine the magnetic flux density in order to calculate the
power losses in the litz wire for the optimal design of the coil. Thus, for a typical design, we completed
the following:

Determine A, of the core, which was an aluminum cylinder (busbar body) in our study.
Determine the number of turns which was commensurate with the design.
Determine the inductance value which achieves an effective design to avoid saturation.

=W

Calculate the air gap length as a first step to calculate the magnetic flux density in order to
calculate the power loss in the litz wire for the optimal design of the coil. Thus, the length of the
air gap was calculated by using Ampere’s law, as shown below:

N2A, 1o
fp =~ ®

Many different combinations of strand diameter and number of strands could be designed and
manufactured for any given cost. Thus, the number of bundles and, finally, the litz coil diameter could
be obtained using a critical condition (diameter of the litz wire no greater than the width of the spiral
slot on the damping busbar surface). The previously described technique was used to calculate the litz
coil design. Simulations were performed using MATLAB software by keeping the length of the coil,
number of turns, and transient current parameters constant. The results are listed in Table 5.

Table 5. Simulation results for the litz coil design.

Inductance Value Simulation Results for Litz Coil Design

[mH] Number of Number of Strand Diameter .
Bundles Strands [mm] Construction Type
0.1 5 140 0.899 . .
03 5 140 0.838 Strancied Gl:tzz wire,
3.0 5 140 0.702 YP

It is worth noting that the inductance value of both the damping busbar and the spiral litz coil
was calculated at 2 MHz. An accurate choice of construction type of the litz design leads to a higher
capability for greater current carrying capacities. The larger Type 2 and 3 litz designs have this
essential feature for high-frequency power supply, inverter, and grounding applications. A Type 2 litz
construction is distinguished by bundles of twisted wires together, while Type 3 features individually
insulated bundles of Type 2 litz wire [39]. As a consequence, in this study we aimed to add a spiral
litz coil located in the sweeping spiral on the surface of the damping busbar in order to improve its
performance in VFTO mitigation. EMTP simulation was carried out to study the VFTO with and
without installing the improved damping busbar. L. = 0.1 mH is the equivalent inductance of the
spiral litz coil and Liyspar = 0.33656 mH is the equivalent inductance of the damping busbar. Thus,
Leq. = 0.43656 mH is the equivalent inductance of the improved damping busbar. The simulation was
set up based on Lgamp = 0.43656 mH, as presented in Figure 6. Thus, Figure 10b shows the higher
damping effect of the improved damping busbar. In order to clarify the damping effect, Figure 10d
illustrates the damping effect of the improved damping busbar for a singular switching operation
at approximately the same moment (0.013 s.). In order to clarify the higher damping effect shown
in Figure 10b, further details about the damping effect of the improved design are discussed in the
next section.
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Figure 10. VFTO waveform at the load side: (a) before installing the damping busbar, (b) after installing
the improved design of the damping busbar; VFTO at the load side for one breakdown at 0.013 s: (c)
before installing the damping busbar, (d) after installing the improved design of the damping busbar.

6. Summary

In this work, a higher damping effect was investigated by designing a spiral litz coil connected
in series to the damping busbar, which increased the total inductance value. The simulation results
show that there was a considerable increase in the damping effect, as shown in Figure 10. Furthermore,
improving the design and material type could be useful to achieving an optimal suppressing effect.
The main advantages of this improved design are the higher damping effect, accuracy, simplicity,
and ability to be used in any existing GIS without any change in the GIS design or construction.
The transient characteristics of the VFTO after adding a 0.1 mH litz coil are illustrated in Table 6.

Table 6. The transient characteristics of VFTO under an opening operation at load side with and
without installing the spiral litz coil (0.1 mH).

Simulation Results

VFTO Characteristics
Parameters Without Damping . Spiral Litz Coil in Series
Busbar Damping Busbar Only with the Damping Busbar
Rise time [ns] 10 29 31
Maximum amplitude of
VFTO [p.u.] 1.554 1.13 1.081

Another obvious advantage of this improved design is no magnetic saturation problem and
mitigation of the overvoltage magnitude due to dissipation of the transient energy in the damping
resistance. On the other hand, litz wire has been classified as a cost-effective choice to reduce eddy
current loss in high-frequency transformer and inductor windings. Some solutions could be successful
in increasing the dielectric strength for a high voltage level or for safety requirements, like adding
thermoplastic insulation such as PTFE, which could be used for bundle insulation on litz wire in some
applications [36].

The proposed improved damping busbar has limitations when thermoplastic insulation is added
due to the extra cost. So, in future work, it will be fundamental to develop the design to improve the
estimation quality to meet the industry’s requirements for low costs. However, compared with other
existing expensive VFTO suppression methods that require changes in GIS design and construction,
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the proposed method can be easily implemented in any existing GIS without any change in its structure,
making it very cost-effective. Therefore, it is necessary to use simulation calculations to optimize the
insulation reliability of the uniform electric field and increase the insulation of the busbar. Table 7
shows the mitigation effect of different damping methods, including the new method.

Table 7. Comparison of different mitigation methods with the new damping busbar.

Method Mitigation Effect
Damping resistor Up to 25%
Slow-acting disconnector (low trapped charge voltage) (15-25)%
High-frequency resonator Up to 20%
Ferrite rings Up to (10-30)%
Damping busbar (22.22-52.94)%

7. Conclusions

A new method to suppress VFTO was proposed, called a damping busbar. The mechanism
of this new method was analyzed. A calculation method for the self-inductance of the damping
busbar at high frequency was presented. Moreover, the inductance effect of the damping busbar
on VFTO suppression was studied as well. As a result, the amplitude of the VFTO was reduced by
approximately 27% after applying the damping busbar. A further enhancement of the suppression
effect was investigated by designing a spiral litz coil connected in series with the busbar, which
increased the total inductance value. Consequently, a good damping effect was achieved by utilizing
the inductive and resistance arrangement which was formed by the improved design of the spiral tube
damping busbar. The conclusions are as follows.

1. We proposed a new design which has a significantly better damping effect when compared with
other existing suppression methods. The proposed damping busbar can be easily implemented
in any existing GIS without any change in its structure and is therefore very cost-effective.

2. We investigated a calculation method for the self-inductance at high frequency.

3. Weimproved the performance of the damping busbar by adding a spiral litz coil connected in
series with the busbar in order to enhance the suppression effect, and we developed an algorithm
based on air gap calculation to design the litz coil.

4. We compared the damping effect with and without the damping busbar and the improved design.

However, research on improving the proposed design to increase the equivalent inductance value
by increasing the length of the busbar and the number of turns has to be considered. Many different
adaptations, tests, and experiments should be investigated in future work (i.e., experimental study of
a 1000 kV GIS station VFTO after installing the improved damping busbar).
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Abstract: The configuration is essential to diagnose the status of the grounding grid, but the orientation
of the unknown grounding grid is ultimately required to diagnose its configuration explicitly. This
paper presents a transient electromagnetic method (TEM) to determine grounding grid orientation
without excavation. Unlike the existing pathological solutions, TEM does not enhance the surrounding
electromagnetic environment. A secondary magnetic field as a consequence of induced eddy currents is
subjected to inversion calculation. The orientation of the grounding grid is diagnosed from the equivalent
resistivity distribution against the circle perimeter. High equivalent resistivity at a point on the circle
implies the grounding grid conductor and vice versa. Furthermore, various mesh configurations including
the presence of a diagonal branch and unequal mesh spacing are taken into account. Simulations are
performed using COMSOL Multiphysics and MATLAB to verify the usefulness of the proposed method.

Keywords: grounding grid; magnetic field; orientation; transient electromagnetic method (TEM)

1. Introduction

The grounding grid ensures the safety of personnel and power equipment in the substation facility.
It also provides stable voltages to the equipment without disturbing the continuity of supply. The main
aim of the grounding grid is to provide a low impedance path to fault currents caused by lightening strikes,
short circuits, and switching surges [1-4].

The grounding grid is a lattice of horizontal bare conductors extending across the entire area
of the substation. It is mainly made up of steel, galvanized steel, copper, copper clade steel, etc.
Practically, the mesh size of a grounding grid varies from 3 m to 7 m with a depth from 0.7 m to
1m [5]. As the grounding grid is hidden inside Earth, vertical conductors are the only access points
from the Earth’s surface. Moreover, fault currents are effectively dissipated into the Earth via vertical
grounding rods that connect the grounding grid with low resistivity soil. Based on the substation
configuration, the grounding grid mesh may be of equal or unequal spacing and may have a diagonal
branch. The optimized configuration of the grounding grid plays a vital role in improving its efficiency.
Therefore, the configuration is frequently modified, which is achieved by changing the mesh and adding
vertical grounding rods [6,7]. A typical grounding grid is shown in Figure 1.

Grounding grid resistance (Rg), ground potential rise (GPR), maximum touch voltage, and maximum
step voltage are the key parameters for measuring the performance of the grounding grid [5]. The step and
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touch voltages are influenced by the GPR and the configuration of the equipment in a substation. In case
of a lightning strike, the step and touch voltages are the significant factors to improve the safety of the
grounding grid [8,9]. After years of operation, grounding conductors corrode and even break. Corrosion
occurs due to the presence of water particles and air gaps in soil. Corrosion and breakpoints reduce the
efficiency of the grounding grid, which can cause serious damage to the equipment, as well as personnel.
Therefore, the stable operation of the grounding grid requires regular diagnostic tests.
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Figure 1. Grounding grid and its characteristics.

In essence, the performance analysis of unknown grounding grids is comprised of the following
stages: fault diagnosis, configuration detection, and orientation detection; the former being dependent on
the latter. Out of the three stages, orientation detection is the least addressed stage in spite of being very
basic to the performance analysis of the unknown grounding grid. This is because the existing literature
has considered the orientation of unknown grounding grids as parallel to the substation boundary, which
practically may differ and leads the existing methods of configuration detection to ultimately fail [10].
Therefore, this paper proposes the transient electromagnetic method (TEM) to diagnose the orientation
of the unknown grounding grid. Furthermore, the proposed method is validated for different mesh
configurations of the grounding grid.

2. Related Work

There has been growing interest in fault diagnosis as excavation is resource intensive both in terms of
time and effort. Recent studies on fault diagnosis of the grounding grid can be categorized into electric
network methods [11-14], electromagnetic methods [15-18], electrochemical detection methods [19], and
transient electromagnetic methods [16,20]. Electrical network methods are based on the surface potential
difference and port resistance. These methods have low accuracy as the surface potential difference and
port resistance are very small even if the grid is broken. Electromagnetic methods are based on processing
the surface magnetic intensity once the current is injected in the grid. The accuracy of these methods
depends on soil resistivity. Once the soil condition is changed, re-measurements are required. Grounding
grid corrosion level is easily detected by the electrochemical method by measuring the electrochemical
properties between grounding conductors and soil. However, this method fails to diagnose breakpoints
in the grounding grid. In the transient electromagnetic method, equivalent resistivity is calculated by
performing fast inversion calculations on the secondary magnetic field. Faults in the grounding grid are
diagnosed from the distribution of equivalent resistivity.

The configuration or topology plays a vital role in the performance of the grounding grid. It is
also an essential requirement for fault diagnosis. Although the drawing layout of the grounding grid
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shows its complete configuration, it is prone to human error, leading to spoilage or loss. Research on
the configuration detection of the grounding grid is limited. The derivative method was used by [21,22]
to measure the grounding grid configuration. The drawback associated with the derivative method
is the occurrence of false peaks due to the surrounding electromagnetic environment. The transient
electromagnetic method (TEM) was used by [23] to determine the grounding grid configuration. Measuring
points with high equivalent resistivity and low magnetic intensity showed the presence of the grounding
conductor. Furthermore, the wavelet edge based detection technique was utilized by [24] to image the
configuration of the grounding grid.

Currently employed methods of configuration detection have assumed grounding grid orientation
parallel to the substation boundary. This makes the grounding grid orientation parallel in the plane of the
Earth. Practically, the orientation of unknown grounding grids is not known. In such a scenario, existing
configuration detection methods fail to deliver accurate results [10]. Although [25] utilized magnetic
detection electrical impedance tomography (MDEIT) to measure grounding grid configuration irrespective
of its orientation, this method requires numerous measurements. Figure 2 illustrates the parallel and
non-parallel orientation of the grounding grid with respect to the substation boundary.

Yy Yy
GTOl:}ldiﬂg Grid G-rowing Grid
Substation Substation
A/Boundary ‘/Boundaly
X X
(a) (b)

Figure 2. Grounding grid orientation with respect to the substation boundary. (a) Grounding grid oriented
parallel along the substation boundary. (b) Grounding grid with non-parallel orientation along the
substation boundary.

The literature on grounding grid orientation detection is extremely limited. Existing methods
regarding orientation detection only include the derivative method [10,26]. This method is based on
the derivative of the surface magnetic flux density and the concept of locating the geometrical object in
the polar plane. The derivative method [10,26] performs well only when the substation electromagnetic
environment (EME) is ignored, otherwise the method collapses. The effect of EME on the derivative
method is illustrated in Figure 3. This figure is comprised of the following: Figure 3a is the original signal
(magnetic flux density §Z) from the grid [26]; Figure 3b is the surrounding EME signal; Figure 3c is the
magnetic flux density M, when B, and EME signals are combined; and Figure 3d is the derivative of
M. False peaks along true peaks are originated, distorting the result completely. The incorrect resulting
consequences come from the EME enhancement due to the derivative.

This paper employs the transient electromagnetic method (TEM) to diagnose the grounding grid
orientation without soil excavation. Unlike the derivative method, TEM is independent of the current
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injection that brings the disturbing inhomogeneity of the surface magnetic flux density. Furthermore, it
does not enhance the effect of surrounding EME. The feasibility of the proposed method is also tested
for various complex mesh configurations. This incorporates the presence of the diagonal branch and
unequally spaced grid configuration.
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Figure 3. Influence of the surrounding electromagnetic environment (EME) on the derivative method.
(a) Surface magnetic flux density B pertaining to the grounding grid in [26]. (b) Surrounding EME.
(c) Mixed signal M, of magnetic flux density B and the surrounding EME. (d) Derivative of mixed signal
M. This signal contains fake peaks due to the presence of EME, which causes the identification of true
peaks to be impossible.

3. Transient Electromagnetic Method

The transient electromagnetic method (TEM) is widely used for geological exploration of underground
minerals [27-29]. It is an effective method for determining the electrical resistivity of underground
layers [30], as well as the fault diagnosis of the grounding grid [16,20].
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Mlustrated in Figure 4 is a typical TEM system that includes a transmitter-receiver pair to transmit
and receive magnetic fields. The primary magnetic field is produced by injecting the pulse current of the
ramp wave in the transmitter coil. The time varying primary magnetic field induces eddy currents in
the grounding conductors. The secondary magnetic field due to the induced eddy currents is recorded
above the surface by the receiver coil. This coil is located in the center of the transmitter coil. Inversion
calculation of the induced electromotive force (emf) in the secondary coil is obtained utilizing equivalent
resistivity imaging equations based on the smoke ring concept [31]. The location of grounding conductors
is determined from the equivalent resistivity and magnetic field distribution. High equivalent resistivity
and low magnetic field indicate the presence of the grounding conductor and vice versa.

Receiver, ",

Secondary Field
! 2"+ Primary Field
o

Primary Field 4 &,

"« Transmitter Loop

Grounding Grid

Figure 4. A typical transient electromagnetic method (TEM) system probing the underground grid.
The primary magnetic field due to the transmitter coil interacts with the grid buried in the soil and
induces eddy currents. Induced eddy currents produce a secondary magnetic field that travels upward to
the Earth’s surface and collected by the receiver coil placed in the center of the transmitter coil.

The vertical component of the secondary magnetic field in the center of transmitter coil is expressed
as [32]:

L[ 3 _, 3
HZ—Z;M{ Ve +(12uz)erf(u)} M

where 7. is the radius of the transmitter coil, I;c is the magnitude of transmitter current, u is the transient
magnetic field parameter, and er f (1) is the error function expressed as:

erf(u) = \% ./Ou e dt ()

The induced electromotive force E(t) is obtained as [32]:

E(t) = UI% [3erf(u) - %u@ + 2u2)e“2:| (3)

tc

where ¢ is the conductivity of the underground medium. The transient magnetic field parameter u is

[ o2
_ P
u= ym (4)

expressed as:
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The conductivity ¢ is obtained from (4) as:

4t
"k ©
c
Inserting ¢ in (3), E(t) becomes:
_ Itf]”l _ i 2y ,—u?
E(t) = T 3erf(u) ﬁu(3+2u )e 6)
A function F(u) is setup using (6):
2 2 AP tE(t)
Berf(u) — —=u(3+2u?)e " — =2 =0 7
Flu) (3 +20) i @)
2 o 2 AuPrictE(t)
F(u) =3erf(u) — —=u(B+2u")e " — ————= 8
(1) = Berf () = —=u(3 + 20%) i ®
As resistivity p is reciprocal to conductivity o, so the apparent resistivity in terms of u is given by:
2
Ml
£ =t
plt) = Lk ©

Employing the iterative method in (8), the transient magnetic field parameter u is determined.
The vertical depth d(m) and downward velocity v(m/s) of the induced eddy currents can be

calculated as [31]:
4 tp
d=— ]+ (10)
v\ u

_2 /e

where f is the sampling time and y is the permeability of the medium. Downward velocity v(m/s) between
two consecutive time samples is expressed as:

U= M (12)
tivy =t

where t; and t; 1 are the two consecutive time samples and d; and d;; are the corresponding vertical

depths. Comparing (11) and (12) yields:
di+1 — di 2 1Y
= [ £ 13
tipn—ti T\ tu (13

42
or = (77;?’) (d1+1 dl) (14)

(tiy1 — ti)?

90



Appl. Sci. 2019, 9, 5270

where p, is the equivalent resistivity. Taking two consecutive time samples t; and t; 1 into account, (10) is
expressed as:

4
diyg —di = Wei {\/ tit1pit1 — +/ tz’Pz} (15)

Inserting (15) into (14), the equivalent resistivity p, is equal to:

2
o — 4{—\/1“9’“ lez] (16)
tiy1 — 1
where t = “*127“’ is the average of two consecutive time samples and p, equals:
2
V1o — Vi || b + i
pr = 4{ e ’pl} S 17)
1 1

where p; is the apparent resistivity at the ith time sample.

4. Performance Evaluation and Results’” Analysis

In this section, a performance study to demonstrate the viability of the proposed method for orientation
detection of the grounding grid is conducted. The evaluation study was performed through simulations.
Simulations were performed using Comsol Multiphysics 5.0, a Finite Element Method (FEM) based tool.
Furthermore, the inversion calculations of the recorded magnetic field above the Earth’s surface were
performed in MATLAB, and the results of the calculations are presented graphically.

4.1. Simulation Model

The simulation model shown in Figure 5 features a square grid of dimensions 4 m x 4 m.
The conductors are labeled C; to Cj; and arranged such that the mesh dimensions are 2 m x 2 m.
The conductors were cylindrical steel rods of radius 0.01 m and conductivity 4.032 x10° S/m. The soil
considered was homogeneous with electrical resistivity equal to 5 QOm. The grounding grid was buried
0.5 m under the Earth'’s surface. The transmitter coil of radius 0.15 m was excited with a 16 A pulse current
of a trapezoidal wave. The secondary magnetic field was recorded 0.05 m above the surface at the center
of the transmitter coil after each 10 s for a total of 100 time samples after the transmitter coil current was
turned off. The transmitter coil was moved in a circle of radius 1 m along points P; to Pg such that the
angular displacement between adjacent points was 0.785 rad. The circle was centered at Node 5 acting as
pole, which in general must be identified from the position of the vertical conductor. According to IEEE
std 80-2013 [5], the length of the grounding grid branches varies from 3 m to 7 m. Therefore, the radius of
the circle must be constrained to be between 0 m and 3 m.

91



Appl. Sci. 2019, 9, 5270

4m

X (m)

Figure 5. Simulation model featuring the square grounding grid of dimensions 4 m x 4 m and mesh
spacing 2 m. Conductors are labeled C; to C1 and nodes 1 to 9. I; to I are the induced eddy currents
whose direction of flow is indicated by arrows. The TEM system is moved 0.05 m above the surface along
circle of radius 1 m from point P; to Ps.

Employing the inversion calculation for the secondary magnetic field of Figure 5, the corresponding
equivalent resistivity p, is plotted in Figure 6. Here, p, is high at points P;, P;, P5, and P, illustrating the
presence of conductors Cy, Cyo, C3, and Cg at analogous points. For instance, the equivalent resistivity at
P; was high due to the opposite flow of eddy currents I3 and I in C4. Keeping in view the rectangular
geometry of a typical grounding grid and the characteristics of the polar coordinate system, it is inferred from
Figure 6 that the grid was oriented parallel in the plane of the Earth (parallel to the substation boundary).
Furthermore, the secondary magnetic field along P; to Pg is shown in Figure 7. Here, the average value of
the magnetic field is plotted against each point. Due to the fact that the magnetic field from a medium is
inversely proportional to its resistivity, Figure 7 shows an inverse relation with Figure 6. Therefore, H, was
low at Py, P3, Ps, and Py, confirming C4, Cy9, C3, and Co.
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Equivalent Resistivity #p (Qm)

005

P ) 23 P; Py Ps Pg P, Py
Measuring Points on Circle

Figure 6. Equivalent resistivity p, along the circle from P; to Ps. High p; at P;, P3, P5, and P; corresponds
to the presence of conductors Cy4, Cq, C3, and Cy. C4 at 0 rad, Cyg at 1.57 rad, C3 at 3.14 rad, and Cg at 4.71
rad along the circle showed the parallel orientation of the grid in the plane.
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Figure 7. Average magnetic field intensity H, along the circle from P; to Pg. H; is low at Py, P3, P5, and
P7, confirming the presence of C4, C19, C3 and Cy, and the parallel orientation of the grid in the plane
of the Earth.

4.2. Grounding Grid with a Diagonal Branch

Grounding grids exist in different configurations depending on the substation layout. A diagonal
branch often exits in grounding grids. To check the feasibility of the proposed method for the orientation
detection of the grounding grid with a diagonal branch, conductor C;3 was added to Figure 5. The model
with a diagonal branch is shown in Figure 8. C;3 connected Nodes 1 and 5. TEM was applied by moving
the transmitter-receiver pair in a circle from P; to Pg, and the result of equivalent resistivity p, is shown in
Figure 9. This time, p, was high at Ps as eddy currents I; and I, opposed each other in Cy3, validating the
presence of diagonal conductor Cy3. Contrarily, pr at Ps and P; decreased although conductors Cs and Cy
existed beneath them. This was due to unequal magnetic coupling as the mesh size had changed due to the
presence of diagonal conductor Cy3. Moreover, the average magnetic field H graph related to Figure 8 is
demonstrated in Figure 10. Diagonal conductor Ci3 was represented by low H at Ps.

Y (m)

o 1 2 3 4 2 (m)

Figure 8. Grounding grid with diagonal conductor Cy3. C13 connects Nodes 1 and 5 while carrying I} — I,.
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Figure 9. Equivalent resistivity p, of Figure 8. High p, at P; validates the presence of diagonal conductor
Ci3. Unequal magnetic coupling due to an unequal mesh size results in low p; at P5 and P;.
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Figure 10. Average magnetic field intensity H. along P; to P related to Figure 8. Here, diagonal conductor
Cy3 is indicated by low H at Ps.

4.3. Grounding Grid with Unequal Mesh Spacing

Demonstrating the feasibility of TEM for orientation detection of an unequally spaced grounding
grid, Figure 11 is taken into account. In this figure, conductors are labeled C; to C;; and nodes 1 to 9.
The dimensions of meshes M; and M, were 2.5 m x 2 m, and those of M3 and My were 1.5 m X 2 m.
Consider Node 5 as a pole and moving the transmitter coil along the circle from point P; to Ps.
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4m

X (m)

Figure 11. Grounding grid with an unequal mesh configuration. The dimensions of meshes M; and M, are
25m x 2mand M3 and My are 1.5 m X 2 m.

In Figure 11, when the transmitter loop was at measuring point P; with an angle of 0° and coordinates
(4.5,3), currents I3 and I; flowed in conductor Cy4 in the opposite direction and canceled each other out. Thus,
the current was less and so was the recorded magnetic field at measuring point P;. At points P, and Pg with
angles 45° and 315°, respectively, the downward electromagnetic signal coupled extensively with mesh My
and M3, thus inducing large eddy currents in the meshes. The recorded magnetic field at measuring points
P> and Pg was almost equal and higher than at measuring point P;. Furthermore, when the transmitter loop
was at measuring point P; with an angle of 90°, currents I3 and I, flowed in conductor Cjy with an unequal
magnitude and did not cancel each other completely. This was because of unequal magnetic coupling in
meshes My and M. Thus, the recorded magnetic field at measuring point P; was less than at point P, but
higher than at point Py. Similarly, the recorded magnetic field at measuring point P; was less than at point
Pg, but higher than at point Ps.

Figure 12 and Table 1 illustrate that due to weak magnetic coupling, the recorded magnetic field
at measuring points Py and Ps was almost equal and smaller than at measuring points P, and Ps. Thus,
the size of grounding grid meshes M; and M, was greater than the size of meshes M3 and My.
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Figure 12. Average magnetic field intensity H. along P; to P related to Figure 11. The large size of meshes
M and M, results in weak magnetic coupling, and therefore, H at P; and Pg is less than H; at P, and Pg.
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Figure 13 displays the distribution of equivalent resistivity p, calculated against the circle perimeter in
Figure 11. At point Py, o, was high since currents I3 and I flowed in conductor Cy in the opposite direction.
Thus, the current was less, and the equivalent resistivity o, was high. As depicted in Table 2, p, at points
P, and Pg in Figure 11 was low as compared to Figure 5. This was due to the small size of meshes My
and M3 and, therefore, the strong magnetic coupling in these meshes. On the contrary, p, was high at Py
and Py due to the large size of meshes M; and M, and, therefore, the weak magnetic coupling. When the
transmitter loop was at measuring point P3 with an angle of 90°, currents I and I3 flowed in conductor
Cjo with unequal magnitude and did not cancel each other. Thus, the calculated equivalent resistivity p, at
measuring point P3 was higher than at point P,, but smaller than at point Py. Similarly, p, at measuring
point P; was higher than at point Pg, but smaller than at point Ps.

Tibhihit
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Equivalent Resistivity £ (Qm)
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P P2 Pa Py Ps Ps Pr Ps

Measuring Points on Circle

Figure 13. Equivalent resistivity p, related to Figure 11. The large size of meshes M; and M results in
weak magnetic coupling and, therefore, p, at P4 and Py is higher than p; at P, and Ps.

Table 1. Recorded magnetic field based on TEM.

Average Magnetic Field Intensity (A/m)

Measuring Equal ﬁ’tll:s;;ll Unequal
Point Mesh . Mesh
Spacin; Spacing and Spacin;

pacing Diagonal Branch pacing

P 147.0995 264.8785 274.8785
P, 313.9748 340.748 330.748
Ps 114.8244 280.854 114.8244
Py 343.3893 313.9748 90.345
Ps 114.8244 313.9748 276.74
Py 343.3893 200.051 75.632
P; 114.2897 313.9748 114.8244
Pg 313.9748 313.9748 330.748
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Table 2. Equivalent resistivity calculated based on TEM.

Average Equivalent Resistivity ((0m)

Measuring  Equal i/il:sal: Unequal
Point Me§h Spacing and Mes.h

spacing Diagonal Branch Spacing
P 0.2889 0.2976 0.2916
P, 0.2752 0.2736 0.2758
P3 0.2889 0.2911 0.2889
Py 0.2752 0.2752 0.2933
Ps 0.2944 0.2752 0.2900
Ps 0.2752 0.2982 0.2944
Py 0.2889 0.2752 0.2889
Py 0.2752 0.2752 0.2758

Graphs of the equivalent resistivity p, and average magnetic field intensity H. illustrated the presence
of conductors C3 and Cy4 along the x-axis and conductors Cg and Cjg along the y-axis. It was deduced that
the grounding grid was oriented parallel to the plane of the Earth.

5. Conclusions and Future Work

Grounding grid drawings are often lost and mishandled, altering the status of the grid from
known to unknown. In this paper, a new method to measure the orientation of the grounding grid
was presented. The method was not only independent of the current injection that brought the disturbing
inhomogeneity of the surface magnetic flux density, but also did not enhance the effect of the surrounding
EME. The transmitter-receiver pair of the TEM system was moved along a circle above the surface such
that the vertical conductor acted as the pole of the circle. According to the mesh spacing of the grounding
grid between 3 m to 7 m, the radius of the circle was constrained between 0 m to 3 m. Once the equivalent
resistivity p, was determined from the secondary magnetic field H, high p, and low H, at a point on the
circle laid the basis for orientation detection of the grounding grid. Moreover, the proposed method was
also investigated for complex mesh configurations including the presence of a diagonal branch and an
unequally spaced mesh configuration. As an application, the paper used TEM to measure the orientation
of the grounding grid. Simulation results showed that the diagnosis was feasible.

There is a great need for further research to detect grounding grid orientation. This includes a
grounding grid with an unequal mesh spacing and a diagonal branch. Furthermore, the depth of the
grounding grid must also be considered in future research because it is critical for fault diagnosis.
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Abstract: Electric railways use a single-phase system, with the line comprising a trolley wire (TF)
that supplies power to the load with a neutral wire and an autotransformer (AF) feeder to absorb the
return current of the rail. Testing the performance of the protective relay that detects the fault of the
traction power-supply system (TPSS) and operates the circuit breaker is very important. Until now,
the performance test of protective relays for the TPSS has been conducted via a simple-steady test or
using an expensive real-time simulator. However, under a fast-moving environment in which the
load consumes a large amount of power, the protective relay must always detect faults and operate
properly. This paper proposes a digital simulator that enables the dynamic testing of protective
relays without using any steady test and expensive real-time simulators. This simulator includes both
external waveform import and internal waveform generation functions. Users can test the operation
of the protective relay by entering the waveform generated externally or internally into the protective
relay. Additionally, it has the ability to monitor the operating protection elements and pickup time
when the protective relay detects a fault and orders the circuit breaker trip.

Keywords: traction power-supply system; protective relay; digital simulator; monitoring and
controlling system; railway

1. Introduction

The fault of the traction power-supply system (TPSS) directly results in the operation disturbance
of railway trains because electric railways use electrical energy as an energy source. Therefore, system
faults must be quickly identified and responded to, which is achieved by protective relays. In other
words, protective relays are designed to monitor breakdowns and prevent breakdown impacts. Thus,
they are very important for the stable operation of the system [1-4].

The autotransformer (AT) feeding method, which is applied to electric railways in many countries,
supplies power to the line through an AT with twice the rated voltage of the load (i.e., train). In other
words, it comprises a trolley wire (TF) that connects the neutral point of an AT with the rail to supply
power to the load, and a feeder (AF) to absorb the return current of the load in the rail [5-8]. Unlike
the conventional electric power system, substations that serve as a power source have a disconnected
wire form instead of a network form; thus, short circuit fault at a distance from the power source can
be confused with the load current. Additionally, because the load of the TPSS has a large capacity
of approximately 15 [MVA] in terms of high-speed trains and rapid operation, the load current has
great variability. Accordingly, the AC TPSS is characterized by asymmetrical single phases due to
moving loads (such as trains); the TPSS characteristics differ significantly from conventional balanced
three-phase power systems.

In addition, it is essential to establish performance verification procedures at the development
stage because it is essential to ensure the reliability of the protective relay operation on railways
where safety is important. However, many studies have been conducted on the fault analysis of
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railway systems, but little research has been conducted on the performance evaluation of relays in
railways [9-12].

Generally, in power systems, the performance test of protective relay can be divided into steady
and dynamic tests. A steady test is a method of injecting a specific voltage and current into a protective
relay to determine whether it operates. A dynamic test tests the response characteristics of the
protective relay by injecting a waveform that reflects the operating characteristics or environment of
the system wherein the protective relay is equipped. A steady characteristic test of protective relay
for railroads can be performed using general commercial testing devices including an amplifier that
generates waveforms. However, a dynamic characteristic test can be performed through hardware in
the loop simulation (HILS) in connection with the relay by simulating system operation environments
through an expensive simulator such as digital real-time simulator (DRTS) [13-16]. However, DRTSs
are not easy to construct, as they are expensive and require more effort than electromagnetic transients
(EMT) simulators for transient state analysis. Additionally, the best way to test the protective relay
with the correct system fault waveform is to obtain voltage and current waveforms from the protective
relay installed in the actual TPSS as a common format for transient data exchange for power systems
(COMTRADE) file and then inject it into the protective relay that needs to be tested.

Therefore, this paper proposes a new digital simulator for the railways called protective relay
digital simulator for railway (PREDIS-R), which enables the accurate and efficient testing of protective
relay performance at a low cost at the laboratory level. The proposed digital simulator has the following
configurations and features. First, it provides an environment where users can create waveforms or
import them from outside. In other words, users can create the desired test waveform on a digital
simulator or import a fault waveform implemented by measurement or an external EMT simulator.
The waveform generated is amplified to the potential transformer (PT) and current transformer (CT)
levels of the train substation via a real-time amplifier. The amplified voltage and current waveform are
injected into the protective relay, and it can perform an operational performance test. Additionally, the
operating test of the protective relay can monitor the pickup time and operating protective elements
of the protective relay to review the correct operation of the protective relay on the users” intended
fault waveform.

2. Development of Protective Relay Digital Simulator for Railways

2.1. Performance Scheme

The main role of the protective relay is to analyze the waveform of the input voltage and current
to determine any fault and provide output for the operation of the circuit breaker (CB). To test the
performance of these protective relays, the simulator must enter a waveform that accurately reflects
the characteristics of the faulty and steady states of the system and read the status information of the
protective relay operating according to the input waveform.

Figure 1 shows the performance scheme of the PREDIS-R proposed herein. It was developed to be
able to use fault data obtained from the field or enter waveform data obtained through presimulation
based on an EMT simulation tool (i.e., power system computer aided design/electromagnetic transients
with DC (PSCAD/EMTDC) [17], electro magnetic transients program (EMTP), etc.) into the protective
relay simulators in the international standard COMTRADE format to simulate the fault of the system.
Similarly, when external faulty waveform data input is loaded into the digital protective relay simulator
used to test the performance of the protective relay, PREDIS-R generates the same waveform as the
protective relay with the input waveform and outputs it.

Moreover, a function that can create a separate waveform is applied to the protective relay
simulator to reflect the characteristics of the TPSS, which does not have the EMT simulation result
waveform or cannot be implemented by EMT simulation. Thus, when creating a waveform internally,
PREDIS-R generates the exact waveform that the user intends and outputs it to a protective relay.
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The proposed PREDIS-R comprises hardware for loading external test waveforms or generating
test waveforms directly showing motion information to users and software setting up test waveforms,
controlling simulators, and storing and outputting operating information.
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Figure 1. Protective relay digital simulator for railway (PREDIS-R) performance scheme.
2.2. Basic Formula for Relay Setting

The Zone 1 distance relay setting can be configured as follows in Equation (1), considering the
protection range of 90%:
Z1=0.9-Zs5-L1-CF (1)

where Z; is the relay input impedance for Zone 1, Zs5 is the unit line impedance per length based on
55 kV [Q)/km], L; is the line length between the substation (SS) and sectioning post (SP) [km], and CF is
the conversion factor considering the CT and PT ratios.
The Zone 2 distance relay setting can be configured as follows in Equation (2), considering the
protection range of 120%:
Zy = 1.2-Z55:L»-CF (2)

where Z, is the relay input impedance for Zone 2, and L, is the length between two substations [km].
The input impedance of the distance relay between Zone 1 and Zone 2 is 33.83 () and
66 (), respectively.

2.3. Configuration

Figure 2 shows the data flow in the hardware of the developed digital simulator. The control
system of the simulator is designed to output the waveform set by the user accurately through software.
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Additionally, operation information of the relay is obtained by communication between the protective
relay and the simulator, and the status change information of the CB is output to the display device.

Digital Simulator

r—— T T T T T T Output of Test

| Information of | ‘Waveform

| Test Waveform Waveform Control | Protective
| Setting(Software) System -t Relay
| | Information

| | of Operation

‘ Information ‘

| of Operation |

[ y [

\ \

| Display |

\ \

Figure 2. Data flow of the PREDIS-R.

The control system of the simulator comprises an amplifier, signal generator, and signal receiver.
The signal generator and receiver print out the test waveform and obtain the output information of
the protective relay. For this purpose, it is configured to enable digital and analog input and output.
Figure 3 shows the role of each input and output terminal. The digital input (DI) part checks the status
of the protective relay, and the analog input (Al) part acquires the monitored voltage and current
signals from the protective relay. The digital output (DO) part creates the signal to operate the CB and
the analog output (AO) part injects the test waveform into the protective relay. The waveforms from
AO are small signals of 10 Vp.

Signal Protective
Generator/Reciver Relay

[ Monitoring
| (Condition of Protective relay)

Digital Input -

Digital Output =I Operation of Protective Relay

[ Monitoring |

Analog Input - | (Voltage, Current)

il

Analog Output =| Output of Test waveform |

Figure 3. Signal generation and each function of the collecting part.

Figure 4 shows the hardware configuration diagram of the PREDIS-R. The amplifier was applied
to generate the waveform output with the voltage and current levels of the protective relay installed in
the real environment of the TPSS. The protective relay converts the voltage and current of the system
through the PT (55,000 V: 110 V) and CT (800 A: 5 A) to monitor the fault occurrence. However, because
the waveform output from the signal generation and reception parts is small (10 Vp), amplification
of the signal at the same level as the output from the actual switchgear in the substation is necessary.
To amplify the level of the installed PT and CT secondary side, the amplification rate of the voltage and
current was set to be 18 and 1.34 times, respectively, and the signal could be amplified up to 180 Vp
and 9 Ap, respectively.
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Signal(10Vp)
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Figure 4. Hardware configuration diagram of the PREDIS-R.

The operating information of the protective relay and the change in the status of the CB according
to the signal sent to the CB can be checked by the user in real time through the monitor. Figure 5 shows
the fabricated PREDIS-R.

The simulator performance scheme in Figure 1 has been implemented to allow users to intuitively
use it through the user-based main interface shown in Figure 6. The elements and functions that

Power
Amplifier

Waveform

Signal
Generator/Reciver
=
Computer

Protective
Relay

Max. Voltage: 180Vp
Max. Current: 9Ap

Figure 5. The fabricated PREDIS-R.

constitute the main interface are listed in Table 1.
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Figure 6. Main interface of the PREDIS-R.

Table 1. Main interface configuration and functions.

Number Interface Function

Select one of the following modes

1 Selection Mode - Import waveform
- Generate waveform

. - Set I/O channel
2 Setting - Input harmonics
Start Reproduce simulation waveform
4 Stop Stop reproducing simulation waveform
Harmonics Load and apply input harmonics
The error between input data and output waveform
. . is larger than the threshold; the waveform will be
6 Calibration . .. . .
expressed as a red line. At this time, recalibration is
recommended
7 Phase Control Change the phase of each current
8 Initialize Reset operation time to 0

Various protective components in integrated relay are applied to the TPSS. The distance relay
is used as the main protective relay to protect the TPSS from ground faults and short circuit faults.
Further, the high resistance ground fault current is difficult to distinguish; thus, an overcurrent relay is
used for back-up protection. Additionally, a reclosing relay to reclose the CB and an under-voltage
relay for alarm and CB opening in the event of a power outage is also used. To test the performance of
these various relay elements, various types of waveforms must be generated by software. For this,
PREDIS-R developed and applied a function that can receive external input or generate the waveform
for performance testing.
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2.3.1. External Input Waveform

Obtain the input waveform that can occur from the TPSS implemented externally and use it to test
the performance of the protective relay. For example, the waveform of each condition must be entered
to examine the performance of the protective relay under steady-state load current and fault occurrence.
As shown in Figure 7, the simulation results of PSCAD/EMTDC can be converted into COMTRADE
format and inputted into the protective relay. This enables the performance test of protective relays
in various ways, such as the location of fault, type of fault, and load current. In addition, the test
waveform reliability can be improved because the output is based on simulation results.

Generate Import

I Input Waveform case4(256)_SP LJ | Voltage /. [¥] Trolley Current ./, [¥| Feeder Current /\,

2
a0

[v)weuny

LR R PR

0 20 40 60 80 100 120 140 160 180 200 220 240 260 280 300 320 340 360 380 3999
HR e Time [ms]

Figure 7. External (PSCAD/EMTDC COMTRADE) input waveform.
2.3.2. Internal Waveform Generation

Test waveforms can be implemented according to users’ needs. For this purpose, PREDIS-R is
designed to allow voltage, current, and phase control. Considering the variation ratio of substation PT
and CT, it can be adjusted within Max 120 V, Max 9 A, and 0-180°, respectively, and implemented for
continuous inputs.

The AC TPSS can easily distinguish between steady and faulty states because the supply voltage
level is high and the difference between the load and fault currents is large. However, the load current
includes harmonics, because it converts the power through the inverter to control the speed of the train.

Figure 8 shows the use of the harmonic generation function to test whether the protective relay is
malfunctioning because of harmonics.
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Figure 8. Internal waveform generation including harmonics.
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PREDIS-R also includes the capability to monitor test progress and test results in real time.
The signals obtained from the waveform input, output, and protective relay on the simulator are
printed on the screen to provide an intuitive understanding to users, as shown in Figure 9. This
screen shows the operating protective elements and operating time during the performance test of the
protective relay.
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Figure 9. Output of protection element information for protective relay.
3. Verification of the PREDIS-R

PREDIS-R verification is divided into two main categories. The first is output performance
verification, which checks whether the waveform output to the protective relay is implemented
correctly when the waveform is received from the external input and outputs the desired waveform
from the simulator. The second is output performance verification for waveforms, which is generated
by the user.

First, to check the basic output performance, the voltage and current amplification rate of the
amplifier that amplifies according to the operating voltage and current of the relay against the voltage
signal generated by the simulator was verified. For this purpose, various sizes of sinusoidal wave
voltage were inputted into the amplifier.

Table 2 shows the amplitude of the input and output currents for the current amplifier. The
amplification rate of the current amplifier is 1.34 times, showing an average error rate of 0.9% in the
amplification range. Table 3 shows the amplitude of the input and output voltages for the voltage
amplifier. The amplification rate of the voltage amplifier is 18 times, showing an average error rate
of 0.07% in the amplification range. As the error rate averages are very small, they are confirmed
to be amplified according to their design conditions. The output performance under a continuously
changing amplification waveform was verified against the external input waveform and internally
generated waveform.

To verify that the external input waveform is accurately implemented with the protective relay,
the COMTRADE file generated using PSCAD/EMTDC was entered into the simulator, and then the
output waveform was checked, as shown in Figure 10. Upon comparing, the maximum value of the
COMTRADE input waveform was 77.06 V, while the maximum value of the output waveform of the
simulator was 78.4 V, showing that it is possible to output accurate waveforms with an error rate
of 1.73%.
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Table 2. Verification result for current amplifier.

Input (4,) Output (4,) I/O Ratio Error Rate (%)
1 1.33 1.33 0.74
2 2.69 1.34 0.37
3 4.04 135 0.49
4 5.42 1.35 1.11
5 6.77 1.35 1.04
6 8.14 1.36 1.24
7 9.52 1.36 1.49

Table 3. Verification result for voltage amplifier.

Input (V) Output (V) I/O Ratio Error Rate (%)

1 18.01 18.01 0.05

2 36.08 18.02 0.22

3 54.05 18.02 0.09

4 72.06 18.01 0.08

5 89.97 17.99 0.03

6 107.93 17.99 0.06

7 125.92 17.99 0.06

8 143.95 17.99 0.03

9 161.96 18.00 0.02

10 179.86 17.99 0.07
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Figure 10. COMTRADE Output waveform test: (a) COMTRADE input waveform; (b) Simulator output
waveform (voltage: 20 V/Div, time: 25 ms/Div).

To ensure that the correct output is produced when generating the desired waveform, simulator
input/output waveform comparison was performed using a waveform generation function, as shown
in Figure 11. The CT ratio used to measure the output waveform was 400 mV/A. The maximum value
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of the waveform set on the simulator was 1.4 A, and the maximum value of the output waveform was
1.5 A; thus, it was confirmed that accurate waveforms can be generated and output.
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Figure 11. Customized waveform output test: (a) Simulator input waveform; (b) Simulator output
waveform (voltage: 200 mV/div, time: 25 ms/div).

4. Case Study

As PREDIS-R is a simulator for testing the performance of the protective relay for the railway
system, a case study was conducted according to the scenarios given in Table 4 to validate the
performance test results of protective relay. The input waveform used in the case study consists of
both the external input waveform and internal waveform generated by the user.

Table 4. Simulation scenario. SP: sectioning post, SS: substation.

Scenario Waveform Type Description
Case 1 COMTRADE Adjacent to SS, trolley line fault
Case 2 COMTRADE Adjacent to SP, trolley line fault
Case 3 COMTRADE Adjacent to SS, feeder line fault
Case 4 COMTRADE Adjacent to SS, feeder line fault
Case 5 Simulator product Load current including harmonics

First, using PSCAD/EMTDC, the TPSS was modeled to reflect the actual domestic data, and then
the contingency was simulated. In this case, the fault voltage and current waveform were converted
into COMTRADE format and entered into the digital simulator interconnected to the protective relay;
then, it was checked whether the relay worked with the simulator. To facilitate checking the operation
of the relay, the fault resistance was assumed to be 0 Q). Each protective relay element must operate
in coordination depending on the voltage and current measurement position, such as the incoming
panel and distributing panel of the substation and the location of the relay. However, this study does
not consider them, as it focuses on verifying the performance of a simulator that injects abnormal
waveforms into the relay and monitors the operating status of the relay.

The TPSS model using PSCAD/EMTDC in the simulation of Case 1 through Case 4 is shown in
Figure 12, and the detailed parameters of the system are shown in Table 5.
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Figure 12. TPSS for case studies.

Table 5. Parameters of the traction power-supply system (TPSS) model.

Items Parameters
o Z1 =1.1128 +j7.8827 [%] at 100 MVA base
JoZ of the SS Zy = 3.0157 +17.8050 [%] at 100 MVA base
%Z =10 [%] at 30 MVA base
Scott transformer Primary side: 154 [kV]
Secondary side: 55 [kV]
Z=7045[0)]
Auto transformer Primary side: 55 [kV]
Secondary side: 27.5 [kV]
Trolley 0.1076 +j0.2645 [Q)/km]
Impedance of the catenary system Rail 0.1052 +j0.4699 [()/km]
Feeder 0.1180 +j0.4548 [Q)/km]
. SS to SSP 10 [km]
Length of the each section SSP to SP 10 [km]

It was modeled using the actual data of the TPSS, and checking the location of the fault simulated
for each case is possible. The system is mainly divided into the substation (SS), sub-sectioning post
(SSP), and SP. Each division has an AT to compensate for voltage drop. In SS, a Scott transformer is
in operation, which can receive power from the utility and transform the three-phase voltage level
of 154 kV to 55 kV on a single phase. This is a characteristic of the autotransformer feeding system
and is intended to output twice the voltage applied to the electric train load in the substation. The
autotransformers are installed at SS, SSP, and SP—one each at the up and down tracks to supply power.
Each division is about 10 km apart, and the reason for operating the autotransformer is to compensate
the voltage drop. In this feeding scheme, the installation interval of the substation can be extended.
The neutral point of the autotransformer is commonly grounded together with rails and protective
wires at 2.8-km intervals within the catenary section, and it causes an offset of the communication
inductive interference.

To check the operation of the protective relay software, the distance relay protecting the TPSS was
modeled using PSCAD/EMTDC. Figure 13 shows the relay operating trajectories for each case, and a
detailed operating time comparison with simulators is shown in Table 6.
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Figure 13. Simulation results using PSCAD/EMTDC: (a) Case 1; (b) Case 2; (c) Case 3; and (d) Case 4.

Table 6. Simulation results—relay operation time (s).

Scenario PSCAD/EMTDC Digital Simulator
Case 1 0.1266 0.1267
Case 2 0.1292 0.1293
Case 3 0.1287 0.1288
Case 4 0.1329 0.1327

Figure 14 represents the results for Case 1. The distance relay element and overcurrent element of
the integrated protective relay were operated within one cycle owing to trolley-rail short circuit fault
near the SS. Each relay was used as the main protective relay and the back-up protective relay in the
TPSS. Figure 15 shows the input and output waveform information and relay operation information
displayed on the simulator interface. It is possible to intuitively identify the relay elements that operate
in response to a simulated fault.
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Figure 14. Simulation results for Case 1: (a) Input current; (b) Input voltage; and (c) Protective
relay signal.
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Figure 15. Simulation results in the digital simulator interface.

Figure 16 shows the result for Case 2 and the simulator interface output screen. Similar to Case 1,
it is confirmed that the proposed simulator imports the COMTRADE file correctly and displays the
results appropriately after checking the protective relay behavior.
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Figure 16. Simulation results for Case 2: (a) Input current; (b) Input voltage; (c) Protective relay signal;
and (d) Digital simulator interface results.

Figures 17 and 18 represent the resulting waveforms corresponding to Cases 3 and 4, respectively,
which are cases of feeder-rail short circuit fault near SS and SP, respectively. It was confirmed that
identical to the previously simulated trolley-rail short circuit fault, the relay operated when an analog
signal was input into the protective relay, and the result was accurately outputted from the simulator.
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Figure 17. Simulation results for Case 3: (a) Input current; (b) Input voltage; (c) Protective relay signal;
and (d) Digital simulator interface results.
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Figure 18. Simulation results for Case 4: (a) Input current; (b) Input voltage; (c) Protective relay signal;
and (d) Digital simulator interface results.

Table 6 compares the operating time of the relay using the simulator with the relay operating time
using the PSCAD/EMTDC. It is verified that both sides have been properly modeled with a smaller
error in the operating time, and it is expected to be able to perform accurate simulations through
cross-validation on both platforms when validating and testing the performance of protective relays
later. The operating time of the relay shows the sequential operation of the protective elements, and
the last operating protective element is time-overcurrent relay.

The current of the TPSS contains harmonics owing to the switching element of the train, and the
protective relay must not operate on these currents including the inrush currents of the transformer.

116



Appl. Sci. 2020, 10, 191

Therefore, as a simulator for testing protective relays, including a function generating harmonics to
enable flexible testing in various ways is necessary. Figure 19 shows the test waveform applied in Case
5, which is assumed to be the load current containing harmonics generated randomly by the simulator.
The harmonic component included is 13.5% of the second harmonics and 4.9% of the third harmonics.
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Figure 19. Current waveform with harmonics.

Figure 20 represents the results of a protective relay malfunction test for waveforms containing

harmonics in Figure 19. The protective relay did not work, implying that the simulator injected the
correct test waveform and displayed the relay’s same operating information as the actual operation.
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Figure 20. Simulation results for Case 5: (a) Input current; (b) Input voltage; (c) Protective relay signal;
and (d) Digital simulator interface results.

5. Conclusions

Simulator development is essential when developing or testing new protective relays because it is
time consuming and costly to verify performance on the real system; moreover, the test space is limited.
To solve these real-world engineering problems, this paper presented and validated the modern testing
simulator for protective relay in the TPSS. The developed simulator has the appropriate amplification
rate to inject analog signals into the integrated relay and have a function to input external COMTRADE
files and generate the simulator’s self-waveform. It was also confirmed that the relay behaves the same
as in the actual system under various contingency fault simulations, and the harmonics generation
function also works accurately through the relay’s malfunction test.

As a result, by using this proven digital simulator, it is possible to replicate in the laboratory
electrical faults that have been detected in the real field without running the test on the real infrastructure,
which can significantly speed up testing. The simulator developed in this study is expected to be used
in the future to develop new protective relays or validate protective relay algorithms.
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Abstract: This paper presents a comparative study on mother wavelets using a fault type classification
algorithm in a power system. The study aims to evaluate the performance of the protection
algorithm by implementing different mother wavelets for signal analysis and determines a suitable
mother wavelet for power system protection applications. The factors that influence the fault signal,
such as the fault location, fault type, and inception angle, have been considered during testing.
The algorithm operates by applying the discrete wavelet transform (DWT) to the three-phase current
and zero-sequence signal obtained from the experimental setup. The DWT extracts high-frequency
components from the signals during both the normal and fault states. The coefficients at scales 1-3
have been decomposed using different mother wavelets, such as Daubechies (db), symlets (sym),
biorthogonal (bior), and Coiflets (coif). The results reveal different coefficient values for the different
mother wavelets even though the behaviors are similar. The coefficient for any mother wavelet has
the same behavior but does not have the same value. Therefore, this finding has shown that the
mother wavelet has a significant impact on the accuracy of the fault classification algorithm.

Keywords: transformer; transmission line; discrete wavelet transform; mother wavelet;
fault classification

1. Introduction

Disturbance in the power system is a significant concern for many electric utilities due to its
impact on the operation and reliability of the overall system. Besides, it may cause damage to vital
equipment in the power system such as a generator, transmission line, and transformer in case the
operator does not address the fault with speed and accuracy, which results in large scale electric outage,
economic losses, and the possibility of loss of life. Thus, the protection system with the ability to
accurately identify, locate, and classify faults in the power system needs to be implemented into the
system to ensure the quick and correct response to fault clearing.

The algorithm to detect and classify faults in power transmission lines has been widely developed
based on different types of methodologies. The wavelet transform is one of the popular methods for fault
detection and discrimination due to its ability to analyze high-frequency components [1-6]. The discrete
wavelet transform (DWT)-based methodology has been used for the detection of transmission line
faults [1]. Three-phase voltage signals are decomposed by the Daubechies wavelet (db4). By considering
the results, the coefficient details at level 4 clearly distinguish the different types of faults in the power
system. The new differential relaying scheme based on the transient energy extracted using the DWT
in the current signals of each line distinguishes between external and internal faults under all operating
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conditions [2]. This paper proposed an adaptive technique to detect low-impedance faults (LIFs) and
high-impedance faults (HIFs) and classified LIFs in transmission systems depending on the DWT.
The current of each phase is analyzed by using the DWT (db1), and faults are classified through
comparison with the current approximation coefficient (Sg) and current detail coefficients (Da, Db,
and Dc) [3]. This reveals that the wavelet transform is significant in the detection and classification of
faults in power systems. However, the algorithm can be improved by using artificial intelligence (AI).

Al has been combined with wavelets to improve the accuracy of fault classification algorithms
in electrical systems [7-12]. Al enhances accuracy and reduces the time to classify faults. Wavelets
with neural networks (NNs) have been used to detect and identify fault types in transmission line
systems [7-11]. The algorithm makes use of wavelet transform-based approximate coefficients of
three-phase voltage and current signals obtained over a quarter cycle to detect and classify faults. Fault
detection and classification and fault location estimation are carried out using an artificial neural network
(ANN), and the alienation coefficients of current signals are used as ANN input [7]. This paper presents
an application of NNs and wavelet transforms for fault classification in transmission lines in comparison
with particle swarm optimization-artificial neural network (PSO-ANN)-, back-propagation neural
networks (BPNN)-, and support-vector machines (SVM)-based classification schemes. The PSO-ANN
technique has a very high accuracy (99.912%) in the classification of power system faults [11].
This paper presents a survey and review of the research and developments in the field of fault detection,
classification, and location in transmission networks [12].

In addition, wavelets are used to detect faults or abnormalities in transformers [13-22]. They
are used to detect vibrations or electrical signals. Transformer vibration signals are decomposed into
several empirical wavelet functions. The signals are calculated to construct the eigenvectors of the
transformer vibration signals for classifying three different working conditions (normal conditions,
winding axial deformation, and winding radial deformation) [13]. Most papers use wavelets to
classify inrush and internal and external faults. The differential current is used as input for the
wavelet transform to analyze faults [14-21]. The boundary wavelet transform is implemented in the
differential protection of power transformers to distinguish internal faults from other disturbances.
The method is designed for real-time applications and implemented in a digital signal processor for
real-time analysis [14]. The algorithm distinguishes between internal faults and inrush currents in
power transformers. Fault currents are analyzed by using the DWT to evaluate their remarkable
characteristic values, and the highest values produced by the total wavelet correlation matrix are used
to identify inrush and internal fault currents in power transformers. The results are validated with an
experimental test setup [18]. Moreover, the algorithm can identify fault occurrence with the continuous
wavelet transform (CWT) and improve conventional current differential protection methods in the
presence of current transformer (CT) saturation [20]. A spectrum of wavelets has been used for the
prediction of winding insulation defects in transformers [21].

From the literature review, it can be seen that the wavelet transform methodology has been
widely used in power system fault analysis. However, many studies only focus on transmission
lines or transformers, and few have combined the two components when analyzing systems. Most
of the references use wavelets to detect and identify fault types in electrical systems, but they do not
analyze the mother wavelet [1-17,20,21]. Additionally, there are research articles that compare mother
wavelets [18,19,22,23]. They study the comparative use of 16 different wavelets for fault classification in
overhead transmission line systems. However, it is revealed that the Db4 wavelet completely satisfies
the fault classification algorithm [23].

Another point is that the result from a simulation that has been widely used may not correctly
represent the actual system in the real world due to some parameter and factor that has been simplified,
which might affect the result. In terms of wavelet transform application, the research using wavelets
to detect and discriminate fault types on power systems might not take effects from different mother
wavelets into consideration when evaluating the performance of the algorithm. Thus, this paper
presents the effect of mother wavelets on the performance of fault classification algorithms in the
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power system. The result in terms of accuracy between different mother wavelets was evaluated by
using an experimental setup modeled after the actual system with a transmission line connected to the
power transformer.

The paper is divided into six sections as follows. The second section provides the fundamentals
and theory of the DWT. The experimental setup and system characteristics are presented in Section 3.
The details of the fault classification algorithm used in this study are contained in Section 4. The results
and conclusions of the study are summarized in Sections 5 and 6, respectively.

2. Fundamentals and Theory

The wavelet transform is a method based on signal processing that was developed from Fourier
and short-Fourier transforms for suitable specific applications. The time width and frequency can be
adjusted for optimal analysis.

The wavelet theory based on mathematics integrates small signals into one signal. The small
signal is the wavelet, which has a specific character because the wavelet is a wave-like oscillation with
an amplitude that begins at zero, increases, and then decreases back to zero. Therefore, any signals in
the wavelet theory are a combination of wavelet groups that are structured from the same function.
This function is the origin wavelet called the mother wavelet. The signals are caused by the mother
wavelet stretching (scaling: a) or shrinking (shifting: k) the wavelet itself, which occurs as a position
change along the time axis.

DWT signal analysis can select many scales (m) and many positions (k) for integrated wavelets
and can form a signal at the interest scale. When integrating the signal at all resolutions, the actual
input signal is received. In multilevel analysis, the scale of analysis is reduced by two times. Hence,
this is a DWT-type dyadic wavelet transform, as described in Equation (1) [24].

DWT(mn) = =" f(k)w[” ;,’izm] M
k

where

m,n k =Integers

Y = Mother wavelet

n = Number of data points
m = Scaling

k = Shifting

Signals are decomposed by the wavelet. The mother wavelet is a filter signal that separates the
following two channels:

e  High-frequency component (detail coefficient: cD).
e  Low-frequency component (approximation coefficient: cA).

The high-frequency component will be used to analyze signal during transient state.
The mother wavelets used in the DWT are db, sym, coif, and bior [24]. Each mother wavelet
provides a differential coefficient because of its differential characteristic signal, as shown in Figure 1.
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Figure 1. Characteristic signals of the mother wavelets.

The Daubechies (db) mother wavelet has asymmetric basic functions, while the symlets (Sym)
mother wavelet has the least asymmetric basic functions. The biorthogonal (Bior) mother wavelet has
symmetric basic functions, and the coifl mother wavelet has nearly asymmetric basic functions. It is
necessary to choose a suitable mother wavelet for increased efficiency.

3. Experimental

In this section, the faults that occur in transmission lines and transformers are tested by using the
experimental setup. The difference current signals and transients generated from the experimental
setup are detected and recorded for analysis with a wavelet. The experimental model is shown in
Figure 2.

External fault Interturn fault
Source

Pi model

Transmission

® line

Relay 2 Relay 1

Transformer
Load

Figure 2. Characteristic signal of the mother wavelet.

Figure 2 shows the fault simulation circuit in the case of transmission lines connected to a
transformer. The 40 km 115 kV transmission lines are calculated to be resistor, inductor and capacitor
(RLC) parameters that are connected to a nominal pi model and a 15 kVA, 440/220 V transformer.
The transformer is designed to accept internal short-circuiting. The design of the transformer permits a
tap change every 10% of both the primary and secondary sides to test internal faults in the transformer.
Moreover, the faults occurring in the transmission lines are tested by following these conditions:

e  The fault types include a single line to the ground fault, a double line to the ground fault, a line to
line fault, and a three-phase fault.

e The fault positions are designated to any phases of the transmission lines at lengths of 30%, 50%,
and 70% of the length of the transmission line.

The experimental setup is shown in Figure 3.
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1. Supply 5. Zero-crossing circuit
2. Variable-voltage transformer 6. Transformer
3. Transmission line 7. Load

4. Oscilloscope

Figure 3. Experimental setup.

After recording the differential current from the transformer, the differential current is obtained
through the wavelet transform method. The current signal is transformed using the DWT to extract
high-frequency components at scales 1-3 with different mother wavelets, such as the Daubechies
(db), symlets (sym), biorthogonal (bior), and Coiflets (coif) wavelets. The coefficient from the DWT
is varied depending on various factors, and this coefficient is squared to emphasize the change
in coefficient. The four mother wavelets are utilized to decompose the differential current signals.
The DWT coefficients of the phase faults are larger than those of the phase unfaults.

The example of differential current obtained from the transformer (relay 1) in case of internal
fault and the coefficient after using different mother wavelets is shown in Figure 4. From the figure,
it can be seen that the DWT signals at scale 1 generate much noise compared with those at scales 2-3.
The coefficients at scales 2-3 are notable when faults occur, and at scale 3, a lower frequency can be
detected compared to that at scale 2. Thus, this research chose the coefficients at scale 2 for analysis of
the fault types.
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(d) Coiflets (coifl).
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4. Fault Classification

The fault classification algorithm using in this research was designed based on the DWT
methodology as described in the flowchart in Figure 5. The operation of the algorithm detecting the
fault on the power system consists of a transmission line and a transformer by first checking the status
of relay 1 (at the transformer). Relay 1 obtains the differential current signals from the transformer and
extracts the coefficient value using DWT. This algorithm considers the maximum coefficients at scale 2
every 5 ms (1/4 cycle). When the coefficients changes more than five times and attains values larger
than 5 x 1073, an internal fault occurs. This status will signal the relay 1 to trip. Otherwise, it is an
external fault and will send a signal for relay 2 (at the transmission line).

For the relay 2, the required signals from the transmission line are the positive sequence of the
three-phase current signal. These signals will input through DWT to extract the coefficient value.
The fault classification conditions in relay 2 are the maximum coefficients at scale 2 of the positive
sequence every 5 ms (1/4 cycle). When the coefficients change more than 2 times and attain values
larger than 1 x 1072, a fault occurs. This status will signal the relay 2 to trip.

The designed fault classification algorithm and testing of the proposed algorithm consists of
testing of the experimental setup to obtain the signal from both relays 1 and 2. The number of case
studies was varied with the different conditions to obtain a number of data points, as shown in Table 1.
The data were divided into three sets with a total number of data points of 1776; the first set of data
was used for algorithm design—50% (888 data points), the second set of data was used for algorithm
testing—25% (444 data points), and the last set of data was used for a case study—25% (444 data
points). The first set was used to design the condition within the algorithm with an accuracy of more
than 95%. The second set of data, different from the first set, was used to test the accuracy of the
algorithm. The third set of the data, the newer data differentiated from the first two sets, was used as
the case study to evaluate the performance of the proposed algorithm.

Table 1. Number of data points used in the case study.

Total Data Point Algorithm Design  Algorithm Testing  Case Study

Transmission line 176 88 44 44
Transformer 1600 800 400 400
Total data point 1776 888 4 444

The four different mother wavelets were used to decompose the current signals to obtain the
coefficient value from the high-frequency component. The extraction from the DWT of a differential
current showed that the coefficients of the internal faults changed more than those of the external faults.
However, the results of the four mother wavelets were similar, as shown in Figure 6. This characteristic
was used to design the condition in a fault classification algorithm for relay 1 (transformer). External
faults can be analyzed by using coefficients of transmission line systems. The coefficient characteristics
between faulty and normal conditions when applied different mother wavelets are shown in Figure 7.
The extraction from the DWT of three-phase and positive sequence signals showed a similar trend
with the fault condition having a higher coefficient than the normal condition. However, there was a
difference in the coefficient value between different mother wavelets. The above behavior was used to
design algorithms for fault classification.

The algorithm was operated by using the maximum coefficients, as shown in Figure 8, for the
transformer (relay 1) and Figure 9 for the transmission line (relay 2). From Figure 8 it can be seen
that the result from DWT of differential current in scale 2 provided a higher maximum coefficient
during the transient condition compared to the normal condition. In Figure 9, a similar trend was
also shown with the maximum coefficient from scale 2 in the case of an external fault higher than
the normal case. The normal case only consisted of noise due to no significant transient state in the
signal. This characteristic was used to indicate fault status, and the different mother wavelet provided
different maximum coefficient values, which could impact the design algorithm.
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Figure 9. Maximum values of the coefficients from the wavelet transform at scale 2 used in classifying the
faults in relay 2: (a) Daubechies (db2); (b) symlets (sym2); (c) biorthogonal (bior3.1); (d) Coiflets (coif1).

5. Results

The results from the applied faulty classification algorithm on obtaining a signal from the
experimental setup in the case of a fault on the transmission line and transformer is shown in Tables 2
and 3, respectively. From the table, it can be seen that the coefficient values were different when
different mother wavelets were used. If the coefficients of the wavelet transform were in accordance
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with the conditions in Figure 9, the faults inside the transformer would be detected under condition 1,
while the faults occurring in the external transformer would be detected under condition 2. For this
reason, the first case was an internal fault. By considering the coefficients of relay 1 (Daubechies (db2)),
the faults that occurred in phase attained maximum values, and the unfaulted phases also attained
maximum values. Both values had coefficients that were larger than 5 x 1073, while the coefficients
under normal conditions were smaller than 5 x 1073, as shown in Figure 7a. Thus, the coefficients
changed more than five times, and hence, an internal fault had occurred. The four mother wavelets
exhibited the same behavioral characteristics of the coefficients. For the case of external faults,
the faulted phases attained maximum values, and the unfaulted phases also attained maximum values.
If these coefficients were smaller than 5 x 1073, external faults would occur. For fault classification
with relay 2, positive sequences (Daubechies (db2)) were detected, which attained maximum values.
Its coefficients were larger than 1 x 1072, and the pre-fault coefficients were smaller than 1 x 1072,
as shown in Figure 7a. By considering the coefficients, they changed more than two times, and therefore,
there were faults in the electrical systems. Additionally, all four mother wavelets provided similar
results. For all data, these algorithms could discriminate the fault types with an average accuracy of
97.75%. The mother wavelet types of db2, sym2, and coifl provided the highest accuracy at 98.65%,
and the mother wavelet type of bior31 had the lowest accuracy at 95.05%, as summarized in Table 3.

Table 2. Coefficients from the DWT of the current signals for fault classification (relay 2).

Mother Coefficient from the DWT of the Current Signal
Case

Wavelet Pmax Result
b2 Fault 2.80 x 1072 Fault

Normal 6.01 x 1073 Normal
sym2 Fault 2.80 x 1072 Fault

Y Normal 6.01 x 1073 Normal
bior31 Fault 8.04 x 1072 Fault

1or Normal 8.02x 1073 Normal
1 Fault 6.78 x 1072 Fault

cot Normal 6.80 x 1073 Normal

Table 3. Coefficients from the DWT of the current signals for fault classification (relay 1).

Coefficient from the DWT of the Differential Current Signal

Mother Case

Wavelet Phase F;jault Phase Unfl.:ault it Result
Fault ;5 Unfault ;5 max

b2 Internal 3.92 x 1072 1.25 x 1072 3.92x107! Internal
External 1.30 x 1073 1.07 x 1073 1.30 x 1073 External
svm2 Internal 3.92 x 1072 1.25 x 1072 3.92x 107! Internal
Y External 1.30 x 1073 1.07x10  130x 1073 External
bior31 Internal 2.70 x 1072 9.46 x 1073 2.70 x 1072 Internal
1or External 1.66 x 1073 210 x 1073 2.10 x 1073 External
i1 Internal 1.09 x 1071 3.02 x 1072 1.09 x 1071 Internal
cot External 1.27 x 1073 0.92 x 1073 127 x 1073 External

6. Conclusions

This paper illustrates the importance of the mother wavelet for fault classification in electrical
systems. When faults occur in transmission line systems and transformers, the coefficients in three
phases and a positive sequence are detected. The behavior of the coefficients is dependent on the
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fault type, fault angle, and fault position. Phase faults have higher coefficients than phase unfaults.
In addition, fault conditions can be detected by a positive sequence.

The mother wavelets, i.e., Daubechies (db), symlets (sym), biorthogonal (bior), and Coiflets (coif),
are used to compare the coefficient values and behaviors. Figures 5-8 show the coefficient values
and behaviors. Each mother wavelet has a similar behavior, but its value is not the same. The same
behavior can be obtained by different fault classification algorithms in data simulation, as shown
in Figure 9. The data are divided into three parts: 1. algorithm design—50% (888 data), 2. data
testing—25% (444 data points), and 3. case study—25% (444 data points).

For the case study of the different mother wavelets, the accuracy of the results is summarized in
Table 3. The faults in the case study are discriminated by using the proposed algorithm. It is found that
there is an average accuracy of internal fault detection (relay 1) of 96.12% and of external fault detection
(relay 2) of 99.07%. The mother wavelet types of Daubechies (db2) and symlets (sym2) provide the
highest accuracy under condition 1, while the mother wavelet type of biorthogonal (bior3.1) provides
the highest accuracy under condition 2, as shown in Figure 10.
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Figure 10. Average accuracy of the mother wavelet in the experimental setup.

The results from the study illustrated the performance of different mother wavelets on the fault
classification algorithm. The different mother wavelets provide a different level of accuracy on the
fault classification on a transformer, while they do not show a significant impact on fault classification
in the transmission line. Thus, this mother wavelet is also one of the factors that must be considered in
order to select the suitable mother wavelet for an application. Future work will broaden the suitable
mother wavelet selection on other applications and to test the performance of the fault classification
algorithm on different power system topologies to verify its application.
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Abstract: In recent years, modular multilevel converters (MMC) are becoming popular in the
distribution and transmission of electrical systems. The multilevel converter suffers from circulating
current within the converter that increases the conduction loss of switches and increases the thermal
stress on the capacitors and switches” IGBTs. One of the main solutions to control the circulating
current is to keep the capacitor voltage balanced in the MMC. In this paper, a new hybrid control
algorithm for the cascaded modular multilevel converter is presented. The Harris hawk’s optimization
(HHO) and Atom search optimization (ASO) are used to optimally design the controller of the hybrid
MMC. The proposed structure of modular multilevel inverters allows effective operation, a low
level of harmonic distortion in the absence of output voltage filters, a low switching frequency, and
excellent flexibility to achieve the requirements of any voltage level. The effectiveness of the proposed
controller and the multilevel converter has been verified through testing with the application of
the MMC-static synchronous compensator (STATCOM). The stability of the voltage capacitors was
monitored with balanced and unbalanced loads on the studied network.

Keywords: modular multilevel converter; STATCOM; optimization; harmonics; Harris Hawk’s
optimization; Atom search optimization

1. Introduction

Recently, with the increased popularity and application of power electronic devices in modern
industries, some large electrical loads such as from an AC traction system (single-phase), electric
furnaces and modern technologies based on high-tech microprocessors in renewable energy applications
cause increasing power quality (PQ) problems [1,2]. Power quality problems appear in electric utility
as increased harmonic distortions, phase imbalances and low power factors. Electric devices based
on power electronics present themselves as non-linear loads, which are characterized as sources of
harmonics in the power system. The harmonic currents cause an increase in the RMS value of the
current and let the neutral current make circulations in the electric distribution system. The capacity of
the distribution system and power losses are affected by the presence of harmonics [2,3].
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The effects of nonlinear unbalanced loads on the performance of the power system is an important
issue for the power system operators and attracts the interest of many researchers. Many research
papers have proposed different techniques and optimization algorithms to improve power quality
indicators in the presence of nonlinear and/or unbalanced loads [4]. The static synchronous compensator
(STATCOM) is one of the FACTS devices that introduces an efficient and flexible solution for power
quality improvement and disturbance mitigation [5-7]. The practical circuit of the STATCOM usually
includes two-level voltage source converters (VSC), and a line-frequency transformer is adopted for
the enhancement of its voltage and current ratings; however, it results in the heavy, unreliable and
expensive design of the compensator [5,6].

The multilevel converters-based STATCOM has received considerable attention from researchers
due to its higher capacity that makes it reliable for application in medium- or high-voltage high grids
in the absence of line-frequency transformers. Since 1975, the concept of the multilevel converter has
been introduced [8]. The multilevel term began with the third-level topology [8,9]. Subsequently, many
multilevel converter topologies were developed [10-19]. However, the basic concept of the multilevel
converter is the use of a series of semiconductor power switches with several low DC voltage sources
to conduct energy conversion and obtain higher energy. The topology of the multilevel converters has
succeeded in addressing some of the main problems in the traditional converters [10-19]. The most
important of these problems are the problems of power quality, especially the voltage and current
harmonics [20-23]. As the number of converter levels increases, the output voltage signal will be
as good and as close as possible to the desired waveform [9-19]. But of course, advanced control
techniques are needed to improve the performance of multilevel converters and optimize the workflow.

Three major multilevel converters have been applied in high- and medium-power applications,
such as the neutral-point clamped multilevel converter (NPCMC), the flying capacitor multilevel
converter (FCMC) and the cascaded H-bridge multilevel converter (CHBMC) [8,9]. The major
disadvantage of the NPCMC is the inherent voltage imbalance problems, which require an extra
auxiliary compensation circuit [8,9]. As for FCMC, besides the need for highly expensive flying
capacitors, mainly at low carrier frequencies, this type of multilevel converter is not suitable for those
applications with 90° leading or lagging currents. Moreover, for both topologies, as the voltage level
has to be increased in high power applications, an increase in the size of the capacitors or in the climbing
diodes is required, which makes the control circuit and converter structure more complex. Compared
with the previously explained two former topologies, CHBMC requires fewer components in the circuit
design, which makes it convenient for physical layout and packaging. The major disadvantage of
CHBMC is that it cannot perform properly under imbalanced conditions without feeding from isolated
DC sources supplied from multi-winding transforms, which gives rise to the same problems associated
with the use of the line-frequency transformer [8,9].

To overcome the previously mentioned problems, a new modular multilevel converter-based
STATCOM (MMC STATCOM) is recommended for medium and high voltage applications. The MMC
STATCOM is characterized by its availability, compact and modular construction, generation of least
harmonics, etc. Moreover, the MMC STATCOM is able to exchange both active and reactive power via
the common DC-bus. Accordingly, the active power, which is redistributed in the internal circuits, is
utilized for the purpose of negative sequence balance. Consequently, the MMC STATCOM can operate
under three-phase imbalance without any intermission.

In this paper, an optimization problem is introduced for the optimal design of the multilevel
converter and for determining the optimal parameters of the DC voltage controller. The minimization
of total harmonic distortion (THD) in the power system under consideration is introduced as the
objective function while keeping the ripple voltage within the allowable ranges and obtaining minimum
circulating current. Novel optimization algorithms, namely Atom Search Optimization (ASO) and
Harris Hawk optimization (HHO) that have not been reported in the literature for tackling the
aforementioned problem of optimization of the values of the capacitors of the MMC STATCOM have
been applied. Moreover, to ensure the effectiveness of the proposed optimization techniques, the
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results obtained from the application of these methods have been tested under two different case
studies, nonlinear load and three-phase imbalance.

The paper is organized as follows: in Section 2, a brief review of MMC topologies is introduced
in detail; Section 3 introduces the Model of the Modular Multilevel Converter (MMC); the Modular
Multilevel Converter-based STATCOM (MMC STATCOM) is introduced in Section 4; Section 5 presents
the problem formulation; Section 6 presents the Harris hawk’s optimization (HHO) and atom algorithm
in detail; the result simulation presents in Section 7; and the conclusion is stated in Section 8.

2. A Brief Review of MMC Topologies

There are many topologies of the MMC. A comprehensive comparison among these topologies is
presented in Table 1 [24,25].

Table 1. Comprehensive comparison between Modular Multilevel Converter (MMC) topologies.

Topology Configuration Sub-Modules (SMs) Remarks
A
B
c
i i
Full-bridge SM
L 2 ull-bridg:
= g

1. No circulating currents

2. The balance of the voltage during
abnormal operating conditions is
limited by the rating of the devices

3. No communal for STATCOM

Single-Star Bridge
Cell (SSBC)

1. Circulating current
2. STATCOM applications
3. Smaller energy storage
Single-Delta Bridge 4. Lower losses
Cell 5. Commonly used for
(SDBC) compensation of positive

sequence components
6. Susceptible to unbalanced
voltage conditions

1. Circulating current

2. STATCOM applications
Double-Star 3. Large energy storage
Cho]];gérCCcll 4. Low power losses

( ) 5. Excellent presentation
for STATCOM
1. Large number of power devices
Double-Star Bridge 2. Highcost

Cell (DSBC) 3. Unsuitable for

STATCOM applications
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For more explanation to state the motivation of this paper, the level of harmonics in the output
voltages and currents of the MMC is very essential and has to be within the allowable limits. The
harmonic content could be decreased without the need for any filters with the help of modern control
methods [26,27]. In order to obtain the output voltage with an acceptable level of THD in the AC
side cascaded configuration, the switching frequency of the two-level converter (main converter) is
adjusted to 400 Hz, while the frequency of carriers is taken as 2 kHz. Due to the possible mismatch of
synchronization between the main converter and the active filter (H-bridge cascaded model), the fifth
and seventh harmonic components may arise, which must be canceled using a number of filters.

As example, reference [26] presented a comparison between the output voltage and the harmonic
spectra generated from the single-phase AC cascaded configuration with two H-bridges on the AC side,
which are presented in Figures 1 and 2, and the output voltage and the harmonic spectra generated
from the single-phase AC cascaded configuration with 4H-bridges on the AC side, which are presented
in Figures 3 and 4. It can be seen from Figure 2 that the third harmonic component has a large value
and also that the value of THD is extremely high. That is because the method of third harmonic
subtraction allows the multilevel converters to work independently of the load power factor and
without the problems of capacitor voltage balancing [26]. The data presented in Figure 4 prove the
superiority of the last configuration of 4H-bridges, as the profile of the output voltage harmonic is
slightly better, but with an increase in the number of the power electronic devices and the cost of the
system. Moreover, reference [26] concludes that the increasing of the series sub-modules (SMs) in the
case of using two H-bridges or 4H-bridges will lead to a reduction in the harmonics and over-shoot in
the output voltages of the MMC.

10° Output Voltage

\(oltage(V)

5 . .
0.1 0.105 on 0.115 0.12 0.125 0.13 0.135 0.14 0.145 0.15
Time(s)

Figure 1. Voltage for a single AC side cascaded configuration including two H-bridges [26].
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Figure 2. A representation of the harmonic component in the output voltage of the AC side cascaded
configuration using two H-bridges [26].
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Figure 3. Voltage for a single AC side cascaded configuration including 4H-bridges [26].
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configuration using 4H-bridges [26].

3. Model of the Modular Multilevel Converter (MMC)
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Figure 4. A representation of the harmonic component in the output voltage of the AC side cascaded

The introduced discussion leads the authors to present an optimal design of the control system
and the optimal capacitor value of the MMC for the STATCOM application, using the half-bridge SMs
to decrease the number of devices and the cost of implementation.

The modular multilevel converter (MMC) has been introduced firstly by Marquardt in 2001, and is
presented as the developed configuration including a number of subsystems for achieving the desired
voltage level [15,18,24]. This type of converter is designed for use in medium and high transmission
voltages. The overall configuration of the modular multilevel converter is illustrated in Figure 5, where
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each leg of this converter consists of a lower and an upper arm connected to each other by a DC

voltage link.
P g ipa

.
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Figure 5. The circuit configuration of the MMC.

Each arm includes a number of SMs, and in turn, every sub-system includes two switches and
two reverse diodes connected to each other via a DC capacitor. The switches S1 and S2 are operated
in reverse. Each SM could be configured as a half-bridge, full-bridge, H-bridge or clamp-double
circuit [18]. Due to its low cost and high efficiency, the MMC based on the half-bridge SMs shown in
Figure 6 has been widely used in industrial applications and high voltage DC projects. It is possible to
perform a selectable individual control for each SM in the converter leg. Principally, the converter legs
provided a controllable Voltage Source Converter (VSC) for each phase. The desired waveform voltage
can easily be achieved at the terminal by adjusting the terminal voltage of the SM’s leg.

The equivalent circuit presentation of the typical MMC using half-bridge SMs is shown in Figure 7,
where u,; is the phase converter output voltage and i,; denotes the line current; i,; and i,; are the upper
and lower leg currents, respectively, that are presented as [8,10,27]:

i:
i = ﬂ+id' .
v 12, 'lff/ (1)
Inj = 3 ~Uiffj

142



Appl. Sci. 2020, 10, 2490

where i45 denotes the phase j inter-circulating current that circulates between the upper and lower
legs and is expressed as below:

FIp
. pj ~ lnj
liffj = 2 (2
Vin &
T,
D[ Vc
' cCT v T/=ON | T,=ON
Tz -
V\'IH DJ L
t
Half Bridge Cell
A+
Vm A
VC
~C T,T, | Ti,T3
=ON | =ON
Y T, Ty T3, Ty ¢
Vs/n =ON ON
-V,
Full Bridge Cell v
Figure 6. A schematic of the configuration of the MMC based on half-bridge and full-bridge
sub-modules (SMs).
I%L.
__F_I Va2
v
Va2 =
]dc
Figure 7. The one phase equivalent circuit.
As discussed in [7], the MMC operates according to the following equations
Rarm . Larm dl"’l .
Uyj = €= —5—iyj = —= = (j=a,b,¢) ®3)
didi ffi V Upi + Upi
. ] d nj Pl -
Rarm’ldiffj + Lurm'T = TC - T (] =4, b/ C) (4)
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where ¢; denotes the inner emf produced in phase 4 and is given as follows:

Unj — Upj

€j = 5

©)
The internal dynamic performance of the MMC is explained in Equation (4) and can be characterized
as follows: i
, liffi Vi Unj T Upj
ugiffj = Rarm-laif fj + Larm—— = TE R — (j=ab,c) (6)
where 145 denotes the phase j inner unbalance voltage.

The MMC is characterized by its small size and simplicity in installation, and as the number of SMs
increases, there is a decrease in harmonics and a matching of the required power quality specifications.
However, the multilevel converter suffers from converter inter-circulating current, which increases
the switches’ conduction loss and increases the thermal stress on the capacitors and switches’” IGBTs.
Therefore, maintaining the balance of the capacitor voltages is one of the main rules of the design of
the MMC.

4. Modular Multilevel Converter-Based STATCOM (MMC STATCOM)

In order to simplify the analysis of the proposed network, the upper and lower arms of the MMC
STATCOM are proposed to be equivalent to one power unit, which includes two IGBTs shunted by
opposite-connected diodes and a capacitor forming a bidirectional chopper. Figure 8 shows a simplified
one-phase equivalent circuit of the proposed MMC STATCOM. Point P in the circuit refers to the
positive DC-link, while point N refers to the negative DC-link. In addition, the following assumptions
are provided for more analysis,

1.  The DC-bus voltage V; is constant without a ripple.
2. There is a uniform distribution of the DC input current I; among the three phases.
3. The switching losses in the main components of the circuit are ignored.

Figure 8. The one phase equivalent circuit of the MMC static synchronous compensator (STATCOM).
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The terminal voltage u, and output current i, are assumed to be pure sinusoidal:
1, = Usin(wt) (7)

ip = I'sin(wt + ¢;) 8)

where U denotes the phase voltage peak value, I denotes the phase current peak value, w is the angular
frequency and ¢; is the phase shift between voltage and current.

For a symmetrical three-phase system, the phase current i, is divided equally between the two
legs. Thus, the resulting share from the upper and lower legs can be identified as follows [27]:

) 1 .
ipy = EI[KI + sin(wt + ¢;)] )
. 1 .
iNg = EI[KI —sin(wt + ¢;)] (10)
where K; is the current coefficient that is expressed as
Kj=3—+ (11)

The differential equations of the upper and lower arms of Figure 8 can be introduced as follows:

av, ‘
cd—tc = sqipg (12)
v, .
Cd_tc = S2INg (13)
Ld;;“ + Ripy = % — Usin(wt) -1V, (14)
Ld;l\t"’ + Ring = % + Usin(wt) — s, Ve (15)

where V. is the voltage of the capacitor, s; and s, are the upper and lower leg switching functions, L
denotes the AC 