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Foreword by Dr. Peter Stuckmann

            Recent years have shown us the potential that 5G networks have to provide the connectivity basis for the digital and green recovery in the short to mid-term, and the need to build technology capacities for the following generation—6G—in the long term.

            Success in 6G depends on the ability to build a resilient, secure, and high-speed 5G infrastructure, which is trusted and will support advanced 5G capabilities, on which 6G technology experiments and, later, 6G deployments can build.

            The growth potential in economic activity enabled by 5G and later 6G networks and services has been estimated in the order of €3 trillion by 2030, according to McKinsey Global Institute, 2/2020.

            5G networks evolution, notably 5G stand-alone, is expected to enable many industrial applications such as Connected and Automated Mobility (CAM), Industry 4.0, and advanced health care. But 6G systems will likely offer a new step change in performance, moving us from Gigabit toward Terabit capacities and sub-millisecond response times, and enabling new critical applications and an “Internet of Senses”, collecting and providing the sensors data for nothing less than a digital twin of the physical world.

            To explore these opportunities, the Commission launched a major initiative to promote a European vision for 6G and to develop 6G concepts, technologies and systems, the Smart Networks and Services Joint Undertaking (SNS JU). Co-led with the industry and driven by making a positive impact for our economy and society, the SNS JU addresses research, innovation, and deployment, through its two-pillar approach: it coordinates the European 5G Strategic Deployment Agenda and 5G corridors deployment projects, while fostering Europe’s technology and industrial capacities in 6G, through a solid research and innovation roadmap and dedicated funding.

            With its 35 newly launched 6G R&I projects worth €250 million of EU funding, and a planned investment of around the same amount in 2023 and 2024, the SNS JU is pushing for research and innovation on key technology building blocks of 6G networks. The core research is on future system architecture and control, radio and signal processing, network and service security, optical networks for converged network infrastructure, devices and components, and edge and ubiquitous computing. Smart Networks and Services projects explore how to integrate terrestrial and non-terrestrial networks, while looking at special-purpose sub-networks in very short-range communication environments. These technology capacities are expected to become the basis for future digital services toward 2030. Research is being complemented by experimental infrastructures and large-scale trials and pilots to explore and demonstrate technologies and advanced applications and services for the verticals.

            Sustainability and security-by-design get special attention in 6G systems and architectures design and development, as Europe wants to lead by example the twin digital and green transition worldwide. Smart network technologies and architectures will need to drastically enhance their energy efficiency despite major traffic growth and keep electromagnetic fields (EMF) under safe limits. These design principles should form the technology base for a human-centric Next-Generation Internet (NGI) that addresses Sustainable Development Goals (SDGs) and cares about sustainability, trustworthiness, accessibility, and technology affordability, while connecting the human and digital worlds for extreme experiences.

            Global standardization and spectrum harmonization need to be prepared by proactive and effective international cooperation at government and industry level. If the motto is one 6G global standard, the SNS JU needs to foster EU players’ industry positions in future 6G standards and markets, building on dialogues with leading regions and possible focused joint initiatives in R&I. Also, the outcomes of EU and national 6G research projects should advise the EU-level 6G spectrum roadmap. The long-term EU spectrum strategy beyond 5G depends on a united and influential EU role in the international spectrum negotiations—notably toward the upcoming World Radio Conferences.

            Moving into 6G surely presents a challenge for Europe: to maintain its technological leadership in the connectivity field, while building capacities on other fronts, such as in the edge cloud continuum, or in the chipset and components domains.

            There is also a key opportunity to consolidate European technological sovereignty, in line with the conclusions of the 5G Cybersecurity toolbox. The vision is that investing and mastering 6G technologies will foster our connectivity industry, and ultimately our economy and society.

            The Changing World of Mobile Communications—5G, 6G and the Future of Digital Services is timely to explore how 6G is expected to play a key role in the evolution of our economy and society toward 2030 and to contribute to a more secure and sustainable world.

          
Dr.Peter StuckmannHead of Unit—Future Connectivity Systems, Deputy Director—Future Networks, Interim Executive Director—Smart Networks and Services Joint Undertaking, European Commission

Foreword by Dr. Volker Ziegler

            The commercial roll-out and evolution of 5G networks is in full swing—in the meantime, more than 240 communication service providers and thousands of enterprises have launched 5G networks. The full promise of 5G services will become reality in the next years all over the world as 5G stand-alone architecture will enable innovative offerings such as network slicing. But it does not stop there. 5G Advanced will include readiness for use cases of extended reality as well as, for instance, enhanced commercial viability and performance of IoT offerings. And 6G is already on the horizon, commercial product availability is expected in 2029/30 time frame. It will be the essential infrastructure and platform for communications in the 2030s. 6G research has successfully started with strong momentum of collaboration as illustrated by the results of worldwide relevance of the EC H2020 6G flagship project Hexa-X. Use cases of the 6G era will include immersive telepresence, twinning, collaborating robots and mixed reality co-design, creating a 6th sense and specialized trusted sub-networks. These use case families will liberate human potential and drive economic, societal, and environmental sustainability. Machine Learning and Artificial Intelligence will be pervasive enablers across the technology stack. In the 2030s, metaverse ready networks and associated new capabilities will be key. Collaborative advantage beyond research will go together with business model transformation of Network-as-a-Service and the enabling of new services by Network-as-Code. Telecom networks will become key to everything digital. Companies and organizations across every industry around the world will leverage digitalization to improve efficiency, flexibility, and productivity in a sustainable way. To meet these requirements, communication networks will be enhanced with the open flexibility and scalability of the distributed cloud. The networks of the future will sense, think, and act and thereby transform business, industry, and society. Developing Environmental, Social, and Governance (ESG) into a competitive advantage and building trustworthy platforms are strategic imperatives. Private-public partnership and regulation have been instrumental in preparing the ground for successful take-off of 5G networks. As we are now getting ready for the 6G era, the time has come to explore new paradigms from the interlinking of industrial policy, innovation, and regulation while avoiding government mandates. Availability of radio spectrum will continue to be a key prerequisite and new bands dedicated to cellular communications will help foster sustainable economic impact for the long term. Economy of scale from global standards and the avoidance of duplication of effort seem essential. Standards should be industry-lead and a fair, reasonable, and non-discriminatory patent regime will be key for value capture of practicing entities. Our purpose is to create technology that helps the world act together and connectivity continues to be the key enabler. The book The Changing World of Mobile Communications - 5G, 6G and the Future of Digital Services provides a comprehensive and fresh perspective on the evolution of mobile networks in the broad context of future enabling technologies and innovation, scenarios of sustainable business transformation as well as aspects of regulatory change.

          
Dr.Volker ZieglerSenior Technology Advisor, Chief Architect, Nokia Strategy and Technology, Nokia

Foreword by Prof. Christopher L. Tucci

            You are reading a book that is going to change the way you think about telecommunications. Telecoms has been fighting a long, slow slide from the days in which national telecoms monopolies made massive infrastructure investments and recouped them by charging high prices to businesses and consumers who had few alternatives. As these fixed-cost recovery issues have become more and more salient in recent decades with increasing deregulation and competition, there has been a shift toward mobile services as a way of adding additional revenue streams, which has helped, but recent trends indicate that telecoms companies will probably need to embrace completely new and unfamiliar business models within the next ten years as 5G continues its diffusion and 6G comes online. Both competition in telecoms services and complementor business models (such as over-the-top services) will put increasing pressure on telecoms operators.

            Indeed, the rapid increase in digitalization has had an outsize impact on the way we work and live, as well as the way we communicate as individuals and as organizations. With the global pandemic, new work practices have emerged that require the ability of large numbers of people to work remotely and effectively—individually and in groups—while communicating using high-bandwidth video and other Internet applications. All of this has put increasing demands on how technologies, businesses, and services are developed in the information and communications technology (ICT) space, while at the same time pressuring ICT business models and business ecosystems. Many of the services that were previously provided by mobile network operators (MNOs) now face competition from the public Internet, challenging the business models of domestic connectivity providers. This evolution, intertwined with technology advances and regulatory bodies, builds pressure on regulators and policymakers, who must consider their responsibilities in navigating new market dynamics for the greater good of society, and who need to balance innovation promotion with protecting the public in the shorter term.

            Amidst all of this complexity and co-evolution of markets, technologies, and regulations, one might sensibly ask what future world of ICT technologies, policies, businesses, and business ecosystems are on the horizon? With this edited volume, The Changing World of Mobile Communications - 5G, 6G and the Future of Digital Services, the editors and authors, who are among the world’s leading ICT, mobile communications, and business model specialists, make a bold and critical attempt to answer this question by combining the three perspectives of business models, ICT technologies, and technology policy in an engaging and logical fashion.

            In developing this narrative, the book provides cutting-edge knowledge, overviews, and unique insights into the central ICT developments that have and will have immense impact on the business, technological, and regulatory perspectives of mobile communications. In addition, the book brings forth future avenues for ICT research and mobile communications developments to guide both industry leaders, managers, researchers, and policymakers. It is difficult to predict exactly when the traditional telecoms business model will reach a breaking point, but this book will help you make an informed judgment about how soon that day will come, and what some of the options are in the new telecommunications ecosystem space.

          
Prof.Christopher L. Tucci
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            I have a story to tell you. It has many beginnings, and perhaps one ending. Perhaps not. Beginnings and endings are contingent things anyway; inventions, devices. Where does any story really begin? There is always context, always an encompassingly greater epic, always something before the described events, unless… 

            (Iain M. Banks, The Algebraist)

          



          
            The Aim and Purpose of the Book

            Mobile communications as the backbone for digitalization in modern society in many ways define how digital services are being designed, delivered, and consumed. Despite its central role for individuals, organizations, and societies in digitalization, the mobile communications context is only scantily researched outside the engineering domain. However, the idea for the book was initiated within the world’s first 6G research program, the 6G Flagship at the University of Oulu, Finland, funded by the Academy of Finland as an eight-year research endeavor from 2018 to 2026. The book aims to provide a comprehensive and multidisciplinary outlook on the present and future, focusing on the changing world of mobile communications, written by a team of authors representing relevant experience and expertise in the business, regulation, and technology management domains. Contrary to many conventionally edited and peer-reviewed scientific books, the content of the chapters have been peer-reviewed and coordinated to provide a coherent, holistic, and multidisciplinary forward-looking view to understand and make sense of what we call the world of mobile communications.

            Mobile communications technologies are often referred to by examining what generation of technology they represent in the continuum from the first generation (1G) to the latest fifth generation (5G) technology. These generations are backward compatible, meaning that the currently used communications technologies may be based on any of the generations from 2G to 5G. These technologies should also be forward compatible with the next generation mobile communications technologies. The research on future 6G already started a few years ago, and we are expecting that it will be commercially available by 2030. However, what 6G will be, and how it will be used, remains unknown.

            Today’s 4G services are available practically everywhere, and the adoption of 5G networks is well underway. Compared to 4G, 5G has already brought about new business opportunities, especially in industrial domains and by enabling seamless virtual and augmented reality services. However, it (5G) also raised serious concerns about data privacy and security and the use of artificial intelligence. As the global vision for 6G will be released in 2023, we need to understand already today what 5G evolution and 6G may bring for the future service delivery, and how they will influence us at user, business, business ecosystem, and geopolitical levels. Future 5G evolution and 6G are not only about moving toward faster, better, and more secure networks providing the backbone for innovative digital services. 5G and 6G will bring about a profound digital disruption that concerns everybody: individuals as the users and the developers of the service; companies that are developing and providing these technologies; companies that are providing mobile communications services, i.e., the operators; companies that are offering their services on public or private 5G and 6G services or needing these services; the authorities and public organizations; and policymakers and regulators.

            Currently, no books are available that bring together business and regulation perspectives of mobile communications with strong engineering expertise. A more holistic picture of 5G and 6G is therefore lacking in existing publications and in the present discussions of ICT. Consequently, the aim and purpose of the book it to provide the reader with a state-of-the-art, multidisciplinary, and insightful overview and vision presented by experts in the field.

            With this book, we, therefore, aim to explore and provide answers to the following questions:	
                What will 5G, its evolution, and 6G be about?

              
	
                How will 5G and 6G influence future digital services, businesses, and society, and what kind of impacts will they have on them?

              
	
                How should 5G and 6G be regulated in the future?

              
	
                How could we benefit from 5G and 6G innovations in the future?

              





            
              Who Should Read the Book, and Why?

              This book is targeted at and written for managers, practitioners, policymakers, and students who want to understand what 5G and 6G will be about, the kind of impacts they might have, and how we can benefit from them in the future. It also provides a holistic view of future mobile communications business and regulative aspects to engineers working in the mobile communications sector. The key subject areas concerned are engineering, policy, management, and business. The book can be used in higher education in engineering and management, as well as digital business. Furthermore, the book is applicable by (1) managers, who are active in mobile communications and/or apply mobile connectivity as the backbone of their digitalization and digital services, (2) regulatory bodies and policymakers, who operate in the field of mobile connectivity, or whose work has implications for related businesses and services, and (3) researchers and universities and other higher education institutions, and their students. Accordingly, the book:	
                  Provides a holistic and insightful view of the future of mobile connectivity as the backbone for all digitalization, given by experts in the field.

                
	
                  Combines the technical and business-related perspectives of the field in exploring the unique and vast business potential, while addressing the impact on policymaking.

                
	
                  Contributes valuable insights and new knowledge to all who study, develop, manage, provide, use, and regulate mobile connectivity and related businesses.

                
	
                  Inspires the reader through practical and reality-based examples and industry views on future 5G/6G.

                





            

            
              How Was the Book Developed?

              With the aim to provide a more holistic view of 5G, 6G, and beyond, in leveraging more human-centric information and communications technologies (ICT), we have initiated, developed, and edited this book on The Changing World of Mobile Communications: 5G, 6G, and the Future of Digital Services with chapters co-authored by researchers and practitioners working at the interface between business, engineering, and policymaking. Through close dialogues and collaborations between the co-authors, we have aimed to facilitate a more holistic discussion and presentation of the content, impact, and future scenarios of telecommunications. In doing so, the book seeks to bridge these three large and vibrant research communities with a view to informing future research, as well as practitioners and policymakers, on the neglected but vital contributions that ICT ecosystems and businesses can make to sustainably creating and capturing value for society. Underpinning the book is the core question of how 5G/6G can contribute to sustainable value creation and value capture from a business, engineering, and policymaking perspective.

            

            
              Structure of the Book

              The structure of the book is created to answer these questions and build a stepwise learning experience for the reader in four parts. Part I maps the mobile communications context, Part II examines value creation and capture in the context, Part III focuses regulatory and national considerations, and Part IV, building collectively on the preceding chapters, discusses implications for future consideration for research, management, and policymaking.

              
                Part I Mapping the Mobile Communications Context

                Part I of the book starts with an introduction (Chapter 1). The Introduction to the book chapter provides an overview of the book’s purpose, aim, content, and targeted contribution and target audiences and provides a short presentation to each chapter and biographies of all the authors.

                Chapter 2 Evolution of mobile communications introduces the evolution of mobile communications. As this context is expected to become increasingly platform-based and ecosystemic, it is important to distinguish relevant perspectives to map the developments in the field. The chapter provides an outlook from the first (1G) to fifth (5G) generation of mobile communications by examining technology and standardization, relevant regulatory developments, and content, and specifically characterizes the business ecosystems toward the sixth generation of mobile communications (6G). The purpose of the chapter is to provide a contextual setting for the discussions presented in the subsequent chapters by showing the emergence and evolutionary continuum of mobile communications from 1G toward 6G.

                Chapter 3 Future scenarios and anticipated impacts of 6G examines future scenarios of 6G at different levels of analysis, aiming to identify and assess the key change political, environmental, social, technological, and legal forces—trends and uncertainties—related to future mobile communications and proposes a set of dimensions according to which we can expect 6G to change the world. Based on the proposed dimension, the chapter presents a set of future scenarios related to mobile connectivity integrated with various services at the user (humans and machines), business (service provisioning and utilization), business ecosystem value chain (upstream and downstream), and geopolitical levels of analysis.

                Chapter 4 Sustainability transition and 6G mobile communications highlights 6G mobile communications’ link with the sustainability transition. Using both theoretical arguments and practical examples, the chapter applies the multilevel perspective of the sustainability transition to highlight specificities of the niches, sociotechnical regimes, and exogenous sociotechnical landscapes of 6G technology in relation to the sustainability transition.

              

              
                Part II Value Creation and Capture in Future Mobile Communications

                Chapter 5 Value creation and services in mobile communications explores the opportunities for value creation via the services enabled by the fifth (5G) and sixth (6G) generation of mobile communications, with a specific focus on value creation at the service, platform, and ecosystem levels of analysis. The chapter presents the 5G and 6G usage cases as starting points, highlighting the drivers of value creation and the key services enabled by the mobile communications technology generations.

                Chapter 6 Business models in 5G/6G mobile communications examines business models in mobile communications that have remained surprisingly stable up to 4G. 5G and beyond generations will bring a fundamental change to how mobile connectivity is deployed and commercialized. This chapter explores the business opportunities, business models, and changing platformic business ecosystems of the future that extend beyond traditional company boundaries.

                Chapter 7 Benefiting from innovation in future 6G takes a wider perspective on profiting from innovation and discusses firm, ecosystem, industry, and policy-level aspects relevant for developing 5G/6G. To date, mobile communications networks have been seen as enabling technologies whose innovations potential can be characterized by examining technology complementarity, standardization, and intellectual property issues. With 6G, especially in combining artificial intelligence, the mobile network gains features of a general-purpose technology platform with specificities regarding the appropriability of value.

              

              
                Part III Regulatory and National Considerations

                Chapter 8 Local 5G/6G network business in Europe: regulatory analysis and legitimacy considerations focuses on the EU Digital Legal Framework; it identifies and discusses relevant EU legal acts and presents the EU legal initiatives in the context of local mobile communications networks. It reviews previous research from the legitimacy challenge perspective and improves understanding of how regulation currently delimits the emerging business models of the local 5G/6G networks.

                Chapter 9 Toward anticipatory regulation and beyond discusses the need of telecom regulators to break out of their sectoral silos and analyzes the regulatory situation in Europe, North America, and Asia. The chapters derive conclusions on how Europe’s competitiveness and innovative strength can be improved with better interlinking of industrial policy, innovation, and regulation by introducing the anticipatory regulation approach.

                Chapter 10 Sovereignty and 6G discusses how sovereignty has become a top priority for government leaders and asks what sovereignty is in the world of 6G. Or is the question rather what 6G is in a world where safeguarding sovereignty is the major theme of geopolitical collaboration, competition, and conflict? The chapter outlines the interplay of 6G technology and political-industrial governance in different scenarios for the future of sovereignty.

              

              
                Part IV Implications for the Future

                Chapter 11 A view to beyond 6G adopts a futures research approach and applies causal layered analysis to presented 6G visions, focusing on different national perspectives between China, Europe, Japan, South Korea, and the USA. The chapter identifies the assumptions behind mobile communications, analyzes the different national visions and presents, based on the multiple ideologies and epistemes of the stakeholders, transformed futures beyond 6G mobile communications. The chapter concludes with policy implications for developing global mobile communications.

                Finally, summarizing the discussions in the preceding 11 chapters, Chapter 12 Opportunities and implications related to future mobile communications focuses on the research, managerial, and policymaking opportunities and implications related to future mobile communications.
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            Natural selection will not remove ignorance from future generations.

            (Richard Dawkins)

          



          
            The Historical Development of Mobile Communications

            Worldwide digitalization has been enabled by the successive mobile communications generations over the past three decades. Each generation has introduced new use cases and technical capabilities, while optimizing the use cases of the previous generation. Overall, technology can be seen to serve an enabling role in mobile communications. In this historical development, the commercialization cycle of mobile communications has followed three steps: (1) definition, (2) standardization and implementation, and (3) deployment and use. At the definition stage, the innovation from companies and research organizations is mediated together with national authorities in the global ITU-R (International Telecommunication Union Radiocommunication sector) to form a framework and develop usage scenarios for the radio aspects of mobile communications technology. After the definition of the requirements for the radio interface at the ITU-R, standardization bodies and firms negotiate standardization and implementation via standard releases that are the basis for the implementations by different technology vendors. As the technical systems and solutions needed in a technology generation have been developed, they are deployed and utilized by the mobile operators in different business implementations (Ahokangas et al., 2023). This deployment and use are, however, delimited by regulation as the telecommunications is a highly regulated field.

            This chapter provides an overview and brief introduction to the mobile communications industry. The chapter will start with a brief description of technological development in the field in different technology generations from the first to sixth generation and discuss the role of standardization in this development. Next, the chapter will provide a short introduction to the role of regulation in mobile communications. The chapter will conclude with a characterization of the mobile communications business. This chapter serves as a starting point for the discussions presented in the subsequent chapters.

          

          
            Technological Developments from 1G to 5G

            From the first generation, the mobile network system architecture has been defined by the radio access technology, access and core network routing, and the associated services related to voice, messaging, data transfer, mobility, authentication, and access control. After the first generation (1G) analog voice only service, the second generation (2G) introduced a digital mobile system with text messaging and mobile phones as a personal portable device in addition to a voice service. The third generation (3G) with mobile broadband data brought access to mobile multimedia and significantly lowered the cost of the voice service. The fourth generation (4G) expanded the multimedia service offering across digital industries built around smart phones. 4G lowered the cost of data while introducing video to consumers and machine-type communications to serve vertical industries. The ongoing deployment of the fifth generation (5G) has drastically increased the number of communicating objects (David & Berndt, 2018). For consumers interactive low-cost video and for enterprises the industrial IoT (Internet of Things) are paving the way toward human augmentation and digital-physical fusion. Up to 4G mobile communications, the connectivity business has remained surprisingly unchanged allowing the incumbent mobile network operators (MNOs) to dominate the market, although they have been seriously challenged by the content-owning, cloud-based over-the-top (OTT) Internet giants (Ahokangas et al., 2013).

            For 5G, the ITU-R vision framework for international mobile telecommunications IMT-2020 and beyond presented in (ITU-R, 2020) adopted a service-centric approach to the 5G use case definition. The IMT-2020 vision identified three services classes, enhanced mobile broadband (eMBB) targeted at consumers, ultra-reliable low-latency communications (URLLC) for mission-critical services for organizations such as factories, and massive machine-type communications (mMTC) to connect IoT. The fifth generation mobile network 5G new radio (NR) solution was standardized by 3GPP in release 15 and commercially deployed in 2019 based on the non-standalone (NSA) architecture where a 5G radio access network (RAN) operates on a legacy 4G LTE core network. Innovations in a new user equipment (UE), radio access network (RAN), and 5G core (5GC) designs enable substantial improvements across the main service domains eMBB, URLLC, and mMTC. In particular, the new active antenna beam-based physical layer RAN design allows operation in higher frequencies up to mmWaves with wider bandwidths. The 5G system architecture including the 5GC became available from 2020 as standalone (SA) enabling the deployment of private enterprise and industrial 5G networks (Parkvall et al., 2017).

            The 5G standard evolution in releases 16 and 17, as depicted in Fig. 2.1, expands the 5G ecosystem particularly for industrial domain via innovations such as time sensitive communication, small data transmission, and UE energy saving. 3GPP work on release 18 5G-Advanced (5GA) is due in 2024 and the first deployments are expected around 2025 (Chen et al., 2022). 5GA will provide an intelligent network platform utilizing machine learning (ML) to adapt to its environment, new classes of devices and enhance support for novel applications such as truly mobile extended reality (XR) services. Furthermore, 5GA will embed high-precision location, presence and timing technologies, and device innovations will make drone optimized and non-terrestrial networks (NTN) such as satellite connectivity a commonplace feature. For the Industrial Internet of things (IIoT) ecosystem, the release will offer connections from low-cost and low-data rate to extremely low latency with pinpoint accuracy (Lin, 2022).
                [image: ]
                  A timeline from 2018 to 2030 presents an expected 3 G P P standardization along with the I T U and I T U-R processes for I M T systems. Some of the events are I T U-R W R C-23 new spectrum bands in 2023, I T U-R W R C-27 new spectrum bands in 2027, R 17 in 2021, and 6 G requirements in 2024.

                

                
              
Fig. 2.1
                  Expected 3GPP standardization timeline and ITU-R process for IMT systems

                


            In previous generations, the end-to-end network provided the same service to all users and the only option to offer guaranteed provision for a critical application, e.g., for public safety or critical infrastructure services was to deploy a dedicated physical network. In the 5GC network, network slicing allows operators to create thousands of virtual, independent networks within the same physical network infrastructure that connect from the device through to the application. Network slicing enables operators to efficiently package novel 5G network capabilities into differentiated, guaranteed service level agreement-based (SLA) services in a cost-effective way.

            The 5GA platform is visioned to introduce and extend a variety of novel applications and use cases across industries in 2025, and beyond (see, e.g., Ghosh et al., 2019; Nakamura, 2020).	
                Extended mobile reality and ubiquitously available cloud gaming requires compact power-efficient devices supported by time critical communication capabilities.

              
	
                Wearable technology and devices demand a small form factor, efficiency, and high battery life.

              
	
                Industrial process monitoring and quality control are based on a massive volume of small data that should be transmitted frequently and efficiently to support network performance.

              
	
                Critical infrastructures such as public safety, railways and utilities with ultra-reliable low-latency communication combined with security and privacy requirements.

              
	
                Asset tracing and tracking in logistics demands extremely low energy consumption.

              
	
                Tele-operation of autonomous vehicles, robots, and drones demands reliable and secure communications both for the control and payload data.

              
	
                Location applications of connected devices with centimeter-level accuracy is enabled by advanced indoor and outdoor positioning technologies.

              
	
                Resilient, deterministic, and more stringent timing of 5G networks will be made affordably available and leveraged, e.g., in industrial automation to real-time financial transactions.

              





            For 6G, ITU-R is working to publish the global framework for IMT toward 2030 and beyond in 2023 that will provide the basis for defining the future 6G.

            
              Standardization

              The worldwide success of mobile communications from the first generation onward can be seen to be largely founded on the initially proprietary technologies that have subsequently been transferred into a series of standards. Each new technology generation has required a decade of billions of euros investment in research and development to formalize technological innovations into standards and further into hardware and software products and services. Technology standardization has helped to generate foundational innovation platforms upon which emerging technology vendors have developed their products and services. From 1G onward, a similar standard release process has been followed providing standard blueprints for stakeholders to contribute and develop products and network solutions. The stakeholder community for the development has been well defined and stable consisting of a limited number of technology vendors, mobile network operators, system integrators, as well as academia and regulators.

              With 5G, the technology ecosystem has been expanded particularly toward enterprises and industries introducing an unprecedented number of use cases and related novel stakeholder groups. Moreover, it should be acknowledged that 5G standardization deviates from previous generations having a coordinated single worldwide major approach to the IMT-2020 requirements. 3G (IMT-2000) was defined by three alternative paths (3GPP UMTS, 3GPP2 CDMA2000 and IEEE mobile WIMAX) and 4G (IMT-Advanced) with 3GPP LTE and IEEE mobile WIMAX alternatives that initially did not have an obvious single winner. Furthermore, 5G service-based architecture with open interfaces, the convergence of communication, information technology and data (ICDT), and user developer centricity will challenge the establish 3GPP grounded IMT process. Recent geopolitical and societal changes—especially related to discussions on data colonialization, user rights, and the use of artificial intelligence, and the digitalization of society and critical infrastructures—have given rise to discussions on the role of nations in standardization. The ongoing technology battle has specifically concerned the leadership in 5G regarding semiconductors, and concerns over sovereignty regarding AI and digital technologies have become an issue (Moerel & Timmers, 2021). As a recent example, the US “Clean network initiative” in 2020 addressed the long-term threat to data privacy, security, human rights, and principled collaboration to free the world from authoritarian malign actors (US Government, 2020). These developments raise the question of the possible fragmentation of the 6G standardization.

              
                Role of Patents and Licensing

                For a half-century, all major mobile communications technology providers have relied on patent licensing as their main value capture mechanism. The European telecommunications standards institute (ETSI) has orchestrated the development and governance of standards, controlling the technology contributors to make licenses available on a fair, reasonable, and non-discriminatory (FRAND) basis for a wide variety of implementers globally. The unique combination of technology co-development and widespread global adoption have been enabled by a nonexclusive licensing model. In addition to standard essential patent (SEP) royalties which have created a continuous incentive for standard contributions, technology vendors have leveraged complementarities via adjacent intellectual property (Teece, 2019).

                The collaborative approach has empowered a downstream innovation and a mobile technology and application ecosystem. The standards-compliant ecosystem comprises dedicated technology/chipset firms, infrastructure equipment providers, mobile network operators, device manufacturers, operating system software providers, application developers, and content providers. Many specialized technology firms and vertically integrated companies in the mobile communications industry increasingly engage with two or more roles. Contrary to the single company-owned web-scale “winner-takes-all” digital platforms, harmonized common standards in mobile communications have helped define platforms with many stacked software layers.

                A detailed look at the ETSI IPR online database (ETSI IPR) reveals that most 5G patents were declared between 2017 and 2019, and 25% of them were evolutionarily declared already for 4G. The database indicates that radio access networks (RAN), comprising the radio performance, physical layer, radio resource management specification, specification of the access network interfaces, the definition of the operations, and management requirements and conformance testing for user equipment and base stations encompasses about 84% of the SEPs. Physical layers 1 and layer 2 alone add up to 70% of SEPs. Services and systems aspects (SA) covering the overall architecture encompasses approximately only 11% of SEPs despite their leading role in security, management, orchestration, charging, and mission-critical applications areas. The remaining approximately 5% of SEPs are encompassed in the core network and terminals (CT) domain where differentiation and user experience have traditionally been implemented via technology system integration and overall network design, management, and orchestration. All in all, what matters is the device relevance found to be 80–90% of all the SEPs, which is in line with the distribution of licensing royalties (Yrjölä et al., 2022).

                With a massive diffusion into new application areas and expanding the circle of stakeholders and licensees in the 6G era, firms may increasingly cooperate vertically in open dynamic multi-layered architectures while competing horizontally to capture value across services. The resulting complex licensing landscape will necessitate more precise rules for FRAND licensing as the exact interpretation and the associated reasonable licensing fees are not precisely defined in the current model (Teece, 2019). The extension toward cross-layered architecture functionalities and including data and algorithms will lead to the convergence of multiple connected ecosystems, introducing new roles and actors, especially related to system integration, management, and orchestration (Yrjölä et al., 2021).

                Flexibility, scalability, and efficiency requirements combined with the long-tailed distribution needs of applications, may lead the 6G system to only specify a few core capabilities for the lower system layers with related open interfaces. Thus, higher layer distinct use case specifications for a complete connectivity platform will be done by different actors. For scalability and replicability among connectivity services, the lower-layer processing-intensive radio functions may continue to be specified by global standardization and continued to be implemented in custom silicon chipsets. On the other hand, the modular architecture with open interface specifications will enable the rest of the softwarized, programmable, and virtualized functions to be deployed on any commercial computing hardware. This will facilitate competition and entry, enabling stakeholders to access complementary assets through various forms of alliance with larger firms as well as to specialize within the ecosystem and develop complements to the platform. This suggests that value should be captured increasingly across multiple protocol layers and levels of the industry, and that the role of the de facto standard will need to be revised. Standards for systemic and complex general-purpose technologies, as Fig. 2.2 summarizes, will require coopetitive (i.e., simultaneous collaboration and competition) development to gain interoperability across ecosystems and industries.
                    [image: ]
                      A schematic chart illustrates six technical elements and nine patents, some of which focus on higher-level elements and others on lower-level elements. Technical elements include applications, services, networks, resource access, algorithms, and radio interfaces.

                    

                    
                  
Fig. 2.2
                      The transformation of technology innovation across 6G system architecture layers stems from the 3rd Generation Partnership Project (3GPP) system architecture

                      
                        (Adapted from Yrjölä et al., 2022)

                      

                    


                One of the key challenges related to profiting from technological innovations in the 6G era is the protection and enforcement of intellectual property while fostering wide diffusion in the ecosystem. For example, starting from the discussion about who should acquire and pay for an SEP license: the OEMs, end-product manufacturers, or connectivity and application module suppliers. It will be essential to find a ruling that avoids the courts’ protracted resolution of licensing disputes, ensures adequate compensation for developers, and promotes widespread use of innovations through appropriate fees. A compromised ETSI FRAND model and a more proprietary vertically integrated model with the reduced IP protection may be priced into products and services (Teece, 2019) and severely reduce the existing significant positive externalities that mobile communications technologies offer and place the envisioned 6G role as a general-purpose technology at risk.

              

            

          

          
            Regulatory Developments

            The mobile communications sector is tightly regulated. Regulation takes place at national, regional, and international levels via different methods and focus areas. One fundamental area is spectrum regulation, because the radio spectrum is the most critical natural resource needed for all wireless communications (Anker, 2017). Mobile communication networks need spectrum to operate on and so do all other wireless communication systems such as satellites and terrestrial broadcasting, among others. However, if they use the same spectrum resources, there can be harmful interference that leads to significant service degradations. As a result, different wireless systems have traditionally sought their own exclusive use of the radio spectrum, which has been the foundation for mobile communications.

            At the global level, the ITU-R sets requirements for systems to become part of the IMT family, that currently comprises 3G, 4G and 5G systems. At the regional level, coordination takes place between countries in specific regional organizations. In Europe, countries belonging to the European Union follow the European electronic communications code (EECC) directive, which defines the rules for electronic communication networks and services, and the spectrum used for mobile communications is harmonized. Many regulatory topics are a national matter including the actual spectrum awards determining who can deploy mobile communications networks and how. National level regulations consider international and regional approaches and define regulations that are considered appropriate in the country in question.

            
              Spectrum Regulation

              Spectrum regulation in particular plays a fundamental role in defining how, where, and when the developed technology is used and for what purpose (Matinmikko et al., 2014). Spectrum decisions made at the international, regional, and national levels significantly impact the resulting markets and the mobile communication sector is no exception. For mobile communications, every new technology generation has secured access to new spectrum, which has been internationally harmonized, leading to economies of scale by using the same equipment in larger markets.

              Market regulations aim to achieve competitive markets where more than one MNO serves the end user customers in a country. Markets are directly impacted by spectrum regulatory decisions, especially via the rules in awarding of licenses. These national spectrum awarding decisions, which typically use spectrum auctions for mobile communications, significantly influence how many MNOs can operate in a country and how competitive the market is. Additionally, access regulation with rights and obligations concerning interconnection has a major influence on the markets.

              Regulatory developments at the ITU-R regarding IMT-2000, IMT-Advanced and IMT-2020 systems have defined the development paths for 3G, 4G and 5G systems. The phases of regulatory development proceed from identifying technology trends and traffic characteristics to defining a joint vision, followed by detailed requirements definition, against which technology proposals are then evaluated. Finally, technology proposals that fulfill the requirements defined by the ITU-R become members of the IMT family and gain access to spectrum bands that are allocated to the mobile service and identified for IMT systems. The spectrum identification process goes in parallel with the IMT system process ranging from identifying spectrum needs based on market studies to studying candidate bands and their feasibility toward spectrum allocation decisions that are made at the World Radiocommunication Conferences (WRCs) of the ITU-R.

              Regarding 6G, the process for IMT toward 2030 and beyond, which corresponds to 6G, is underway at the ITU-R. The technology trends have been identified and the report on future technology trends was published in 2022 (ITU-R, 2022). Work on the framework recommendation is ongoing and is expected to be completed in June 2023, presenting new usage scenarios for 6G. After WRC-23, which could develop an agenda item for the 6G spectrum for the following WRC in 2027 (WRC-27), the actual requirements definition phase will start in 2024. The requirements and needed evaluation criteria and processes will be finalized by the end of 2026. Technology proposals on 6G are expected in 2027–2028 with decisions taking place in 2029.

              Regarding 6G, standardization phase 1 will likely start from 2025, leading to the first 6G specification in 3GPP Release 21 by 2028 and followed by commercial deployments around 2030. Meanwhile 5G will be enhanced by 5G-Advanced, which will be key focus for 3GPP in Release 18 and19 onward and will power commercial public and private networks starting in 2025. 5G-Advanced will provide new 5G features and boost 5G capabilities in four dimensions: experience, extension, expansion, and operational excellence.

            

          

          
            The Evolution of the Business of Mobile Communications

            The mobile communications industry has for long been referred to as an ecosystem (Zhang & Liang, 2011). In the current 4G-dominated world that is transitioning toward 5G dominance, the ecosystem comprises hardware providers, software providers, mobile equipment and infrastructure providers, content and application providers, network operators, content providers, OTT (over-the-top) Internet players, service providers such as MNOs (mobile network operators) and MVNOs (mobile virtual network operators), network infrastructure constructors, facility owners, regulatory bodies, and end users (Pujol et al., 2016). However, the way the ecosystem has been seen has changed over the history of mobile communication generations.

            Latva-aho and Leppänen (2019) listed 29 different stakeholders for the envisioned 6G ecosystem, categorizing them into human, machine, enterprise, and public-sector type users, each with different demands and needs. In addition, they divided the stakeholders to have two different roles. Resource and asset stakeholders comprise device suppliers, network/cloud infra vendors, complementary technology providers, national regulators, public sector, government, data owners, context providers, content providers, context owners, edge cloud, data center, facility owner, site supplier, and building constructors. Meanwhile, matching and bridging stakeholders included mobile virtual network operators, mobile network operators, fixed operators, satellite operators, vertical-specific service providers, roaming service providers, application providers, digital twin providers, management service providers, data brokers, network resource brokers, broking/bridging providers, trust providers, and providers of security as a service.

            
              From Value Chain to Business Ecosystem

              Thus, the value chain in the mobile communication sector has evolved over the technology generations. The 2G era included state-owned MNOs and the market was opened to competition from new private MNOs. The value chain in 2G typically consisted of network infrastructure vendors, MNOs, device vendors, end users, and the regulator as depicted in Fig. 2.3. 3G introduced mobile broadband, which made new services and applications available over the networks. Otherwise, the value chain remained as it was in 2G, but competition increased in several markets with new market entry, leading to market consolidation later. 4G brought mobile broadband on a large scale and MNO networks became bit pipes for OTT services. In the 4G era, the role of OTT services increased and the number of MNOs per country decreased as a result of acquisitions by the MNOs.
                  [image: ]
                    A flowchart. The value chain in 2 G, 3 G, and 4 G consists of N I Vs, M N Os, device vendors, end users, regulators, and application providers. The value chain in 5 G includes device vendors, M N Os, cloud providers, N I Vs, local operators, facility owners, and corporate and consumer businesses.

                  

                  
                
Fig. 2.3
                    The value chain in 2G, 3G, 4G (upper part of the figure), and 5G (lower part of the figure)

                  


              The 5G era has introduced local networks deployed by different stakeholders, which has opened the market for new local entry. This development is still ongoing and varies a great deal between countries (Matinmikko et al., 2018). Local 5G networks have created local vertical specific ecosystems around their deployment areas where the stakeholders and their roles vary. Examples of this include the port and factory ecosystems.

            

            
              From Engineering Platform to Service Modularity and Ecosystem

              The definition of 5G opened the opportunity to change from connectivity-centric business models toward various connectivity with bundled content (data-based), context (location-based or service-specific), and commerce (platform) business models and offering the whole network as a service (NaaS). In parallel to this development, a disruption in the deployment models of mobile communication networks took place in the 5G era disrupting the ecosystem by enabling new entrants, such as utilities, ports, and manufacturing plants, to run their own local private 5G networks (Matinmikko et al., 2017). Additionally, other technologies such as cloud computing, AI, and Web3 have started to converge with or complement 5G introducing cloud computing “the fifth C” into the 4C business model characterization framework (Wirtz et al., 2010) as depicted in Fig. 2.4.
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                    An illustrative chart exhibits the transition in the mobile communications system from engineering platforms to service modularity to ecosystem platforms across 5 layers. Commerce, context, content, cloud computing, and connectivity are the layers.

                  

                  
                
Fig. 2.4
                    From engineering platforms toward service modularity and ecosystem platforms

                  


              Figure 2.4 illustrates the evolutionary view of the mobile communications system from the 4G engineering connectivity platform via 5G service modularity toward 6G connectivity platform-based ecosystem. In the 5C framework, the connection layer includes physical and virtualized communication network infrastructures for the ecosystemic value proposition of exchanging information. The newly introduced cloud computing infrastructure is an essential enabler for a variety of data and intelligence-based services. The third content layer aims to collect, select, compile, distribute, and present data in the ecosystem in a value-adding, convenient, and user-friendly way. In the context layer, the aim is to provide a structure, increase transparency, and reduce complexity by providing a platform for stakeholders’ communication and transaction. Finally, the commerce layer focuses on negotiation, initiation, payment, and service and product deliveries in the ecosystem, enabling low transaction costs and providing a cost-effective marketplace for matching and bridging supply and demand.

              Despite massive investment in the current mobile communication networks, the MNOs’ opportunities for differentiation have been limited. The differentiation capacity has shifted toward devices and content and the mobile operating systems have become bottleneck assets in the mobile ecosystem. 5G can be seen as a service modular platform system stemming from interfaces that enable complementary offerings of elements and services. The digital platform business model enables software developers to add value through applications and complementary assets to the ecosystem by attracting users and building network effects. The ecosystemic 6G connectivity platform-based model facilitates value co-creation, co-capturing, and sharing to maximize the overall value generated and acquired not only by a focal traditional incumbent MNO but also by the ecosystem’s stakeholders. The 6G ecosystem can be seen both as an innovation engineering platform and e-commerce transaction platform (Evans & Gawer, 2016). This will enable digital business ecosystems to facilitate exchanges of otherwise fragmented groups of consumers and/or firms and to provide a technology and distribution system for other companies to base their technological and service innovations. Introduced service modularity on 5G platforms will on one hand enable fast-paced autonomous innovation, but on the other hand it will change the appropriability mechanism by reducing the role of complementary core assets.

              
                Technological Architecture as a Starting Point

                In 6G, the systemic architecture level innovations will be vital in enabling business model changes. Key transformational bottleneck assets such as AI/ML and human–machine interfaces (HMI) as general-purpose technologies will be leveraged across distributed a heterogeneous 6G cloud architecture. Intelligent 6G networks are based on common enablers for AI as a service, and federated learning as-a-service that leverage data acquisition, data exposure and a common cross-domain analytics framework. Intelligent network enablers will operate across the cloud continuum from the central cloud to the edge and to far edge including the UE. Extreme scalability and flexibility will become the new paradigm in 6G. Network automation and orchestration will be integral parts of intelligent networks using AI and analytics to manage and orchestrate the networks in a fully automated manner across all layers and parts of the network abstraction (Kaloxylos et al., 2021).

                The primary focus in the current 4G and early 5G deployments has been on network planning, network diagnostics, and network optimization and control reducing capital expenditure, optimizing network performance, and building new revenue streams through the improved customer experience. 6G radios are envisioned to adopt AI/ML in a fundamental way for optimized air interface design, cognitive dynamic spectrum use, and context awareness. On the network level, hyper-specialized agile slicing will call for new fully AI automatized service management and orchestration for network automation, allowing dynamic adaptation of network resources according to changing service requests, reducing the deployment time of new services and mitigation of failures, and significantly reducing operating expenditure. Digital trust, enabled by quantum computing and distributed Web3 ledger technologies such as blockchain and smart contracts, will provide businesses securely and predictably with world-class cybersecurity, public safety, and fintech solutions.

                Human augmentation will enable people to interact with and within the digital world. This will include VR headsets, XR glasses, remote control with haptics, and, in the future brain-machine interfaces and connected bio-medical implants. The fusion between the digital and physical realms will further enhance our capabilities to interact with dynamic representations of real-world objects, systems, and processes in the digital world such as digital twins and 6G network sensing data. Downstream digital application platforms will converge and there will be multimodal engagement with media, and the physicality of lived experiences will be seamlessly accessible through a HMI extended to all five senses, including the senses of touch and taste. Individual and collaborative users will seamlessly be able to switch between any form of immersive mobile extended reality, encompassing virtual reality, augmented reality, and mixed reality, comprising both virtual and augmented objects. HMI opportunities will be clearly differentiated between the consumer, the enterprise, and the industrial segment.

              

            

          

          
            Toward the 6G World

            Disruptions on multiple levels are a visible part of both organizational life as well as economic reality these days (e.g., Buckley, 2019). In the last few years, global industries have faced disruptions in the form of the China-US trade war, the technological war between different centers of power especially in emergent industries (Chin, 2019; Lukin, 2019; Petricevic & Teece, 2019), COVID-19, and more recently the Russia-Ukraine war. As a result, in recent times, we have witnessed a plethora of terms emerging; out of which the most famous is VUCA (volatility, uncertainty, complexity, and ambiguity) as a permanent feature of the current economy (Bennett & Lemoine, 2014; Millar et al., 2018) especially in industries which are significantly intertwined with global value creation. In this context, mobile communications is one of the sectors that has been very visibly linked to most elements of global disruptions because of its criticality to the economic competitiveness as well as its visible interlinkage to the emergent digital business models (Kilkki et al., 2018). A well-known example in this regard is the Chinese telecom giant Huawei which has received bans and strict oversight in different Western countries including USA due to the concerns about privacy and security. As the shift toward 6G is taking shape globally, there is a race for setting the standards, and geopoliticalGeopolitical disruptions (and considerations) are a core aspect of this debate (Klement, 2021; Yrjölä et al., 2020). At the same time, it is vital to stress that the influence of a variety of global disruptions on 6G development and planned implementation has not been studied specifically so far; thereby showing a visible gap in the extant literature.

            
              A Business Architecture Perspective

              In the engineering tradition, platforms have been seen as modular technological designs for facilitating innovation, whereas in the economics tradition platforms have been seen as two- or multi-sided markets connecting supply and demand. The traditional approach to a mobile communications ecosystem is based on a layered protocol-based technical infrastructure, an engineering platform consisting of elements and interfaces. As in digitalized industries in general, in mobile communications, business models can be seen to follow the nature of integration—vertical or horizontal (Ballon, 2007). The previous 4G and 5G business architectures have considered the ecosystem configuration either through vertical or horizontal business models as depicted in Fig. 2.5.
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                    A graph that compares the areas of value co-capture and co-creation. It is separated into three divisions for vertical, horizontal, and oblique business models, with each exhibiting its economic, platform, and technology aspects.

                  

                  
                
Fig. 2.5
                    Evolution from vertical and horizontal business logics toward oblique value creation and value capture in 6G (Adapted form Yrjölä et al., 2022)

                  


              In the vertical business model, traditionally employed in mobile communications, a firm controls its suppliers, distributors, or retail locations as part of its supply chain. To be competitive in this supply-sided model, a firm focuses on creating value for its customers, and is grounded inside its selected verticals. On the 4G engineering platform, a competitive advantage arises from focusing on value creation within narrow segments around connectivity and content (Ahokangas et al., 2019). As interfaces in mobile communications have been largely defined from the inside-out perspective, the telco APIs have not reached the developers’ ecosystem, and infrastructure providers have been controlling the complete technology and service solution (Basole & Karla, 2011). In the industry transition from 4G to 5G, the vertical integration strategy has been clearly visible with the acquisition of business operations within the same vertical. Deployed incumbent-born mobile communications connectivity platforms have typically been upstream platforms and dependent on the core product (Pundziene et al., 2022) and slow to respond to market dynamics.

              The introduction of 5G has transformed the traditional vertical business model approaches of the mobile sector toward a horizontal model (Cave, 2018). The horizontal business model, adopted in consumer service-oriented businesses, to serve a wide clientele across different segments focuses on economies of scale and scope in order to maximize the value capture. This demand-side approach enables multiple stakeholders to focus on their respective fields through a common framework that allows faster innovations and a rapid scale-up of applications and businesses. Technological innovations, extreme cost consciousness, and risk awareness have been characteristic in capturing customer value while defending a position against competition. The horizontal 5G business models are highly dependent on the supporting infrastructure and complementors to run smoothly. The introduced service-based architecture (SBA) with softwarization and cloudification technology has enabled demand-side platformization (Camps-Aragó et al., 2019) that enables innovative as-a-service business models to serve a wider value constellation (Hmoud et al., 2020). The novel serverless cloud-native model allows developers to build and run applications without having to manage servers. IT and cloud Webscalers’ platform-born adjacent platforms can serve downstream users via transformative service innovations (Pundziene et al., 2022).

              In the 6G era, the vertical integration in the value chain and/or horizontal diversification to any segment is unlikely as digital service chains are becoming more distributed, abstracted, and advanced built on resources provided as-a-service. Concepts centered around network-as-a-service (NaaS) will be very mature by 2030, and everything that can be offered as a service will be (Yrjölä et al., 2022). Cloud native design, open source, and standards will drive openness in the architecture of networks and operations, while enabling technologies such as hyper-specialized virtualization and slicing, abstracted data, while analytics capabilities will provide the right building blocks (Yrjölä et al., 2021). Simple-to-consume low-code/no-code APIs and network-as-a-code, backed by new levels of AI/ML-driven automation will be the enablers of new business and revenue for all players. This will require increased coopetition among network function vendors, network service providers, application service providers, and hyperscale companies, within an evolved ecosystem. In modern IT and software development, DevOps and infrastructure-as-a-code (IaC) are already mainstream, and SW developers are the drivers of a new kind of innovation and service delivery (Morris, 2016). This multi-sided platform-of-platforms model integrates the supply and demand side and can be seen to form a sharing economy. Wide adoption and maturity of business-to-business marketplaces are emerging for enterprises and IT in hyperscale cloud ecosystems. These developments will define the traction for telco exposure and abstraction with mobile in moving toward hybrid oblique business models. The oblique business model views 6G as a general-purpose technology and envisages network-as-a-code for developers. A loosely coupled oblique business model (Amit & Zott, 2015; Saebi & Foss, 2015) can be seen to follow the rationales of open innovation (Chesbrough, et al., 2014) and the timely concept of a sharing economy in which resource efficiency plays a crucial role (Stephany, 2015). In the 6G era, business models will not be built on one-sided technology or in industry silos, because it will be essential to consider the lifecycle stage of complementors, customers, and partners in the ecosystem. In a value-sharing economy, a cumulative, open-sourced effort of a community of developers will turn customers’, and ecosystems’ underutilized assets into more efficient or better used assets with fast-to-market strategies (Bogers & West, 2012; Chesbrough et al., 2014). Stakeholder interactions will aim to achieve common strategic objectives and eventually share a common fate and will no longer be based on customer–supplier relationships, (Iansiti & Levien, 2004). The oblique 6G business model characteristics will enable a novel born-platform approach, which will be a stand-alone multi-sided platform type of architecture building on a digital platform value proposition from the beginning of a new venture aiming at new market creation (Nambisan, 2017; Pundziene et al., 2022).

            

          

          
            Implications

            Despite the wide streams of platform and ecosystem business literature, little effort has been made to advance a coherent theory on hybrid ecosystemic platform-based business models that combines the characteristics of the both the transaction platforms focusing serving or mediating exchange and interactions (McIntyre & Srinivasan, 2017, p. 143), and the innovation platform creating value through enabling innovations on the platform (Cusumano et al., 2020). 6G platforms can be seen as a composition of interacting subsystems that will always to some degree be interdependent and interoperate exclusively using predefined, stable interfaces (Eisenmann et al., 2006).

            We emphasize the role of multi-sided platforms (Teece et al., 2022) to organize collaboration and control without owning the services whose exchange it inter-organizationally facilitates and governs. Moreover, the value co-creation (Saebi & Foss, 2015) by a compilation of peripheral enterprises connected to the platform via shared or open-source technologies or technology standardization (Cennamo & Santaló, 2013; Jacobides et al., 2018) will be seen in 6G. Similarly, the logic of value co-captured via sharing and distributing the revenue among ecosystem members, not only to capture by the focal enterprise can be envisioned (Oh et al., 2015; Upward & Jones, 2016; Zott et al., 2011).

            The 6G ecosystem will be associated with both product and service systems (Tsujimoto et al., 2018), and both upstream and downstream value network actors, as well as related technologies and institutions with a varying degree of not fully hierarchically controlled multilateral, non-generic complementarities (Adner, 2017; Iansiti & Levien, 2004; Jacobides et al., 2018). This ecosystemic model will build upon customer-centricity (Weil & Woerner, 2015) and the dynamics of industry transformation, moving toward sustainable business, and can be viewed as an engine of social progress (Lüdeke-Freund et al., 2018), while the value-in-exchange may be captured on multiple levels (Lepak et al., 2007). The discussion above leads to the proposition of seeing ecosystem and platform concepts to be intertwined and thus defines a 6G ecosystemic platform-based business model as follows: An ecosystemic platform-based business model will connect various sides of multi-sided markets to facilitate value co-creation, co-capture, and sharing on multiple levels over a platform that facilitates interaction between users to collectively create innovations via matching, complementing, or sharing their resources sustainably.
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            By being unknowable, by resulting from events which, at the sub-atomic level, cannot be fully predicted, the future remains malleable, and retains the possibility of change, the hope of coming to prevail; victory, to use an unfashionable word. In this, the future is a game; time is one of the rules.

            (Iain M. Banks. The player of games)

          



          
            Framing Change Toward 6G

            Disruptions at multiple levels are a visible part of both organizational life (e.g., Greene et al., 2018; Ivanov et al., 2019) and economic reality (Buckley, 2019; Dieppe, 2021; Klement, 2021). In the last few years, global industries have faced disruptions in form of China-US trade war (e.g., Cho & Moon, 2022; Lukin, 2019), technological war between different centers of power especially in the emergent industries (e.g., Chin, 2019; Klement, 2021; Petricevic & Teece, 2019), COVID-19 (e.g., Ali et al., 2022; Ivanov, 2021), and more recently Russia-Ukraine war (Korn & Stemmler, 2022; OECD, 2022). As a result, in recent times, we have witnessed a plethora of terms emerging, out of which the most famous is VUCA (volatility, uncertainty, complexity, and ambiguity) as a permanent feature of the current economy (Bennett & Lemoine, 2014; Buckley, 2019; Greene et al., 2018; Millar et al., 2018) especially in the industries, which are significantly intertwined with global value (and supply) chains (Agarwal et al., 2021) such as 6G mobile communications. Studies focusing on VUCA strategies have stressed the critical role of agility to deal with volatility, information to deal with uncertainty, restructuring to deal with complexity, and experimentation to deal with ambiguity (Bennett & Lemoine, 2014; Buckley, 2019; Greene et al., 2018; Ozbayrac, 2022).

            Both 5G and 6G are expected to bring disruptive changes to our increasingly digitalized world as these technologies have been considered to be the backbone for future digitalization. This chapter aims to provide a holistic and comprehensive framework depicting how 5G and 6G could be developed in the future—and what kind of impact these technologies could have when analyzed at multiple levels. The analysis presented in this chapter serves as a high-level starting point for the subsequent chapters that drill down into more detailed discussions relevant for the future development of mobile communications.

            This chapter takes the form of an exploratory scenario analysis that follows a traditional process comprising the identification of key drivers and uncertainties and the generation of alternative scenarios (Schoemaker, 1995). This work is based on the data collected from the expert group workshops organized by the 6G Flagship (6G Flagship White Papers, 2020), where a total of 146 forces were discovered and identified, and 23 key drivers (trends and uncertainties) were selected based on their anticipated impact and predictability of consequences. Based on the key trends, 16 scenarios were generated and assessed for their probability, plausibility, and preferability. This chapter ends with a summary of the scenarios regarding their economic, societal, and environmental consequences.

            
              Key Trends for the 5G/6G Transition

              Several key trends for 6G were identified based on the ranking of forces by their high impact and high probability as shown in Fig. 3.1. They are further discussed in the following.
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                    An illustrative chart of 6 identified key trends for 6 G ranked on the basis of their high and medium significance levels. Political, legal and regulatory, economic, social, technological research, and environmental are the trends. Industry 5.0 has the highest significant level.

                  

                  
                
Fig. 3.1
                    Identified key trends

                  


              
                Political, Legal, and Regulatory

                Public network funding has traditionally been directed at unserved and underserved areas in terms of broadband access and coverage. Recently, support for deployment programs has extended to areas such as smart city community development, logistic hubs (such as ports and airports), advanced health services, public safety, and critical infrastructure. Smart infrastructures are expected to be hyperconnected and completely automated. They will serve as a middle layer between humans and natural environments. These networks will be put together with a public–private-personal partnership and ownership funding model with a view to sustainable growth and the use of digital infrastructure.

                Wireless communications spectrum politics and spectrum management in the 6G era will reveal a new level of complexity that stems from the variety of spectrum bands and spectrum access models with different levels of sharing. Local deployments of networks by a variety of stakeholders are expected to grow further in 6G. The timescales of international-level spectrum management will no longer be enough with the rapid technological development of mobile communication networks and changing user needs. Spectrum sharing will play an increasing role in accommodating new 6G systems with existing spectrum users. Furthermore, in national technology politics, spectrum regulation will be used to gain a competitive advantage. Site densification of the mobile communication infrastructure is happening in the higher spectrum band deployments creating scarcity of real estate with different pay-back periods for information (IT) and telecommunication technologies (5–10 years) vs. infrastructure (15–30 years).

                Telecom networks have become essential enablers of National sovereignty and critical infrastructure platforms on the level of electricity and water supply. This sets requirements for the redundancy and resilience of services, networks, infrastructure, and businesses. Furthermore, governments are active in the technology governance in 6G development and look to reassert control and technology leadership over key technologies.

              

              
                Economic

                Webscalers are increasingly dominating ecosystems and future IT and ICT market dynamics and will be gaining dominance in the telecom cloud infrastructure by acquiring assets and talent to obtain a bigger slice of the pie from edge cloud monetization. Over-the-top (OTT) companies will increasingly utilize their customer data, cloud infrastructure, and AI/ML capabilities to challenge traditional operators’ customer relationship ownership, because users will be valuing service experience and perceive connectivity as a basic utility. In addition to the media space, OTT players will offer basic telco services such as voice or messaging and are expected to be active in growth areas such as cloud space and services, competing with telcos for clients and revenue. They will tie customers to their own ecosystems with carrier-neutral connectivity, while making reliance on traditional operators a thing of the past.

              

              
                Social

                In Mobile-only next billion, ubiquitous cheap user terminals and increasingly affordable network connections in megacities and rural areas will help another billion users join the Internet and increasingly access applications and digital content aimed at non-English-speaking markets. Currently, mobile is for many the primary or only channel for accessing the Internet and services. Non-terrestrial networks (NTN) for connectivity will be deployed in areas not covered by terrestrial networks (~95% of earth’s surface). Huge investments from cash-rich companies and nations to establish LEO (low-earth-orbit) satellite mega constellations may provide attractive balance between global coverage, high capacity, low latency, and TCO with rapidly decreasing satellite production and launch costs. Furthermore, sustainable radios in NTN (which represent > 80% of power consumption in macro-terrestrial) will be solar powered in space. With its unprecedented scale and growing impact on daily lives, mobile is a powerful tool for achieving the United Nations’ Sustainable Development Goals (SDGs) and for driving sustainable economic growth.

                Private networks driven by industrial digital automation call for standalone networks with high reliability, high performance in terms of both bandwidth and reliability, secure communications, and data privacy, fulfilling business and mission-critical needs. The solutions will enable the integration of processes, data, and diverse devices such as sensors, machines, and in-vehicle and hand-held devices across a wide range of applications for industry enterprises. Private networks could be established without direct MNO involvement. Furthermore, demands for privacy in personal space may also create private subnetworks that rarely connect with the public Internet.

                In 2015, 85% of global GDP was generated in cities. Urbanization will see 5 billion people living in cities by 2030, occupying 3% of the earth’s land, but accounting for 80% of energy consumption and 75% of carbon emissions. Ninety-five percent of urban expansion in the next decades will occur in the developing world, where 883 million people live in slums today. Rapid urbanization is exerting pressure on freshwater supplies, sewage, the living environment, and public health. Future demographics divide a world of 8.6 billion inhabitants by 2030 into two camps: a growing one in sub-Saharan Africa and South Asia and a stalling and decreasing one, including Europe, Russia, and post-peak China. Future cities will be hungry global economic engines and the economic powerhouses of the global economy. Cities are increasingly functioning as autonomous entities, setting social and economic standards. Urban identity will grow in importance compared with national identity.

                A hyperconnected globe will continue to feel ever smaller in 2030: globally, 90% will be able to read, access the Internet, and be on the move. 6G will transform urban and rural living, existing at the intersection of geopolitics, the growth of nationalism, rights to information transparency, and information citizenry. Thus, once the 6G infrastructure is in place, content growth will lie in supporting multiple social and technological identities of people through a variety of media. This will require a mindful view of decision making and the regulation of future data, information, media, and network usage in light of sustainable economic growth. Thus, the people in 6G worlds will be increasingly sophisticated in their media and service consumption, while being rooted in their local economies. Connectivity will therefore be not only virtual and digital, but physical. Furthermore, the approaching opportunity to redefine the human–machine interface (HMI) will enable the biological world to be connected in novel ways. Many future mobile devices will become thinner and lighter in a variety of form factors while offering massive computational capabilities at the same time for applications such as truly immersive XR, mobile holograms, and digital replicas. 6G will make it possible to eliminate wired communication entirely, at least for short-range transmission. Highly specialized radio subnetworks will be installed, where applications run in robots, production modules vehicles, and even human bodies. These autonomous specialized radio cells will be able to support life-critical services that cannot depend on connections to the overlay network, though they can benefit when those connections are available.

              

              
                Technology and Research

                Industry 5.0 (I5.0) will allow collaborative HMI between services and industries, because human intelligence will be in perfect harmony with advanced cognitive computing. With real-time data, effective data monetization, and digital automation of the manufacturing process, businesses will be able to shift the focus to generating higher revenues from the servitization of products. Advanced manufacturing capabilities will help to overcome design complexities with the ability to facilitate an extremely long tail of mass customization and further return control to customers in a haptic way. Furthermore, I5.0 will require the highest standards of safety and environmental protection.

                The need for resiliency, cybersecurity, and trust will be ubiquitous in the hyperconnected world of 2030. Digitalization is permeating the biological and physical worlds, thereby making security a question of life and death. The number of threats is increasing significantly especially due to the billions of devices and subnetworks of different sources deployed, in addition to open interfaces and disaggregation-enabled microservices from multiple vendors and open sources which cannot be trusted. Even a temporary loss of technology may have not only a productivity but a psychological impact on our lives. Furthermore, the subversion or corruption of our technology may result in disastrous harm to our lives and businesses, for example, if medical treatment devices deliver the wrong medication, education systems teach propaganda, or work automation causes injury or damage to our products and businesses. In particular, expectations toward protecting and safeguarding society and critical infrastructure from emergency situations by means of technological advances are anticipated to grow. Quantum-safe encryption and a variety of physical-layer and architecture security mechanisms are emerging for trusted service delivery on a zero-trust infrastructure, which will become an integral part of the 6G network.

                Growing amounts of data and requirements for low latency are taking computing to the edge cloud and decentralizing network topology in a distributed cloud configuration. With the growth of extreme edge intelligence, the proliferation of increasingly powerful communication, computing, and analytics resources at the edge of the network will convert architecturally disaggregated 6G access networks into a rich service provisioning and access platform. Hyper-local services such as augmented reality scenarios will not require connectivity with a distant service platform. Instead, they will perform better with local real-time time-sensitive service access. Furthermore, individuals will support parts of shared information processing and edge intelligence networks that address collective problems for humanity, such as genome sequencing, through shared resources (à la citizen science). The individual will emerge as a node in the network of intelligence relations, rooted in the local physical world while connected to the hyper-real 6G intelligence networks by an ecology of information devices, products, and IoT services.

                Society’s need for trustworthiness with associated legal and normative action such as IT security and privacy laws are prerequisites to assure the full value and benefit of communications in the 2030s for society and the economy. Privacy regulations need to be strongly linked to the rising trends of the platform data economy, p2p sharing economy, intelligent assistants, connected living in smart cities, transhumanism, and solutions such as digital twins’ ‘meta’ reality. The physical world is increasingly being twinned with the digital world and we are relying more on predictive models to guide collective actions. The ‘I own my data’ concept is expected to grow, particularly in Europe, based on GDPR evolution. However, severe differences in global data privacy laws are expected to emerge. For example, the US is unique among major countries in lacking a unified set of data privacy laws in spite of having a large number of global webscale companies, and China’s cybersecurity law (CSL) applies not only to conventional data handlers but to telecom, radio, and television operators. This is unique because the Chinese authorities must be informed if data indicates any prohibited activity.

              

              
                Environmental

                Sustainable material will contribute to the innovating to zero and circular economy megatrends. Toward 2030, companies will shift focus, developing products and technologies that innovate to zero, including zero-waste and zero-emission technologies. The full lifecycle carbon footprint of the ICT industry represents around 2% of worldwide emissions and is projected to grow at a 6% annual compound growth rate. 6G net positive impact and sustainability are expected to be achieved by enabling increased efficiencies and improved environmental performance in other sectors. Computing technologies will be miniaturized to the extent that they will be sustained by the power generated by everyday human activity. Everyday walking, jogging, and housework will produce the energy to support the person’s information devices, which will in turn occasionally monitor the person’s vitals, as well as cater to information and entertainment needs through over-the-top connectivity.

              

            

            
              Key Uncertainties for the 5G/6G Transition

              Next, the key uncertainties for 6G were identified based on the ranking of forces according to their high impact and high uncertainty as shown in Fig. 3.2. They are further discussed in the following.
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                    A chart indicates 6 identified key uncertainties for 6 G ranked on the basis of their high and medium significance levels. Political, legal and regulatory, economic, social, technological research, and environmental are the trends. Innovating to 0 has the highest significant level.

                  

                  
                
Fig. 3.2
                    Identified key uncertainties

                  


              
                Political, Legal, and Regulatory

                AI/ML will provide a new foundation for 6G radio air interface design and optimization, enabling self-optimizing transmitters and receivers, cognitive spectrum use, and context awareness. There are contrary interpretations of the trend in artificial intelligence rights. Assuming the availability of appropriate datasets for training purposes, artificial intelligence will be able to propose solutions to increasingly complex problems that can serve as the source of great economic growth, shared prosperity, and the fulfillment of all human rights. 6G will give our networks the ability to sense things. The 6G network is expected to become a source of situational information, gathering signals bouncing off objects to determine their type, shape, relative location, velocity, and perhaps even material properties. It will become capable of determining a person’s precise position within a room, as well as tracking and predicting their habits. As 6G biosensing emerges, the network may know our most intimate health details to monitor our medical conditions and medication levels or even warn us of an imminent heart attack or epileptic seizure. In an alternative future, it could drive inequality, inadvertently divide communities, and could even be actively used to deny human rights.

                In the connectivity context, data regulation relates to net neutrality that rules Internet access providers to treat all traffic equally, irrespective of the sender, receiver, content, service, application, or the device in use. At the same time, the 5G evolution is already developing a 5G-advanced network that can be extremely tailored to specific use cases intending to treat traffic differently for each use case. This legislation creates uncertainties by impacting companies’ capabilities to create and capture value in virtualized network-based services between telecom operators and cloud providers. One of the key uncertainties concerns how edge computing should be provided under strict net neutrality, e.g., as in Europe. Furthermore, it impacts capabilities of providing the cybersecurity required for the merging of the physical and digital worlds that is now happening.

                In geopolitics, the tension between globalization, networking power, and the urgency of ecological reconstruction will be linked to the balance between centralized decisions and the strengthening of inclusion and democracy. Toward 2030, the power configuration may be transforming from a multi-polarized world to a poly-nodal world in which power will be determined in economic, technological, and cultural networks and interaction. Political and societal systems will face growing tension in responding to the instability of the financial situation, the ecological sustainability crisis, and uncertainty about the complexity of the future world. Societies may struggle to find a balance between fast-moving decision making, community engagement, and the reasserting of democratic values and commitments. On the one hand, it is hoped that strong leaders will bring simplicity to complex problems, but on the other, there could be increasing efforts to influence things in communities from the grassroots level. Furthermore, along with increasing polarization, the aging population in developed countries, and diversification, new tribes and communities will emerge around various imaginary groups representing a wide variety of values, places of residence, political opinions, consumption choices, or lifestyles. It may happen that weakened and fragmented future prospects, the absence of togetherness, and the polarizing effect of social media will lead to a rise in populism, skepticism toward changes in the environment, and in the worst case, extremist attitudes. At the same time, environmental awareness among people and companies may increase and be reflected in a growing number of people and communities changing their habits, and companies taking corresponding actions to offer customer experience. Vehicles of open value creation and the open-source paradigm, in particular, may provide a powerful avenue to reinvent civil society’s participatory process in conjunction with anticipatory regulatory capability.

              

              
                Economic

                Resource orchestration and configuration relate to power over development and adoption of innovations and technology that are essential for sustainable growth and ubiquitously embedded in society and daily life. Data is increasingly accumulated, and its value and significance are growing. Technology may increasingly be seen as a geopolitical issue of power, and questions of future resource orchestration power will emerge, exemplified by the following three questions. Who will own the continuously accumulating data? Who will get to decide on technology? Who will set the rules and regulations?

                Open ecosystems will foster economies of scale, reducing costs and accelerating services. A new landscape of vendors will enable them to become digital service providers. An open value configuration will emphasize value co-creation and co-capture to maximize the overall ecosystem value, which in turn may increase the value shared and acquired not only by a focal firm but by the actors within the ecosystem. By utilizing the sharing and circular economy, co-creation partners will employ existing resources and processes to promote stable interaction. Toward 2030, platform ecosystems will not only offer search, social media, and ecommerce but provide an infrastructure upon which innovation and transaction platforms will be built. Platform business models will rapidly overtake and disrupt traditional linear value chain business models. ‘API-fication’ as the confluence of a few different trends such as ubiquitous software, cloud computing, and microservices will enable new digital value flows in all industries, e.g., marketplaces to lease/share resources and to make the capabilities of personal subnetworks and enterprise private networks available.

                Digitalization and software will be everywhere, and building a developer ecosystem will be a pre-requisite for success for many businesses. Novel decentralized business models will not necessitate a focal point but will require the design of transaction content, structure, and governance to create value. Everything-as-a-service will become the dominant model beyond IT and will evolve to outcome-as-a-service providing a service-level agreement (SLA) and will be on-demand with elastic access to applications, information, and resources.

                China was seen with high uncertainty in all categories. On the one hand, China is becoming a leading superpower, exploiting foreign resources and technologies, while the Belt and Road initiative offloads excess capacity of produced commodities. On the other hand, it is threatened by its aging population, pollution, and political instability which may turn China inwards to maintain peace and prosperity and bring its economic progress to a standstill. Megacity pollution in China will drive green tech forward. China is investing heavily on technology leadership aiming to set the standards and the technical direction for the entire world. Chinese politics and technology will become strongly intertwined as technology such as new IP systems support the Chinese political structure. This government led, enterprise-driven approach will create unique super-platforms based on pure commercialism and will be implemented with a mobile first mindset. The Chinese market will differentiate itself strongly from the global market in terms of its offerings, services, use of technology, and market regulation.

              

              
                Social

                Commitment to sustainability principles will be confirmed with clear targets and performance reporting, e.g., UN 2030 agenda for sustainable development; corporate responsibility; ecological, social, and governance. Novel sustainability-oriented business model innovation will emerge stemming from the social freemium, circular economy, product-service, and sharing platform business models. Both the commercial launch of 6G and the United Nations’ sustainable development goals (UN SDGs) are targeted for 2030. 6G communications are expected to boost global growth and productivity, create new business models, and transform many aspects of society. The UN SDGs are a way of framing opportunities and challenges of a desirable future world, and they cover topics as broad as ending poverty, building gender equality, the fight against climate change, and developing smart cities.

                Transhumanism reflects the rise of technology-driven evolution at an unprecedented rate of change, prompting deeper questions into what it is to be human from the biological, behavioral, and human–machine evolutionary perspectives. By 2030, we could see a greater societal focus on sustainability, the nature of humanity, values, creativity, and self/social fulfillment and empowerment (Kinnula & Iivari, 2019). There may also be a cognitive intelligence revolution via the ascendancy of sentient tools and possibly also a human-orchestrated self-directed selection in biological, neurological, and physical evolution. Human augmentation will evolve from primarily gaming applications to everyday value-added mixed reality (XR) services offering safety, productivity, and efficiency improvements from hybrid working worlds to industrial processes. Furthermore, the metaverse will extend virtual digital twin models from technologies allowing an interactive experience toward digital avatars. The 6G metaverse will enable us to interact with each other, create, and utilize virtual resources and services, and experience a variety of new features.

              

              
                Technological and Research

                Alternative computing approaches such as quantum computing will shine at sorting, finding prime numbers, simulating molecules, and optimization and could thus disrupt segments like finance, intelligence, drug design and discovery, utilities, polymer design, AI and big data search, and digital manufacturing. The technology may for a long time be limited to selected industries such as the military, national laboratories, and aerospace agencies, while alternative computing approaches to help handle the greatly increasing level of parallelism in algorithms may be available more widely. Today’s asymmetric cryptographic algorithms will likely need to be replaced with quantum-safe concepts to provide a new approach to secure 6G networks and protocols.

              

              
                Environmental

                The circular economic model represents a shift from constantly producing new goods to a form of consumption that is based on using services and sharing, lending, and recycling goods, instead of owning them, aiming to reduce waste. Digitalization offers many opportunities for monitoring and steering the circular economy and understanding the big picture of the sustainable data economy. The constant progress of technology, 6G, computational capacity, cloud-based services, and Industry 5.0 will make it possible to make many factors of production ‘intelligent’. This, in turn, will improve efficiency, monitoring, and make processes more transparent and facilitate the development of new kinds of personalized digital services. 6G aims to create zero-carbon-footprint networks where every aspect of the network’s operation is designed to minimize or offset CO2 emissions. Not only will 6G enable lower costs per bit and faster connectivity, but it will also be able to analyze collected data to turn off components and scale down capacity when the demand is low. Energy efficiency will be a major design criterion in 6G along with the other metrics.

              

            

          

          
            6G Impact Scenarios Based on Key Trends and Uncertainites

            Based on the collected data and identified trends and uncertainties, the following eight scenario logic dimensions, referred to as themes, and their endpoints were selected to develop future 6G business scenarios (Yrjölä et al., 2020), as summarized in Fig. 3.3. The identification of dimensions was done by choosing key trends and uncertainties based on their anticipated impact and the predictability of consequences and uncertainty. The scenario logic was selected to represent the most significant uncertainties of the overall system under scrutiny by selecting two unrelated polar dimensions. The eight scenario dimensions were categorized into four themes to develop a total of 16 alternative 6G scenarios, which are discussed next.
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                  A chart represents a summary of 8 selected 6 G scenario dimensions categorized into 4 themes on the basis of their endpoints 1 and 2. User developer, firm, ecosystem, and geopolitics are the themes. Some of the scenarios are user experience, China, democracy, value creation, and value configuration.

                

                
              
Fig. 3.3
                  Summary of selected scenario themes

                


            In the following sections, the scenarios are presented top down from the user and developer level to firm, ecosystem, and geopolitics level as depicted in Fig. 3.3. The description and numbering of the scenarios are given in the scenario titles and shown in Fig. 3.4.
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                  A four-quadrant chart exhibits supply-driven or demand-driven versus revolutionary or evolutionary development. Inside out, it maps 16 scenarios categorized into user developer, firm, ecosystem, and geopolitics scenario themes. Some of the scenarios are customer 6.0, O T T 2 D, blocks 4 B, and dystopia 3 C.

                

                
              
Fig. 3.4
                  Summary of four scenarios

                


          

          
            User and Developer Level Scenarios

            In the user developer scenario theme, the horizontal dimension was chosen to represent resource orchestration and the vertical axis shows the user experience. The polar dimensions on the resource orchestration axis range from societal/corporate to individual-driven orchestration. The user experience axis ranges from traditional standardized service provisioning to the opposite driving customer engagement with customized long tail service experiences. Using these two scenario dimensions, we have developed four scenarios.

            
              Customer6.0: Customized Experience and Resource Orchestration by User (1A)

              In the Customer6.0 scenario, the user experience is customized, and resource orchestration is user and developer centric. In this scenario, 6G technology has penetrated most parts of the world. IoT devices and sensors controlled by AI are a normal part of the environment nearly everywhere. The automatic collection of different kinds of data from humans, as well as from our environment and its analysis, is used for highly sophisticated products and systems that make people’s lives easier and provide a better user experience through convenience, because everything is automated. The prices of the systems are very reasonable due to open interfaces and standardized cheap components. Computing technologies are miniaturized to the extent that they are sustained by the power generated through everyday human activity to support the individual’s information devices, which in turn occasionally monitor the person’s vitals, as well as catering to information and entertainment needs through over-the-top connectivity. Media and service consumption are rooted in local economies, and users of such products and systems are used to living with them and cannot imagine their lives without them.

              Furthermore, in this scenario, hyperconnected and completely automated networks have been put together with a public–private-personal ownership funding model with a view to sustainable growth and digital infrastructure usage. As counterforces to the creation of platform monopolies, decentralized platform cooperatives, the peer-to-peer economy, shared economy models, and the progress of a human-driven fair data economy have emerged. Transhumanism reflects the rise of technology-driven evolution at an unprecedented rate of change, prompting deeper questions about what it is to be human from their biological, behavioral, and human–machine evolutionary perspectives. By 2030, we could see a greater societal focus on sustainability, the nature of humanity, values, creativity, self-/social fulfillment, and empowerment. There may be a cognitive intelligence revolution via the ascendancy of sentient personal assistants and possibly human-orchestrated self-directed selection in biological, neurological, and physical evolution. The emerging opportunity to redefine human–machine and brain-UI interfaces enables the connection of people and the biological world in novel ways. Holopresence systems can project realistic, full-motion, real-time 3D digital twin images of distant people and objects into a room, along with real-time audio communication, with a level of reality rivaling physical presence. Images of remote people and surrounding objects are captured and transmitted over a 6G network and projected using laser beams in real time.

              There will be a serious threat of a digital divide and inequality related to access and skills to use new technologies, knowledge, digital services, and materials at the individual level, as well as between countries, if access to new technologies is restricted. This may reflect working careers, which also assumes employee activity to educate individuals. Expensive products and systems may never be the norm, but both local businesses and citizens can create their own frugal adaptations of products and systems to suit their living conditions when even electricity may be a scarce resource. This is supported by the global developer culture, in which the sharing of blueprints and working processes is encouraged. Development talent will become a scarce resource, and most companies will be struggling to attract the talent they need. The shift to cloud-based services has changed how enterprises purchase software and its development. Application developers will have more control than before over what is being purchased. Companies will build their products to make it easy for developers to adapt and shift their expensive top-down go-to-market motion to bottom-up product-led growth, where customers can easily try out the product and expand usage over time. Open supply of best-in-breed (SW, HW, services) in a decomposed and open architectural environment with open interfaces and open hardware is adopted.

              6G will transform urban and rural living at the intersection of geopolitics, the growth of nationalism, rights to information transparency, and information citizenry. Content growth will lie in supporting people’s multiple social and technological identities through a variety of media. This will require a mindful view of decision making and the regulation of future data, information, media, and network usage in light of sustainable growth for the economy and human empowerment.

            

            
              I Robot: Standardized Experience & Resource Orchestration by User (1B)

              In the I Robot scenario, the user experience is standardized and resource orchestration is user centric. With the convergence of nanotechnology, biotechnology, information technologies, and cognitive science (NBIC), newer application areas, goods, services, and systems will proliferate. This convergence has resulted in our present development of cyber-physical systems and IoT-based technologies, along with 3D printing and on-demand manufacturing, among other instantiations. In the next two decades, the growth of 6G-enabled technologies will aid the explosion of biologically based intelligence along with artificial intelligence in industrial setups. This biological intelligence will rely on a mixture of biologically based self-programmable natural and artificial neural networks and micro- and nanobots that can be used in tandem with existing AI-based automated systems. Interaction with these hybrid bio-industrial automated systems will constitute the next major revolution in programmable smart factories and industrial systems, and it will be a source of value creation, configuration, and resource utilization. In a rapidly changing reprogrammable and reconfigurable world, businesses will have a short to medium change horizon, expected performance indicators, and return on investments. The market of mid-level businesses in the industrial sector will be increasingly facilitated via agile and scalable techno-parks and spaces. The people, processes, and resources needed for such mid-scale businesses and services will require flexibility and rapid learning to transfer learning from one job to another.

              While countries will continue the movement of goods in a globalized world, the nature of transfer will have a marked impact. In a world enabled by 6G technologies and 3D printing, the blueprint will be delivered to proprietary machines, which will print products as required in a model of edge-based manufacturing, with designs supplied and monitored through remote setups. Local-demand–supply-consumption models will become prominent in an already globalized world, with a marked emphasis on localized spatial circular economies. To ensure independence, assurance, and resilience, local manufacturing will be decentralized to several manufacturers, which will together compose a crowdsourcing production ecosystem. Managing the ecosystemic network of small manufacturers will utilize blockchain technology for supply chain management, smart contracting, and transactions. It will be possible to move production sites to new locations, enabling remotely controlled worksites and heavy-duty vehicles. Production models will be driven by sustainability, resilience, and the circular economy.

              I5.0 will allow collaborative human–machine interaction with robotization across services and industries, because human intelligence will be in perfect harmony with advanced cognitive computing. With real-time data, effective data monetization, and digital automation of the manufacturing process, businesses will be able to shift their focus to generating higher revenues from the servitization of products. Open interfaces and advanced manufacturing capabilities will help to overcome design complexities. With its ability to facilitate an extremely long tail of mass customization, it will also return control to customers in a haptic way. Furthermore, trustworthy quantum-enhanced I5.0 networking and services will provide the highest standards of safety and environmental protection.

              The use of programmed organisms will become increasingly common in production. Genetic engineering and synthetic biology will enable the creation of new kinds of organisms, as well as the modification of existing organisms for specific purposes in food production, chemical processes, textiles, and in the pharmaceutical and construction industries, for example. This will decouple growth from cost and resource usage. In interaction with hybrid bio-nano-artificial intelligence, industrial technology operators and maintainers will be forced to adopt a special synchronicity with these technologies, which in turn will be adaptive to the workers. Unlike the industrial revolution of the 1900s in which humans were subjugated to the rhythm of the machine and which has prompted a backlash to the mechanistic life brought about by modern times, the new industry 5.0 technological revolution enabled by 6G technologies will bring about a new rhythm that links the biological dimension of the machine to that of the human. This will impact the human at sub-awareness levels, bringing about heightened nervousness, anxiety, and general discontent.

            

            
              Smart Society: Standardized Experience & Resource Orchestration by Society/corporations (1C)

              In the smart society scenario, the user experience is standardized, and resource orchestration is society/corporation centric. Technology will develop rapidly, changing production methods and operating models. A growing number of things will be automated, production and operations will be decentralized, and interaction will often take place remotely or via a virtual environment. This assumes continuous learning from individuals to keep track of development and evolve their professional skills. Making use of technology will increasingly call for changes in thinking models and operating methods. The gamification of working life may offer motivation for some people frustrated by the changes. Smart society will build dependable systems and communication in which standardized data is utilized by walled garden platform monopolies across verticals. The smart city focus will be extended to rural inclusion. Multi-locality will be the norm in combining city life and isolation from crowds. 6G will transform urban and rural living at the intersection of geopolitics, the growth of nationalism, rights to information transparency, and information citizenry.

              A dependable communication system that allows remote work and telepresence in real-time mode will result in knowledge-based jobs and other net-based service sectors shifting to a bucolic life in which urban and rural life remains in healthy balance. The change in lifestyles will enable an emphasis on collaboration for the common good and making society more inclusive of the requirements of disparate cultures and sub-cultures. In this regard, there will be a marked shift to appropriate data and privacy regulation to support vested interests and motivations. In this smart economy, consumer insights, virtual finance, carbon-free consumption, low energy consumption, and global and fiscal sustainability will take center stage. Thus, there will be an expansion of the social intangible economy, involving several types of online gaming, social media exchange, interaction in virtual holopresence interactions, and other forms of digital currency exchange. There will also be a rapid convergence of these various interactions, such as making online groups, communities, and institutional rules that will assist in creating an information citizenry and a reciprocal impact on real-world global issues.

              The most important global concern will be to ensure mutual respect for people from every stratum of society. This will be possible through digital inclusion in all sectors, ranging from finance to education. The aim will be to create a just and egalitarian society using appropriate information regulation and mutual distancing through the creation of safe and creative collaboration spaces that support the interests of like-minded groups. Actions at the level of individuals supported by 6G technologies will provide a morally sustainable world in which every citizen will be a self-aware informed citizen with a dual identity: recognizing allegiance to the nation, as well as living within the constraints of the global pan-dimensional virtually connected world.

            

            
              Communities: Customized Experience & Resource Orchestration by Society/corporations (1D)

              In the communities scenario, the user experience is customized, and resource orchestration is society/corporation centric. The sense of community created by 6G technology and the ability to directly collaborate with others will enable humans to participate and act in society in an unprecedented way in countries where access to new technologies is the norm due to competences and skills in using new technologies. The sharing economy, crowdsourcing, and crowdfunding will expand the space for new forms of organization and innovation.

              In this heterogeneous society, social networks and the trust and reciprocity they foster will be highlighted from the perspectives of well-being and working life. Public network funding has traditionally been directed at unserved and underserved areas in terms of broadband access and coverage. Support for deployment programs will be extended to policy areas such as smart city community development, worksites, and ecosystems (such as harbors and airports), advanced health services, logistics and transport, public safety, and critical infrastructure at length. Hyperconnected and completely automated smart grids will be extended to a variety of vertical sectors, including electricity, the Internet, and health care, serving as a middle layer between humans and natural environments and enhancing the capabilities of both. These networks will have been assembled with a public–private partnership funding model, with a view to sustainable growth and digital infrastructure usage. The human body will be a vital part of the Internet of Senses. Increased data will enable more personalized and preventive care in which AI-assisted analyses will monitor personal indicators and compare them with larger population data, offering medical consultation via a specific indicator trigger point. Biological processes and communication systems will be integrated with technical communication systems, providing online information about vital transactions and guiding us to take specific actions to remain healthy. In the event of infection, we will receive continuously updating diagnoses to be shared in real time with healthcare professionals, who will base their consultancy on AI-driven analyses. New treatments will also be developed based on genome editing and modifying the microbiome, for example.

              Countries with less restrictive legislation will act as resource pools for corporations by providing cheap labor forces, natural resources, and (private) data about humans (use data, biodata, biological data, etc.). Frugal innovations will be developed to serve the growing customer base in low-income countries. Education powered by the Internet of Skills and the Internet of Senses will enable specialization from the school system’s early grades. Learning will be tightly connected to personal data to react to any disturbance and ensure a successful study track based on individual interests. Students will be able to choose virtual courses and degrees from any university globally and visit digital twin campuses for interaction. Global networking during studies will support international career planning, which is done partly remotely.

              Several ethnic communities will have struggled to maintain their existence in everyday and virtual spaces. The nature of communities will change in a variety of ways and on varying timescales. This will mean: the fragmentation of communities; dynamic tension between individuals and communities; the morphing of community values and identity; and other phenomena. Radicalized groups will have emerged, spreading terror both online and offline. The spread of cyberterrorism may affect every networked system in the world, resulting in a global crisis and a devastating effect on the world economy. In the wake of disasters (terrorist attacks, tsunamis, diseases, etc.), 6G technologies may also support the victims. The growth of human-body-powered networked devices will help communities to establish informational relations that aid the troubled, enabling the community to show resilient behavior and bounce back quickly.

              At the level of communities, media interaction will result in the intensification of activities related to public opinion shaping. These will include the transmission of hate speech and fake news, which will also be experienced somatosensorily. This holistic experience of various forms of malevolence will have a much stronger impact than ever in mobilizing people toward crime and terrorism though virtual technologies. Special interest online communities will continue to proliferate. However, with 6G experiential technologies, these special online communities will move toward a more accelerated and hyper-real set of interactions. Hate speech and associated activities will not only be symbolic but tangible. A final twist in the life of communities propelled by 6G technologies will be in terms of the ‘wisdom of crowds’. In normal circumstances, this ‘wisdom’ will allow for more egalitarian and informed decision making and empowerment. However, with the hyper-real experiential hate of 6G-enabled vitality, ‘wisdom’ may be perverted without bounds, resulting in a bleak communal life.

            

          

          
            Firm-Level Scenarios

            In the firm scenario theme, we chose the horizontal dimension to present value configuration and vertical axes value to capture logic, as depicted in Fig. 3.4. The polar dimensions to the value configuration axes are a traditional closed supply value chain focus and open ecosystemic-driven configuration. Value creation customer attraction and lock-in logic form the incumbent mobile operator-dominated model; the opposite is the expanded model with webscale companies, OTT, cloud, I5.0, and novel digital service provider stakeholders.

            
              Edge: Value Creation by Novel Service Providers & Open Ecosystem Value Configurations (2A)

              In the edge scenario, value creation is customer attraction- and lock-in-driven, and value configuration is open ecosystem focused. This scenario stems from a decentralized open value configuration and ecosystem-driven business models. Modularity enables disaggregation and decomposition. Collaborative standardization will still be needed to harmonize and maintain replicability for interoperability reasons. Government funding and public–private partnership (PPP) will influence the telco industry to open and transform next-generation communications as a general-purpose technology. A decentralized platform will distribute the value between the players, while open-source software will lower market entry barriers for developers, promote interoperability, and expedite development cycles based on shared knowledge. Unlicensed common spectrum and novel shared and locally licensed spectrum will enable openness, democratizing markets, and allowing subnetworks in mobile communications. At the same time, value capture opportunity diminishes. It will become harder to profit from technology innovation due to the spill-over effects when moving toward general-purpose technology and further reduced royalty-based revenues from standard or essential patents. Only the best, fastest, and most efficient producers will win (as in the case of webscalers), and companies will need differentiation over and above open source.

              Novel players will take over both customer ownership and networks. OTTs and device vendors will own the B2C customer relationship, while local tailored private cloud-native networks will attract B2B customers. Telecommunication operators will play a role as wholesale connectivity service providers. Technology and innovation ownership will be expanded, fully leveraging the open API world and novel resource brokerage. Furthermore, edge resources may be operated by local communities and special interest groups, e.g., by expanding services into remote rural areas, or universities and research organizations deploying their own edge resources to speed up local innovation. Nomadic subnetwork edge elements will provide sustainable and ecologically efficient deployments. For example, communities that do not wish to have invasive technologies in their midst may hire edge-enhanced systems for occasional high-quality capture and streaming of local events. Banks, healthcare centers, and governance points may extend the regular telecom networks for the affordable inclusion of the masses. Onboarding, as well as the billing of customers via digital cash and keys, may be done by these local entities, who in turn may pay the wholesale service providers for wider connectivity. These semi-autonomous 6G subnetwork deployments will be heterogeneous in nature, often encouraging innovative products and services. There will be specific network areas and zones. We may have a personal zone with in-body communication applications producing data for daily diagnosis for individuals or shared merely with a private medical doctor. The wider zone could be a common family network, shared strictly between family members at home and offering tailored services. Moreover, particular network zones will be shared with various interest groups enabling dynamic management based on personal preferences and the changing requirements of groups. Security, trust, and identity management in such heterogeneous edge deployments will be both a challenge and opportunity for novel, sustainable business models.

            

            
              Telco Broker: Value Creation by Incumbents & Open Ecosystem Value Configurations (2B)

              In the telco broker scenario, value creation is driven by incumbents—the existing operators—and value configuration is open ecosystem focused. Telco brokers will have retained the primary customer relationship and will have focused on monetizing data via the service platform ecosystem. Technology providers will drive the technology ecosystem and offer an efficient network infrastructure via platform-based ecosystemic business models. The decoupling of technology platforms will have lowered the entry barrier, allowing multiple developers and entities to contribute to the innovations envisaged with 6G. Moreover, fine-grained modularity and open source will allow highly specialized long tail solutions and services from smaller payers to be widely deployed, leading to innovation, and possibly to commoditization.

              With open interfaces, software functionality will become modular, allowing developers to effortlessly continue to develop a solution by adding, changing, or removing components with much more speed, agility, and productivity than traditional, monolithic applications have provided. Consequently, the theory of the firm, meaning the nature and structure of a company, will need to be thought over, including how companies are organized internally and where the boundaries are between the company and the market. API-fication will break scale economies of end-to-end platforms with best-of-breed solutions. APIs will change how software is developed by allowing companies to mix internal and third-party components when creating an offering. This will be the key driver for platform interplay and decentralization. Distributed ledger technologies will develop rapidly and enable decentralized data storage, computing, and AI. As Web 2.0 created cloud computing and today’s platform businesses, such as Meta, Google, and Amazon, Web 3.0 is all about edge computing and decentralization. It will fundamentally change the characteristics of networks, ownership structures of companies, and incentive models. It has the potential to bring back the benefits of the early Internet, such as openness and peer-to-peer (users having the power vs. large companies), while still being scalable and efficient. Networks will become open, trustless, permissionless, interconnected, secure, and monopoly resistant. Decentralized autonomous organizations (DAOs) may be beyond regulatory reach while changing business cases for webscalers.

            

            
              MNO6.0: Value Creation by Incumbents & Closed Ecosystem Value Configurations (2C)

              In the MNO6.0 scenario, value creation is incumbent-driven, and value configuration is closed supply focused. In this scenario, telecommunication firms will drive technology innovation and control the traditional e2e value chain, owning the customer relationship in both B2C and B2B segments. It will be strongly under business-driven decisions by MNOs that the advanced services enabled by 6G technology will be available for various verticals. Key technology enablers to be utilized as the prerequisites for the decoupling of costs from growth will include automated network slicing and leverage, and the use of higher frequency bands in conjunction with network densification. In addition to the technology innovation platform, there will need to be a transaction platform position between customers and OTT players. This tightly coupled deployment may provide optimal efficiency with respect to efficiency, environmental sustainability, and technology exploitation in the connectivity layer. Via the opening up of network interfaces, telecom firms will co-develop within their value chain and will use open-source software to address the long tail of specialized local and industrial use cases.

              The business environment will become unpredictable with high geopolitical uncertainty, increasing inequality, and climate change. With the mainstream managerial practice focused on managing performance, resilience will represent not just an opportunity to mitigate risks but also an opportunity for competitive advantage. Disaster recovery of critical infrastructure will become a growing business segment requiring co-creation between industries to overcome the financial constraints. Market opportunities will exist particularly in secured networks such as security and privacy as a service and blockchain networks. The need for modularity to reduce the dependency on single vendors may reverse the vendor consolidation trend seen in the past and lead to more fragmentation. With emerging safe quantum technologies, security solutions and encryption will become geopolitical control points.

              Exponentially reduced costs related to satellite launches and production will enable cash-rich companies to fund LEO constellations (e.g., SpaceX Starlink, Amazon Kuiper project). The impact on mobile broadband will depend on the ability to integrate this with the terrestrial cellular terminal ecosystem. Sustainability value may be created via building a fully solar-powered communication network with virtually ‘zero’ energy consumption and innovations enabled by sensing via satellite. Global satellite constellations will represent geopolitical control points. Effective policy and regulations for orbital consideration will be needed to avoid potential collisions in space and to limit the impact on astronomy, and spectrum allocations will be required to ensure harmony between terrestrial and 5G networks.

            

            
              Over-The-Top: Value Creation by Novel Service Providers with Closed Ecosystem Value Configurations (2D)

              In the over-the-top scenario, value creation will be customer attraction- and lock-in-driven, and the value configuration will be closed and supply focused. In this scenario, webscalers and OTTs will have taken over customers from telecom operators by utilizing their access to customer data. However, operators will continue to control both the mobile and fixed connectivity technologies that will be commoditized and will orchestrate the related end-to-end (e2e) value chain. Commoditized connectivity will drive operators to create partnerships with webscalers, OTTs, I5.0 service providers, and public networks and to provide wholesale services utilizing their cloud and transaction platforms. OTT players will offer novel free or subsidized connectivity business models, utilizing revisited net-neutrality principles, affordably expanding their reach to the bottom four billion.

              MNOs will lack a global developer ecosystem, application-level knowledge, and AI capabilities and will see webscalers as a lever to monetize IoT and edge technology. The risk is that their role will be reduced to that of a last-mile connectivity provider or ‘just another vertical’ but with needed assets such as spectrum and edge real estate. Webscalers will drive the value chain in the edge application context and even create a new revenue source with hyper-local cloud infrastructure service with scalability, required availability, and almost unlimited flexibility. The diminishing MNO value share in edge cloud deals will trigger private wireless deals by webscalers bypassing MNOs and leveraging the MNOs’ infra-assets and creating a service layer to limit their value capture. Webscale companies will drive their successful transactional platform business model into new/adjacent domains where winning platforms will cover innovation and transaction. Companies with a traditional linear business model will become less attractive to investors. Payment models will shift from CAPEX to OPEX and business models from transactional to continuously digital-connected, creating new collaborative models and interdependencies. Pressure on cost and risk mitigation will increase while technology complexity will continuously grow—with lower entry barriers for newcomers and increased competition for incumbents with a tendency to become a winner-takes-it-all market. The outcome-as-a-service trend implies that service providers will share liabilities, as well as the need for information security, data privacy, and adherence to compliance and regulations. Resilient and secure network connectivity will be based on clearly defined service-level agreements.

              There will be continuous pressure on MNOs to generate higher returns: government regulations may separate infrastructure firms and operation/service providers; network sharing deployments will optimize site needs and reduce the market initially; and finally, no government regulations will prohibit webscalers and neutral hosts from becoming service providers. Furthermore, the edge cloud will trigger a second round of investment, triggering neutral host and webscale alliances that will transform MNOs from telcos to tech comms companies. Neutral hosts will transform from cost-optimizing units to new wholesale business units.

            

          

          
            Ecosystem-Level Scenarios

            The sustainability crisis, which refers to the deterioration of the environment and exceeding the earth’s carrying capacity, may significantly change our operating environment as we move into the 6G era. The ecosystem scenario theme particularly recognizes the UN’s SDGs as important drivers for 6G, but the approaches vary. Responding to increased environmental awareness requires changes in culture and practices and has been accompanied by a polarization of views. Hybrid military, economic, technological, and cultural powers have become overlapping, leading to threats and hybrid influence. In the sustainability scenario theme, the horizontal dimension represents the power configuration. The vertical axis represents sustainability development. The polar dimensions opposite to the power configuration axis are centralized power and poly-nodal configurations. The sustainability dimension ranges from the redefinition of the economy and its opposite, stagnation.

            
              Gaia: Sustainability by Redefinition of the Economy & Poly-Nodal Power Configurations (3A)

              In the Gaia scenario, sustainability is driven by the redefinition of the economy, and power configuration is poly-nodal and world focused. Environmental awareness among people will have increased and resulted in corresponding actions. Dissatisfaction with the current measures taken with respect to climate change and biodiversity will have motivated a growing number of people to voice their opinions and participate in demonstrations. Instead of individual poles of power, the emphasis in global politics will be on relationships and interaction. In addition to governments, other players, such as businesses, lobbyists, think tanks, international institutions, cities, and activist organizations, will play a significant role in this. In the 6G-enabled real-time economy, all the transactions between business entities will be in digital format, generated automatically, and completed as they occur without the need for storage and forward processing. In innovating to zero, the cost of renewable energy and storage will fall. Energy production will also become increasingly decentralized as more and more people produce their own energy and sell what they do not need. In the circular economy, production and consumption will be planned to prevent waste from being generated, while materials and their value remain in circulation via sharing, leasing, repair, and reuse. In this context, deploying 6G could entail an application area to provide ultra-low-power communications through energy harvesting or wireless power to very small devices, for example. The counterforces to winner-takes-all monopolies will include platform cooperatives, the peer-to-peer economy and sharing economic models, and the progress of the human-driven fair data economy and the fair distribution of wealth. This restorative economy will lead to a society characterized by broad empowerment, greater equality, a higher level of well-being, and better sustainability. The Internet of Senses and the Internet of Skills will utilize advanced human–machine interfaces to enhance the human intellect and physiology toward transhumanism. In the Gaia scenario, societal resilience will provide the ability to cope with and overcome adversities, the ability to learn from past experiences and adjust to future challenges, and the ability to craft sets of institutions that foster individual welfare and sustainable societal robustness to future crises.

            

            
              Multi-Local: Sustainability by Stagnation & Poly-Nodal Power Configurations (3B)

              In the multi-local scenario, sustainability is stagnation driven, and the power configuration is poly-nodal world focused. A shift will have happened in global politics moving from a multipolar to a poly-nodal world. The geopolitical power blocs—the US, Europe, and China—will give way to a networked world with nodes comprised of countries, emerging economies, corporations, and other non-state actors. In the face of disruption, people will turn to increasingly polarized tribes and bubbles formed around values, place of residence, political opinions, consumption choices, or lifestyles for guidance. The fragmentation of the economy, transformation of work, and new organizational models of the sharing and platform economy will have challenged the traditional relationship between the employer and employee, and what the benefits are. Working life will become increasingly diverse, and there will be an emphasis on ensuring people’s livelihood and competence building. Universities will offer tailored virtually augmented education environments to enterprises and private entrepreneurs. Consumers will favor domestic or local products and can themselves choose where and how goods and products are manufactured. 3D printing will allow many products to be manufactured at home or in the neighborhood. Distributed local production will on the one hand be practiced by enterprises using a network of geographically dispersed manufacturing facilities coordinated using 6G, while on the other hand, it will also be practiced by local developers and manufacturing. Traditionalism will develop as a response to disorder and will favor public–private partnerships.

            

            
              Dystopia: Sustainability by Stagnation & Centralized Power Configurations (3C)

              In the dystopia scenario, sustainability is stagnation driven, and the power configuration is centralized and power focused. We will continue to inhabit a consumption culture in which nature is seen as a free resource that we use as we wish. The wealth generated by economic growth will not be distributed sustainably and will be concentrated in the hands of a shrinking minority. Occasional large disasters will not make wealthy people act if they are not threatened themselves. Weakened future prospects, the fragmentation of the political map, and the polarizing effect of social media will have led to a rise in populism, which emphasizes the division between the elites and the masses. The benefits of internationalism will not be acknowledged, because they are considered too indirect, and its negative aspects will be emphasized in the discussion. Globalization will also have led to an opposing reaction in the form of increased nationalism and an emphasis on national borders and will favor state corporations. Democracy will be challenged by ideas of practical autocracy and technocracy, as well as by the notion that democracy is too slow or ineffective to respond to the urgent questions of our time. The need for rapid major changes and a yearning for simple solutions will make strong leaders more popular, presenting a challenge to individual freedom and democracy. The amount of disinformation will grow, and efforts to influence opinions will be increasingly geared toward instigating confusion and discord. A digitalization backlash will have happened, and people will rage against machines.

            

            
              The Race: Sustainability by Redefinition of the Economy & Centralized Power Configurations (3D)

              In the race scenario, sustainability is redefined as economy-driven, and the power configuration is centralized and power focused. The urgency of climate and sustainability action will have led to eco-dictatorship and creative destruction because a voluntary change in people’s behavior will be considered so unlikely. The population will have become concentrated in a small number of growth centers, where vibrant megacities and unicorn superstars dominate innovation addressing individual technologies and the ecosystems they form. The process of innovation competition will incessantly revolutionize the economic structure from within, giving time for market advantage.

            

          

          
            Geopolitics-Level Scenarios

            In the fourth theme, the geopolitics theme, the scenarios discuss how political power is reinforced or undermined by geographical arrangements like boundaries, coalitions, spatial networks, natural resources, and technologies. Furthermore, the current era of geopolitical overrides the role of democracy in the international order. Recent years have witnessed regional and global power plays by Russia and China. Their international efforts are usually cast as moves to establish spheres of influence, but they are broader than that. In the created scenarios, the vertical axis represents democracy, and the horizontal axis represents the influence of China, as depicted in Fig. 3.4. The polar dimensions of the democracy axis are democracy and authoritarianism, while the axis describing the role of China ranges from superpower to withdrawal.

            
              European Haven and the World of Blocks (4A,4B)

              Slowing globalization on the one hand and the demands for economic resilience on the other will have led to the formation of three distinct blocks: Europe, North America and East Asia. The blocks will be largely self-contained economies which trade with neighboring areas, but not very much with the other blocks. How each block approaches various issues reflects its cultural traits. The US, a horizontal society, will clearly be about the individual and people’s own choices and will focus heavily on the consumer. China could be best described as a three-dimensional actor, meaning that the state will be involved in everything. Europe, on the other hand, will generally be vertical; organizations will play a key role in both planning and development.

              China will have been moving some of its manufacturing base abroad, including to Africa. Largely self-reliant in innovation and product development, the country will now be facing the way of Japan; the aging population will threaten to bring its economic triumph to a standstill. Financial woes will start to set in as the economic growth, albeit still higher than in the Western countries, cannot keep up with public spending. The US will be mired in its internal problems, and its debt-laden economy will be a subject of constant predictions of imminent and disastrous collapse. Western Europe, on the other hand, will also be struggling to maintain its welfare systems.

              By 2030, EU will still be known for many positive things, but its main competitive edge will be its reputation for its transparent and uncorrupted government. European countries will have been leaders in sustainability and inclusion. They will now be concerned with the security of supply chains, energy, food, and defense. The competition in the field of technology will now mainly take place between the US, EU, and the joint efforts of Japan and Korea. China will still create significant numbers of innovations, but the totalitarian society will not to be able to grant the space needed for truly unique developer-led innovations. The situation in China will be further exacerbated by worsening corruption made possible by the failed introduction of AI-powered governance, an initiative that remains mostly a pet project of some elite members but with little real-life implications. Europe will have emerged as a haven of both individual rights in the online world and a hub for open-source endeavors. The EU will have managed to create regulations that have enabled open-source producers to certify their work as reliable. The Union will also have banned some foreign tech giants from its markets because of data protection and espionage issues. Europe will have become the main driver toward a more human-centered society in both technological and governmental questions. Whereas the US will be all about consumer needs and sellable products, while Europe, in addition to the consumer focus, will seek to ensure that the products are ethical, that is, sustainable, and responsibly and fairly produced. Through its research efforts, the EU will have contributed toward a more open society, as, paradoxically, it will have made communications more secure. People will feel that their secrets will not be divulged without their consent, and they will feel comfortable to be more open about those things they are ready to share. The Western governments, as taught by the pandemic, will have been in the process of adopting the principle of openness.

              The US and China will be locked in competition and will have somewhat eschewed the notion of sustainability to ensure primacy, although lip service to the environment will regularly be paid in public speeches. Europe will also be virtually the only place where the issues related to AI ethics are taken seriously, while the two other blocks will be competing for supremacy in that field without any concerns.

              The aging population in Europe, together with the memory of the pandemic and need for cost cuts, will have made telecare a permanent fixture of the healthcare systems. Additionally, work as well as entertainment will be taking increasingly place on online platforms, not necessarily anymore in offices, theaters or cinemas. However, this will also create problems with loneliness and isolation. Thanks to the introduction of 6G, each block will have created its own system of watching the movements of its citizens to, at least officially, be prepared for the future pandemics. The European car industry will have become a central technology advancing power. Autonomous vehicles will have entered the streets, in both the public and private transport markets. Due to the automotive industry’s role, industrial data will become especially valuable in the EU, in contrast to the customer data in the US. Additionally, Europe will be more concentrated with business-to-business products, whereas the US will be driven by the business-to-customer focus. Automation will have taken leaps forward in Europe, since industrial work, that will have to some extent returned to the continent, will be expensive.

              Each of the blocks will start to diverge in how different technologies are mixed. Europe will focus on the automation of movement and logistics because of the industrial interests of different member states, while China and the US will adopt local production concepts, mainly thanks to their space-faring efforts. The technologies, however, in many cases will not become diffused between the blocks because of protective laws. As the EU will have also been the leading champion of sustainability, regulations enforced by it will now necessitate that sustainability is one of the critical factors in virtually all development plans and public tenders.

            

            
              China the Superpower: China Becomes Dominant in the Global Economy (4C)

              In this scenario, by 2030 the old regime of the post-Second World War order will have been buried for good and China will be the leading economy and becoming the leading superpower. The Chinese belt and road initiative (BRI) will have tied much of Eurasia to China, ousting US influence in many places. Active trade will take place throughout Eurasia, but ‘slowbalization’ will have somewhat affected the commerce between North America and Eurasia. Because of the stress that the rise of China will have caused, the US will be more and more openly advancing only its own interests. China will be actively seeking to buy and utilize foreign companies with advanced technologies. At the same time, it will still send out massive numbers of students to study abroad, to learn the best practices and bring them home. There will be an active push toward sustainable and green technologies. However, their primary driver will not be climate change, but the polluted megacities of China. The technologies in this field will be increasingly geared toward making human life bearable in large industrial megalopolises, which means that some of the vital environmental and climate-related problems will not be appropriately addressed.

              Europe will be sandwiched between China and the US. Acting more like a field of competition for the two, Europe's grip on its destiny will be more tenuous now than before. Most of the consumer technology innovation will be done elsewhere, and the economy of the old continent will be sluggish, much due to the aging population. In general, large webscale companies, like Google, Amazon, Alibaba, and Baidu, will dominate the markets. Europe will not have been able to create its own tech giants, although it will try to regulate what is done in its market area.

              Cyberthreats will be persistent and demand more funds, and the best talents will be sought after for superpower projects to develop cyber-capabilities. This will have led to increasing demands for privacy protection in Western countries. At the same time, the rights of citizens in many countries will be curtailed by omnipresent AI-powered surveillance. There will be a need for trust and security, especially in the Western markets. Cyberespionage and sabotage will take place continually, as will information operations. Individuals, companies, and government organizations will be constantly looking for ways to reduce and eliminate vulnerabilities in their systems, which will tie up resources and cause delays. Resilient technologies, referring to technologies that are both resilient to external damages (both natural and human-caused), while at the same time promote the resilience of nature, will have emerged as an important field. In the West, resilience will have partly replaced sustainability in political and research discourse.

            

            
              The US Order: The US Remains the Dominant Power on the Globe (4D)

              The impressive economic gains made by China until 2022 will have been followed by a slower pace, mainly because of its unfavorable age structure. The idea of Chinese dominance spreading over Asia, Europe and Africa will have slowly dropped from conversation as it will have become clear that it needs to focus on keeping its population both peaceful and reasonably prosperous: China will have started to turn inwards. Despite this, more than ever the world will be replete with disinformation, half-truths, and manipulated facts. The reason for this will be that those opposed to the US-led order will have understood that their only option is to attack in the only way they truly can challenge the dominant superpower: by conquering, or at least demoralizing, the minds of those on the other side. The aim will be to weaken the national unity of the Western countries, break their mutual relations, and increase tensions between them. The large Western technology companies, followed by many others, will have implemented policies and measures to combat disinformation in conjunction with various universities. AI-powered tools, together with humans, will search and correct false information. At the same time, the governments of Europe and North America will have been increasingly engaged in strategic communication operations aimed at both their domestic and foreign audiences. Truth will have become elusive.

              The data security questions which were a vital issue of the early 2020s will have been resolved to a degree as the largest US corporations, together with the government, will have implemented blockchain-based encryption for their communications and data storage. European companies will follow suit, but the EU will be hesitant to endorse the use of blockchain because of perceived possibilities for tax evasion and other harmful activities. Human-centeredness, or consumer-centeredness will have become the current driving force in technologies designed in the Western countries, meaning that more than ever, new consumer needs will be actively discovered and created through psychological, sociological, and cultural research. Some will have pointed out that these efforts, combined with the strategic communication operations, could be seen as active engineering of the minds of the people. However, the memory of the pandemic will have made people more trusting toward communication technology than ever. The slow introduction of autonomous vehicles and co-working between robots and humans will have kept manual laborer employed, but AI will have started to take over many white-collar jobs formerly held, for example, by lawyers and programmers.

              Even though the coronavirus will have forced many locations to shift their entertainment offerings online, large concert crowds, full cinemas, and crowded restaurants returned quickly during early 2022. During the decade, the large-scale introduction of virtual/augmented reality (VR/AR) applications together with fast 5G networks and edge computing will have transformed some entertainment forms completely. Once the acute crisis of the early 2020s pandemic was over, attention will have turned again to keeping climate change at bay. Public subsidies and adventurous entrepreneurs will have resulted in some impressive gains in photovoltaics, wave power, and wood-based materials.

            

          

          
            Discussion and Conclusions

            Sixteen alternative future scenarios were developed under four embedded scenario logic themes: user/developer, firm, ecosystem, and geopolitics. The user/developer can be seen as a sub-set of firm-level, the firm is a sub-set of ecosystems, and geopolitics forms the widest contextual level for all scenarios. To summarize the discussion of 6G scenarios. First, the probability of the scenarios arising was evaluated against the identified forces influencing them. Next, the plausibility of the scenarios was assessed based on their coherence by examining the potential alternative futures for 6G business events that could occur within their assessment. The third assessment step was to identify which scenarios were the most preferred. The preferability assessments of the scenarios were based on the values and choices the teams made regarding alternative futures. Both the most probable and most plausible scenarios stem from evolutionary supply-driven trends toward a multi-local networked world based on strong trends with low anticipated uncertainty. The most probable and plausible business scenarios, OTT (2D) and MNO6.0 (2C), build on the balance between competition and protective market views. In the ecosystem themed scenarios, the multi-local scenario sharing both the dystopic and utopian themes can be seen as simultaneously the most probable and plausible. All the preferable scenarios, Gaia (3A), Edge (2A), and Customer6.0 (1A), represent revolutionary demand-driven transformations toward sustainability, empowerment, and open ecosystems building on the democratic geopolitical scenario. They are based on high impact forces with higher uncertainty compared to the most probable and plausible scenarios.

            In the preferred 6G future, the automatic collection of different kinds of data from humans, our environment, and its analysis are used for highly sophisticated products and systems that make people’s lives easier, more sustainable, and provide a better user experience through convenience. The edge resources will be operated by local communities expanding services to remote rural areas, or research organizations deploying their own edge resources to accelerate local innovation. 6G will enhance platform cooperatives, as well as the peer-to-peer economy and sharing economic models, and the progress of a human-driven fair data and developer economy as well as the fair distribution of wealth. To summarize, we identified drivers, barriers, and challenges regarding the choices for developing the preferred 6G business future. These drivers, barriers, and challenges could concern all stakeholders in future 6G business. Key transformative global drivers concern climate change, sustainable development goals, and decentralization toward a networked poly-nodal world. External barriers to preferable future scenarios involve the uncertainties related to the power of dominating platforms, AI and HMI rights, democracy, and the regulation of resources. Key internal challenges, such as building disruptive business models and leveraging sharing economy antecedents while coping with the empowered users’ and developers’ rights, were identified.

            The scenarios presented open a multitude of alternative futures for 6G. We will summarize and discuss our findings by examining what kind of economic, societal, and environmental notions we may draw from the scenarios.

            From the economic perspective, the key messages of the four sets of scenarios can be summarized as follows:	
                User experience will be customized, and resource orchestration will become user and developer centric.

              
	
                Local-demand–supply-consumption models will become prominent in an already globalized world, with a marked emphasis on localized spatial circular economies.

              
	
                New societal models for future service provisioning will emerge building on community-driven networks and public–private partnerships.

              
	
                Platform-based ecosystems will not only offer search, social media, and ecommerce but will provide an infrastructure in which innovation and transaction platforms are built by the developers.

              
	
                A strong role for 6G in various vertical and industrial context will continue the 5G evolution.

              
	
                The decoupling of technology platforms will lower the market entry barrier, allowing multiple entities to contribute to the innovations envisaged with 6G.

              
	
                Fine-grained technological and service modularity and open source will allow highly specialized solutions and services from developers and smaller entities to be widely deployed.

              
	
                Decentralized platform cooperatives will become counterforces to winner-takes-all platform monopolies.

              





            From the societal perspective, the scenarios indicate the following:	
                Hybrid military, economic, technological, and cultural powers will overlap, exercising threats and hybrid influence.

              
	
                Tensions between competitive, protective, networked, and empowered worldviews will grow.

              
	
                The power configuration may be transforming from a multi-polarized world to a poly-nodal world in which power will be determined in economic, technological, and cultural networks and interaction.

              
	
                Empowering experiential citizens as knowledge producers, developers, and users will contribute to a process of human-centered democratizing innovation stemming from pluralism and diversity.

              
	
                Privacy regulation will be strongly linked to the rising trends of the platform data economy, sharing economy, intelligent assistants, connected living in smart cities, transhumanism, and digital twins’ ‘meta’ reality.

              





            From the environmental perspective:	
                6G is seen as a provider of services to help steer communities and countries toward reaching the UN SDGs.

              
	
                6G will offer opportunities for monitoring and steering the circular economy and understanding the big picture of the sustainable data economy.

              
	
                In utilizing sharing and circular economy trends, co-creation partners will employ existing resources and processes to promote the sustainable interaction.

              
	
                Companies will shift their focus, developing products and technologies that innovate to zero, including zero-waste and zero-emission technologies bringing social innovation to the forefront.

              
	
                Immersive digital realities will facilitate novel ways of learning, understanding, and memorizing subjects in many sciences such as chemistry, physics, biology, medicine, and astronomy.

              





            In this context, the mobile communications industry is one of the sectors that has been very visibly linked to most elements of global disruptions because of its criticality to economic competitiveness as well as its visible interlinkage to the emergent digital business models (Ahokangas et al., 2022; Kilkki et al., 2018; Yrjola et al., 2022). A well-known example in this regard is the clean network initiative in the US and Chinese telecommunication company Huawei which has been subject to bans and strict oversight in the US and different Western countries due to the concerns for privacy and security (e.g., Hoffmann et al., 2019). As the deployment of 5G and 6G research is taking shape globally, there is a race to set the standards and protect technological innovation, and geopolitical disruptions (and considerations) are a core aspect of this debate (Yrjola et al., 2020; Klement, 2021). At the same time, it is vital to stress that the influence of a variety of global disruptions on 6G development and planned implementation has not been studied specifically so far, thereby revealing a visible gap in the extant literature.
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            Sustainable development is development that meets the needs of the present without compromising the ability of future generations to meet their own needs.

          

            (Gro Harlem Brundtland)

          



          
            Introduction to Sustainability Transition

            Sustainability has become a buzzword in academia as well as policymaking circles these days due to visible influences of climate change on daily life (e.g., Arslan et al., 2021; Barber, 2021; Heikkurinen & Ruuska, 2021) along with the recognition that social sustainability lies at the core of achieving the UN sustainable development goals (Baldwin & King, 2018; Ranjabari et al., 2021). Scholars have started to include sustainability principles in their research in various fields in response to growing sustainability concerns as well as funding agency requirements. Consequently, the number of publications focusing on various aspects of sustainability in different industries, national contexts, and organizational settings has increased. In parallel, firms have also increasingly started to see sustainability not as an additional cost, but also as a business opportunity.

            Elkington’s (1997) environmental, social, and economic approaches toward sustainability is often referred to as the triple bottom line (TBL). To manage the interdependence, the demands stemming from the three perspectives should not be compromised but balanced. Economic sustainability aims to secure profitability and liquidity; social sustainability aims to contribute to human and social capital; and environmental sustainability favors the consumption of reproducible resources (Khan et al., 2021).

            In recent discussions, the term resilience has started to emerge as connected with sustainability, albeit without clarity regarding the difference between the two. The extant literature views resilience and sustainability either as: (1) independent and separate; (2) overlapping or complementary; or (3) a component of the other (Marchese et al., 2018). Resilience refers to the ability of an entity or system to return to a normal condition after disruption—being a measure of a system’s ability to absorb continuous and unpredictable change and continue to function (Hosseini et al., 2016; Pregenzer, 2011). Thus, the term value can be found at the hearth of both sustainability and resilience, i.e., to identify, create, convey, deliver, and capture, but also protect and sustain long-term value, whether economic, environmental, or social (Liu et al., 2021).

            
              Sustainability, Innovation, and Disruption

              In the context of sustainability, there is an increasing recognition among management scholars that understanding the transition toward environmental and social sustainability is vital despite attractive slogans. If the actual sustainability transition process is not understood and managed well, achieving sustainable development-related goals will be harder (Bai et al., 2009; Geels, 2011; Heikkurinen & Ruuska, 2021; Williams & Robinson, 2020). This sustainability transition is highly linked to economic sustainability, which has limited the actions on environmental and social sustainability. In this context of the sustainability transition, the role of disruptive innovations has emerged as critical in recent years because these disruptive innovations demand socio-technical change at multiple levels (Heikkurinen & Ruuska, 2021; Park et al., 2021); thereby bringing the transition element to the forefront of the debate (e.g., Bai et al., 2009; Brauch et al., 2016; Geels, 2011, 2019; Kivimaa et al., 2021). This sustainability transition approach is different from many traditional sustainability focused studies, which either focus on a micro-context (firm level sustainability initiatives) or macro-level (change toward sustainability in industries and countries), where the process of this transition does not usually get the due attention.

              The sustainability transition has primarily been studied in the context of innovation in the energy sector due to its’ visible linkages with environmental degradation (e.g., Bogdanov et al., 2021; Brauch et al., 2016; Kivimaa et al., 2021). However, calls have been made by scholars to apply a wider approach to studying sustainability transition in relation to innovations (disruptive innovations) in different industries, national contexts, and organizational settings (e.g., Rohe & Chlebna, 2022; van der Loos et al., 2020, 2022). At the same time, the other critical element of the sustainability transition associated with social sustainability is even less studied, and most research in the larger field of management has focused on organizational responsibilities and policy initiatives leading to social sustainability, so far (e.g., Hutchins & Sutherland, 2008; Amrutha & Geeta, 2020; Ranjbari et al., 2021). A review of the prior literature further reveals that the potential of disruptive innovations in the transition toward social sustainability is rarely studied; a visible gap that our chapter aims to fill is the potential of 6G mobile telecommunications technology.

              6G systems have a high potential to contribute to both environmental and social sustainability while ensuring economic sustainability, and this has been established by several studies published in recent years (e.g., Matinmikko-Blue et al., 2020; Matinmikko-Blue et al., 2021; Ojutkangas et al., 2022). However, as 6G is still a future technology in the vision and framework development phase, we still lack knowledge of how it can potentially contribute to the sustainability transition on environmental, economic, and social levels. Prior work has linked 6G with the UN SDGs (Matinmikko-Blue et al., 2020; Ojutkangas et al., 2022) and the triple bottom line of sustainability (Matinmikko-Blue et al., 2021, 2022) and identified several research topics for further study by the research community including environmental, economic, and social perspectives.

              Sustainability considerations of existing mobile communication systems have primarily focused on environmental sustainability aiming at minimizing energy consumption and maximizing resource efficiency including energy efficiency (Zhang et al., 2016). The role of mobile communication is seen as important in the sustainability transition of society at large (Wu et al., 2018), but this development should not occur at the expense of increasing the ICT sector’s own sustainability burden. Most recently, sustainability has become an important design criterion for 6G, (ITU-R, 2022; Matinmikko-Blue et al., 2020), while opening the door for defining a new set of requirements on mobile communications stemming from the sustainability transition.

            

            
              Aims of the Chapter

              The current chapter aims to address the sustainability transition and 6G interlinkage conceptually along with substantiating the discussion with some practical examples, using the most prominent approach used in transition studies, i.e., a multi-level perspective (MLP) (Geels, 2002, 2011, 2019, 2020; Rip & Kemp, 1998), which combines ideas from innovation studies, sociology, evolutionary economics, and institutional theory. The core argument of MLP is that transition is a result of a dynamic process at three different levels including: (1) niches, which are the core premises where the radical innovations are developed; (2) socio-technical regimes, representing institutional drivers toward the change; and (3) the exogenous socio-technical landscape of the larger society. By establishing the link between 6G and the sustainability transition including environmental, economic, and social perspectives using the MLP lens, our chapter offers two critical contributions to the extant 6G, sustainability transition, and innovation management literature streams. Firstly, this chapter highlights the potential of 6G in both environmental and social sustainability conceptually while ensuring economic sustainability as well as practically by referring to examples. Secondly, it is one of the rare studies that focuses on the larger picture in the 6G and sustainability debate by highlighting specific UN SDGs which can be achieved in the sustainability transition and the role of endogenous and exogenous factors using the MLP lens. Hence, the potential practical and policy implications of this chapter are expected to be profound.

              The rest of this chapter is organized in the following manner. The next section analyzes the established connection between sustainability and 6G. After that, 6G development in relation to the sustainability transition is analyzed via the MLP approach. Here, the niche aspects are presented, after which the socio-technical regimes and institutional factors linked to the sustainability transition in this context are discussed along with the wider debate on the UN SDGs. The sub-section after that discussion aims to bring the larger society into debate by focusing on exogenous the socio-technical landscape of 6G development and sustainability transition. The last section presents theoretical and policy implications, along with a discussion on the study limitations and future research directions, restructuring possibilities linked to 6G are discussed in relation to the increased complexity of the external environment.

            

          

          
            Connecting Sustainability to 6G

            6G mobile communication systems are expected to be deployed around the year 2030, which is also the target year for the achievement of the UN SDGs (Matinmikko-Blue et al., 2020). Idealistically, the targets from the UN SDG framework should be reached prior to the emergence of 6G, allowing 6G to enter a world where major sustainability challenges are already solved. This, however, will not be the case and the entire R&D of the next generation of mobile communication systems is driven by sustainability and sustainable development (Latva-aho & Leppänen, 2019; Matinmikko-Blue et al., 2020). No prior generation of mobile communications has taken sustainability as seriously as a core value as 6G has. The development of the 4G system adopted the principle of green communications (Zhang et al., 2016), which meant optimization of resource usage and especially energy efficiency. 5G adopted energy efficiency as one of its key performance indicators (ITU-R, 2017), but no target values were defined. In 6G development, sustainability principles are talked about but concrete actions and design criteria for sustainability in 6G R&D are yet un(der)defined.

            The triple bottom line of sustainability (Elkington, 1997) has highlighted the interdependencies between social, environmental, and economic sustainability principles. This also applies to 6G, where the ongoing 6G development aims at solving major social and/or environmental sustainability challenges, while being economically sustainable. The attempts to enable the sustainability transition in other sectors of society through the so-called enablement effect has received considerable attention (Hilty & Aebischer, 2015). The quantification of the enablement effect in terms of the reduction of greenhouse gas emissions (ITU-T, 2022) or energy consumption, for example, has turned out to be a challenge both from methodological and practical perspectives. At the same time, understanding the mobile communication sector’s own sustainability impact including lifecycle greenhouse gas emissions (ITU-T, 2018) is a challenging topic as well, and reported data remains low. Both the enablement effect and the mobile communications’ own sustainability burden remain equally important in the sustainability transition but require distinct methods and measures.

            The original connection between 6G and the UN SDGs was developed in the 6G Flagship’s white paper work (Matinmikko-Blue et al., 2020), which stressed a three-fold role for 6G.	
                Firstly, 6G will be a provider of services that help steer communities and nations toward the UN SDGs. As an example, global mobile connectivity that will connect the unconnected is a foreseen scenario for 6G requiring cost-efficient and deployable solutions.

              
	
                Secondly, 6G will become a powerful measurement tool for data collection at a very local level of granularity to help organizations and nations to report on sustainability-related indicators, which today is a problem. Examples include sensing solutions for collecting environmental data.

              
	
                Thirdly, 6G will be a reinforcer of a new technological ecosystem which will be developed according to the high-level requirements set in the UN SDGs.

              





            As an example, translating the requirements stemming from the UN SDG framework in areas such as promoting high-quality education (SDG4), promoting equality (SDG5, SDG10) and digital inclusions (SDG9), to 6G technology development requires introducing new design goals that are both technical and regulatory in nature. The existing indicators in the UN SDG framework address SDG4 (the proportion of schools with access to the Internet for pedagogical purposes; the proportion of schools with access to computers for pedagogical purposes; the proportion of youth/adults with ICT skills, by type of skills), SDG5 (the proportion of individuals who own a mobile telephone, by sex; the percentage of the population covered by a mobile network, broken down by technology) and SDG17 (fixed Internet broadband subscriptions, broken down by speed; the proportion of individuals using the Internet) at a high level. For a sustainability transition where 6G is designed to contribute to the achievement of sustainability targets, contributions to other indicators are also expected as outlined in (Matinmikko-Blue et al., 2020).

          

          
            A Multi-Level Perspective on the Sustainability Transition in 6G

            Using the MLP lens, we analyze sustainability transition in the context of 6G. Our analysis stems from the pioneering work done in the 6G Flagship white paperwork (Latva-aho & Leppänen, 2019; Matinmikko-Blue et al., 2020), followed by several stakeholder interactions at workshops organized in 2021–2022.

            
              Niche Aspects

              Niches representing the core premises, where the radical innovations are developed, constitute of two factors in the context of 6G. Firstly, innovations in the context of the sustainability transition in 6G target the enablement effect of using innovative 6G service and solutions to help other sectors of society to act upon their sustainability impact toward environmental and/or social sustainability while maintaining economic sustainability. These innovations reduce GHG emissions and resource consumption including energy consumption through various means. Examples include optimizing processes in an industrial setting, reduction of fuel consumption in a multi-stakeholder port ecosystem with situational awareness, and productivity improvements in agriculture via sensors. Secondly, innovations within the 6G context will take place in 6G solutions and services to improve 6G’s environmental and/or social sustainability while ensuring profitability in economic sustainability. Examples of these innovations include architectural designs to optimize the location of computing and communication resources, algorithms to minimize energy consumption in different layers of the network, and cost-efficient network deployment models in challenge areas.

              The dual role of ICTs and particularly mobile communications in helping other sectors to achieve sustainability-related targets as well as the mobile communication sector’s own sustainability impact are two sides of the complex sustainability transition challenge. Agreed metrics and methods are needed for both sides as presented in (ITU-T, 2022) and (ITU-T, 2018), respectively.

            

            
              Socio-Technical Regimes and Institutional Factors

              Socio-technical regimes and institutional factors in the context of 6G particularly include regulations and standardization, which are discussed in more detail other chapters of this book. The UN SDG framework presented in Agenda 2030 (UN, 2015) is an international treaty that nations have agreed to. At regional level in Europe, the European Commissions’ Green Deal positions Europe’s targets for member states. Consequently, national level approaches in the EU member countries follow both international and European level rules.

              Traditionally, environmental sustainability is the matter of the ministry of environment, while telecommunication communications and services typically belong to the ministry of communications. The introduction of the topics of sustainability of the ICT sector and the enablement effect of the ICT sector in other sectors have resulted in a new setting, where traditional governance boundaries are broken. Consequently, the expertise required for environmental sustainability is not found in traditional telecommunications.

              At the European level, the European telecommunications regulators at BEREC have stated that sustainability is a new topic for them (BEREC, 2022). Prior studies on the environmental sustainability of the ICT sector have resulted in conflicting results. One challenge is the lack of data available for unbiased research by the research community. In their current work on sustainability of the ICT sector, much focus is being put on mobile network operators (MNOs) and infrastructure vendors’ views.

              Governments set sustainability-related requirements in the different sectors of society. Until now, there have not been specific sustainability requirements for prior generations of mobile communication networks. On the one hand, coverage obligations for mobile communication networks introduced early on in Finland and in some other countries can be seen as an early form of a social sustainability requirement. These obligations mandate the MNOs to deploy networks in geographical areas that cover a certain percentage of the population such as 99%. Concrete sustainability requirements for 6G defined by governments are not yet known. International-level discussions have started at the UN-based agency for ICT, the International Telecommunication Union (ITU), and specific requirements for the radio interface will be defined in the coming years.

            

            
              The Exogenous Socio-Technical Landscape

              The wider society impacting or being impacted by 6G in the sustainability transition particularly involves end users. They have the power to decide on the use of ICT services and solutions. Today, end users do not have information available about the sustainability impact of their ICT choices. In the future, end users will be able to make informed decisions based on sustainability-related information. For example, the environmental footprint of the service usage including energy consumption, greenhouse gas production, and other depletion of natural resources will impact consumer behavior once this information is made available. Today, this is not possible due to the lack of information for consumers and other end users.

              More widely, the inclusion of a human perspective in 6G development in the sustainability transition requires the introduction of proper stakeholders in the R&D process at the right stages. Traditionally, mobile communication systems have been defined by the companies involved in the development of the technology and the governments, emphasizing high-level requirements such international roaming, and moving of equipment as well as detailed technical requirements on aspects such as capacity and delays. The research and development of the systems is carried out by the technology vendors in close collaboration with the research domain aiming to respond to the requirements of the customers, who in the mobile communication business are typically MNOs and their end users. Within these requirements, sustainability-related requirements are only emerging, and their format is not clear yet. Additionally, regulators play a key role in setting these requirements. In the deployment and operational phase, the role of the MNOs is critical as they run the infrastructure and act as the interface for the end users. The reduction of energy consumption is already a top requirement by the MNOs to reduce their operational costs and will continue to be so in 6G.

              The above discussion also connects to the discussion on system resilience in 6G that covers resilience to cyber-attacks and the utilization of privacy-preserving and trust-creating technologies to achieve trustworthy 6G. Trustworthy 6G comprises topics such as security, privacy, safety, availability, inclusivity, transparency, fairness, accountability, resilience, and compliance with ethical frameworks. In addition, as with artificial intelligence, human agency and oversight based on values should be considered in 6G. These topics correspond with the emerging social sustainability and resilience themes even toward sovereignty and democracy.

            

          

          
            Theoretical and Policy Implications

            Our study on the sustainability transition in 6G as analyzed via the multi-level perspective offers both theoretical and policy implications. Firstly, a major theoretical implication relates to the specificity of the 6G context in relation to the sustainability transition and the need for theorization. The role of telecommunications services has evolved from offering organization communication tools to multi-level influences across the socioeconomic and technical landscape. The discussion presented in this chapter has shown that 6G can potentially ensure more environmental and social sustainability which can ultimately lead to economic sustainability. This interlinkage has all of the elements of the TBL (triple bottom line) view of sustainability, but at the same time it depicts the criticality of social and environmental sustainability in ensuring economic sustainability. Hence, this aspect should be further explored and theorized in the specific context of telecom sector and 6G as it will enrich the sustainability debate in a novel way. Secondly, the current chapter enriches the understanding of the UN SDGs by linking them with all three levels of MLP concerning the sustainability transition. Hence, we set the bases for future studies to undertake a more in-depth approach to analysis and offer a fine-grained view of these interlinkages in different industrial settings as well as geographical contexts.

            On the policy side, regulations are expected to emerge to regulate 6G including the sustainability and resilience perspectives. Traditional requirements for mobile communication systems need to be complemented with a thorough sustainability transition perspective and those discussions have only just started. Today, the future upcoming regulations are unknown, and their derivation requires new skill combinations bringing together telecommunications, environmental, and social and economic sustainability knowhow.

            In particular, regulators and policymakers at different levels from the community, national, regional to the international level, will face a new situation with requirements that do not exist today. Yet, national-level approaches should not be too different from each other to allow economic sustainability of the entire mobile communication sector where mobility across borders has been the initial driver. The global success of mobile communications has been based on global harmonization and roaming of devices leading to large markets for the same devices, which has brought prices down and allowed the same equipment to work in a number of countries. If the sustainability requirements are different from country to country, fragmentation of equipment may lead to markets not being served or prices becoming high.

          

          
            Limitations and Future Research Directions

            Our chapter has several limitations similar to any other academic work. Firstly, it is a conceptual piece where empirical analysis has not been undertaken. However, as 6G is a future technology, the possibilities for a specific analysis of its link to the sustainability transition are rather limited. Hence, our chapter builds bases for future studies to be undertaken both as quantitative and qualitative studies analyzing different aspects of the sustainability transition in relation to 6G telecommunications in different industrial and national contexts. Moreover, our chapter discusses all three elements of MLP concerning the sustainability transition without going into too much depth on any of the elements. We recommend future scholars take a more in-depth approach and analyze the specificities of the various niches, socio-technical regimes, and the exogenous socio-technical landscape of the sustainability transition in different contexts in relation to 6G telecommunications. Additionally, keeping in view the importance of corporate social and environmental innovation (e.g., Golgeci et al., 2022) for the sustainability transition, we recommend future researchers to link these to 6G telecoms as well; thereby enriching the larger debate on the sustainability transition linked to this particular technology. Finally, keeping in view the continuous development of 6G telecoms currently taking place, longitudinal academic studies documenting different phases in relation to the sustainability transition are expected to enrich our understanding both theoretically and practically.
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            We cannot solve our problems with the same thinking we used when we created them.

          


            (Albert Einstein)

          


          
            Toward Sustainable Value Creation

            Developments in Information and Communication Technologies (ICT) like mobile communications have substantially transformed service systems and extended the boundaries of service interactions, while providing new business opportunities for value creation (Edvardsson et al., 2018). In parallel, the traditional view that value is first created, then delivered, and finally captured by a focal firm has changed to a view in which value is simultaneously co-created and co-captured by and for both service providers and users in an ecosystem of actors. In practice, value co-creation and co-production are becoming more widespread due to ICT’s capability to drastically reduce actors’ coordination costs in co-producing services (Kallinikos, 2011). In short, this makes service processes interactive, collaborative, and able to involve multiple actors or service system entities (Vargo et al., 2010).

            Successful value co-creation requires that actors can interact through exchange of resources, while integrating these in the context of their own ecosystemic business reality (Prahalad & Ramaswamy, 2004). Ecosystem actors are enabled to exchange resources to accumulate value, co-creating value increasingly through virtual, i.e., digital, rather than physical interfaces (Davis et al., 2011).

            Many scholars extend the value construct from a one-dimensional shareholder logic of profit maximization to more stakeholders and levels of attention (Aagaard & Ritzén, 2020). In sustainable businesses, value propositions go far beyond economic considerations, and include environmental and social considerations, referred to as the triple bottom line logic (Bocken et al., 2015; Pedersen et al., 2018). Thus, all actors and entities should benefit from the transformation of value-in-use into value-in-exchange, meaning that value may be captured on more levels (Lepak et al., 2007). Sustainable value may be defined as “a promise on the economic, environmental and social benefits that a firm’s offering delivers to customers and society at large, considering both short-term profits and long-term sustainability” (Patala et al., 2016, p. 1). This implies that value is embedded in a specific social context and consequently is defined differently by different players (Barrett et al., 2016).

            It follows that an organizational value proposition varies depending on the contextual specifics or a ‘regime of value’ (Appadurai, 1986). A regime of value “is a socially coherent and situated way of establishing what is valuable” (Barrett et al., 2016, p. 709). Resonating with the idea of sustainability, and triple bottom line, a regime of value includes social, political, and economic regimes of value (Grover & Kohli, 2012). It is important to note that the existence of multiple value propositions can naturally lead to various tensions that, however, can be creatively leveraged to achieve synergies (Stark, 2009).

            In business model research—that constitutes the mainstream of the value creation discussion today—value is closely intertwined with the concepts of opportunity and competitive advantage (Zott et al., 2011). Given the growing sustainability pressures, these concepts are increasingly discussed in the context of sustainability (Greissdoerfer et al., 2018). A possibility of the concurrent presence of several value propositions by different stakeholders in an ecosystem may entail variation in opportunity and competitive advantage conceptualizations, as well as in the processes of value creation (Corvellec & Hultman, 2014). Traditionally, business model discussions identify four sources of value creation: novelty, lock-in, complementarities, and efficiency (Amit & Zott, 2012). In this, novelty may serve as a starting point, with complementary elements to existing products and services leading to efficiency, or having it as a key feature of the novel offering, finally resulting in customer lock-in.

            For 5G services, the basis for value creation comes from the three usage scenarios defined by ITU-R (2015) are as follows:	
                Enhanced mobile broadband (eMBB) addresses human-centric use cases for access to multi-media content, services, and data as an extension to the mobile broadband services offered by earlier generations of mobile communications. The aim is to achieve improved performance and an increasingly seamless user experience both in hotspots and wide area coverage.

              
	
                Ultra-reliable and low-latency communications (URLLC) set stringent requirements for machine-centric use cases in terms of throughput, latency, and availability in various application areas including industry, healthcare, energy, or transportation.

              
	
                Massive machine-type communications (mMTC) are characterized by a high number of connected devices with relatively low volume of non-delay-sensitive data. These kinds of communications are typical for different Internet of Things (IoT) applications.

              





            With these original usage scenarios, ITU-R has adopted a service-centric approach to value creation with mobile communications services. In practice, however, the value creation in mobile services has taken different forms. Drawing on the insights of extant research, this chapter approaches and conceptualizes opportunities for value co-creation and co-capture based on 5G and 6G usage scenarios as configurations on service, platform, and ecosystem levels of analysis (Grover & Kohli, 2012; Orlikowski & Scott, 2008). The purpose of the chapter is to provide a preliminary understanding of how the 5G/6G-enabled services may unfold in future, and what value they may bring to the evolving mobile communications ecosystem.

            The chapter starts by providing a conceptual understanding of value creation in via services within platforms and ecosystems. What follows is a presentation of the current understanding of services within 5G focusing on different deployment modes. Since 6G is still in the research phase, the chapter discusses the capabilities and use case candidates identified for 6G as possible sources of value creation. The chapter concludes with a discussion on trustworthy 6G and outlook to applications and services in future 6G.

          

          
            Digitalization, Platformization, and Ecosystems

            Digitalization has enabled companies to create novel value and offer service configurations by incorporating and combining emerging technologies either as a main value driver or as a complementary agent (Parida et al., 2019). Reflecting on mobile communications and ICT in general, the business value creation has changed from a connectivity approach (ICT as a communication channel) through an immersion approach (ICT as an operating environment) to a fusion approach (ICT as fabric), where modular platforms can be adapted and interconnected in different ways (El Sawy & Pereira, 2013). Digital technologies have enabled opportunities for value co-creation through services by connecting actors who would otherwise not have been connected. Consequently, companies have increasingly adopted digital platforms to mitigate service innovation challenges (Rai et al., 2019). Through digital platforms, the flow of information is mediated, which enables the interconnection of products and services, as well as data flows between different actors (e.g., service providers, customers, and end users) on multiple sides of the platform (Ruutu et al., 2017). As an example, Apple and Google have established digital platforms to develop new mobile data services by acquiring commercial ideas from firm customers and consumers (Ye & Kankanhalli, 2018). However, in these technology-mediated ecosystems, value creation by itself is insufficient, as one needs to consider the extent to which agents can capture value in a fair way with respect to their contribution (Corsaro, 2020).

            In the digital service context, defining and identifying individual contributions are not always straightforward, as some service processes might be hidden, and benefits and costs might be intangible (Hofacker & Corsaro, 2020). Furthermore, the value creation of digital services depends crucially on the network effects (Zhu & Iansiti, 2019) created by the platform. For example, the value of a mobile phone operating system platform for end users depends on the number of application developers as well as the applications developed by them (Garcia-Swartz & Garcia-Vicente, 2015). In sum, new technologies and the concomitant emergence of various digital services have enabled new means of value co-creation.

            
              From Platformization…

              The integration of various forms of value co-creation present requires ecosystem actors to interact through the exchange of resources in the context of their own reality (Prahalad & Ramaswamy, 2004). Platformization and the modularization facilitated by the convergence of ICT technologies enable novel configurations of needs and resources. It has been argued that platform-based digital markets can alter the way companies generate and deliver value to end customers (Cusumano et al., 2020). The purpose of platforms thus is to “facilitate the multi-party exchange of products, which can be goods, services, or even social currency” (Sorri et al., 2019, p. 2), in the creation of novel value while ensuring value capture. McIntyre and Srinivasan (2017, p. 143) state that “platforms can be conceptualized as interfaces—often embodied in products, services, or technologies—that can serve to mediate transactions between two or more sides.” From a more technology-centric perspective, digital platforms can therefore be explained as software-based external platforms. These platforms consist of an extensible codebase of a software-based system, which provides core functionalities shared by the modules that are interoperating with it and the interfaces through which they are interoperating (Sorri et al., 2019).

              Thus, in ecosystems characterized by technological interdependence between companies, the value created by a particular firm’s technological choices is highly dependent on the choices made by other ecosystem actors that possess complementary technologies (Adner & Kapoor, 2010). Therefore, to unlock network effects and create ‘lock-in,’ technology ecosystem actors need to coordinate these choices not only with upstream and downstream value chain participants, but also with competitors and complementors (Vasudeva et al., 2020). Consequently, to fully leverage technological ecosystems aimed at value co-creation, adaptations are required by the complementors as well as the focal firm, resulting in a co-specialization of the underlying economic, technological, and cognitive architecture (Aarikka-Stenroos & Ritala, 2017; Autio & Thomas, 2019; Shipilov & Gawer, 2020). Furthermore, technology ecosystems constantly co-evolve and self-organize, leading to changes over time in the interdependencies and relationships between actors, co-creating value (Phillips & Ritala, 2019) and therefore require agile governance models.

            

            
              … To Ecosystems

              From a firm-centric perspective, value creation may be defined as an actor’s attempt to increase value, whereas value capture is explained as the process of securing financial or nonfinancial return from value creation (Chesbrough et al., 2018). However, as we move value creation toward platform ecosystems, we need to address the system-centric perspective as well. Platforms present the highest potential for co-creation (Saebi & Foss, 2015), where an array of peripheral firms are connected to a central platform via shared or open-source technologies or technical standards with the objective to co-create value (Cennamo & Santaló, 2013; Jacobides et al., 2018). From the ecosystemic perspective, the logic is to enable value creation for all stakeholders, not only how it is captured by the focal firm (Upward & Jones, 2016; Zott et al., 2011). Thus, value co-creation may be identified as a “joint, collaborative, concurrent, peer-like process of producing new value, both materially and symbolically” (Galvagno & Dalli, 2014, p. 644).

              The co-created value is co-captured through sharing and distributing the revenue between ecosystem members (Oh et al., 2015). Thus, value co-capture through platforms is realized through resource exploitation and coopetition, and through the provision of a unique platform by a focal actor for complementarities. However, commitment from the ecosystem actors and stakeholders invokes an extra dimension, value sharing, as potential stakeholders will not hand over their resources unless in return for what they can obtain from the relationship of the exchange (Verstraete & Jouison-Laffitte, 2011). Particularly, Adner (2022) stresses that for platforms to win at sharing value, it requires that both orchestrators and complementors work to further each other’s interests.

              Value networks and technology ecosystems of complementary actors have become central to successful value creation. With the emergence of these technology ecosystems, companies can combine capabilities across boundaries into innovative new service offerings and solutions to co-create and capture value (Aagaard, 2019). Thus, ecosystem partners face tensions from simultaneously sharing knowledge, while protecting internal knowledge to preserve their competitiveness (Rouyre & Fernandez, 2019). Therefore, to avoid the potential threat to the efficiency of value co-creation, the actors should consider simplifying the contracting and negotiation processes, formalizing knowledge transaction processes, and they need to implement transparent governance mechanisms (Zhu & Liu, 2018). These are typically handled by centralized rules and standards organized around a digital platform (Kretschmer et al., 2021). Thus, platform governance of value co-creation broadly concerns the design and deployment of governance choices, including decision rights, incentive structures, and control mechanisms. We, therefore, view ecosystem governance for value co-creation from a co-alignment structure perspective, which allows actors to productively combine their co-specialized inputs toward a joint value proposition (Adner, 2017; Thomas & Autio, 2020).

            

          

          
            Value Creation in 5G

            The service-centric definitions of standardized eMBB, URLLC, and mMTC do not characterize the currently available 5G services well. The first of the above, eMBB is under deployment globally, but the two latter industry-focused services URLLC and mMTC are yet to be adopted. Instead, we may find six types of commercially available mobile network constellation services: public commercial networks, public commercial virtual networks, neutral hosts, private local networks operated by MNOs, private local networks operated others than MNOs, and public network integrated non-public networks. Table 5.1 provides their description and key mechanisms of value co-creation and co-capture as well as their value sharing and spillover effects.Table 5.1
                  Identified mobile communications services in 5G

                

	 	
                      Description

                    	
                      Value co-creation & co-capture

                    	
                      Value sharing and spillover effects

                    
	
                      Public commercial networks

                    	
                      Communications service provisioning for public use provided by MNOs

                    	
                      Anybody can subscribe to the service

                      Connectivity services + other bundled services (equipment, content services)

                    	
                      Connectivity enables other players to provide their services to users. Net neutrality provides the basis for communications and the wide spillover effects throughout society

                    
	
                      Public commercial virtual networks

                    	
                      Communications service provisioning for public use by a mobile virtual network operator (MVNO) utilizing an MNO’s infrastructure

                    	
                      Anybody can subscribe to the service

                      Connectivity services + other bundled services (equipment, devices, content services)

                    	
                      Opportunity for MNOs to monetize extra capacity

                      Differentiation by user experience

                    
	
                      Neutral host

                    	
                      Communications services for multiple MNOs’ customers provided by an MNO or other than MNOs

                    	
                      Shared infrastructure costs and access to sites for MNOs

                      Differentiation by quality of service challenged

                    	
                      Value sharing only between partners, spillover effects restricted

                    
	
                      Private local networks (NPN) operated by MNOs

                    	
                      Mobile network operator (MNO) offered local communications services for dedicated user group (private use)

                    	
                      Project and contract-based business between MNOs with specific customers, also internationally

                    	
                      Value sharing only between partners or a local ecosystem

                    
	
                      Private local networks (NPN) operated by other than MNOs

                    	
                      Local stand-alone communications services for dedicated user group (private use) provided by other than MNOs

                    	
                      Value creation and capture by and for the local ecosystem without MNOs

                    	
                      Value sharing only between partners or a local ecosystem

                    
	
                      Public network integrated non-public network (PNI-NPN)

                    	
                      Part of the network (e.g., slicing, access point name (APN) functionality) is shared between the local network owner and hosted by the MNO

                    	
                      Value creation focused on multi-local ecosystems that requires connectivity outside networks

                    	
                      Value sharing only between partners or a local ecosystem

                    




            Offering public commercial networks is the bread and butter of MNOs as these networks are open for all to subscribe to at the national level. The customer value comes primarily from enjoying the connectivity as a service, but often MNOs bundle connectivity with devices and various content services such as entertainment. Connectivity enables customers, whether consumers or organizations, to enjoy or provide various digital services to others. Public commercial networks are under net neutrality regulations and are obliged to provide their service so that all communications are treated equally without discrimination, offering users and other online content providers consistent rates irrespective of content, website, platform, application, type of equipment, source address, a destination address, or method of communications. Net neutrality regulations form the basis for the treatment of traffic for societal value creation and the high level of value spillover across the different sectors of society. Public commercial virtual networks are a category of public commercial networks that are operated by a different organizational entity using the infrastructure of another MNO. These networks are operated by mobile virtual network operators (MVNO)—that are often, but not always, MNO subsidiaries—that focus on specific customer segments requiring differentiated experience and a differentiated brand. For MNOs, an MVNO is an opportunity to monetize extra capacity. The MVNO spillover effects to other sectors or society mean increased competition and choice for end users.

            A neutral host creates value by increasing cost efficiency by offering communications services for multiple MNOs serving their customers in given locations. Typically, all MNOs build their own mobile networks to provide the required coverage. In areas where the number of users is low, it may be that the returns on the network investment remain negative. In such areas, it might be beneficial for MNOs to collaborate and build only one network that serves all MNOs, thereby sharing infrastructure and site costs. This can be particularly effective in buildings where it is not feasible for all MNOs to build their own infrastructure. This neutral host concept can be run by one of the MNOs or some other organization so that all the MNOs’ customers can utilize the service. Within the neutral host concept, value sharing primarily takes place between the partners, making the achieving of spillover effects restricted. The neutral host model can serve various campuses, factories, and hospitals, but also customers located in rural and sparsely populated areas.

            Private local networks serve closed user groups and usually come in two variants. First, MNOs can offer local communications services for private dedicated user groups, starting with a project and continuing based on a specific contract. In this model, value is shared between the partners in the ecosystem, who are typically industrial customers. Second, private local networks can be offered by stakeholders other than MNOs, for example, local network companies, or end user organizations themselves can have local stand-alone communications services of their own. Additionally, in this case, the value creation and sharing takes place between the ecosystem partners, but now without MNOs. In cases where a connection outside the networks is needed, private local networks can also be integrated with public networks meaning that part of the network (e.g., slicing or access point functionality) is shared between the local network owner and hosted by an MNO. This kind of arrangement is called a public network integrated non-public network where value sharing takes place only between the ecosystem partners.

            
              Strategic Considerations for 5G Services

              From the value creation perspective, the key elements of mobile communications platforms include data, algorithms, components, and interfaces (Iivari et al, 2022; Yrjölä et al., 2021). Components include (readymade) add-on elements that connect to the platform to add functionality to it (Baldwin & Clark, 2000; Sanchez & Mahoney, 1996). Interfaces, such as specifications and design rules, describe how the platform and components interact and exchange information using well-documented and predefined standards such as application programming interfaces (APIs) (Katz & Shapiro, 1994). The engineering tradition has placed components and interfaces either at the core or periphery of the system. Baldwin (2008) found that modularity reduces coordination and transaction costs across the module boundary, while interface standardization reduces the asset specificity of modules. The increasing volume of data has transformed contemporary business practices (McAfee et al., 2012), while the algorithm revolution and cloud computing have given rise to a platform economy. Computing power is converted into economic tools using algorithms operating on data as the raw material.

              In collaborative contexts, it makes sense to examine platforms regarding their openness from the combined perspectives of components, interfaces, data, and algorithms. Four strategies of openness can be identified for value creation. The traditional logic has been to base value creation on proprietary resources, but with increasing platformization, value creation strategies may be based on open interfaces (referred to as open edges of the platform) that the ecosystem stakeholders can utilize, open functionalities of the platform core that the stakeholders can access, or using an open-source approach where the stakeholders can themselves use and modify the platform’s components, interfaces, and algorithms (Casadesus-Masanell & Llanes, 2011).

              The six classes of mobile communications presented in Table 5.1 can be cross tabulated against the components, interfaces, data, and algorithms used in value creation and service delivery. At the same time, the openness of the system needs to be considered. The configuration of needs and resources in novel 5G digital services, therefore, implies a continuous balance between these different elements, where modularization can be considered as the basis for novel value configurations, as modularity can reduce coordination and transaction costs across the module boundary, while interface standardization can reduce the asset specificity of modules and extending the scalability of resources and services. Balancing user needs with resources implies a dualistic perspective on value, and both the technical platform modularity and architecture and service modularity and architecture (Yrjölä et al., 2021) need to be considered in the creation of new 5G services. The dualistic perspective on technical and service modularity and architecture can therefore be coined from the perspective of complementarity (Teece, 2018; Xu et al., 2020). Technology complementarity enables modularity from systems and encourages interoperability, whereas opportunity complementarity ensures a user-centric approach to service provisioning and service modularity. Complementarity relates to production, customers, asset prices, inputs, technologies, or innovation. As platforms with their ecosystemic characteristics can be either loosely or tightly coupled (Gawer, 2014; Teece, 2018), a focus on dynamic and integrative capabilities for value creation is important. Balancing between convergence, complementarity, and modularity is challenging, and therefore strategic thinking in terms of foresight and insight plays an influential role in ecosystems (Zahra & Nambisan, 2012).

            

          

          
            6G-Enabled Value Creation

            The value co-creation between companies in ecosystems is highly influenced by how technology evolves, as value and value propositions co-evolve along with the evolution of industry (Chau et al., 2020). With the technological evolution of 5G to 6G, new territories for value creation are being and will be established continuously. Recent research has explored some of the different typologies of value creation. For one, Kapoor and Teece (2021) discuss three different typologies of technological value creation: emerging, enabling, and embedding. As new technologies emerge (e.g., 5G and 6G), a trajectory is formed through a series of breakthrough inventions, which are introduced by a multiplicity of heterogenous ecosystem actors. This trajectory is associated with risks related to the emergent nature of the new technology. The enabling nature of technology corresponds to the commercialization of the technology across multiple application domains. This may be costly and require developments as well as an array of complementary assets, which may lead to underinvestment, hampering the growth and adoption of the technology. However, public policies and subsidies can support research and development activities of companies and ecosystems and may alleviate the situation. The embedded nature of technology captures the business model and ecosystem in which the technology is commercialized.

            As 6G is still in the research phase, the use cases and services to be labeled as 6G-enabled are still emerging. At the same time, 6G is expected to become a future general-purpose technology with the potential to transform society. The new growth potential of 6G over earlier generations lies outside consumer services in 6G’s capability to serve industries and smart cities, for example, thus boosting novel kinds of network effects and societal returns. First, for value creation, 6G services should meet the following goals and expected impacts: (1) to be human-centric and inclusive, (2) to be socially, environmentally, and economically sustainable (i.e., triple bottom line of sustainability), (3) to be trustworthy, and (4) to be resilient and maintain sovereignty. Second, 6G is expected to serve: (1) humans, (2) machines, (3) public and private organizations, and (4) communities as users and developers, suggesting the existence of different usage scenarios and examples as indications of 6G’s role in everyday life and the different technological configurations and development trajectories expected to emerge for 6G in future. The new capabilities of 6G are expected to change the nature of human and machine life when communications merge with sensing and accurate positioning to serve humans and machines—and integrate the two—for increased efficiency, to enable earlier impossible tasks, and to automate processes. Finally, the question also remains of how to measure the performance of 6G with key performance indicators (KPIs) and value created with key value indicators (KVIs) (Hexa-X, 2021; Ahokangas et al., 2023).

            The framework for IMT-2030 (6G) may cover four overarching aspects, which act as distinguishing design principles for 6G: sustainability, security/privacy/resilience, connecting the unconnected, and ubiquitous intelligence. No such design principles existed for 5G, making the design principles a novelty to be considered for 6G. 6G may thus embrace:	
                Immersive Communication

              
	
                Hyper Reliable and Low-Latency Communications

              
	
                Massive Communication

              
	
                Ubiquitous Connectivity

              
	
                Integrated Artificial Intelligence and Communications

              
	
                Integrated Sensing and Communication

              


The following 6G-enabled services as sources of value creation can be identified:	
                Cost-efficient, sustainable, ubiquitous, near-instant, unlimited, mobile connectivity as a basis for future connectivity-adjacent services for humans, organizations, and communities—and verticals such as industry, healthcare, logistics, or agriculture. The growing number of increasingly more autonomous things, also in swarms, can be considered as the users of 6G.

              
	
                Multisensory applications and services such as virtual, augmented, or extended mixed reality (VR, AR, and XR, respectively), holographic communications and immersive telepresence to connect the physical, digital, and virtual worlds like the metaverse(s). For example, haptic and empathic communications may enable AI-enabled work in radically new ways.

              
	
                Privacy, security, and safety related services are increasing not only for humans in daily communications but also for ensuring that things, robots, and autonomous vehicles can be used safely, and that those critical infrastructures are secured. 6G may come with (also local) trust zones of different sizes and purposes.

              
	
                Massive dynamic twinning, i.e., the creation and existence of online and real-time digital twins (DT) of the physical reality for, e.g., smart factories or smart cities.

              
	
                Transhumanism via implanted biosensors and body-area networks to communicate and help merge humans and machines together, bringing humans new capabilities, creating a ‘digital twin of me.’

              
	
                Sustainable development both at the societal and environmental level while being economically sustainable. First, trustworthy e-health services and institutional, local mobile coverage in schools and hospitals are examples of socially sustainable 6G services. Second, monitoring the earth via bio-friendly and energy-harvesting sensors exemplifies environmentally sustainable 6G.

              





            The above list is not exhaustive, rather, it showcases many of the presently envisioned elements of 6G use. It can also be seen from different perspectives. Immersive communications, connecting intelligence, sensing for sustainability, and connecting the unconnected have been presented as 6G-specific usage scenarios or future examples (Ahokangas et al., 2023), exemplifying different sources, destinations, and types of value in future 6G. As an example, uncompromised triple bottom line sustainability is a new design principle for future mobile communications (Matinmikko-Blue et al., 2022). It is also evident that artificial intelligence will play a major role in future 6G value creation both as a stand-alone service but also as tightly integrated with 6G to enable novel services that enhance human and machine capabilities.

            
              Trustworthy 6G

              One of the recent challenges of 6G value creation concerns the question of trustworthy networks, specifically regarding privacy, security, safety, and resilience of mobile communications. On the one hand, achieving trustworthy mobile communications is a challenge for the whole lifecycle of network technologies from their definition to standardization, deployment, and use. For deployment and use, the EU Agency for Cybersecurity, ENISA (2022) lists ransomware, malware, social engineering, threats against data, threats against service and Internet availability, disinformation and misinformation, and supply chain attacks as potential threats that concern mobile communications. From the 6G system perspective, trustworthy networks require not only an understanding of the types and contents of threats as those listed by ENISA, but also the sources of these threats, whether individuals, organizations, or hostile nations. 6G needs to be designed and built to detect, prevent, and respond to these threats to ensure it remains trustworthy and resilient (Next G Alliance, 2022).

              On the other hand, with the increasing use of artificial intelligence, 6G is expected to become more autonomous, which also increases the pressure on the trustworthiness of mobile communications. This can be seen also as an opportunity for future 6G. The 6G system characterized by architectural disaggregation, open interfaces, and embedded artificial intelligence, calls for trustworthy networks throughout the myriad of services and applications envisioned for the 6G ecosystem stakeholders (Ziegler et al., 2020). In the same way that artificial intelligence and the EU’s AI act (EC, 2021) have done, 6G could benefit from being ethically responsible (Wu, 2022) with a focus on explainable transparency, fairness, accountability, robustness, safety, human agency and oversight, privacy, and data governance. However, trustworthy 6G calls for deep interaction between academia, industry, communities, and the authorities and regulators throughout its development. Amidst the existing geopolitical tensions, trustworthy 6G can also be considered a requirement for strategic autonomy, sovereignty, and democracy (Moerel & Timmers, 2021), which involves the increasing role of societal value, sustainability, and resilience in mobile communications.

            

          

          
            Conclusions

            This chapter has focused on value creation in 5G and future 6G by examining mobile communications services. The other side of the coin, value capture, will be discussed in subsequent chapters. It appears evident that platformization and ecosystems will play an increasingly important contextual role for mobile communications services as technologies converge and become integrated, making innovation efforts also more ecosystemic by nature. The original technology-driven value creation approach of the first mobile communications generations has evolved into a service-driven approach now that we have reached 5G. In light of extant research, it is possible that for 6G the value creation will become more human-centric and user and developer-driven, which in turn sets new demands on innovating applications and services for 6G. Furthermore, as value is continuously being created through multiple actors in ecosystems, platforms have taken over the ‘process’ of creating and capturing value. This development opens completely new venues for value co-creation as well as for sharing value between ecosystems. The managerial implications of these developments stress the necessity for strategic actions, while tailoring the companies’ servitization efforts and platform strategies to leverage these unique business opportunities.

            From the value creation perspective, ‘ubiquitous wireless connectivity’ in 6G will require that mobile operators integrate networks of different scales and scopes for the various needs of applications and users—from satellite networks to drone-based aerial, national terrestrial, down to various regional and local networks, even body-area networks, which all may be used for different purposes. This increasing variety of network technologies will create a multilayered multiplatform environment and will raise challenges in terms of developing services and identifying customers for value capture.
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            A process cannot be understood by stopping it. Understanding must move with the flow of the process, must join it and flow with it.

          

            Frank Herbert, Dune

          



          
            The Importance of Business Models in Mobile Communications

            Mobile networks have become the backbone for the digitalization of society, making mobile network operators (MNOs) one of the key players of the modern digitalized society (Li & Whalley, 2002). One of the modern tools for making sense of and communicating digitalization is the business model (Timmers, 1998), which explains how a business creates and captures value (Amit & Zott, 2001) as a process. For MNOs, the traditional business model has been to monetize mobile connectivity for consumer and corporate end users—bundled with dealership of digital content and/or equipment, also installed—and differentiated by the quality of service, coverage, or data rates/quotas, based on exclusive use of spectrum (Ahokangas et al., 2021a). The business models employed by MNOs to offer ubiquitous mobile connectivity radiate their impact on all current digital services. Without connectivity, no digital content could be sent or received. Without the abundance of content, digital context services such as search engines or combined data, user, and location information would be of low value; and commerce platforms would lack merchandise. Additionally, without connectivity, the value of artificial intelligence cannot be realized. However, the above-described primary business models of the mobile network operators will be disrupted by the fifth generation of mobile communications (5G) currently being introduced. One example of this disruption is the emergence of the local (or micro) operator concept that complements the traditional nation-wide MNO services through local and often private networks for tailored use (Matinmikko et al., 2017).

            Adding to the enhanced mobile broadband of the present 5G technology, the increasing softwarization and cloudification of 5G networks will help in future to serve the varying needs of new types of users such as machines, autonomous vehicles, drones, robots, and communities in critical and massive machine-to-machine communications, also using shared spectrum. With a service-centric approach, 5G was originally defined through three technical usage scenarios: enhanced mobile broadband (eMBB), ultra-reliable low-latency communications (URLLC), and massive machine-type communications (mMTC) (ITU-R, 2015). With higher frequencies and higher bandwidth, 5G means smaller cell sizes that enable local and private 5G networks for different verticals that have specific requirements (Ahokangas et al., 2021b), also indoors. Consequently, it has been argued that the whole MNO-centric ecosystem, its stakeholders, and the business models therein will change in future 5G (Matinmikko et al., 2018), giving the floor to a variety of new operator concepts.

            Indeed, the term, ‘telecommunications service provider,’ as used for mobile network operators providing telecommunications services, is subject to specific regulatory rights and obligations (Matinmikko et al., 2017) that might not exist in all cases of local networks and may vary between countries. Consequently, in this chapter, we use the generic term mobile operator when discussing future business models. These disruptive changes call for exploring and understanding what 5G and later 6G will mean in the mobile communications business model context and what the implications are for the business model content, structure, and governance (Amit & Zott, 2001).

            
              Strategy and Technology at the Core of the Business Model

              The phenomenon of a business model has conceptually matured by drawing insights, among others, from the field of strategy and technology. Practically, technological development and the subsequent emergence of e-commerce in the mid-1990s brought the term business model into the vocabulary of managers and scholars. Back in the day, the term was actively used in electronic markets to describe and explain how value could be captured by buying and selling products and services over the electronic network. One of the first definitions of the business model concept developed in the technological field is the iconic definition by Timmers (1998, p. 4) who explains a business model as “an architecture for the product, service and information flows including a description of the various business actors and their roles, the potential benefits for the various business actors, and the sources of revenues.” Over the years, scholars have debated the definition of the business model concept and nowadays increasingly converge on the idea that value creation, delivery, and capture mechanisms constitute the backbone of the concept (Ritter & Lettl, 2018). Further, proliferation of the Internet and subsequent emergence of the new competitive market structures have created fertile ground for the formation of a magnitude of various value-related mechanisms.

              To systematize the growing palette of the digital activities, Wirtz et al. (2010) developed the 4C typology of Internet business models. In the content business model, value creation, delivery, and capture mechanisms are organized to provide users access to various types of digital content. The commerce business model can be viewed as a predecessor of a platform business model, in which the main value proposition is to provide an exchange place for buyers and sellers. Context-oriented business models focus on aggregating information for the users to ensure seamless navigation and reduce the complexity and non-transparency of the digital environment. Connection-oriented business models, as the name suggests, are aimed at providing physical or virtual network infrastructure. In this, connectivity enables stronger inter-firm collaboration and supports the development of digitally enabled ecosystems (Miehe et al., 2022).

              
                The Concept of the Business Model

                Theoretically, the concept of a business model is deeply rooted in the strategic management field and therefore, the evolution of the business model definition reflects the increasing importance of the strategic components of business models (Morris et al., 2005). Strategic management research enriched the business model discourse with the concepts of opportunity, value, and advantage, wherein a business model serves as a vehicle for a coherent implementation of strategy (Dahan et al., 2010). For instance, Morris et al., (2005, p. 727) define a business model as “a concise representation of how an interrelated set of decision variables in the areas of venture strategy, architecture, and economics are addressed to create sustainable competitive advantage in defined markets.” A strategy and technology orientation are fundamental in the business model research field and several attempts have been made to bridge the divide. Chesbrough and Rosenbloom (2002, p. 529) explain the concept of a business model as “the heuristic logic that connects technical potential with the realization of economic value.” The phenomenon of platformization and the emergence of platform business models have further integrated the strategic and technological roots of the business model concept (Nambisan et al., 2019).

                Overall, the business model has become a contemporary paradigm for exploring and exploiting different business-related ideas and conceptualizations (Wirtz et al., 2016). Even in the absence of a commonly accepted definition, the extant literature depicts the business model as a boundary-spanning, multi-purpose, and futures-oriented vehicle for designing, doing, and making sense of digital business (Zott et al., 2011). For example, Massa et al. (2017) see business models as addressing how firms do business, how this is interpreted, or how a business model could be represented through formal conceptualizations. However, regardless of the lack of a common definition, there are an abundance of business model templates and tools that can be used to describe and design business models. The business model scholars appear to be unanimous that the primary function of a business model is to explore and exploit a business opportunity. In turn, the opportunity sets the logic for the organization of the value-related processes. Together, the opportunity and value processes set the stage for formulating competitive advantage (Chesbrough, 2010; Zott & Amit, 2010). In turn, the sustainability of competitive advantage is contingent upon its replicability (Chaharbaghi & Lynch, 1999). Additionally, digitalization and proliferation of the ecosystemic approach in the business model literature have brought business model scalability into the discussion (Nielsen & Lund, 2018).

              

              
                Regulation, Technology, and Business

                The traditional way to look at businesses in mobile communications has been to explore the changes in the regulative and technological domains, both having a significant impact on business decisions, especially the business models employed by the operators (Ahokangas et al., 2013). Spectrum and competition regulations have played a pivotal role regarding the business models applied by operators, either allowing, delimiting, or protecting/safeguarding certain business models. Technology, in turn, has been the business model enabler and a driver for competitive edge and competition with new and improved services, while also ‘pushing’ the operators to innovate and diversify their offerings. However, up to the fourth generation of mobile communications (4G) networks, the primary business models applied by leading operators have remained surprisingly unchanged (Lehr et al., 2021), although they have been seriously challenged by the content-owning, cloud-based over-the-top (OTT) Internet giants. Being challenged by the OTTs, many operators’ margins and revenue have started to deteriorate. As operators are struggling with whether and how to innovate their business models in practice, the question arises as to what kind of an approach would be appropriate to understand future operators’ business models in 5G and 6G and what these novel business models would look be. As new forms of operators are expected to emerge in future (Matinmikko et al., 2017), it is crucial to map the factors according to which the emergence of these operators and their respective business models could be outlined.

              

            

            
              Internationalization of Business Models in Mobile Communications

              Related to business models, an astonishingly little researched topic in mobile communications is the internationalization of mobile operators. The direction and extent of mobile operators are defined by national regulations and policies, in Europe also by the EU-level regulations, which have a direct impact on the business models used in the industry. Although being a global business, the mobile communications business is highly regulated at the national level. The internationalization of the industry started in developed countries with the liberalization of markets in the 1990s when traditional state monopolies were transformed into business entities. The period 1990–2010 could be characterized as the era of emergence and rise of MNOs and seen as a period of rapid internationalization of connectivity (Gooderham et al., 2022). During 2010–2020, the OTTs overran MNOs with their content-based business models. After 2020, Gooderham et al. (2022) envisioned MNOs to face marginalization unless they paid serious attention to their business models.

              Dike and Rose (2017) carried out a systematic analysis of the internationalization of mobile telecommunications and summarized the key motivations for internationalization in the sector:	
                  Business-friendly regulatory regimes in potential host countries.

                
	
                  Increased competitive pressure in home countries associated with decreasing domestic growth potential.

                
	
                  Increasing subscriber acquisition costs; and shrinking average revenue per user (ARPU).

                
	
                  Previous internationalization experience.

                
	
                  Strategic factors related to scale and scope advantages of business.

                





              In Europe, major MNOs such as Deutsche Telekom (Germany), Telefonica (Spain), Orange (France), and Vodafone (UK) are examples of highly international operators with a presence mostly through mergers and acquisitions in several European countries but also in Africa, South and North America, and Africa. Other MNOs such as Telia (Sweden) have also entered East European and former Soviet Union markets. Within Africa, the internationalization patterns of African operators have not followed traditional internationalization theory in terms of location choices (i.e., not prioritized neighboring countries) or country characteristics (i.e., selected countries with the highest growth potential; see Dike & Rose, 2019). African companies have also tended to adjust their strategies to local conditions rather than trying to leverage their firm-specific competencies (Jahanbakht et al., 2022).

              For years, the Non-Terrestrial Network (NTN) satellite communication has remained standalone global technology, independent of national mobile terrestrial communication networking. Recently, the R&D interest in NTNs in academia and industry has increased (Rinaldi et al., 2020), and commercial solutions are emerging with worldwide deployments associated with internationally applied business models. With the next generation of satellites, initially based on 5G architecture, NTN will integrate with terrestrial networks with the main objective to provide ubiquitous global coverage to user devices for consumers and industries, particularly in unserved and underserved areas. The NTN component is envisioned to become essential within the 6G ecosystem to ensure service availability, continuity, ubiquity, and scalability.

              An emerging new model for internationalization is currently taking place in the context of local and private networks. The real challenge for local networks is their international scalability and replicability as many of these networks require considerable tailoring and in-depth understanding of customers’ needs. Therefore, integrators and cloud companies that are specializing in specific industries and their needs—and with the capabilities to plan, install, and maintain local networks—and that have an extensive international presence and local partnerships, are building efficient replication-based internationalization strategies in this fast-growing new niche.

              Building on earlier research, we see operators’ business models accumulating value on platforms and ecosystems as enabled by technology and delimited by regulation. From a business model perspective, we consider the future mobile communications system as a dynamic connectivity platform converging with various (other) digital platforms, thus forming a platform ecosystem comprised of complementary business models that are not necessarily hierarchically controlled by any of the stakeholders of the emerging ecosystem. As superior business models can help successfully commercialize mediocre technologies (Chesbrough, 2010), technology can be considered as an antecedent to the business model. From these starting points, this chapter aims to contribute by analyzing current and future mobile operator business models.

            

          

          
            Business Models for 5G Mobile Operators

            In the mobile communications context, Al-Debei and Avison (2010) present a business framework comprising the dimensions of the value proposition, architecture, network, and finance. As one of the early works on this topic, the paper followed the traditional business model approach of the time. The classification of connectivity, content, context, and commerce business models (4C) made for the internet 2.0 business models (Wirtz et al., 2010) helps to characterize mobile communications businesses. Within mobile communications, the 4C typology of business models can be interpreted as nested layers, where the lower layer business models of connectivity and content are required as enablers and value levers for the higher layers of the business models, the context and commerce, to exist. Traditionally, MNOs have offered connectivity in a mass-produced mode, with price, data rates, quotas, or coverage as differentiation (Ahokangas et al., 2021a). Additionally, some operators have started to offer bundled content—such as entertainment—or equipment as a dealer. Personalized or tailored services such as context (i.e., location-based, service-specific, or data-based) or commerce (i.e., platform-enabled ubiquitous services) business models have often been separated from the connectivity business. The only exception to tailored services have been big enough industrial customers with vertical-specific needs, and these have often been served in collaboration with network equipment vendors, network constructors, and service integrators. There also exist operators that specialize in servicing industrial customers and their IoT (internet-of-things) needs.

            Mobile networks can be regarded as connectivity platforms or ecosystems, depending on the perspective. Technically a platform can be divided into a centralized core and geographically distributed access networks. The core network takes care of the services and billing, while the access networks—which can currently comprise several technology generations from 2G up to 5G—provide the radio access from a variety of user devices to the networks. With 5G, mobile platforms are increasingly becoming combined or converged with various digital platforms of cloud services and OTT internet service providers, while enabling platform ecosystems (Gawer & Cusumano, 2014) or the sharing economy (Ahokangas et al., 2021a). This relationship between business models builds on platforms, and several researchers have addressed the networked or ecosystemic nature of the business environment.

            
              A Technology-Dominated View of Business Models

              A review of earlier research on MNOs’ business models reveals the fundamental technical starting points of the extant research (Yrjölä et al., 2022). A widely used business model approach within mobile communications is the ‘as-a-service’ logic (Ives & Learnmonth, 1984) that can be divided into scalable infrastructure-as-a-service (IaaS), platform-as-a-service (PaaS), software-as-a-service (SaaS), and data-as-a-service (DaaS) up to everything/anything-as-a-service (XaaS) models (Duan et al., 2015) with the extensive use of algorithms. In this technical line of research, Noll and Chowdhury (2011) introduced technology-enabled collaborative business models, while Rasheed et al. (2015) presented the brokerage business models, and Zhang et al. (2015) discussed a cloud-assisted model. Beyond technicalities, these all represent two primary mobile operator business models, that of a connectivity service provider and its differentiation toward content services.

              Rao and Prasad (2016) identified the mobile broadband (MBB) business model, the target expansion business model with a focus on other than consumer customers, and the outsourced managed services business model, where the network infrastructure providers offer the network as a service (NaaS). Rao and Prasad (2016) also identified the mobile virtual network operator (MVNO) business model, where a separate entity, often a mobile network operator’s subsidiary, offers segmented services by using the infrastructure of a ‘real’ operator. Furthermore, they predicted the evolution of business models toward digital business models in the forms of various connectivity providers and partnership business models. Lindgren (2016) discussed persuasive business models by paying attention to their physical, digital, and virtual dimensions.

              Camps-Aragó et al. (2019) examined MNOs’ business models. They presented a classification to a micro-operator, the cloud-based XaaS/NaaS, the use case enabler for business-to-business customers, the ecosystem orchestrator, and the pervasive platforms business model. Kukliński et al (2018) discussed business models for network slicing, proposing technical role-based business models for infrastructure brokers, network slice brokers, and service brokers. Hmoud et al. (2020) discussed mobile network operator business models targeted for two-sided markets and presented big data-driven (i.e., based on crowdsourced data), advertising application (i.e., based on advertising platform), and mobile sensing (i.e., monitoring users’ equipment for location or activity) based business models. Finally, Sacoto-Cabrera et al. (2020) analyzed the monopolistic and strategic business models of mobile network and mobile virtual network operators using game-theoretic modeling, concluding that both business models were economically sustainable.

            

            
              The Strategic Approach to 5G Mobile Network Operator Business Models

              Another stream of literature on business models has adopted a more strategy-oriented approach, classifying mobile network operators (MNOs) based on their scale and scope and looking at their scalability, replicability, and sustainability. Matinmikko et al. (2017) proposed that local 5G micro-operators could run bundled connectivity (i.e., local connectivity), content (e.g., locally tailored services), context (e.g., secure local networks for vertical-specific needs), or commerce (e.g., ‘my data’ operator services) business models. Ahokangas et al. (2021a) identified two types of future mobile network operator BMs: the general bit-pipe and segmented specialized service business models, thus drawing a line between connectivity- and content-based BMs. In addition, the authors identified the wholesale service, retail service, context service, and vertical service business models for local operators. The resulting 5G mobile operator business models can be presented as follows:	
                  The General Bit-Pipe MNO business model is a future projection of today’s dominant nation-wide MNO model with a large installed base who utilize a variety of mobile communication technologies from 2G to 5G, often complemented by Wi-Fi and IoT technologies to provide general mobile broadband connectivity to all in a mass-production bit-pipe mode. This business model can be used to offer public commercial networks or public commercial virtual network services.

                
	
                  The Segmented Specialized Service MNO business model builds on offering mobile connectivity bundled with specialized content to selected segments nation-wide or regionally. These operators are the challengers to dominant MNOs and have a smaller installed base and attempt to compete where the general bit-pipe operators are less competitive serving the long tail of customers through higher value-added services. This business model can be used to offer services such as public commercial networks, public commercial virtual networks, neutral hosts, or private local networks.

                
	
                  The Wholesale Service Local Operator business model builds on the opportunity to offer local hosted connectivity to MNOs’ customers as a neutral host. This is an opportunity in public, but restricted places, such as campuses and hospitals where it is not feasible that all MNOs build their own network infrastructure but outsource it from a local operator. The local operator would then directly charge the MNOs, not the end users, for the service.

                
	
                  The Retail Service Local Operator business model is based on offering local connectivity and complementary data services to end users in venues such as shopping malls, hotels, or sharing workplaces/offices independent of MNOs. This business model may serve MNOs to provide private local networks or public network integrated non-public networks.

                
	
                  The Vertical Service Local Operator business model is about offering private local networks, i.e., connectivity, content, and context services for verticals like factories, campuses, and ports independent of MNOs. The users of the service could be either humans or machines.

                
	
                  The Context Service Local Operator business model builds on offering personalized consumer services (via private local networks) or networks including connectivity and content and context data on-demand using, e.g., network slicing technology.

                





              The above business model examples are indicative of a new kind of business ecosystem that is expected to emerge around 5G including not only the MNOs and their users, but also mobile network infrastructure vendors, facility owners and tenants, network infrastructure constructors, data and other content providers, and end user and other equipment manufacturers will be able to adopt new business roles. This ecosystem can be vertically, horizontally, or obliquely structured. In vertically structured ecosystems, value accumulates from the suppliers toward the demand-side customers, conceptually separating value creation, delivery, and capture. In horizontal structures, value is co-created and co-captured in stakeholder interaction in two-sided markets. Oblique ecosystem structures indicate the emergence of a multisided platform ecosystem, where value co-creation and co-capture can take place through multiple roles in the ecosystem with value spillovers to upstream and downstream players (Iivari et al., 2016). In the above categorization, the four first can be labeled as horizontal models, the fifth a vertical model, and the last one an oblique model.

              
                A Strategy-Technology View

                Up to now, most of the above-presented 5G-enabled business models call for future development and deployment. However, the discussion gives rise to a framework that depicts (Fig. 6.1) the business model discussions in the mobile communications context from the strategy and technology viewpoints. The strategy viewpoint comprises two perspectives: the traditional opportunity and value creation elements of business models, which highlight the role of novel advantages required for mobile communications businesses, and the traditional connectivity element that is complemented by the novel content, context, and commerce elements of mobile communications businesses. The technology viewpoint comprises the need to consider the scalability and replicability of business models, giving rise to the increased importance of sustainability aspects in future business models. The technology viewpoint emphasizes the increasing role of technology in supporting, fostering, and driving the scalability and replicability of business models. The greater scalability and replicability of the business models help to incorporate and further realize sustainability goals such as energy savings and decreased CO2 emissions/environmental pollution. In addition, the technology viewpoint considers the platform perspective that traditionally covers components and interfaces to also include data and algorithms (Yrjölä et al., 2021). Overall, it can be concluded that mobile communications business models are not easy to depict in simple terms. Making sense of the technology-oriented business model literature requires an understanding of the technological concepts—like cloud stacks and platforms or network slicing—used in the discussion.
                    [image: ]
                      A chart presents the strategy and technology perspectives of the mobile communications business models. Strategy perspectives include advantage, commerce, content, conneticity, context, value, and opportunity. Technology perspectives include scalability, replicability, sustainability, and data.

                    

                    
                  
Fig. 6.1
                      A strategy-technology view on mobile communications business models

                    


              

            

          

          
            Envisioned Future 6G Business Models

            The modern 5G business model context can increasingly be characterized as a VUCA environment: volatile, uncertain, complex, and ambiguous (Bennett & Lemoine, 2014). This implies that to deal with the VUCA challenges, it has become increasingly crucial to deal with the dynamism of business models in their respective changing business environments. Business models always function in a context and therefore need to be calibrated to their respective business context (Teece, 2010). For future 6G, this means that business model innovation needs to be extended from the business model level to the ecosystem level (Snihur & Bocken, 2022), emphasizing sustainability. The first 6G white paper on 6G (Yrjölä et al., 2020) envisioned interactive business model configurations based on differing needs and demands of humans, machines, organizations, and communities and the various assets, resources, and capabilities residing in the ecosystem, thereby identifying matching, bridging, brokering, and sharing-based business models for the future 6G ecosystem(s). Generally, it can be considered that digitalization is driving toward converging multi-platform ecosystems, where business models may be reconfigurable, and firms may run several business models in parallel.

            
              Business Model Innovation Toward 6G

              The compound effects of various technology enablers, emerging regulatory delimitations, and integrated triple bottom line economic, environmental, and social sustainability on business models call for a discussion of business model innovation in 6G. Currently, 6G is still in the research phase. However, 6G has been envisioned as a general-purpose technology platform or infrastructure that necessitates ecosystemic innovation, as no single firm can alone develop it. Up to now, the telecommunications industry has followed the define-standardize/implement-deploy/use cycle of technology generation commercialization based on standard releases (Ahokangas et al., 2023a).

              For business model innovation—especially related to finding scalable business opportunities—this implies new societal and environmental requirements, regulations, and stakeholders to be considered at each of the stages and releases of technology. For sustainable value creation, the diverging field of standardization and new integrated technologies with diverse development trajectories and competing implementations set increasing pressures for foresight-based strategies for technology deployment and use. Further, for replicating the technology-based competitive advantages in different markets or customer segments, the ubiquitous mobility of 6G sets demands for novel kinds of collaboration.

              Already today, regulation and sustainability go hand in hand influencing mobile operators’ business models in two ways. First, policymakers are concerned about the energy efficiency of mobile networks. In times of increasing energy costs, the need to make 5G and 6G more energy efficient is an economic motivator for mobile operators to save costs, especially operating expenses (OPEX), but also to reduce CO2 emissions. Although the ICT industries have been so far excluded from CO2 compensation requirements, it could be considered that in future this may change. Further, there are increasing concerns regarding the electromagnetic fields (EMF) caused by mobile communications and the consumption of critical and rare raw materials, that indirectly and directly set demands and limitations on business model innovation. Additionally, the critical role of mobile communications sets demands on developing and maintaining the security and resilience of networks to ensure societal sustainability. Trustworthiness via security considerations needs to cover all the aspects of cybersecurity, including resilience against attacks, preservation of privacy, and ethical, safe application of automation to network operations and applications. For the same reason, regulations related to strategic autonomy and sovereignty have been introduced in many countries.

            

            
              Envisioned Business Models in 6G

              Research on 6G business models is yet scarce. The present literature mostly emphasizes 5G and beyond business models from a technology perspective (Yrjölä et al., 2022). Following the ITU-R use cases presented for 5G, one starting point for 6G comes from the European Hexa-X project that has identified five use case families for 6G: sustainable development for both environmental and social sustainability; massive digital twinning of physical reality; immersive telepresence in human-to-human communications; from robots to cobots (enabling collaborative robots); and local trust zones for trustworthy communications between humans and machines (Hexa-X, 2021). Following the trends of converging platforms and the increasing importance of data and artificial intelligence-driven digitalization, four novel 6G use cases or service categories have been presented: connecting the unconnected, connecting intelligence, sensing for sustainability, and immersive communications (Ahokangas et al., 2023b).

              The different versions of the future metaverse—consumer, enterprise, or industry—can be seen at the core of future 6G solutions. However, it can be expected that the metaverse will spread to all areas of human life. Thus, from technology, business, and regulation perspectives, the metaverse may emerge through different trajectories and be applied in various domains. From a technology perspective, the metaverse needs integrated 6G and AI as the basis for immersive communications. Barrera and Shaf (2023, p. 6) defined the metaverse as: “the technology-mediated network of scalable and potentially interoperable extended reality environments merging the physical and virtual realities to provide experiences characterized by their level of immersiveness, environmental fidelity, and sociability.” The authors also list the key technological building blocks of the metaverse: networks, computing, 3D modeling, extended reality, the Internet of Things, blockchain, and artificial intelligence—which show the closeness and interdependence of 6G-based services and the metaverse discussions.

              We envision the following 6G-enabled mobile operator business models:	
                  As an evolution of incumbent MNOs, the 6G MNO business model will be building on end-to-end value chain controlled by the 6G MNO and supported by specialized firms tethered to the 6G MNO’s connectivity-centered platform. This model will aim at monetizing interaction by ‘matching’ the needs or ‘bridging’ the customers via the connectivity platform. Automated network slicing will be used to offer differentiated service to segmented customer groups, private and public customers, and critical infrastructure providers. 6G MNOs are also expected to offer connectivity from a multi-technology platform that will consist of a selection of connectivity platforms that vary from low-earth-orbit, drone, and terrestrial 6G to hyper-local networks with a special focus on components and interfaces in the system. 6G MNOs will be designed to serve the masses, whether humans or machines. Additionally, 6G MNOs are envisioned to support the human and enterprise metaverses by providing the basic connectivity for them. For traditional MNOs, the network neutrality principle may constrain value capture in providing the long-tailed distribution of differentiated future services. 6G MNOs will rely on their existing infrastructure assets on top of which 6G will be built.

                
	
                  The OTT operator business model will build on content that the over-the-top (OTT) service provider wants the end user to connect to. Connectivity, acquired from other types of operators, will be bundled as free or subsidized with content to provide a ‘full service’ that enables combined customer attraction and locked-in-based value creation with a focus on maximizing demand to monetize content. Generally, OTT refers to digital service providers that bypass the traditional MNO’s network to deliver audio, video, and other media over the Internet, utilizing the possibly revisited net-neutrality principles, affordably expanding their reach to the bottom four billion. In this model, the OTT operator as a platform owner builds on its’ own cloud platform and content, leveraging connectivity from other types of operators, preferably from bit-pipe operators, tailored for their needs, and will be able to benefit from its large customer base in ‘bridging’ between customers or ‘sharing’ contents mode. Any content that the complementors’ offer can flexibly be added to platform-owning OTTs’ offering in this model. Data and algorithms will play a central role in the functioning of this business model. OTT operators will focus on human users and are envisioned to be the consumer or enterprise metaverse providers.

                
	
                  The edge operator business model will build on the openness of ecosystems and modularized technology to provide tailored localized or zone-specific connectivity, content, computing (i.e., use the available hardware to process data), and context services, and in multiple locations or zones to scale the service. Edge operators can be seen as the future versions of vertical service local or context service local operators of 5G who can specialize in serving customers at the edge of data and connectivity platforms. The key to understanding edge operators is their context-specificity. Depending on the type of customers and use cases they serve, they will develop specific sets of capabilities ‘matching’ customer needs and ‘sharing’ data or information between them while leveraging cloud infrastructure assets. Edge operators will drive the value chain in the edge application context and even create new revenue sources with hyper-local cloud infrastructure services with scalability, required availability, and almost unlimited flexibility. The diminishing value share of MNOs in edge cloud deals will trigger the number of private wireless deals of edge operators bypassing MNOs leveraging their infra-assets and creating a service layer to limit their value capture. Webscale born edge operators particularly are driving their successful transactional platform business model into new/adjacent domains where winning platforms cover innovation and transaction. The edge operators can be seen either as complementors or disruptors, depending on their role in the business ecosystems. The edge operators’ business focus is on organizations and communities with either human or machine users. The edge operators may be expected to be the supporters of industrial metaverses.

                
	
                  The telco broker business model offers connectivity or other resources or assets needed for mobile services. It can be seen to emerge from specialized data, artificial intelligence, and interface-control based services in the converging multi-platform ecosystem of future 6G. The telco brokers lean on the additionality of disruptors, complementors, and specialized service providers in the multi-platform ecosystem to match and bridge the differing needs and resources together by ‘brokering.’ The key to understanding the telco brokers’ business model is the way they combine algorithms, ready-made components and existing resources, interfaces, and data residing in the multi-platform ecosystem for the needs of their customers. The telco brokers’ business focus may take many forms and is primarily defined by the needs of organizations and communities. Telco brokers may serve any kind of metaverses as a service enabler.

                





              
                The Pervasiveness of Platforms

                The open questions of the 6G business models relate to what the assumptions and starting points are in 6G. Up to 5G, mobile network services have been defined and approached as top-down from networks toward the users, and most often from a technology-dominated point of view. However, with human-centricity that has been adopted as one of the starting points for future 6G, there might be a need and opportunity to define and approach 6G from the bottom up, from the user toward the network. This kind of conceptual and architectural disruption would require seeing the 6G network services as focal to the user and user needs rather than local or nation-wide—or representing a certain technology generation. This disruption would allow for a higher degree of business model innovation and variation in services within the ecosystem. Specifically, edge operators and telco brokers could benefit from this kind of approach as new value and spillover effects could be created in other than consumer-focused businesses.

                Seen as platform-based, the 6G ecosystem may include new types of stakeholders, apart from the traditional MNOs and local operators, network constructors, system integrators, developer ecosystems, content owners and dealers, device, equipment, and technology vendors such as semiconductor technology vendors, operating system providers, application interface developers, or human–machine interface providers, cloud platforms and data centers and marketplaces prevalent already in 5G. These new types of stakeholders could include trust or security service providers, brokers of different resources like data, spectrum, or infrastructures, and digital twins, just to mention a few. It is also conceivable that the emerging human–machine interfaces may give rise to a new kind of service-centric and complementary service-flow business model:	
                    The service-flow business model integrates focally for the user, whether human or a machine—or a swarm of them—a set of on-demand services that the user needs ubiquitously regardless of location or connectivity provider. Future metaverses are examples of services requiring a service-flow business model in the background. The shift to cloud-based services has changed how enterprises purchase software and its development. Application developers have more control than before over what is being purchased. Companies build their products to make it easy for developers to adapt and shift their expensive top-down go-to-market motion to bottom-up product-led growth, where customers can easily try out the product and expand usage over time. A decentralized platform will distribute value between the players while open-source software will lower market entry barriers, promote interoperability, and expedite development cycles based on shared knowledge. These service-flow business models may require enhanced privacy and security via integrated trust-services, specified network capabilities and resources, specialized human-machine interfaces that replace traditional devices or equipment, and advanced AI capabilities. The service-flow business model will disrupt the other envisioned 6G-enabled mobile operator business models by shifting the focus from platform and infrastructure-centric offerings to human-centric service demand.

                  





              

            

          

          
            Discussion and Conclusions

            The same way as with 5G, modifying the approach by Teece et al. (2022), we may find three types of business model and business ecosystem configurations in the 6G context: 1) the vertical supply-side incumbent connectivity platforms represented by the 6G MNOs, 2) the horizontal demand-side adjacent and content platforms represented by the OTT operators, and 3) the oblique multisided and multilayered newborn commerce platforms represented by the edge operators and telco brokers. These three groups are depicted in Fig. 6.2.
                [image: ]
                  An illustration has 3 emerging business models. They are vertical supply-side incumbent connectivity, horizontal demand-side adjacent and content, and multisided and multilayered newborn commerce platforms with service providers, expansion directions, and specialized and complimentary services.

                

                
              
Fig. 6.2
                  Three types of business model and ecosystem configurations in 6G

                


            Miehé et al. (2022) analyzed strategies in relation to how complementors used connectivity to join existing ecosystems and by looking at whether they attract or replace stakeholders with a deepened or broadened value proposition. First, the vertical supply-side incumbent connectivity platforms, exemplified by the 6G MNOs, build on connectivity and cloud technologies with specialized partners that are tightly tethered to the connectivity platform with a deepened value proposal and with exploration strategy. Because it is connectivity-centric, this configuration aims to grow toward supporting content services or acting as a dealer of content such as media.

            Second, the complementors of the horizontal demand-side adjacent and content platforms, exemplified by the OTT operators, broaden the value proposal of the configuration, with the aim to expand and exploit to new content areas, but also to new context businesses. The combination of content and context business models bundled with connectivity dealership creates a strong value proposition. In this configuration, the complementors are loosely coupled with the OTTs and may face fierce competition with other complementors.

            Third, the oblique multisided and multilayered newborn commerce platforms, exemplified by both the edge operators and telco brokers, resemble the currently emerging division into service and tower companies in the telecommunications sector. Typical MNOs of today can be seen as focusing on services and may buy their network infrastructure from the ‘tower’ companies or infrastructure vendors that specialize in owning and managing the connectivity platform infrastructure and sell it as-a-service to the service operators. This configuration calls for a multitude of disruptions, but also complementary and specialized players, who may be in any area or combination of value creation with connectivity to cloud, content, context, or commerce business models. The service-flow business model is an example of the disruption of the whole mobile operator ecosystem, not only the new complementors’ possible business models. Ecosystem stakeholders in this kind of configuration may have disruptive impacts on both up and downstream customer sectors as the traditional platform/infrastructure-centric ecosystem transitions via service-centricity to human-centric service flows. The vertical, horizontal, and oblique business models and their respective ecosystem structures coexist within the converging, multilayered multi-platform ecosystem of future 6G.

            As a summary of the presented discussion, we may see the mobile communications business models as units of analysis to have developed from technology-enabled and regulation-protected national monopolies to platform-based and regulation-delimited international ecosystems. In parallel, we have witnessed the mobile communications market becoming more collaborative, ecosystemic, and having novel stakeholders serving transient positions and roles within the evolving ecosystem. In future, we can also expect the role of artificial intelligence to play a central role in assisting mobile communications and its use cases. As indicated in the discussion on platform business models, there is indeed a tendency in the extant research to see technology as a business model. However, business models need to be understood as devices used for sense making and commercializing technology—also future technology.
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            To succeed, planning is insufficient. One must improvise as well.

            (Isaac Asimov)

          



          
            Benefiting from Innovation and General-Purpose Technologies

            The profiting from innovation (PFI) framework (Teece, 1986) has widely been used to explain value capture from innovation. It explicates gaining full potential and capturing value from technological innovation (e.g., mobile communications industry) by innovators who utilize intellectual property protection provided by regulators (e.g. patents), inimitability afforded by the tacit nature of knowledge, and access to relevant complementary assets such as delivery channels.

            However, considering the depth of the changes characterizing the contemporary innovation environment, the original PFI framework may have limited applicability and hence call for adjustment. As Gambardella et al. (2021, p. 75) suggest “at least one important category of technology (i.e., enabling technologies) will not fit comfortably” in the original PFI framework which is more coherent for explaining value capture from discrete inventions, such as the fourth-generation (4G) mobile communications technology providing connectivity to its users, with relatively narrow down-stream applicability (Kapoor & Teece, 2021). Enabling technologies are considered “upgradable, adaptable technologies with improvement potential that have broad applicability which affects how returns accumulate from them” (Gambardella et al., 2021, p. 75), like those emerging in the fifth generation of mobile communication technology (5G). Similar challenges are connected to general-purpose technologies (GPT), that is, technology characterized by general applicability (pervasiveness) across a variety of fields, technological dynamism, and innovation complementarities (Bresnahan & Trajtenberg, 1995). Examples of GPT have been noted to include steam power, electricity, the Internet, laser technology, and nanotechnology, as well as artificial intelligence (AI) (Yang et al., 2022), or 6G (Yrjölä et al. 2022).

            To summarize the key differences between discrete, enabling, and general-purpose technologies and to link them with past, current, and future mobile communications generations of 4G, 5G, and 6G, respectively, the following characterization is provided:	
                Discrete technological solutions of 4G—innovation at the firm level—collaboration on the supply side—competition in the highly regulated demand (i.e., connectivity service) side.

              
	
                Enabling technologies of 5G—innovation at the ecosystem level—collaboration on both supply and demand sides—competition in the highly regulated demand side.

              
	
                General-purpose technology platforms/infrastructures of 6G—innovation at the ecosystem level between countries—collaboration and complementarities on both supply and demand sides—competition converging in multi-platform ecosystems comprising connectivity, data, and cloud platforms.

              





            As the convergence of wireless and Internet technologies between industries proceeds and innovation increasingly takes place on platforms and in ecosystems driving the sixth generation of mobile communication networks (6G), the logic of gaining returns from innovative activities will also change. Importantly, the 6G context will be characterized by a completely new kind of convergence and new complementarities and there will be a central role for general-purpose technologies, which will generate new needs to understand how value can be captured from innovation. We propose here, following recent theorizing on innovation appropriability and appropriation (see, e.g., Gambardella et al., 2021), that instead of profiting from innovation, attention will turn to benefiting from innovation. We suggest that for 6G, a shift from the PFI approach to benefiting from innovation approach with interactive appropriability—i.e., “context-specific dynamic aligning of appropriability premises (constituted with appropriability mechanisms and complementary assets) and interacting with other agents by relying on exclusion of others, leveraging the appropriability premises, and abandoning of protection, to benefit from innovation and appropriate value” (Yang & Hurmelinna-Laukkanen, 2022, p. 311)—is relevant.

            Building on the above discussion, we apply a general conceptual framework for innovation appropriability and appropriation. This framing provides a means for addressing the specificities of benefiting from innovation in the 6G context. Figure 7.1 provides an overview of the general logic of the approach.
                [image: ]
                  A flowchart exhibits an overview of benefits from innovation in the 6 G context. It presents how the isolation of appropriability mechanisms and complementary assets leads to processes of exclusion, leverage, and disclosure, with appropriability conditions resulting in private and social returns.

                

                
              
Fig. 7.1
                  Benefiting from innovation in a 6G context framework with a comparison to 4G and 5G

                  
                    (Source Hurmelinna-Laukkanen and Yang, [2022])

                  

                


            The profiting from innovation framework looks especially into the logic of how innovators can monetize their innovation with the help of the so-called appropriability regime covering legal instruments (especially intellectual property rights, IPRs) and the (tacit, hard-to-imitate) nature of the technology, as well as complementary assets that give them bargaining power in the markets (Teece, 1986, 1998). Benefiting from innovation, however, requires a wider view. It considers not only a variety of appropriability mechanisms and complementary assets, but also how these instruments are utilized. It further addresses how such appropriability premises and their uses are aligned with(in) the contextual and situational factors surrounding them (Hurmelinna-Laukkanen & Yang, 2022; Yang et al., 2022). Likewise, this view explicitly acknowledges that the appropriation outcomes may not be only about the immediate profits from innovation (see Ahuja et al., 2013, about primary appropriability), but the benefits may be quite varied from private to social returns, and they may accrue over time. These elements are central components of the interactive appropriability (Yang & Hurmelinna-Laukkanen, 2022) that embraces the dynamism and investigates the alignment of the appropriability-enhancing instruments, the processes in which they are used, influential contextual factors, and appropriation outcomes, as depicted in Fig. 7.1.

          

          
            Applying the Benefiting from Innovation Framework to 6G

            6G—which can be considered an emerging general-purpose platform—will transform how and what kinds of services are offered, responding simultaneously to increasing societal demands for resilience, sustainability, inclusion, and empowerment (Yrjölä et al., 2022). This means that the dimensions of appropriability and appropriation will have their own specific nature in this context.

            
              Appropriability Mechanisms and Complementary Assets

              First, in the 6G context, isolating appropriability mechanisms and complementary assets for GPT may well be the same as those for more discrete technologies or in other innovation contexts. Intellectual property rights (IPRs), contracts, tacitness, lead time, and human resources-related isolating appropriability mechanisms may be utilized, and brand and sales assets may be acquired as relevant complementary assets to support value capturing (see Hurmelinna-Laukkanen & Puumalainen, 2007). However, these may be affected by the appropriability conditions, which makes the selection of appropriability mechanisms and complementary assets in 6G context more complex and may influence the emphasis given to individual instruments.

              In fact, certain shifts can be observed regarding the selection of appropriability mechanisms. In 4G (and 5G), relying on IPRs was the norm, and complementary assets such as access to distribution channels or marketing capabilities were highlighted. Complexity and high external transaction costs drove mobile network operators to own and operate network assets, especially spectrum, radios, tower, backhaul, data centers, computers, storage, and transport. At present, the Internet and information technologies, coupled with financial and supply chain sophistication, enable mobile operators to exploit assets owned by others such as towers, cloud data centers, computing and storage resources, which has already turned attention to the role of consumers and replicability as well as input oligopoly, for example, as complementary assets that emerge as opportunities (and varying tensions) in the networked settings where the selection of the appropriability instruments calls for careful attention (see Hurmelinna-Laukkanen & Nätti, 2012; Stefan et al., 2021).

              The future decentralized 6G, especially with Web3 blockchain and smart contracts, is expected to dramatically lower the cost of external (market) transactions which will encourage further disaggregation to maximize business agility, improve resource utilization, and better align business risks and rewards. Standards in this area and various regulatory requirements for maintaining market competition, handling data, and ensuring security, for example, will influence how firms can and need to approach appropriability instruments. Business and regulatory restrictions may constrain value appropriation from downstream sectors (Yrjölä et al., 2022). In addition to telecommunications regulations and related competition laws, challenges arise from information technology regulation and industry segment-specific regulations. For example, the network neutrality principle may constrain value capture in providing the long-tailed distribution of differentiated future services (Frias & Martínez, 2018). Critical issues in 6G will be regulation related to multi-sided digital cloud platforms and the governance of the privacy and security of users, especially affecting the data protection and artificial intelligence rights. Furthermore, technological innovations may require access to new technological public or semi-public complementary assets such as the authorization of the radio spectrum, access regulation of the obligations for interoperability, and the use of public infrastructure (Yrjölä et al., 2022).

              Spectrum authorizations, including administrative allocation, market-based mechanisms, and the unlicensed commons approach, will play a key role in defining the wireless markets and ultimately defining who can operate various wireless systems (Matinmikko-Blue et al., 2020). Timely access to affordable quality spectrum resources will be fundamental in allowing new market entry for innovative wireless solutions and a powerful tool for incentivizing and forcing different spectrum users to act toward sustainability goals desired by the national regulators (EC RSPG21-027, 2021). In fact, a relevant complementary asset could be seen to stem from the need to have suitable knowledge assets to handle these demands; access to (or even ownership of) regulatory and standardization related knowledge is increasingly important.

            

            
              Exclusion, Leverage, and Disclosure

              Second, the 6G context will be inherently characterized by open innovation logic, which will directly influence the appropriation processes. Whereas 4G can be considered to have been focused on exclusion and proprietary strategies of the central players, the business models discussed in the 5G literature highlight more connectivity service provisioning and its differentiation (Yrjölä et al., 2022), which reflects an increasing reliance on leverage processes (Fig. 7.1).

              6G, on the other hand, has been envisioned as an intelligent system of systems that will converge connectivity with complementary services such as imaging, sensing, and location, opening numerous new application areas and business opportunities (Latva-aho & Leppänen, 2019). The emerging 6G business ecosystems will be characterized with novel resource configurations and changing and novel stakeholder roles such as local operators, cloud operators, infrastructure providers, and resource brokers. The openness of business models boils down to discussions on open innovation (Chesbrough, 2003, 2006), and in platform contexts, this brings the ecosystem and its stakeholders close. For example, a software-based, service-oriented cloud-native 6G network could enable efficient infrastructure and resource sharing by different tenants, and could open the ecosystem to new players, and accelerate the time to market by reducing service creation and activation times.

              Modularization and open interfaces facilitate competition and entry, enabling stakeholders to specialize within the ecosystem and develop complements to the platform. Consequently, start-ups can increasingly access complementary assets through various forms of alliance with larger firms. Thus, 6G as a GPT may have large positive innovation spillovers and externalities, both stable and dynamic, that alter the valuation of existing technologies and enable opportunities for third-party and novel stakeholders (Carlaw & Lipsey, 2002). Against this setting, the appropriation processes are highlighted; actors need to be highly selective in terms of exclusion, leverage, and disclosure-oriented approaches (see Hurmelinna-Laukkanen & Yang, 2022). Employing the full range of alternative appropriability instruments (isolating appropriability mechanisms and complementary assets) is likely to be needed in the 6G context, where situations may change quickly. Especially for GPT, openness may be imperative in the search for best use cases (Yang et al., 2022), but this does not imply that no benefit could be gained by keeping some elements away from the reach of others. For example, while modular architecture with open interface specifications will enable the majority of software functions to be deployed on any commercial computing hardware, lower-layer processing-intensive radio functions may continue to be implemented in custom silicon chipsets with proprietary technological innovations.

            

            
              Private and Social Returns

              Finally, it needs to be acknowledged that the wanted (and pursued) outcomes matter already at the stage of strategizing on and building of appropriability premises. While the original PFI framework considers private return to the innovator to be an integral incentivizing factor (Teece, 1986, 1998), the changes brought by technological developments and shifts toward platform and ecosystem-based approaches have augmented the view to include appropriation outcomes (Hurmelinna-Laukkanen & Yang, 2022). In the 6G context, these aspects have increased their importance. Appropriability may include the appropriation of social value (at different levels from self-reward for individuals to wide benefits that match the United Nations Sustainable Development Goals (SDGs)), which could be highly relevant in contemporary innovation environments where sustainability and other such aspects have increased in importance. 6G is no exception to this, and mobile communication networks, increasingly underpinning mission-critical functions across communities and businesses after 2030, will not only transform how and what kind of services are offered; they will also be shaped by the growing societal requirements of resilience, inclusion, sustainability, and empowerment (Yrjölä et al., 2022).

              Social value is not necessarily where the benefit from innovation ends. In Fig. 7.1, the arrows from social return to private return illustrate this. Alnuaimi and George (2016) have noted that knowledge retrieval can benefit original innovators later even if they release (or lose) the inventive technologies to the surrounding environment where others exploit it. Spillovers and social returns may become a source of private returns for the initial innovator especially in case of GPT (see Yang et al., 2022). In the 6G context, this could happen via increased use of as-a-service (aaS) business models where resources and infrastructure are not purchased, but consumed as a service (Matinmikko et al., 2021). For example, serverless cloud application development and execution models will allow developers to build and run code and applications without managing servers, and without paying for idle cloud infrastructure.

            

          

          
            Conclusions and Implications

            The above discussion suggests that interactive appropriability (Yang & Hurmelinna-Laukkanen, 2022)—resonating with value co-capture within the 6G ecosystem—will be highly relevant in order to benefit from innovation in the 6G context. In particular, it advocates the relevant players to combine firm- and network-points of view in a meaningful way. Innovators can and need to carefully align their selection of appropriability instruments with the prevailing conditions—paying specific attention to the regulatory and other such requirements, and the networked context in which they operate (see Hurmelinna-Laukkanen & Nätti, 2012). At the same time, they need to align the use of those instruments with the pursued appropriation outcomes. Importantly, the relatively more notable role of social returns compared to private returns requires acceptance of uncertainty, instead of immediate private return. At the societal level, the largest rewards for 6G as a GPT may come from later, yet unforeseeable activity. In the 6G context, some examples, and signals of this are already visible, exemplified by the opportunity to strengthen prosumerism and human-centricity via digital inclusion and rural mobile communications. As a part of its enabling role, 6G will help different sectors of society to monitor and renew sustainable operations via solutions and services combining communication with other services such as imaging, sensing, and locating, with hyper-local granularity.

            It appears evident that 6G will co-exist with several generations of mobile communications technologies, which indicates of the importance of backward compatibility, continuity toward 7G, and complementarities between technology domains over the evolution of the generations. To date, this evolutionary development has followed the define-standardize-develop/deploy-use cycle of technology commercialization (Ahokangas et al., 2023). The benefit from an innovation framework embracing the logic of interactive appropriability, therefore, has direct implications for innovation policies applied to developing 6G as a GPT, as well as implications for regulatory authorities framing future 6G, and firms and entrepreneurs aiming at commercializing 6G.

            
              Implications for Innovation Policy

              Currently, global competition to define future 6G has begun. Digital technologies in general have become the “battleground for the competition for global leadership” (Moerel & Timmers, 2021, p. 5). This can be seen in the launches of national 6G research and innovation programs, and the collaboration between countries, for example, at the European level. As innovation policies have direct and indirect impacts on a firm’s innovation practices and intellectual property creation, in the case of GPTs, international cross-industry innovation sets new demands for integrated, transformative, and directed innovation policies based on a shared vision of what 6G could become. To allow innovators to benefit from 6G innovation, the specific attention of the innovation policies should, on the one hand, be targeted to create a favorable environment for appropriability instruments, i.e., isolating mechanisms and complementary assets, to work, especially in AI. On the other hand, innovation policies should pay attention to social returns and spillover effects on upstream and downstream industries and the society at large. Transformative innovation policies (TIPs) may help developing converging and complementary new technologies (Bailey et al., 2019). A TIP in the context of 6G as a GPT could mean an innovation policy based on vision-based directed innovation, a twin focus on covering market imperfections and failures, and new emerging opportunities for complementarities and creating a competitive edge and new markets.

            

            
              Implications for Regulatory Authorities

              In today’s mobile communications context, the national regulatory authorities define rules of the business by allowing, limiting, or directing what kind of activities are possible for the ecosystem stakeholders. Traditionally, the regulators’ key concern has been to ensure competition and innovation in the markets, depending on the local market conditions and available technologies. However, given the increasingly complex regulatory domain affecting the development, deployment, and use of 5G and future 6G, regulatory authorities would be advised to consider the appropriability conditions emerging for 6G to maximize the national potential for appropriability in both 5G and 6G. A good question is what the compound impact of regulations on the appropriability of 6G will be. Although the appropriation outcomes, private and social rents, have been of interest for regulators, it is also expected that the role of societal rents and implications are becoming central in the 6G context, especially due to the increasing role of AI for 6G. It already is a fact that global 5G and 6G will be facing different regulatory logics combined with varying innovation policies and market approaches. The market-based US, the rights-based European, and China’s government push-based logic in developing new technologies will have an impact on how these technologies generate private and societal rents for different firms and societies (Feijóo et al., 2020).

            

            
              Implications for Firms and Entrepreneurs

              Finally, the benefiting from innovation framework can be highly valuable for firms attempting to benefit from 6G innovation. For incumbent firms, the changing role of innovation and ecosystems will mean the need to develop new ecosystem-embracing strategies and business models in their existing markets. The incumbents should pay attention to emerging new ecosystems and business verticals in the intersection of different technological domains, considering the relevance of interactive appropriability. Similarly, start-ups and small and medium-sized enterprises should explore growth opportunities with complementary services in emerging 5G and 6G ecosystems from this perspective; while smaller firms tend to focus on immediate financial return for obvious reasons, they also need to be aware of the search for varying appropriation outcomes in the ecosystems around them. The discussed framework shows how appropriability instruments may be available to all firms, but that the readiness to engage in varying appropriation processes may open new insights leading to benefits from innovation in the emerging GPTs—also other than 6G.
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            The intersection of law, politics, and technology is going to force a lot of bright thinking.

            (Bill Gates)

          



          
            The Challenge of Local Networks

            Local 5G networks have gained attention in recent years, and different stakeholders have started to establish local and often private mobile communication networks within specific settings, such as factories (Ahokangas et al., 2021; Matinmikko et al., 2018). This kind of local 5G networks may be expandable to a variety of location and context-specific use cases in locations such as hospitals, campuses, shopping malls, and mass event arenas or to accommodate the distinct business-related requirements of various sectors such as the automotive, media, entertainment, health, utility, and industry vertical sectors and the rated opportunities for tailored offerings (Ahokangaset al., 2022). Indeed, several key business opportunities for local 5G operators have been identified including offering hosted local connectivity to different mobile network operators (MNOs) in specific locations resulting in a neutral host model, and/or providing secure local networks for vertical-specific needs with locally tailored services resulting in private networks (Matinmikko et al., 2017). The local 5G/6G networks offer connectivity to local data, improved service quality, and privacy and security assurances (Ahokangas et al., 2019). Security, privacy, reliability, and the management of local data of 5G/6G networks are essential for businesses.

            As the next step, the development of 6G as a new general-purpose technological platform is increasingly being framed by new tensions to innovate the entire business ecosystem (Yrjölä et al., 2021, 2022). These tensions can be explained as resulting from different policy areas, including the need to protect users’ privacy, security, and safety, whether they be people or machines (Yrjölä et al., 2020), as well as from sharpened innovation and competition policies (Van Duijvenvoorde, 2020) and fragmented regulatory developments (Ahokangas, 2022).

            
              Regulating Local Mobile Communication Networks

              Different countries have employed different strategies related to local 5G/6G networks (Cave, 2018). The difficulties in developing a reliable local 5G/6G network business require a multidisciplinary approach, involving economic, regulation, and technology concerns. Since local 5G/6G networks respond to some already identified business security concerns this emphasizes a range of emerging challenges alongside the security and privacy ones. Local 5G/6G secure mobile connectivity for multimedia communications and content represents an option for ensuring better security. The cybersecurity of 5G and 6G must, therefore, be improved (Bauer, 2022) so that people and businesses can trust, use, and benefit from innovation in connectivity and increased automation. Additionally, it is important to protect fundamental human rights and freedom including the right to privacy and the protection of personal data, as well as the freedom of expression and information.

              However, that would not be sufficient since the emergence and commercial success of local private networks in 5G/6G depend on their recognition and acceptance. In short, the emergence and success depend on legitimacy (Suchman, 1995) in the eyes of the different stakeholders of the mobile communications industry/ecosystem (Marano et al., 2020; Thomas & Ritala, 2022), and specifically the regulatory authorities (Ahokangas et al, 2021; Yrjölä et al., 2022). Legitimacy can be seen as a ‘proxy-indicator’ for assessing the complex institutional dynamics that influence the embedding of a new industry in relevant structures (Bergek et al., 2008). Moreover, a solid regulatory framework is imperative for the establishment of local 5G/6G networks to ensure competition, innovation, and the emergence of new services. Thus, the process that is needed to gain legitimacy for local private 5G/6G networks is not only a multi-faceted regulatory challenge but also a business challenge impacting the business models and ecosystems needed to provide connectivity services in local settings securely. In this, a specific challenge is the legitimation of local private network services that are offered by non-MNOs in the mobile communications ecosystem (Matinmikko-Blue et al., 2021).

            

            
              The Legitimation of Local Mobile Communication Networks

              Regulations and regulators act as enablers for the legitimacy that currently the 5G/6G local network are lacking. The literature mentions that there is an essential lacking component associated with the regulatory frame of future localized networks. As a disruptive and developing innovation, private local 5G networks face several ‘industry legitimacy’ or ‘industry acceptance’-related issues (Kwak & Yoon, 2020; Marano et al., 2020), which must be taken into account. Regulatory approval should aim to not only mitigate the risks, but also strike a proper balance between defining risk and benefits, developing effective mechanisms for proper regulation of local 5G/6G networks business and promoting innovation. In Europe, the current landscape for telecommunication regulation is evolving at the EU level (Bauer & Bohlin, 2022).

              Telecommunication regulation in the EU member states is quite complex and undertaken on the national, European, and international levels. The EU regulatory framework for electronic communications is formulated as a set of policy objectives, which national regulatory agencies implement with the help of instruments defined at the European level. The member states are currently implementing the provisions of the European Electronic Communications Code (EECC) (EU, 2018a) established in 2018, relying on related hard law and soft law legal provisions. Regarding the legitimacy of local private mobile communication networks, one of the challenges is the lack of definition for this concept in the EU legal act. More importantly, newly developed initiatives such as the Digital Services Act (EU, 2022b) and the Digital Market Act (EU, 2020a) are silent about their specific features influencing local private networks. At the same time, new regulations such as those governing the use of artificial intelligence are being introduced, potentially influencing local private networks and related services. What regulatory solutions can be developed for local 5G/6G networks operated by different stakeholders are currently on the agenda of the countries that aim to promote innovation in the context of mobile communication.

            

            
              Aims of the Chapter

              Analyzing the landscape of the EU legal framework of (secure) electronic communications, the chapter proposes a new, legitimation-based approach for understanding and analyzing relevant regulations for local private 5G/6G networks, especially focusing on non-MNO entities. Decisions to start providing local private mobile communications services are fundamentally business decisions, made under the prevailing regulatory conditions and based on the available enabling technologies in the business ecosystem. The success of these new businesses is influenced by the legitimacy received from the institutional environment (EU, 2018b). Creating a new business with the new technology can thus be seen as a way of testing the legitimacy of that technology, provided that the regulation allows or supports it.

              Building on the above argumentation, this chapter presents an assessment of the most relevant EU legal developments and underlines the legitimacy challenges for local private 5G/6G networks. It aims to frame the EU telecommunication legal framework relevant for local 5G networks and presents future perspectives to be developed by policymakers. While identifying that the upcoming 5G/6G local networks will have a large societal impact and that the regulation will enable their future deployment, there is very little prior research on regulatory challenges or the ecosystem legitimacy of local 5G/6G networks. Therefore, this chapter aims to address the following research questions:	
                  What comprises the legal framework and its elements which are relevant to local 5G/6G networks in Europe?

                
	
                  How could the emerging legitimacy challenges of local 5G/6G networks be addressed?

                
	
                  Which managerial choices and consequences impact the legitimacy of new local 5G/6G network businesses?

                





              Our analysis follows a thematic analysis, which is described as a method for identifying, analyzing, and reporting pattern themes within data (Braun & Clarke, 2006). In general, the analytical interventions used in a thematic analysis cover the identification of the themes, reviewing the themes, and searching for themes that are the units of analysis (Elo & Kyngäs, 2008). A theme is defined as a coherent integration of the disparate pieces of data that constitute a finding. By applying the thematic analysis method, we want to contribute by comprehending, ordering, and revealing the implications to extant research (Alvesson & Sandberg, 2020). As an emerging phenomenon the local private networks require a novel approach to reframe the problem-field, re-order the elements that are relevant to it, and to support sense-making.

              The chapter proceeds as follows. We first discuss the context and the key concepts of the research, then we continue with thematic analysis of the key regulations related to local networks, and close with the regulatory and managerial implications of our analysis.

            

          

          
            The Emerging 5G/6G Local Mobile Communication Network Business

            Digital technologies are transforming our world. Information and communication technologies (ICTs) have an essential role in this transformation and have a major impact on practically every aspect of society. The traditional mobile communication business value chain has been changing incrementally. However, mobile network operators’ (MNOs) market dominance has been shaken by the Internet giants that offer over-the-top (OTT) services that have reduced MNOs’ role to operating as bit pipes (Matinmikko-Blue et al., 2019).

            The development of 5G networks has expanded from the traditional MNO-centric deployment models to alternative local network operator models. Local 5G operators are emerging on the mobile market, offering local high-quality services in high-demand spatially confined locations, such as factories, sports arenas, and campuses (Matinmikko et al., 2017). Moreover, the 5G technology is expected to further change the mobile communications market structures, by addressing different vertical sectors’ specific local service demands. This market development challenges the traditional MNO dominance and progressively opens the market to new business opportunities and new stakeholders, including the local private network service providers.

            There is growing interest in the vertical sectors toward the deployment of their own local 5G networks tailored for specific service delivery without being tied to the existing MNOs. The use of 5G within vertical sectors, such as manufacturing, has particularly attracted recent attention and regulators have already taken actions to promote the spectrum assignment decisions in several countries, such as Finland and Germany, and many others are considering it. How the spectrum allocation and assignment decisions will influence the emerging local deployment and new operational models is linked to nations’ competitiveness through the growing digitalization in all aspects of society. This also shapes the business opportunities for many companies. Previous research on 5G local mobile communication network (Matinmikko et al., 2019) showed that the MNO market dominance has continued in many countries with the early 5G spectrum decisions, and only a subset of countries have allowed market entry for local and often private 5G networks by introducing local spectrum licensing (see Matinmikko et al., 2018). For regulators, there is a choice of how to balance promoting efficient spectrum use, fairness, competition, and innovation in spectrum allocation. Currently, different countries have different goals for their spectrum policies and employ different strategies for local networks. At the same time, the spectrum awarding decisions taken by the regulators in the new 5G bands have varied between different countries significantly (see e.g. Matinmikko et al., 2019; European 5G Observatory, 2021). As the spectrum and competition regulation have played a pivotal role in allowing, delimiting, or protecting/safeguarding certain business models applied by the operators, technology-oriented business studies have been complemented with research on regulation and policy as an antecedent for new business opportunities (Yrjölä et al., 2022).

            From the local operator’s perspective, a diverse set of service offerings can emerge, ranging from serving MNOs’ customers as a neutral host to operating private networks for specific verticals with different revenue potential and models. Recent studies on regulatory developments and legitimacy for local 5G networks (Matinmikko et al., 2018) have identified several key regulatory elements to be considered by policymakers including access regulation, consumer protection, competition enforcement and economic regulation, intellectual property, privacy and data protection, resource management, network security, taxation, and universal service and accessibility. The future development of 5G technology and markets is undetermined and regulations must be developed with incomplete knowledge and under conditions of uncertainty. Such conditions call for an adaptive policy (Bauer & Bohlin, 2022). Therefore, monitoring the experience at the national and international level of the regulatory developments will facilitate global learning and help improve the efficiency of the policy framework. The ecosystem identity, which means a “set of mutual understandings among ecosystem participants regarding central, enduring, and distinctive characteristics of the ecosystem value proposition” (Thomas & Ritala, 2022, p. 3), is essential to ecosystem legitimacy attainment and value realization.

            
              Key Concepts of Research

              As an emerging innovation, private local 5G/6G networks may share several ‘industry legitimacy’ challenges (Kwak & Yoon, 2020; Marano et al., 2020). Regarding the existing legal provisions in force, some regulatory-related challenges that need to be considered have been identified in recent studies (Matinmikko et al., 2018). In general terms, legitimacy can be seen to mean that the converged connectivity and data platform constellations are considered appropriate for and accepted by the industry’s relevant stakeholders (Kwak & Yoon, 2020; Suchman, 1995). To successfully legitimize a new venture such as a private local network in an emerging new industry, managers will have to change and/or create a new structural meaning of norms, practices, and values for it (Turcan & Fraser, 2016). Legitimacy in the industrial context means the consonance of an industry with its institutional environment (Kwak & Yoon, 2020) and can be defined as the ability to select the ‘right thing to do’ (Palazzo & Scherer, 2006).

              Regulatory interventions influence emerging businesses directly and indirectly, impacting their legitimacy. The regulatory design provides important boundary conditions to route legitimacy. The definition of legitimacy as a right thing to do (Palazzo & Scherer, 2006) can be interpreted from the mobile communications business perspective as action-oriented choices focused on the available opportunity, value creation and capture, and opportunities for (competitive) advantage. Similarly, the consequences of these actions should be that the business is scalable, replicable, and sustainable (Yrjölä et al., 2022). An emergent ecosystem can be considered legitimate by ecosystem participants and other actors in the broader environments when the key managerial choices regarding business opportunities, value creation and capture, and competitive advantages and consequences of the mentioned choices, the scalability, replicability, and sustainability, are covered or achieved. With the definition by Adner (2017), who described ecosystems as “the alignment structure of the multilateral set of partners that need to interact in order for a focal value proposition to materialize,” it becomes clear that value propositions represent an integral and central part of an ecosystem (Adner, 2017, p. 40).

              According to the recent studies on the ecosystem (Phillips & Ritala, 2019), when such organizational forms are emerging, they require legitimacy to overcome the ‘liability of newness.’ Adopting a collective action lens and taking legitimacy as a process approach, a process model of ecosystem collective action has been proposed, where orchestrators, complementors, users, and external actors together rule ecosystem legitimacy. Within this research, we consider legitimacy as a process focusing on the aspects that lead to the emergence of legitimacy (Suddaby et al., 2017). The symbiosis of actions based on the business thinking approach in regulatory and business actions may lead to ecosystem legitimacy.

              The business model has become the contemporary paradigm for innovating revealing about business and researching firm behavior in increasingly dynamic business environments. The business model is perceived as a tool for conducting boundary-spanning analysis in contemporary business research (Lanzolla et al., 2020; Zott et al., 2011). Business models are made of concrete choices and the consequences of these choices. Scholars contend that they are composed of two different sets of elements: the concrete choices made by management about how the organization must operate and the consequences of these choices, in addition to the effects on value creation and/or value capture different designs have different specific logics of operation and create different value for their stakeholders (Casadesus-Masanell & Ricart, 2010). Scholars distinguish three types of choices: policies, assets, and governance structures. Policy choices refer to courses of action that the firm adopts for all aspects of its. Asset choices refer to decisions about tangible resources. Governance choices refer to the structure of contractual arrangements that confer decision rights over policies or assets. The three types of choices may be depicted from the business constructs as well as for regulatory mechanisms.

              The business model can be perceived as a driver for creating competitive advantage through opportunity exploration and exploitation. Given the contemporary business environment, an advantage is rarely sustainable and can be quickly rendered uncompetitive (McGrath, 2010). A business model analysis also gives us a sense of firms in action. Advances in ICT and the demands of societally motivated enterprises constitute important sources of recent business model innovations (Casadesus-Masanell & Ricart, 2010). As the theoretical focus of this research, the symbiosis between managerial choices, opportunity, value, advantages, and consequences—scalability, replicability, and sustainability—in the business ecosystem and regulatory actions for the purpose of legitimacy attainment will be analyzed.

            

          

          
            Thematic Analysis of Relevant Regulations

            Adopting a business-orientated approach toward the regulatory measures reflected in the EU documents developed under the Digital Single Market Strategy (EU, 2015), we depicted nine EU legal acts from the overall EU regulatory system. Particularly, these include the following: (a) the EU 2030 Digital Compass (EU, 2021b); (b) the Digital Markets Act (EU, 2020a); (c) the Digital Services Act (EU, 2022b); (d) the Data Act (EU, 2022a); (e) the Data Governance Act (EU, 2020b); (f) The Cybersecurity Strategy (EU, 2022c); (g) the E-privacy Regulation (EU, 2017); (h) the Directive (EU), 2018/1972 of the European Parliament and of the Council establishing the European Electronic Communications Code (EU, 2018a); and (i) the AI Act (EU, 2021a) as depicted in Fig. 8.1.
                [image: ]
                  A star schematic illustrates the E U 2030 digital compass with 9 E U legal acts. They are the digital act, digital service act, data act, data governance act, cybersecurity strategy, e-privacy regulation, European communication code, and A I act.

                

                
              
Fig. 8.1
                  The EU’s priorities for the digital single market

                


            Analyzing the specific relevant legal provisions that may be developed further in the national context and tailored toward the deployment of local 5G/6G networks, we depicted the managerial choices and consequences for emerging 5G/6G businesses. In the thematic analysis of the EU Digital Legal Framework, we established the key elements and then prioritized the business needs for 5G/6G networks to develop a broad understanding of future regulatory settings. Moreover, relying on the regulatory and business perspectives, the analysis proposes for discussion of challenges and future perspectives that policymakers may undertake at the national and international level that pose significant weight for legitimacy attainment. New insights into the studied phenomenon informed practical action (Krippendorff, 2004). The process comprises three steps. First the identification of the relevant regulatory landscape and its key elements for local and private networks for 5G/6G. Second the assessment of the managerial implications in terms of managerial choices and consequences, and third, the discussion of the consequent regulatory challenges and perspectives.

            The European Union’s Governments the European Parliament and European Commission have agreed on key regulations that will overhaul the EU digital market. The European Commission aspires to make the EU’s single market fit for the digital age, moving from the 28 national digital markets to a single market. The digital single market opens new opportunities, as it removes key differences between online and offline worlds, breaking down the barriers to cross-border online activity and moving beyond technology frontiers. The Digital Single Market Strategy (EU, 2015) was adopted in May 2015, and it is made up of three policy pillars:	
                An environment where digital networks and services can prosper. The digital single market (EU, 2015) aims to create the right environment for digital networks and services by providing high-speed, secure, and trustworthy infrastructures and services supported by the right regulatory conditions. Key concerns of the single market include cybersecurity, data protection/e-privacy, and the fairness and transparency of online platforms,

              
	
                The digital technology as a driver for growth pillar aims at maximizing the growth potential of the European digital economy so that every European can fully enjoy its benefits, notably by enhancing digital skills, which are essential for an inclusive digital society, and

              
	
                Improving access to digital goods and services.

              





            The strategy seeks to ensure better access for consumers and businesses to online goods and services across Europe, e.g., by removing barriers to cross-border e-commerce and access to online content while increasing consumer protection. The review of the Telecom Framework is one of the pillars of the EU Digital Single Market Strategy. As one of the EU political priorities, the Digital Single Market Strategy (EU, 2015) echoes the aspirations toward synchronizing European values from the physical to the digital world.

            Figure 8.1 presents the identified legal instruments and provides a comprehensive structure of the main legislative initiatives that were identified as connected (Seretschy, 2021) via the key objectives and emphasizes another viewpoint from the three-dimensional path outlined by this research. EU legislators are focused on creating more effective regulation enforcement, creating a more flexible regulatory environment, and even new, future regulatory frameworks. Allowing businesses to bring a product to market more quickly under existing regulatory conditions, or by testing out adaptations to existing regulations, an iterative, flexible regulatory system may be developed. This will also help obtain a nuanced understanding of a technology’s impact on businesses. However, it is difficult to predict the effects of a technological change until it has become widely adopted. However, once a technology has become entrenched in business and social practices, changing its effects would be difficult. Ex-ante regulation legislation aims to resolve the conflict between the lumbering legislative process and the rapidly evolving technology.

            
              Identified Legal Instruments

              This section presents the identified regulatory developments with an impact and increased relevance for local 5G/6G networks, discussing the objectives, aim, and key content of the regulations and highlights the stakeholders’ obligations.

              
                EU 2030 Digital Compass

                In March 2021, the European Commission presented a vision and avenues for Europe’s digital transformation by 2030—the Digital Compass for the EU’s digital decade (EU, 2021b). The Digital Compass aims to empower citizens and businesses with a human-centric, sustainable vision for a digital society. The Digital Compass evolves around four cardinal points or aims: Government for the digitalization of public services, Skills in terms of developing digitally skilled population and highly skilled digital professionals, creating secure and performant sustainable digital Infrastructures, and ensuring digital transformation of Businesses. The Commission will first create the anticipated EU trajectories for each goal before assessing how well the EU member states are doing in achieving these goals. Each Member State would also specify national anticipated trajectories and offer national strategic roadmaps that outline their coordinated actions to meet the objectives. Every year, the progress will be evaluated along with the national and EU trajectories. The Digital Compass provides the following obligations:	
                    Putting people and their rights at the center of the digital transformation

                  
	
                    Supporting solidarity and inclusion

                  
	
                    Ensuring the freedom of choice online

                  
	
                    Fostering participation in the digital public space

                  
	
                    Increasing safety, security, and empowerment of individuals

                  
	
                    Promoting the sustainability of the digital future

                  





              

              
                Digital Markets Act

                In March 2022, a political agreement was reached on the Digital Markets Act (DMA) (EU, 2020a) that aims to make the digital market in Europe more transparent, safe, and accountable. It aims to promote fair competition in digital markets and give SMEs (small and medium-sized firms) a chance to participate better in the data economy by fostering innovation, growth, and competitiveness, and facilitate the scaling up of smaller platforms, small and medium-sized enterprises and start-ups under a clear framework at EU level and preventing gatekeepers from imposing unfair conditions on businesses and end users and at ensuring the openness of important digital services.

                The DMA concerns the largest online platforms, social networks, search engines, online marketplaces, advertising services, among others. The new regulations, which address a range of digital challenges in the less digitally developed economies, might have an impact on the entire planet. The DMA would grant the European Commission new enforcement powers that could influence the business models of major Internet corporations because it will oversee enforcing the compliance of 14 digital gatekeeper platforms with 21 new competition laws. With the DMA, Europe is setting standards for how the digital economy of the future will function. The European parliamentarian Andreas Schwab (EPP, DE) mentioned in an EU press release in 2022 that the law avoids any form of overregulation for small businesses. “App developers will get completely new opportunities, small businesses will get more access to business-relevant data and the online advertising market will become fairer.” (European People’s Party, 2022). The DMA establishes clearly defined obligations vis-à-vis a very limited number of cross-border providers of core platform services:	
                    Transparency

                  
	
                    Due diligence

                  
	
                    Prohibition of unfair practices

                  
	
                    Data portability & interoperability

                  
	
                    Access for business users

                  





              

              
                Digital Services Act

                To complement the DMA, agreement on a common set of rules was reached in April 2022 on intermediaries, for example online marketplaces, social networks, content-sharing platforms, app stores, and online travel and accommodation platforms, and their obligations and accountability across the single market that aim to open new opportunities to provide digital services across borders while ensuring a high level of protection to all users. The proposed Digital Services Act (DSA) (EU, 2022b) aims to set common but tailored obligations and accountability rules for providers of network infrastructure, cloud computing services (such as Internet access providers), hosting service providers, and particularly for online platforms (i.e., online marketplaces, and social media platforms). For the first time, full-fledged oversight and enforcement rules are envisaged with the ability to set fines of up to 6% of the global annual turnover of platforms. According to the law, “digital services are a broad category of online services, from straightforward websites to services for internet infrastructure and online platforms” (EU, 2022b). Regardless of where the company is located, all digital services that operate in the EU are subject to the Digital Service Act, including small and micro-businesses; albeit the requirements are adapted to firm size. 90% of the impacted enterprises in the EU are small to medium-sized businesses that will be spared from the most expensive requirements. The DSA is fundamentally a legislative framework that will set guidelines for how platforms must manage their content, marketing, and how they apply algorithmic techniques. It strengthens the responsibilities and supervision of intermediary service providers to ensure less citizen exposure to illegal content and products online, contributes to the proper functioning of the internal market for intermediary services, and set out uniform rules for a safe, predictable, and trusted online environment, where fundamental rights enshrined in the act are effectively protected.

                The key stakeholders of the DSA include intermediary service providers, social networks, online marketplaces, and hosting services. The DSA sets obligations for:	
                    Transparency

                  
	
                    Due diligence

                  
	
                    Content moderation

                  
	
                    Risk management

                  
	
                    Online advertising rules

                  





              

              
                Data Act

                The proposed regulation on ten harmonized rules on fair access to and use of data, the Data Act (DA) (EU, 2022a), makes an important contribution to the digital transformation objective of the Digital Decade. It is a key measure for making more data available for use in line with EU rules and values for business-to-business and in some cases business-to-government transactions. The DA creates a mechanism to enable the safe reuse of given categories of public-sector data that are subject to the rights of others. The DA establishes guidelines for the use of data produced by Internet of Things (IoT) devices, ensuring fairness in the allocation of data value among actors within the data economy. It covers the technical, economic, and legal problems that result in underutilization of data. The DA specifies who can use data to generate value and under what circumstances. The DA addresses a wide range of organizations, from service providers and gatekeepers to device makers and governmental agencies, and the key ramifications and prospects for European firms are related to aims for data exchange and access requirements. Cloud switching, interoperability standards, and data sharing are all impacted by the Data Act (EU, 2022a). The DA is highly relevant for SMEs as data portability requirements allow shifting between services.

                The key stakeholders of the DA comprise product manufacturers and service suppliers in the EU, data holders and data recipients in EU, public bodies and EU institutions, and providers of data processing services, setting the obligations for the:	
                    Access and use of non-personal data

                  
	
                    Data portability, facilitating switching, and interoperability

                  
	
                    The fair, reasonable, and non-discriminatory approach in data sharing contracts

                  
	
                    Public usage of data

                  





              

              
                Data Governance Act

                In May 2022, the European Council approved a new law to promote the availability of data and build a trustworthy environment to facilitate their use for research and the creation of innovative new services and products. The Data Governance Act (EU, 2020b) represents a robust mechanism to facilitate the reuse of certain categories of protected public-sector data, increase trust in data intermediation services with third countries, and foster data altruism for common good across the EU. The act is an important component of the European strategy for data, which aims to bolster the data economy. The Data Governance Act (EU, 2020b) complements the 2019 Open Data Directive (EU, 2019a), which does not cover such types of data, and creates a framework to foster a new business model—data mediation services—that will provide a secure environment in which companies or individuals can share data.

                For businesses, these services can come in the form of digital platforms that encourage voluntary data sharing between businesses and make it easier to comply with the data-sharing requirements imposed not only by this law but also by other legislation, whether it be at the national or European level. By utilizing these services, businesses may share data without worrying about it is being abused or losing its competitive edge. Providers of data intermediation services must be listed in a register. The Data Governance Act (EU, 2020b) also makes it simpler for people and businesses to voluntarily make data available for initiatives for public good like research projects and innovation.

                The key stakeholders of the DGA include the public sector, data sharing “trust” services, and citizens. The DGA sets obligations for confidentiality and one-stop shop mechanism for data requests.

              

              
                EU Cybersecurity Strategy and Cybersecurity Act

                The EU’s cybersecurity strategy (EU, 2020c) and the related Cybersecurity Act (EU, 2019b) aim to boost Europe’s collective resilience against cyber threats and help to ensure the fundamental rights that all citizens and businesses can fully benefit from trustworthy and reliable services and digital tools including open global Internet. These exist to fortify efforts for secure digitalization and promote norms for world-class solutions and standards of cybersecurity for essential services and critical infrastructures and drive the development and application of new technologies. The key stakeholders for the Cybersecurity Strategy include key services and infrastructures like energy, transport, banking, financial market infrastructures, health, drinking water, wastewater, and digital infrastructures as well as public administration and space EU.

                Under the new Cybersecurity Strategy (EU, 2020c), Member States are urged to finish implementing the EU 5G Toolbox, a thorough and unbiased risk-based strategy for the security of 5G and future generations of networks, with the help of the Commission and ENISA, the European Cybersecurity Agency. The Commission's Recovery Plan for Europe, the Security Union Strategy 2020–2025, and Shaping Europe's Digital Future are all important parts of the new EU Cybersecurity Strategy (EU, 2020c) for the Digital Decade. The obligations of the Cybersecurity strategy include:	
                    Addressing both cyber and physical resilience of critical entities and networks

                  
	
                    Reforming the rules on the security of network and information systems

                  
	
                    Boosting cybersecurity and matching EU level investment

                  
	
                    Completing the implementation of the EU 5G Toolbox, a comprehensive and objective risk-based approach for the security of 5G and future generations of networks

                  





              

              
                E-Privacy Regulation

                The regulations for e-privacy is intended to provide up-to-date rules and procedures, for instance, for the increasingly popular messenger services—and to do so uniformly throughout the EU. The e-Privacy Regulation (ePR) (EU, 2017) is a proposal for the regulation of various privacy-related topics, mostly in relation to electronic communications within the European Union. It lays down rules regarding the protection of fundamental rights and freedoms of natural and legal persons in the provision and use of electronic communications services. It ensures free movement of electronic communications data and electronic communications services within the EU member states. The ePR specifies what forms of electronic information enjoy its protection and how businesses can use such data. It introduces rules on cookies, direct marketing, and business-to-business communications and will replace the outdated e-Privacy Directive from 2002. It also aims to increase user security, the confidentiality of communication and metadata, to define clearer rules for technologies such as cookies, and control of spam.

                The key stakeholders of the ePR include electronic communications services, electronic communications software providers, and natural and legal persons who use user-related information to send marketing messages. It sets obligations for:	
                    Adjusting data anonymization

                  
	
                    Rules for the use of metadata

                  
	
                    Access to information on end-user devices

                  





              

              
                The European Electronic Communications Code

                The directive (EU, 2018a) puts in place one of the essential building blocks for a digital single market in Europe (EU, 2015). The EU Directive marks a significant revision of the regulatory framework, dating from 2009. It creates a legal framework to ensure freedom to provide electronic communications networks and services. It represents the main legal act which aims to stimulate competition and increase investment in 5G and very high-capacity networks (fixed and mobile) so that every citizen and business in the EU can enjoy high-quality connectivity, a high level of consumer protection, and an increased choice of innovative digital services. It also aims to develop an internal market across the EEA and ensure the protection of consumers. The directive introduces a series of new objectives and tasks: strengthened consumer rules aim to make it easier to switch between service providers while offering better protection. Basically, the EEEC responds to the increasing convergence of telecommunications, media, and information technology so that all electronic communications networks and services should be covered to the extent possible by a single European electronic communications code.

                The key stakeholders of the EEEC include various electronic communications networks, electronic communications services, over-the-top internet players, and public bodies and EU institutions. The EEEC sets obligations for:	
                    Providing operators with predictable regulation

                  
	
                    Ensuring there is no discrimination between network and service providers operating under similar circumstances

                  
	
                    Applying the regulation in a technology-neutral fashion whenever possible and relevant rules facilitating new market entrants

                  
	
                    Implementing the “use it or lose it principle” with respect to the withdrawal of spectrum licenses

                  
	
                    Facilitating a shared use of mobile frequencies

                  





              

              
                AI Act

                The proposal for harmonized rules in the Artificial Intelligence Act (AIA) (EU, 2021a) amend certain EU legislative acts. With the AIA, the Commission aims to address the risks generated by specific uses of AI through a set of complementary, proportionate, and flexible rules. It applies to all sectors (except for the military), and to all types of artificial intelligence. These rules will also provide Europe with a leading role in setting the global gold standard. The legal framework for AI proposes an approach based on three risk categories. First, applications and systems that create an unacceptable risk, such as government-run social scoring of the type used in China, are banned. Second, high-risk applications, such as a CV-scanning tool that ranks job applicants, are subject to specific legal requirements. Lastly, applications not explicitly banned or listed as high-risk are largely left unregulated. Like the European Union’s General Data Protection Regulation (EU, 2016), the AI Act (EU, 2021a) could become a global standard. It is already having impact beyond Europe by:	
                    Ensuring that AI systems are safe and respect fundamental values

                  
	
                    Creating legal certainty to facilitate investment and innovation in AI

                  
	
                    Addressing the risks stemming from the various uses of AI systems and promotes innovation in the field of AI

                  





                The key stakeholders of the AIA include providers placing AI systems on the EU internal market, users of AI systems within the EU, and the providers and users of AI in a third country when outputs are used in the EU. The AIA sets obligations for:	
                    Ex-ante risk assessments

                  
	
                    Respect for fundamental rights

                  
	
                    Transparency toward users

                  
	
                    Post-market monitoring and reporting

                  
	
                    Human oversight

                  





              

            

          

          
            Discussion and Conclusions

            This chapter set out to examine three research questions related to the local 5G/6G networks. The first question—What comprises the legal framework and its elements relevant to local 5G/6G networks in Europe?—was answered by the review of telecommunication provisions presented in the previous section, covering the main pillars of the EU Digital Single Market Strategy influencing local 5G/6G networks. The second question—How could the emerging legitimacy challenges of local 5G/6G networks be addressed?—we see as related to the regulatory framework in general, and it will be discussed in detail in the subsequent section. The third question—What managerial choices and consequences impact legitimacy of new local 5G/6G network businesses? —we see to concern the local 5G/6G businesses directly and will be examined in the last part of this section.

            
              Regulatory Challenges and Future Policy Considerations

              The cross-cutting impact of digital innovation and data has already removed old sector boundaries and created new legitimacy challenges for emerging sectors. Emerging businesses have removed old system boundaries, directly challenging old practices. In response to these changes, we observe the need for the emergence of proactive, future-oriented, and innovation-enabling approaches to regulation in Europe. We are beginning to see a change in the theory of regulation with the emergence of a new field as ‘ex-ante’ regulation or ‘anticipatory’ but practice lags behind. The new approach to regulation helps reframe regulation as a supportive tool for the responsible development and use of new technologies and business models. New and existing methods are helping regulators to better support innovation as it emerges, drive innovation directly, and respond faster or act preemptively to prevent public harm.

              This study identified regulatory challenges and particular elements relevant for 5G/6G local networks from the EU Digital Legal Framework that pose legitimacy challenges that may be considered further. Figure 8.2 shows the identified regulatory challenges and perspectives for legitimacy attainment.
                  [image: ]
                    A chart presents the regulatory challenges and perspectives for legitimacy. Some of the challenges are security, data privacy, access and infrastructure, competition, and market analysis. Some of the perspectives are social and ethical aspirations and share best practices.

                  

                  
                
Fig. 8.2
                    Regulatory legitimacy challenges and perspectives

                  


              The EU legal framework provisions ensuring security within and between the networks and coordination and control across multiple locations do not cover in detail the specific features and main characteristics of 5G/6G local mobile communication networks, especially for those not deployed by the MNOs. However, security and privacy are the main elements that need to be considered in all the network installations for local 5G/6G network deployment. Clear and tailored provisions for vertical-specific industries concerning managing and ensuring the confidentiality of data ownership or exploitation of personal data are not defined and developed in the EU legal framework, which may have a cascading effect on the quality of implementing measures by the NRAs at the national level. Current spectrum management awarding mechanisms are designed for wide area MNO networks and do not properly address the emerging local 5G/6G networks.

              One of the core elements vital to the emergence of 5G/6G local networks are market analyses and competition provisions. Clear and transparent delineation of the relevant markets and firms present in multiple-related markets were not reflected in the analyzed content. The lack of a market monitoring framework and developed criteria pose obstacles for emerging of 5G/6G local network. Our analysis emphasizes future perspectives for regulators and business in ensuring a qualitative step beyond, for legitimacy attainment. First and foremost, promotion and developing a vision on local 5G/6G networks to disseminate knowledge and promote a positioning for acceptance among companies and other relevant stakeholders needs a prioritization approach. Building best practices and common instruments and facilitating the harmonization of implementation of legal provisions would be an efficient tool for tackling regulatory and business challenges. To elaborate and share best practices and tailored implementation mechanisms to encourage the active participation of the NRA is a perspective that needs to be treated with proper allocation of resources at the EU level. Ensuring a harmonized approach of the NRAs in developing bylaws and guidelines for implementation of EU directives with the support of EU monitoring bodies needs to be expanded. Additionally, promoting a social and ethical approach via the government and public–private–people (PPP) programs are on the agenda of some governments that promote innovation. Sharing best practices in this will provide efficient insights for national regulators on the complex regulatory and business landscape.

              This chapter has identified and provided an analysis of the complex regulatory landscape that impacts the emerging local 5G/6G networks, depicting its relevant elements. It characterizes the connection to business opportunities around the current local 5G networks and upcoming local 6G networks and identifies regulatory challenges and perspectives for legitimacy attainment. The analysis results indicate that reviewing the evolution of the European digital framework from a legitimacy attainment perspective following the incorporated European values is a powerful way of illustrating the shift of the parameters of the regulatory in promoting European standards. Analyzing the EU legal framework relevant to electronic communications, it proposes a new approach for considering the legitimacy of emerging 5G/6G local network regulation. Also, the business thinking approach helps technology adoption, promotes regulation supporting experimentations, and considers systemic effects of policy and regulation.

              The chapter also analyzed the potential effects of identified regulatory interventions that are currently in place or under consideration. In contrast to earlier research, the discussion relies on an approach inspired by ecosystem legitimacy. As mentioned by Boyd (2000), legitimacy is the result of a process and can be defined as a strategy effectuated by an organization. New business models claim legitimacy to grow, expand, and exist. Ecosystem legitimacy could represent a way for business models to be more active in establishing and promoting a competitive system that encourages the adoption of emergent business models throughout the ecosystem and ensure efficient private and public cooperation.

              Following the previous research, we may assume that regulatory interventions influence the emerging business models directly and indirectly. The regulatory design provides important boundary conditions to guide legitimacy and represents an enabler for innovation. Opportunities, value creation and capture, and advantages as managerial choices and scalability, replicability, and sustainability as managerial consequences provide an overarching approach for guiding the policymakers in developing and streamlining the regulatory actions.

              Applying the novel theoretical approach of ecosystem legitimacy developed in this study, the in-depth analysis identifies the EU legal acts that are relevant for local 5G/6G networks business consideration. Moreover, the analysis provides systematized key concepts, actors, and obligations that are under consideration of the policymakers agenda. It identifies that security, data privacy, spectrum management access and infrastructure, and competition and market analysis are regulatory elements that may pose challenges for legitimacy attainment. Future perspectives for stakeholders were presented and discussed. Ensuring, developing, and promoting a vision will increase social political support and will raise awareness of 5G/6G local networks. Building and sharing best practices will boost the transparency of regulatory mechanisms and will assist NRA to promote clear and efficient implementation mechanisms. Developing and ensuring a harmonized approach via bylaws and sectorial legislation will ensure that the core provisions are properly implemented. Ensuring social and ethical aspirations via human-centric regulations will support awareness on sustainability and trustworthiness. Adopting a proper mechanism for assessing vulnerabilities will determine the allocation of resources in network access and infrastructure.

              Although the proposed theoretical approach has reflected on the legitimacy challenges arising from the EU Legal Digital Framework overall, certain regulatory actions and provisions may require extra, context-specific variables when determining such challenges. As legitimacy is an audience-dependent construct, certain stakeholders and audiences might have specific needs that might have been overlooked within the selected proposed framework and will be addressed in some further work. Additional research into how to facilitate the process of legitimation of 5G/6G local network is needed particularly from the stakeholder’s perspective. In the same vein, discussions on national sovereignty not only for critical infrastructures but the all ICT technologies have become a concern, raising the need for new kinds of governance and regulation. In the current political and economic climate, which is evidently more open to industrial policy considerations, and in which, regarding local 5G/6G network business, some countries have routinely engaged in some form of industrial intervention, despite their varied economic choices. Further discussion with a focus on a regulatory approach should not be delayed any longer. Regulators should consider handling both ex-ante and ex-post mechanisms: ex-ante when local 5G/6G networks are designed and ex-post when they are implemented. Future research needs to be conducted on the development and application of the proper regulatory mechanisms for the widespread adoption of local 5G/6G networks businesses.

            

            
              Managerial Implications Related to the Legitimacy of Local 5G/6G Networks

              With the emergence of new technologies and business models, policymakers face the question of whether the existing legal and regulatory framework is appropriate, or whether a different market design might more fully realize the potential benefits for society. Our analysis indicates that the regulatory landscape of mobile communications networks, especially concerning the case of local private networks in 5G/6G, has changed and includes now new areas to be considered. Clearly, a new and holistic approach is needed to make sense of the changes in the regulatory landscape. Following the thematic analysis of the EU identified legislative pillars for digital ecosystem provisions, the EU Digital Legal Framework, we identify a set of managerial choices related to new opportunities, value creation/capture, and advantages that regulations should consider for local 5G/6G networks. Similarly, we identify a set of managerial consequences related to scalability, replicability, and sustainability of local 5G/6G networks. Table 8.1 presents some examples of managerial choices and consequences for MNOs and non-MNOs regarding 5G/6G local network businesses that arise from the analyzed EU Digital Legal Framework.Table 8.1
                    Managerial choices and consequences derived from the identified legal framework for emerging local 5G/6G private networks

                  

	
                        Choices

                        Opportunities, Value, Advantages

                      	
                        Legal

                        frame-Work

                      	
                        Consequences

                        Scalability, Replicability, Sustainability ​

                      
	
                        Relevant for 5G local mobile communication networks deployed by all

                        • Develop use cases and expand in priority vertical ecosystems

                        • Incorporate edge computing

                        • Monetize 5G technology for higher data rates, lower latency, and massive device density

                        • Participate and cooperate in data-sharing

                        • Benefit from better access to data

                        • Facilitate data flows through technical standards and interoperability

                        • Develop new data-based business opportunities

                        • Benefit from transparent procedures of data portability

                        • Take advantage of data sharing in common goods and services

                        • Create a secure and trusted online environment

                        • Apply to risk-aware mechanisms in adopting and promoting AI

                        Relevant for 5G local mobile communication networks deployed by MNOs

                        • Expand cloud infrastructure

                        • Benefit from standardization efforts

                        Relevant for 5G local mobile communication networks independent of MNOs

                        • Activate a more secure business ecosystem

                        • Apply for rights to use spectrum

                        • Benefit from network slicing, interoperability and interconnection

                      	
                        Digital Compass

                        Digital Market Act

                        Digital Service Act

                        Data Act

                        Data

                        Governance Act

                        Cyber-security Strategy

                        e-Privacy Act

                        EECC

                        AI Act

                      	
                        Relevant for 5G local mobile communication networks deployed by all

                        • Align business objectives with social, economic, and ecological sustainability, trust, the digital green transition, fair and responsible utilization of data, digital inclusion and equality

                        • Develop a strategy to clarify the legal conditions for AI adoption

                        Relevant for 5G local mobile communication networks deployed by MNOs

                        • More alternative technology vendors

                        • Increased competition

                        • International digital partnerships under the digital decade strategic framework are expected to become more common ​

                        • Coopetition strategies (parallel competition and collaboration) may become an efficient tool for developing business​

                        Relevant for 5G local mobile communication networks independent of MNOs

                        • A stand-alone, isolated network under the spectrum management system may become an efficient option ​

                        • Sharing of data between the partners may become more efficiently secured and faster​

                        • Capital and operational expenses may be minimized by using simple radios, the edge cloud, and the core network at the edge of the cloud

                      




              The EU Digital Legal Framework does not contain definitions or specific rights or obligations for local 5G/6G networks for offering services. However, the EU Digital Legal Framework may trigger several managerial choices as new opportunities are expected to emerge based on new digital communication features such as high-precision holographic media or digital senses provided over the network. For example, gigabit network connectivity will allow value creation by meeting various vertical-specific industry demands. SMEs in manufacturing could have local access to cloud-based innovative industrial service platforms such as manufacturing-as-a-service systems and market places to boost the efficiency of their production capacities. Within healthcare, health data and records could be processed quickly locally, and in agriculture the deployment of edge capabilities connected to farming machinery would allow collecting data in real time and could provide advanced services to farmers for harvest prediction or farm management and the optimization of food supply chains. Especially, the areas labeled as strategic areas under the provisions provided by the 2030 Digital Compass may present various business opportunities for companies. New choices may be related to remote application servers that will be easier to access, bring more information content, utility applications, and realistic forms of communication directly to the consumer via edge clouds.

              The uptake of digital solutions and the use of data will trigger managerial consequences related to transitioning to a climate-neutral, circular, and more resilient economy. As highlighted in the European Data Strategy,1 the volume of data generated due to increasing digitalization is greatly increasing and a growing proportion of data is expected to be processed at the edge, closer to the users and where the data is generated. This shift will require the development and deployment of fundamentally new data processing technologies encompassing the edge and moving away from centralized cloud-based infrastructure models. These new trends will result in new managerial consequences related to increasing distribution and decentralization of data processing capacities and suitable supply of cloud services. Seeking replicability of solutions, managers are expected to draw on partnership development under the legal provisions. Acting in a clear risk aware environment and stable regulatory conditions will enable resource allocation and planning for reaching scalable business decisions. We may conclude that the adoption of a business-oriented approach in regulation—that considers both managerial choices and consequences—would enable easier deployment of local and private networks in 5G/6G and facilitate their legitimation throughout the 5G/6G ecosystem.
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            The difficulty lies not so much in developing new ideas as in escaping from old ones.

            (John Maynard Keynes)

          



          
            Advocacy for a New Policy and Regulatory Approach for 6G

            Why is this chapter important and why should one read it? The sequential numbering of the various generations of mobile communications technologies (most of them known as GSM or 2G, UMTS or 3G, LTE or 4G, etc.) intuitively paints a picture of linear development, with one generation following the next. With 5G, a development has already begun that is no longer linear. Ubiquitous communication, which includes not only person-to-person but also machine-to-machine or person-to-machine and vice versa, represents a paradigm shift from interpersonal communication to ubiquitous communication between everyone, everything, everywhere. Billions of IoT devices (i.e., real everyday physical things) are communicating with us and with each other. This development forms the basis for the digitalization of society and the economy, a development that permeates all areas of life. At the same time, it is about creating the conditions for Europe to become more competitive, to innovate, and to invest in a globalized world. It is therefore obvious that the policy and regulatory framework for such a new ecosystem cannot remain the same. In this article, we explain why a significant change in the policy and legal framework, including regulatory governance, is important and what it could look like.

            Prior work on the regulation of mobile communications (Garrard, 1991; Coen, 2005; Dunnewijk & Hultén, 2007; Cave et al., 2019) has summarized the historical evolution of regulations along with the technology development from state-owned monopolies to competition. Most recently, 5G has become a source of international controversy introducing national security concerns (Robles-Carrillo, 2021) and new local deployment models (Matinmikko et al., 2018). Attention on the future development of 5G has shifted to developing policy with incomplete knowledge and under conditions of uncertainty, which calls for adaptive forms of policy and market design for innovation (Bauer & Bohlin, 2022).

            
              Regulation: More or Less?

              Regulation is and has always been contested, and the discussion surrounding regulation hovers between ‘more’ or ‘less’ of it, and whether activity A or B should be regulated. It is striking to observe that when it comes to the issue of regulating the digital industry and the telecommunications industry, there is often a remarkably black-and-white view, with two diametrically opposed camps. On the one hand, there are the advocates of blanket deregulation who want to leave everything to the market, and on the other hand, there is the regulatory orthodoxy, the almost religious-looking representatives of the group who want to immediately press every innovation into a regulatory straight-jacket without even waiting to see how an innovation develops. This is ostensibly done with justifications such as protecting consumers from the supposedly harmful consequences of this very innovation. Then, there is also a public lament that there is no ‘Silicon Valley’ in Europe and that start-ups very often emigrate to the US precisely because they expect better conditions there. How does all this fit together and is there perhaps a mediating forward-looking position? In other words, are we not in Europe shooting ourselves in the foot again and again with often excessive or wrongly placed regulations and at the same time complaining that innovations and new jobs are largely in other parts of the world? What if we looked at regulation from a European sovereignty and competitiveness angle? How would it appear differently?

              Developments in the field of electronic communications services and networks are driven by a seemingly never-ending stream of technological advances and the resulting product and service innovations and—not to forget—hypes. A key driver of this development is the progressive evolution of electronics and software with Moore’s Law as the underlying paradigm. This essentially states that the performance of electronic circuits doubles every 12–24 months.

              There is a very telling anecdote—notably from a US perspective—about the impact of Moore’s Law and how important it is to recognize it in a timely fashion: Qualcomm and CDMA versus TDMA. Thomas Friedmann describes the TDMA vs. CDMA story in detail in his book Thank you for being late with a focus on the visionary thinking of Irwin Jacobs (Friedmann, 2016). In the early days of mobile telephony, the European Commission mandated the standard (GSM/TDMA), and the US government allowed the market to choose. By 1991, Qualcomm had persuaded a dozen or so American telecom companies to undertake large-scale tests of CDMA technology. Once again, a serious discussion about standards started in America and in 1993, the industry body CTIA accepted CDMA as an American mobile phone standard. In the words of Irwin Jacobs, the visionary person behind the CDMA standard and co-founder of Qualcomm: “One key reason we won was that even though CDMA was more complicated to implement, people were just thinking about the capacity of chips at that moment in time. They were not considering Moore’s law that would allow the technology to improve every two years and enable the greater efficiency that could be achieved through CDMA”. People say that in hockey you don’t go where the puck is, you go to where the puck is going. Qualcomm went where the puck was going—according to Moore’s Law. It must be noted though, that this historical digression is only made to illustrate the power behind Moore’s Law, which was well exploited by the CDMA standard. The CDMA/GSM split ended, as phone companies all switched to LTE, a single, global 4G standard, which evolved to current 5G standards.

              Against the backdrop of the rapid technological developments driven by Moore’s Law and in view of the question posed at the beginning of this chapter, it is not a matter of ‘more of the same’ but of a radical institutional renewal of regulatory work. We will show later in the text how this is intended to ensure that the challenges of digitization and a forward-looking ICT policy can be dealt with effectively.

            

          

          
            Evolution of Regulation—An International Comparison

            To start with, a brief explanation of some key concepts of telecom regulation: traditional regulation consists of the application of competition law, which by its nature is an ‘ex-post’ regulation, i.e., the authorities intervene after there has been misconduct by a market participant. At the start of the liberalization of the telecommunications market, it was clear from the outset that breaking up a monopoly through ex-post regulation would not be effective, since the monopolist would always be able to push the new entrant out of the market, and any ex-post regulatory intervention would be too late. This was the birth of ex-ante regulation, i.e., a set of up-front obligations was imposed on the former monopolist (in regulatory jargon, the ‘incumbent’) to allow the new entrant to thrive.

            Sector-specific regulation of individual—so-called ‘relevant’—markets through ex-ante measures as a complement to the application of competition law, which by its nature is applied ex-post, has a long tradition, especially in connection with the opening of markets that were originally monopolistic. The inherent problem with regulation, however, is finding the right balance between too much or too little regulation. However, it should not be forgotten that this is not a matter of creating a static equilibrium, but of striving for balance in a highly dynamic market that is constantly changing due to an almost endless stream of innovations. As we pointed out in an earlier article, too much regulation can impede the innovation process, while too little regulation can reduce consumer choice and/or create consumer harm.

            The concept of a regulatory authority that is independent (from government and other political entities) and organizationally as autonomous as possible is a political leitmotif in Europe, North America, and some other parts of the world. However, this concept is alien to countries such as China, Japan, and South Korea, which rely on centralized government control of ICT policy and regulation. In the countries of the Middle East, there are organizationally independent regulatory authorities, but the degree of political independence is much less pronounced than in Europe and North America.

            While writing this chapter, we have found that there is very little international overview of the various regulatory approaches in key industrial regions available, such as North America, Asia, and Europe. In the search for ‘best practices’, it therefore makes sense to make this comparison from the perspective of a 6G ecosystem. In this vein, this section describes in more detail the European regulatory journey, the regulatory rivalry between Europe and the US and some telling examples from Asia in which ICT policy and regulation are directly and exclusively in the hands of the state (China, South Korea, and Japan) as well as countries which have independent regulatory authorities, but which are under the operational control of the respective government (Taiwan, Singapore).

            A standard reference for regulatory archetypes is a periodical publication provided by the ITU, the Global ICT Regulatory Outlook. According to the system set out by the ITU, the conceptual framework of the generations of regulation can best be described as a regulatory ladder. Generations (G) 1 through 4 reflect the evolving levels of regulatory maturity, focusing narrowly on the telecom and then the ICT sector while Generation 5 marks a major shift from sector-specific to holistic, cross-sector policies and regulations. In just over a decade, G4 has become the established standard for ICT integrated regulation led by social and economic goals. Yet, 40 percent of countries globally languish in G1 and G2, missing out on development opportunities and global digitization. G5—or the fifth generation of collaborative regulation—is the next frontier in terms of holistic digital regulation. Generations 1 through 4 are measured through the ICT Regulatory Tracker. Generation 5 is measured through the G5 Benchmark.

            
              Regulation from 1.0 to 4.0—The European Journey

              Traditional competition law, which by its very nature is based on an ex-post analysis of markets and market participants, was supplemented about 30 years ago by an ex-ante regime that imposes ex-ante obligations based on ex-post status analyses (e.g., determination of market power). However, there is no internationally unified taxonomy for the designation of different generations of regulation. We use the designations ‘Regulation 1.0 - 4.0’ in continuation of our publication The Virtuous Circle—New Regulations, Innovation and Investment on how to bring Europe back to the top (Serentschy, 2013). The ITU uses a different designation for ‘regulatory archetypes’ G1-G5 in its periodical publication The Global ICT Regulatory Outlook. It is important not to confuse this numbering with different generations of mobile communications technology.

              This is the basis of the model of traditional telecom regulation (Regulation 1.0), which became the standard with the onset of market liberalization. The initially successful Regulation 1.0 (1990–2003) transformed inefficient monopolies in nearly all European countries into a vibrant competitive landscape. In 2003, the European institutions (the Commission, the Council, and the Parliament) embarked upon a new regime, the framework of which has survived with relatively minor modifications for the following 15 years. This landscape was characterized by telecom companies competing and the outcome was understandably hailed as a success.

              However, already toward the end of this phase, voices were raised to move back to more ex-post and less ex-ante regulation. According to people familiar with the matter, this was also reflected in (to put it nicely) ‘very engaged’ internal debates on the European Commission level between the ex-post camp (the competition DG) and the ex-ante camp (the ICT DG). At that time, there were even considerations to reduce or abandon ex-ante regulation, which, as is well known, was only ever planned as a market opening instrument for a limited period. It is also not surprising that institutional rivalries between the ex-post camp and the ex-ante camp manifested themselves not only at the European level, but also at the national level. Interestingly, since then, the regulatory regime from 1.0 to 4.0 has always hovered between the poles of more ex-ante and less ex-post to more ex-post and less ex-ante regulation. Regulation 4.0 aiming at regulation platforms proposes again a more ex-ante approach.

              This up and down movement between more ex-ante and less ex-post to more ex-post and less ex-ante regulation in the traditional telecom regulation can also be seen in the number of relevant markets, both at the retail and wholesale levels, recommended by the European Commission. This number of relevant markets reached an all-time high of eighteen relevant markets—including one broadcasting market1—in 2003 from originally (1997) four regulatory fields including fixed, mobile, leased lines and interconnection, only to drop to seven markets, including one retail market and 6 wholesale markets in 2007. This trend continued with the 2014 market recommendation, which included only five wholesale markets and no retail market. Most recently, in December 2020, the market recommendation only provides for two wholesale markets.

              The current framework for telecom regulation is the European Electronic Communications Code (EECC),2 which came into force in December 2018, and which had to be transposed into national law in all member states of the Union in December 2020. However, this process is not yet completed in some member states. A comprehensive handbook for practitioners has recently been published on the legal issues associated with the application of the new regulatory framework (Liberatore & Konidaris, 2021).

            

            
              Rival Regulatory Regimes: The US vs Europe

              We can observe a rivalry of regulatory approaches between the US and Europe that has existed for two to three decades. While the US has relied more on laissez faire and ex-post control, Europe has increasingly become a ‘world power of regulation’ where far-reaching regulations and stricter consumer protection have been conceived and implemented, which have achieved international impact due to the ‘Brussels Effect’ (Bradford, 2020). But will it be enough for Europe to successfully defend its prosperity and innovative strength on this basis in the future? Very unlikely. To put it in the words of Cedric. O, the former French Secretary of State for Digital Transformation and Electronic Communications: “The USA has the FAANG,3 China has the BATX,4 Europe can't only have the GDPR. It's time to have our own technological sovereignty and stop depending on US or Chinese solutions!”5 For three years, the EC has just been rolling over with a tsunami of new regulations and we have not only GDPR, but by now also many others. This digital policy activism includes the production of both non-legislative (i.e., strategies, action plans, etc.) and legislative acts (i.e., already applicable regulations and directives, as well as proposals for such regulations or directives).

              In its own words, the European Commission is determined to strengthen Europe’s digital sovereignty and set standards rather than follow those of others—with a clear focus on data, technology, and infrastructure. The plan ‘A Europe Fit for the Digital Age’ is one of the most important and includes 16 flagship initiatives (listed in no particular order): the Artificial Intelligence Act, Data Strategy, Industrial Strategy, Chips Act, Digital Markets Act (DMA), Digital Services Act (DSA), Digital Identity (eID),6 High Performing Computing, Digital Skills, Cybersecurity, Space (including a genuine European LEO satellite constellation), Connectivity, Contributing to European Defense, EU-US Trade and Technology Council, Cloud Strategy, the Quantum Technologies Flagship (which includes quantum computing, quantum communication, and others).

              With these activities, the European Commission is, on the one hand, creating a very complex policy framework and, on the other hand, Europe has increasingly become a global regulatory superpower with far-reaching regulations and stricter consumer protection designed and implemented. These regulations have achieved international reach due to the Brussels Effect and their extraterritorial nature (Bradford, 2020). This raises immediate questions: (1) How will the enforcement of such a complex regulatory framework be organized at the national and European levels, and (2) will this plethora of regulation be sufficient for Europe to successfully defend its prosperity and promote its innovative and industrial strength on this basis in the future?

              Against this backdrop, it becomes clear why we should reflect on whether we still need telecom regulation—or more regulation—in the traditional sense at all or, at best, need a radically new—anticipatory—regulatory approach and policies aimed at fostering strategic autonomy, digital sovereignty, and competitiveness. There are growing voices from various directions criticizing that an overabundance of regulations could lead to a lack of coherent high-level vision and widen the gap between reality and political-economic ambitions.

              
                The US vs. Europe

                A current and very interesting comparison between regulation in the US and Europe can be drawn around net neutrality. While the defenders of net neutrality in Europe defend its supposed blessings in a mantra-like fashion and at the same time the ECJ’s (European Court of Justice) ruling on the ban of zero-rating must be implemented by the authorities—often with noticeable reluctance—because it does not result in any advantages for consumers, in the US a phase without net neutrality regulation has apparently passed without any noticeable harm to consumers. It can be evidenced that most of the innovation still takes place in the US and not in Europe, and when the innovations are made in Europe, after a while a large part of these companies emigrate to the US or to other regions that offer better conditions. In the context of strict regulation in Europe—as in the case of net neutrality—one must ask whether this is a facilitating or hindering factor for innovation in Europe. Net (or network) neutrality is the principle that Internet and telecommunications service providers (ISPs) must treat all Internet communications equally, offering users and online content providers consistent rates irrespective of the content, website, platform, application, type of equipment, source address, a destination address, or method of communication without price discrimination. There is a lot of evidence that the hindering factors prevail in Europe because we seem to have been regulating detached from the context of innovation and industrial policy for a long time.

                As an example, in 2022 Ofcom, the UK regulator, undertook a review of the UK’s net neutrality framework to ensure that as technology evolves, net neutrality continues to support innovation, investment, and growth. In its newly published guidance, the regulator sets out its assessment of the issues raised and revised guidance on how the rules should apply. It looked at specific areas where greater clarity is needed to enable ISPs to innovate and manage their networks more efficiently, and to improve consumer outcomes. It also proposes to clarify its approach to enforcement where there is clear public benefit including enabling ISPs to prioritize and zero-rate access to emergency services, offer parental controls, and manage Internet traffic on airplanes and trains where there is limited capacity available. On the latter point, Ofcom states it is “unlikely to prioritize enforcement action against traffic management on Wi-Fi services provided on board airplanes” (OFCOM, 2023, p. 120). In addition, it says that fair use policies are compatible with the UK net neutrality rules. Ofcom has always been a European pioneer in regulation, and it is hoped, that regulators in the EU will follow Ofcom’s lead in the interest of consumers, airline passengers, and innovations.

                In conclusion, it seems that digital policy activism may be based on too much reliance on the broad impact of regulation and too little focus on business models, innovation policy, and investment. Regulation is only one part of the required policy measures; the other part is still incomplete. Without doubt, targeted regulation in certain areas, such as AI, is necessary to prevent harm to society and individuals. Overall, based on our analysis and experience, we believe that coherent and clear policies, combined with anticipatory and flexible regulation and the avoidance of prescriptive micro-regulation, should be core elements of a future regulatory policy.

              

            

            
              Illustrative Examples for Regulatory Systems from Asia

              
                South Korea

                The regulatory and competition framework in South Korea differs significantly from the situation in the US or Europe. The specific situation for regulation and competition law in the country needs to be seen in the context of the country’s history after the Korean war, its culture and specific industrial structure with its large conglomerates (the chaebol). In the words of an article, published by Moohyung Cho and Tim Büthe, South Korea, was a non‐participant in the international competition regime until the 1980s, but then in the 1990s developed substantial regulatory capacity and capability. At the same time, however, to a certain extent, its policy preferences converged upon the norms and practices established by the United States and the European Union, albeit with some distinct elements. Under these conditions, the authors expect a transition from rule‐taker to rule‐promoter. The Korea Fair Trade Commission (KFTC) plays the central role as a rule-promoter. Over the course of the four decades since it first adopted the Monopoly Regulation and Fair-Trade Act (MRFTA), South Korea has, in the realm of competition law and policy, developed strong regulatory capacity and capability, while South Korean preferences, though distinctive on some details, have become closely aligned with the established powers’ preferences.

                There is also additional specific literature available, which is helpful to understand how the regulatory and competition framework in South Korea works.7,8,9,10,11


              

              
                Japan

                The first comprehensive guide to Japanese telecommunications policies in English can be found in a book by Hitoshi Mitomo (2020). This book allows readers to gain an in-depth understanding of Japanese telecommunications policies and discusses how Japan has addressed a variety of policy challenges leading to the promotion of cutting-edge technology.

                The key telecommunications and ICT policy player in Japan is the Ministry of Internal Affairs and Communications (MIC), which publishes its White Paper on Information and Communications in Japan12 every year. This publication is a rich source describing all policy areas, the present status and challenges for digitalization, the role of the COVID-19 pandemic for the digitalization, basic data on the ICT field and ICT policy directions.

              

              
                The People’s Republic of China (PRC)

                A recent summary, published by Yu-li Liu and Guosong Shao in a collection of essays Europe’s Future Connected Policies and Challenges for 5G Networks13 and China’s 5G Development Strategies and Challenges in the Context of Global Competition, points out that China is at the forefront of the global race in 5G and even 6G industries, and discussing its advantages and challenges may provide a reference for other countries. The development of China’s 5G industry is not only supported by the government, but it also has advantages in terms of development factors, industry chain, user demand, and competitive strategies:	
                    The rapid development of 5G in China has benefited from the Chinese government’s policy support and financial subsidies. The Chinese government has formulated policies to encourage the development of 5G networks and 5G applications and has provided 5G players with subsidies for 5G patent research and development, accelerated construction, and reduced prices of 5G products.

                  
	
                    China’s 5G industry has a world-leading number of patents, a well-developed industry structure, influence in shaping technical standards, and a talent development strategy, all of which are important factors in promoting the development of 5G in China.

                  
	
                    China’s 5G industry chain is robust, with upstream, midstream, and downstream segments all developing rapidly.

                  
	
                    China has the necessary demand conditions for 5G development, with a large subscriber base and expanding B2B business and overseas markets.

                  
	
                    Chinese 5G operators have adopted different service strategies to address to business and to consumer business, developing differentiated value-added services to improve their competitiveness in the market.

                  





                Looking forward, China’s rapid development of 5G has laid a good foundation for the development of 6G in the future. The experiences China has gained in 5G development can be used as a reference for European countries. European countries can explore their own development models, tailored to their national conditions and characteristics. An analysis of the opportunities and challenges of 5G development in China may help to facilitate the development of 5G and 6G in Europe.

                A detailed description of the policymaking bodies and regulatory authorities in the PRC can be found in an article by Shihui Partners,14 a private Chinese law firm. Raymond Wang, the author of this article, describes the situation in detail: “Over recent years, China has continuously liberalized the access restrictions for TMT through various policies. At the same time, China is also strengthening its supervisory capabilities in the fields of network and data security. With the formal entry into force and gradual implementation of a series of laws and regulations, such as the Cybersecurity Law, Data Security Law and the Personal Information Protection Law, regulatory enforcement activities, particularly in the online space, have become increasingly prominent. Moreover, it can be assumed that cybersecurity and data protection compliance issues (e.g., those relating to listed companies) will become an increasing concern for regulators”.

                Meanwhile, various incentive measures and preferential policies have been designed to ensure the protection and conditions for the expansion of fair competition and the development of a healthy market. The TMT regulation in China divides all telecommunications into two categories:	
                    Basic telecommunications services (BTS) and

                  
	
                    Value-added telecommunications services (VATS).

                  





                BTS essentially refer to the provision of infrastructure facilities and basic voice and data transmissions, both domestically and internationally, while VATS refer to the provision of specialized services via the basic infrastructure facilities. China adopts a strict licensing system for the telecoms industry, and telecoms operators are required to obtain a license to engage in either BTS or VATS. To fulfill its commitments to the World Trade Organization, China is gradually opening its telecoms industry to foreign investment. Among all the VATS, Internet content services and e-commerce have grown at a rapid pace in recent years. Following the prosperity of the Internet industry, online IP infringement, unfair competition, and anti-counterfeiting, antitrust, cybersecurity and data security risks, and personal information (PI) protection are issues that are starting to become of greater concern to telecoms operators.

              

              
                Taiwan

                Since its establishment on February 22, 2006, the National Communications Commission (NCC) has been the authority responsible for regulating telecommunications and broadcasting services in Taiwan. Originally, this authority belonged to both the Directorate General of Telecommunications and the Department of Broadcasting Affairs of the Government Information office; the merged mandate of the NCC is a milestone which is indicative of the advent of digital convergence.

                Under the present trend, the convergence of telecommunications, broadcasting, and information networks has become inevitable. As a result, a regulatory agency must govern the communications sector with a broader and more accurate strategic insight, as well as an open and more efficient administration. It also must coordinate the efforts of the executive and legislative branches, as well as those of the private sector to respond to the rapid development, the expectations of the public, and the transformation of society.

                The four policy goals of the NCC are: (1) promote the sound development of communications; (2) safeguard the rights of the people; (3) protect the interests of consumers; and (4) raise multicultural diversity. These four policy goals constitute the administrative principles of NCC. In addition, the four administrative beliefs of the NCC include independence, responsibility, balance, and maximum benefits for the public. The NCC carries out the four policy goals in accordance with its administrative beliefs. Together, they make up the administrative framework of NCC.

                The NCC is the first legitimate regulatory agency in Taiwan independent from an executive branch. The NCC analyzes the development of digital convergence to formulate a direction for communications regulatory reform in accordance with the basic supervisory principles of the Fundamental Communications Act as well as national policies and objectives. The NCC aims to regulate the communications sector from an objective, neutral, and professional standpoint, to ensure effective competition in the market, safeguard public interest, promote the development of communications services, and thereby enhance the nation’s competitiveness. More details about telecom regulation in Taiwan can be found online.15


              

              
                Singapore

                The Infocomm Media Development Authority (IMDA) is in charge for telecom regulation in Singapore. As the name suggests, it is a convergent telecommunications and media regulator with the following self-description: “IMDA develops and regulates the converging infocomm and media sectors in a holistic way, creating a dynamic and exciting sector filled with opportunities for growth, through an emphasis on talent, research, innovation, and enterprise. As a statutory board in the Singapore government, it seeks to deepen regulatory capabilities for a converged infocomm media sector, safeguarding the interests of consumers and fostering pro-enterprise regulations. With more pervasive use of data, IMDA will also continue to promote and regulate data protection in Singapore through the Personal Data Protection Commission, which will be part of the IMDA. This will ensure that public confidence in the private sector’s use of personal data is safeguarded”.

                In parallel to the United Kingdom, Singapore also has extensive activities and experience with regulatory sandboxing. The IMDA operates a program called Policy Prototyping with the goal of promoting the responsible use of data and supporting data-driven innovation by businesses, as well as building consumer confidence. To this end, IMDA works closely with and supports industry through policy prototyping and data regulatory sandboxing. Similarly, cross-sectoral activities are operated by the Monetary Authority of Singapore (MAS), the Energy Market Authority (EMA), and the National Environmental Agency Regulatory Sandbox.

                Against this backdrop, it is not surprising that Singapore is one of the world’s fifth generation (G5) leaders in terms of regulation, according to the International Telecommunication Union (ITU) rankings. The ITU describes the country as a digital pioneer with a mature ICT framework. Singapore has succeeded in transforming the country’s industry and government institutions to leverage technology for the benefit of digitalization, and has done so through cross-sector, collaborative regulation. Specifically, in collaboration, Singapore leads the ITU G5 benchmark (Table 9.1), along with countries such as Norway and the United Kingdom (ITU, 2020).

              

            

          

          
            Anticipatory Regulation and Beyond

            In this sub-chapter, we present a proposal for a radically renewed regulatory approach in a 6G ecosystem. This sub-chapter is structured in the following way:	
                An advocacy for a wide-ranging digital policy authority for a 6G ecosystem.

              
	
                It is time to act now—the ‘Burning Platform’.

              
	
                Regulatory governance, institutional reform, and a new mandate for regulators.

              
	
                A step-by-step approach.

              
	
                Conclusion and areas for future research.

              



Table 9.1
                  5th Generation Regulation (G5) countries by score, rank, and the ICT regulatory tracker

                

	
                      G5 Benchmark 2019

                    	
                      ICT Regulatory tracker

                    
	
                      Country

                    	
                      Score

                    	
                      Rank

                    	
                      Tracker rank

                    	
                      Gen

                    
	
                      1. Norway

                    	
                      39

                    	
                      1

                    	
                      3

                    	
                      G4

                    
	
                      2. Singapore

                    	
                      39

                    	
                      1

                    	
                      26

                    	
                      G4

                    
	
                      3. Japan

                    	
                      37

                    	
                      2

                    	
                      106

                    	
                      G3

                    
	
                      4. Estonia

                    	
                      37

                    	
                      2

                    	
                      47

                    	
                      G4

                    
	
                      5. United Kingdom

                    	
                      37

                    	
                      2

                    	
                      4

                    	
                      G4

                    
	
                      6. Canada

                    	
                      37

                    	
                      2

                    	
                      58

                    	
                      G4

                    
	
                      7. Kenya

                    	
                      37

                    	
                      2

                    	
                      45

                    	
                      G4

                    
	
                      8. Croatia

                    	
                      36

                    	
                      3

                    	
                      11

                    	
                      G4

                    
	
                      9. Romania

                    	
                      36

                    	
                      3

                    	
                      23

                    	
                      G4

                    
	
                      10. Spain

                    	
                      36

                    	
                      3

                    	
                      52

                    	
                      G4

                    
	
                      11. Germany

                    	
                      36

                    	
                      3

                    	
                      16

                    	
                      G4

                    
	
                      12. Albania

                    	
                      35

                    	
                      4

                    	
                      69

                    	
                      G4

                    
	
                      13. Brazil

                    	
                      35

                    	
                      4

                    	
                      36

                    	
                      G4

                    
	
                      14. Netherlands

                    	
                      35

                    	
                      4

                    	
                      19

                    	
                      G4

                    
	
                      15. Sweden

                    	
                      35

                    	
                      4

                    	
                      33

                    	
                      G3

                    
	
                      16. Morocco

                    	
                      35

                    	
                      4

                    	
                      36

                    	
                      G4

                    


                Source ITU16


              



            Against the backdrop of the strong role of large digital platforms in the provision of interpersonal communications services, it is no exaggeration to say that traditional telecommunications companies will increasingly lose, or have already lost, their original key and universal role in the electronic communications market. Interpersonal communication has already become the GAFA’s (Google, Apple, Facebook, Amazon) home-turf, and these companies are also capturing a growing chunk of the B2B services. Whether one likes this result or not, the fact remains that most telecommunications companies in Europe have so far not—or only incompletely—succeeded in establishing additional services beyond the provision of connectivity successfully on the market on a sustained basis under the current conditions (especially under the pressure of OTTs—over-the-top players—and regulation). In addition, many telecom companies are not managed according to the principles of long-term infrastructure investment but are managed under the pressure of short-term financial results and capital market expectations.

            
              Focus on Connectivity

              Perhaps under these conditions, it would be worth considering as a telecommunications company to focus on creating ubiquitous connectivity with customized service levels. Surely that would not be a bad thing! However, there is not much time for this, because the OTTs themselves are striving to provide connectivity. The discussions about the introduction of openRAN on a large scale have, in particular, made it clear to all stakeholders that it is necessary to build up more technical capacities in the telecom companies in order to carry out the system integration of the components themselves, for example.

              Mobile telecommunications have become a layer in a towering stack of technologies and applications. Downwards this includes devices (IoT, wearable, etc.) of all sorts that are becoming smart and may run substantial data analytics themselves and have direct and private network connections to edge cloud. Upwards this includes dataspaces, cloud, content delivery, services for trust, and security and access management, and apps of all sorts for communication purposes.

              On the one hand, commercially, telecoms are squeezed between actors from the lower and the higher layers of the stack. OTTs are delivering communication services ‘on-top’ of the connectivity provided by traditional telecom companies, but the regulatory pressure is not evenly distributed between the players in the stack. From this perspective, 6G is an enriched connectivity and communications layer in an ever-richer technology stack. Telecoms may be seen as being controlled ever more by other players above or below telcos in the stack. On the other hand, telecoms seek to enhance value and bring these other layers closer to their core business. From this point of view, future telecoms regulation, or even a reduced regulatory environment, should serve to provide telecoms with that room to grow and compete. Innovation and industrial capabilities are the building blocks for the regulatory environment of a wider 6G ecosystem. From this perspective, the richness of 6G allows it to break out of the box. 6G would be a commercial gamechanger, perhaps even bringing a new paradigm for business models.

              While we can see these two economic-technical futures, we should not forget that telecoms and their regulatory legacy also come from a history of serving essential public interests for communication and connectivity. There is a path-dependency that we need to consider. Looking forward to 6G, it is the right time to again ask the fundamental questions: what is the role for regulation of 6G telecoms in view of economic, social, and democratic interests, and what type of regulation, if any should there be? Fig. 9.1 illustrates this situation, upwards directed arrows indicate in a qualitative manner of “growing importance/relevance”, and downwards vice versa.
                  [image: ]
                    A chart presents regulatory policies of cyber security, with technology and communication stacks. Technology stacks include apps, clouds, I o T systems, sensors, chips, and wearables. Communication stacks include spectrum availability, chips act, E E C C, D S A, and D M A, with E E C C not relevant.

                  

                  
                
Fig. 9.1
                    Regulatory trajectories from traditional to anticipatory regulation

                  


              We can start by analyzing what it will take to realize the future that today seems most challenging, namely: how to enable the second future and contain or avoid the risks of the first potential future. To do so, we draw up a timeline that shows business activities and threats/risks to these, and the role of regulation. From this we can then assess the role of regulation vs each of the interests and the moment of intervention. The latter makes anticipatory regulation ‘live’. To make a connection with the chapter that discusses sovereignty in this book, one way would be to look at anticipatory regulation from the perspective of strategic autonomy, digital sovereignty, and competitiveness as we want it to be.

            

            
              Technological Development and Regulation

              Against the backdrop of the rapid technological developments driven by Moore’s Law, in our view it is not a matter of ‘more of the same’ but of a radical institutional renewal of regulatory work. In the following sub-section, we will show how this is intended to ensure that the challenges of digitization and a forward-looking ICT policy can be dealt with effectively. The traditional approach taken by representatives from the regulatory orthodoxy (most policymakers and many regulators) is characterized by a policy that is often isolated and disconnected from markets and innovation. It is characterized by an intrinsic up and down of the number of relevant markets and the hovering between more ex-ante and ex-post regulation.

              In the following sub-sections, we attempt to answer the question of how to get policymakers out of the box. Ultimately, a combination of strong leadership at the top and experts with broad multidisciplinary backgrounds seems to be a possible recipe for success.

              Europe lacks a smart combination of regulation and industry/innovation policy (Serentschy, 2021) as a ‘third way’ between the poles of more or less ex-ante regulation and ex-post regulation. This approach would also take the geopolitical focus into account, as argued in the sovereignty-related chapter of this book. How such a combination of regulation with industrial and innovation policy can be organized and managed will be described in the following sub-sections. Europe as a regulatory superpower, combined with the Brussels Effect, behaves like a referee, but the referee does not make the game! We need to get much more on the playing field in Europe! Europe’s digital policy approach is too focused on regulation. The idea of gaining industrial competitiveness and innovation power by regulating others is like stopping halfway. To make our position clear: We are not advocating for a blanket reduction or abolition of traditional telecom regulation, which is being cut back all the time anyway. In our view, what is crucial is how a smart combination of regulation with innovation and industrial policy can be achieved and what the necessary political pre-conditions and institutional structures are for this to happen.

            

          

          
            A Call for a Wide-Ranging Digital Policy Authority

            Regulation in a broader sense must provide the policy, operational and competition framework for a particular sector. One of the challenges in a very fast-moving and innovation-driven market is how to ensure future-proof and targeted regulation in a rapidly changing environment, driven by dynamic technological advancements and market developments. The characteristics of these changes include, on the one hand, the declining relevance of traditional telecommunications services and, at the same time, the increasing narrowing of telecommunications companies’ business activities to the provision of connectivity, and, on the other hand, the growing importance of digital platforms for the delivery of communications services. Against this backdrop, the strategic question arises as to what future-proof and targeted regulation of the ICT sector will look like and what will be required to promote innovation and the industrial ecosystem in Europe. Another aspect which should be kept in mind in this context is that the specifics of 5G development should be considered for an effective 6G policy framework.

            The specifics of 5G development include, for example: (1) concentration of relevant intellectual property rights—IPRs (i.e., patents, etc.) with a few (corporate) players; (2) greatly varying efficiency in the use/exploitation of IPRs by those very players (e.g., Huawei has wide-ranging IPRs, but can only use them to a limited extent due to US restrictions); and (3) the increasing complexity of standardization. In some areas, smaller specialized players are driving the development, initially working proprietarily in mobile private networks (MPNs). In the area of individual components, such as core networks, there are many providers, each of which focuses on only one or a few topics or components. These players try to bring their innovative approaches into the standardization processes to broaden their business perspectives and market. At the same time, (4) a fragmentation of the technological development can be observed in technologies such as LoRaWAN (Long Range Wide Area Networks), which may weaken standardization ambitions.

            This is a call to action for all relevant ICT policy bodies (ministries, regulators, general competition authorities, R&D, and innovation institutions, etc.) to develop an effective policy and institutional framework to improve the conditions for promoting the ICT sector. Clearly, the introduction of policy, regulatory, and institutional innovations also require challenging and time-consuming debates with the political and regulatory orthodoxy about the need for change. A promising approach to a forward-looking debate might be to paint a burning platform scenario.

            
              The ‘Burning Platform’

              Providing key stakeholders with a compelling vision of the future is a typical approach to inspiring change and conveying a message that the future painted on paper will be better than the current state. The problem with this approach is that a grand vision is not always enough to get everyone mobilized and moving in the same direction. Another approach to motivating people to change is to create a ‘burning platform’ scenario. The concept of a burning platform comes from the analogy of standing on an oil platform at sea that is on fire—the urgency to save yourself is so great that you act and jump off. In business, a burning platform is a term used to describe the process of helping people to see the dire consequences of not changing. By sparking just enough concern about what happens if the status quo remains the same, people embrace change. The problem with this approach is that people usually do not know what lies on the other side of the change.

              Against the background of the changes described previously, the question arises as to whether the existing institutional set up is still fit for purpose, since regulatory work is often carried out detached from industrial and innovation policy. On the one hand, Europe has increasingly become a ‘world regulatory super-power’, with far-reaching regulations and stricter consumer protection designed and implemented, which have achieved international impact due to the Brussels Effect. But will this not be enough for Europe to successfully defend its prosperity and foster its innovative and industrial strength forever, as pointed out by Cedric. O, the former French Secretary of State for Digital Transformation and Electronic Communications. In response to this dilemma, the EC is just rolling out a tsunami of legislative acts and we have not only GDPR, but by now also the DMA, DSA, Chips Act, Data Act, Artificial Intelligence Act, eID, etc. However, there is a growing awareness that an overabundance of regulations will not guarantee better outcomes in terms of innovation strengths and competitiveness. Against this backdrop, it is clear why we need new policies aimed at fostering competitiveness, strategic autonomy, and digital sovereignty for Europe. An additional highly topical aspect for the efforts for strategic autonomy which should not be forgotten at this point is the further geopolitical threat scenario for Europe, which extends the strategic need for action in the direction of raw materials, energy supply, securing global supply chains, etc. For more details, see Timmers (2022).

              
                Digital Dependency

                A recent research report by Mayer and Lu, (2022), funded by the Konrad Adenauer Foundation concluded, that Europe has not fully recognized its digital dependency yet. The results of measuring digital dependence suggest a sober reassessment of the status of ‘digital autonomy’. The Digital Dependency Index DDI has implications for various actors involved in digital policymaking at the national and EU level. The key message is that the degree of digital dependence of EU members is far greater, more pervasive, and multifaceted than often assumed:	
                    European countries are falling behind in every dimension compared to China, South Korea, and the US. In the last decade, Europe’s digital autonomy has eroded as digital interactions have become more asymmetric with China (ICT trade dependence), with the US (infrastructure and platform dependence), and the East Asian region (IP dependence).

                  
	
                    European governments need to rethink their entire approach to digital technologies. If the goal of improving technological autonomy is taken seriously, a consistent implementation of strategic autonomy goals in political, temporal, and financial terms as well as with a strategic vision would be required. This consistency is missed by the authors.

                  
	
                    European companies and governments should put a stronger emphasis on reducing their growing dependency on foreign IPs in the ICT field.

                  
	
                    Germany [and other European countries] should draw lessons from other technological middle powers, especially from South Korea and Japan.

                  





                These findings among others clearly show that the current regulatory governance and institutional set up is not sufficiently supportive for achieving digital sovereignty and strategic autonomy. Considering the amazing supremacy of the US in the field of innovation, these facts should generate a sense for urgency.

              

            

            
              Institutional Reform and a New Mandate

              The question of whether telecommunications regulation could not be institutionally combined with other policy areas to exploit substantive or financial synergies has repeatedly arisen in connection with public governance issues. In the past, there have been various approaches to this, such as the multisector regulator (the German Federal Network Agency BNetzA is a prominent example), or the widely used combination of telecom regulation with (electronic) media regulation. Experience shows that these approaches are outdated and only functional to a limited extent, since there is obviously no common denominator between these sectors due to different regulatory objectives, political accountability and, moreover, the expected synergy gains could not be realized.

              The conclusion from the analysis is that telecoms regulatory authorities in the EU have become ever less relevant as EU telecoms are increasingly bypassed and left behind by large digital platform and cloud providers, and China’s techno-state policy. To make matters worse, regulatory authorities have focused only on market conditions rather than the wider interests of competitiveness and digital sovereignty.

              The reasons for the failure are threefold: (1) not being mandated to address the wider interests; (2) not being mandated to use a wider toolbox than traditional telecoms regulatory policy; and (3) a degree of blindness to large changes which has been made worse by institutional fossilization. Telecoms regulatory authorities need to break out of their sectoral silo. Fortunately, many are willing to do so and 6G offers an opportunity. The implication is that a smart combination of regulation, innovation policy, and industry policy is needed to promote regulatory innovation such as anticipatory regulation or sandboxing and agile policymaking in the telecommunications and digital ecosystem (see also in one of our earlier articles17). In a different context of collaborative ecosystems and cloud applications, Berk and Saxenian (2022, p. 64) claim that “Our research suggests that competition policy, innovation policy, and industrial policy should be seen as complementary, particularly for supporting today’s collaborative ecosystems”.

              Smartness refers to an agile form of organization in which project teams come together to find an adequate solution, depending on the complexity of the problem and whether the path to the solution is known. The opposite of smart would be a static, traditional form of organization dealing with the different aspects of ICT policy in vertical silos such as infrastructure, services, applications, etc. The key point here is that the fast pace of technological development requires agile action and the teams of experts working on these issues are moving between the middle complex to chaotic, and therefore need to be organized and managed accordingly.

            

            
              Step-by-Step Toward a Wide-Ranging Digital Authority

              To make Europe’s digital policies more impactful, we are advocating for a step-by-step introduction of a wide-ranging digital policy authority for a 6G ecosystem and recommend going a step further and expanding telecommunications regulation in combination with innovation and industrial policy as a first step at the national level in the direction of a far-reaching digital policy authority. The term ‘authority’ is deliberately kept ambiguous in this context: on the one hand, as an authoritative body, i.e., a group of experts, and on the other hand, a unit that makes decisions, a regulator. This ambiguity was chosen to outline a possible development path from a ‘light’ scenario with a group of experts advising the decision-making bodies to a potentially full scenario at a later stage with more powers, including decision-making powers.

              There is a wealth of literature and relevant experience on various governance models for successful ICT policy implementation (including the failed approaches with a ‘digital ministry’18), but not explicitly in the sense described here. Considering the efforts toward digital sovereignty and strategic autonomy for Europe, this combined entity—covering telecom, standardization, digital platforms, innovation, and industrial policy aspects—could provide expert, non-partisan advice at the political level, support the market players in implementing laws and intervene in cases of abuse, help protect consumer interests, and make an important contribution to a successful ICT policy.

              There are the first promising approaches to an integrative regulatory approach in Europe. The Danish government made a conscious decision a long time ago to bundle the digital agendas in the Ministry of Finance and not to go down the route of a Digital Ministry, which Sweden once introduced and then discarded. The Ministry of Finance is generally the only one that can exercise a lateral control function with its allocation policy for financial resources. A benchmark was set in the UK, when the Competition and Markets Authority (CMA), the Information Commissioner’s Office (ICO), and the Office of Communications (Ofcom) formed the Digital Regulation Cooperation Forum (DRCF) in July 2020. Building on the strong working relationships between these organizations, the forum was established to ensure a greater level of cooperation, given the unique challenges posed by regulation of online platforms.

              It is important to keep in mind that such a fundamental conceptual and institutional change cannot be achieved simply by flipping a switch. If the burning platform scenario creates enough urgency to convince key stakeholders of the need for reform, a development path must be established in two dimensions. In terms of the competence scope, at the national level, for example, one could start with a ‘light’ scenario where a public think tank composed of existing entities in the fields of telecom regulation, innovation and research, and industrial policy, etc., advises the decision-making bodies, to a potentially full scenario at a later stage with more powers, including decision-making powers (i.e., regulatory powers).

              In the national vs. supra-national dimension, one could gradually develop the institution from the national toward the European level. In this context, BEREC would also need to be further developed, e.g., by having a subgroup dealing specifically with transnational and European issues. In the longer term, under a fully digital single market scenario, the establishment of a European regulatory and digital agency appears to be without alternative. However, there is still a considerable way to go.

              Intuitively, one might think that ‘digital’ is a global issue and therefore requires a global or supra-national body to deal with all aspects of digitization. In this sense, responsibility for this matter could be attached to a UN organization, possibly the ITU. For practical reasons, this option is left aside here. At the European Union level, the European Commission can be seen as a European digital authority. To be as specific as possible and to start with, the focus is here on the national level. This also has the side effect that important players in this field, such as the United Kingdom or Switzerland, who are not members of the EU are conceptually included in these considerations. As a first step, the concept of a far-reaching digital policy authority is understood at the national level as described here, but without focusing on a specific country. Further steps toward a European instance need to be developed.

            

            
              Summary and Areas for Future Research

              One of the aims of our proposal for a regulatory system in the 6G ecosystem is to help Europe become more competitive, innovate, and invest in a globalized world. However, this goal can only be achieved inadequately, or at least not efficiently, under the current conditions. Regulators largely operate in a silo, widely detached from innovation policy and industrial policy and they are lacking the mandate and the tools to act in a wider area with adjacent public entities in the research, innovation, and industrial policy fields. Our proposal aims to create a framework so that regulation, industry, and innovation policy can work together to effectively support the above goal.

              The concrete operational implementation of such a new framework requires, on the one hand, an even better design of the theoretical underpinning and, on the other hand, an adapted translation into policy practice. This may vary from country to country, but in any case, requires a synchronized approach at the supra-national level (especially the EU) and the national levels.
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            Change takes courage.

            (Alexandria Ocasio-Cortez)

          



          
            Strategic Autonomy and Sovereignty

            Sovereignty is a concept that is much debated among political scientists, without arriving at a single or clear definition. The origins lie in the establishment of the system of European states in 1648 in the Treaty of Westfalen, which sought to bring peace and stability after 30 years of war on the European continent. Key elements include ‘the sovereign’ embodied in the state responsible to ensure security (the Leviathan of political philosopher Hobbes), non-interference between states, and recognition of borders. At the time it seemed that unavoidably this would imply an ‘anarchy of states’ as well as arms races between states. However, thinking has much evolved, and a rich governance of the international system of states has emerged through multilateralism, which includes a concrete manifestation such as international standardization.

            Loosely speaking, sovereignty is about territory and borders, people, ‘our’ values, and resources that ‘belong to us’. Sovereignty requires internal legitimacy of the authority toward the people. Sovereignty also requires external legitimacy, that is, recognition by other states (Biersteker, 2012; Timmers, 2022a). It may well be that an agreement on what state sovereignty is, cannot be achieved, because it is an ‘essentially contested concept’ (Gallie, 1956).

            Likewise, strategic autonomy is not uniquely defined, but has been far less discussed by academia until recently. The term has one origin in India, after World War II. Its meaning was to be able to exercise India’s wish to remain independent from Beijing, Moscow, and Washington. Another origin is, also after World War II, in French military doctrine, where its meaning concerns having the capabilities and capacities necessary in order to exercise French power wherever necessary in the world (‘frappe de force’ with nuclear capability and aircraft carrier, etc., [Wikipedia, 2022]). In recent years, the thinking has evolved under the influence of geopolitics, pervasive and disruptive digital developments such as the rise of dominant platform companies, and global challenges from cybercrime to pandemic and climate. France itself formulated a wider non-military industrial scope for strategic autonomy, which was further widened in 2017 at the EU level as a concern about autonomy in economy, society, and democracy (European Commission & European External Action Service, 2017). Subsequently, a plethora of interpretations were put forward. Now that the dust has settled, it is clear that what these have in common is that strategic autonomy is about the capacities, capabilities, and control—or three Cs—necessary to safeguard sovereignty. That is, strategic autonomy is the means, and sovereignty is the end (Timmers, 2022b). Capabilities are what one knows to do. Capacities are how much one can do. Digital sovereignty is by most authors interpreted as digital strategic autonomy, i.e., strategic autonomy in the digital domain. Strictly speaking, it is therefore a misnomer but the use of the terminology of digital sovereignty, technological sovereignty, and others such as health sovereignty, have become widespread.

            In the military domain, the use of the term strategic autonomy is still probably the clearest, namely the capabilities, capacities, and control in the military domain to defend national security and sovereignty more or less as circumscribed above (as is as such also written in ‘task description’ of ministries of defense, see e.g., Ministère des Armées | Ministère des Armées [2022] and Ministry of Defense, UK [2022]).

            As in subsequent sections, let’s make the link to 6G. Where people talk about digital strategic autonomy and make this more specific to certain technologies such as semiconductor strategic autonomy, should we also talk of 6G strategic autonomy or 6G sovereignty? Does it make logical, political sense, economic and social sense? We will further address these questions below but for now suffice to say: be prepared for these terms to be touted, whether sensible or not!

            
              Pathways to Strategic Autonomy

              National or regional security is central to sovereignty, as is the power to decide and act upon one’s own future in terms of economy, society, and democracy. One pathway to strategic autonomy could be self-sufficiency or autarky of the necessary capabilities and capacities. This route is perhaps possibly for the largest countries, the USA, and China, but not for the EU or individual smaller states. It would simply be too costly and essential resources are lacking such as—in the domain of telecommunications—materials for electronic components. The more realistic pathways then are:	A.

                    Strategic partnerships of like-minded actors, i.e., states and industry that sufficiently trust each other and share values that respect and reinforce the sovereignty of each of the states in the partnership. Even these strategic partnerships of the like-minded may not be self-sufficient and could be threatened by third states. They will likely have to live with strategic interdependency of non-like-minded parties and establish a reasonably stable strategic equilibrium. What this means in (6G) telecoms will be illustrated shortly.

                  
 

	B.

                    Promote and support global commons, i.e., raise the challenge of three Cs to the global level to seek collaboration under forms of governance that maintain the global common good and deter free riders (Ostrom, 2015). In the field of technology, we know this from Internet domain name management in ICANN and Internet protocol management in IETF. An interesting example because of its well-evolved governance is the SWIFT system of private and central banks for international electronic transactions, though that has its own peculiarities and deficiencies (Cowhey & Aronson, 2017).

                  
 

	C.

                    Handle strategic autonomy based on risk management, including state-of-the-art risk assessment, and possibly based on regulation. This is how countries over many years have dealt with technologies that are critical for sovereignty, telecommunications included. In the EU, risk management is the nature of key digital legislation such as the Electronic Communications Act, the General Data Protection Regulation, and even the first version of the Network and Information Security Directive.

                  
 






              A state or alliance of states may pursue strategic autonomy through a combination of these pathways, dividing up the area of concern—say telecommunications—into subareas. For instance, hardware encryption intended for state secrets might only be dealt with by self-sufficiency, while core network management involves a strategic partnership with trusted partners, and global interoperability may be handled as a global common good, and the less critical and more local remainder through risk management.

              The choices are highly political and taken under the pressure of forces that threaten sovereignty, i.e., geopolitical tensions, digital dominance by companies under third-country control, and serious digital disruption such as cyber-attacks and theft of critical intellectual property. Given these three options, let’s consider what future 6G strategic autonomy may be based on according to past and current approaches to telecoms in 3G, 4G, and to some extent 5G and consider the EU, the USA, and China.1


              
                The European Union

                In the EU, telecommunications privatization and liberalization since the 1970s and the general basis in EU telecoms policy since the 2000s of open liberal market economy thinking has led to a retreating role of the state, national interests, and security. Increasing consumer benefits have been delivered through economic legislation based on free trade in the EU internal market, but strategic autonomy has not been on the agenda, and neither has there been a strong role for national security. Past EU telecoms policy, as is still en vigueur, has been largely strategic autonomy-agnostic, except for telecoms security, which has been risk management-based (see above). Open-to-the-world thinking has also been dominant in the approach to EU and international standardization which, moreover, has been essentially fully left to industry without much government involvement—which is a cause of the 5G security problem, see below, and (Timmers, 2020)—and in the EU’s large R&D program in which, for instance, Chinese companies were also present.2 The latter, by the way, did not come with corresponding opening-up of Chinese R&D programs. Again, all this lines up to confirm that at best strategic autonomy had been a risk management approach and even then, with weak risk management, This, however, changed from 2017 onwards, due to the 5G security debate triggered by concerns from the USA. Gradually, awareness grew of national security risks which also drew attention to the ever-growing market share of Huawei and ZTE and the related risk of marginalization of the European telecoms industry, notably Ericsson and Nokia. 5G security was raised to the top level and EU countries collaborated with the support of the European Commission on a 5G Security ‘Toolbox’ to assess technical and political risks of foreign vendors. What is quite remarkable is that, where the core of 5G security are national security concerns and where national security is explicitly excluded from the mandate of the EU (Art 41 of the Treaty on the Functioning of the European Union), countries decided to collaborate precisely at the European level on this core issue! Moreover, though it took much more time, until 2021, EU policymakers realized the weakness of presence in international standardization, notably in telecoms. A strongly worded revision of EU standardization policy was then issued, which notably singled out the EU contribution to telecoms standardization to be brought under strategic autonomy control. Shortly afterwards, the EU and the USA in the TTC (Trans-Atlantic Trade and Technology Council) agreed to team up more closely in international standardization including in the ITU. We see the emergence of a strategic partnership approach. However, despite the push to move Chinese vendors out of EU telecoms infrastructure, by 2022 these still have a very substantial presence according to (Strand Consult, 2022).

              

              
                The USA

                In the USA telecoms restructuring of AT&T in 1984, dominant open market thinking, the appeal of opening-up to the emerging market of China and vice versa keeping the USA market open, combined with little government interest, led to the significant presence of Chinese equipment suppliers in the American market. Moreover, R&D telecoms expertise such as in Bell Labs and Lucent became acquired by foreign companies (in this case, European ones such as Alcatel, and later Siemens, and then Nokia). Telecom operators in the USA were a mix of USA-originated companies, T-Mobile from Germany, and on a smaller scale, Chinese operators. All in all, strategic autonomy was not on the agenda, neither from the cybersecurity perspective, nor from the economic security perspective.

                With the rise of cybercrime, the general vulnerability of American telecoms to state-sponsored cyber-espionage, ransomware, and other forms of cyber-attack from Russia, Iran, North Korea, and China, and notably with the rise of China as economic and military power, 5G and 4G have become top concerns for national security (in the USA the term national security now includes national competitiveness). The USA has clearly earmarked the further development of 5G and especially 6G as a matter of strategic autonomy, which at best, can be pursued in a strategic partnership and for which some politicians have even advocated for autarky. Further, ideas have been tabled on next-generation telecoms as open source, a take-over of European companies, and more recently in the TTC, teaming up with Europe, and a strong domestic Next G initiative (ATIS, 2022).

                The political rhetoric on the 6G shows the strategic intent but a sense of realism is also present. Namely given the erosion of the industrial and research capability and capacity in the USA (an exception being the strong position in advanced semiconductor design for telecommunications) effectively 6G industrial initiatives are assumed to be open to at least a European presence. As is the EU, the USA is starting to pursue a strategic partnership approach. Make no mistake, however, to assume that strategic teaming-up means identical strategic intent. In international relations, there is fundamentally never an identity of sovereignty between countries. When push comes to shove, such as in a semiconductor supply crisis, despite partnership the US government will prioritize US industry. The EU is matching this in a much weaker form only, however, in the much softer formulated EU Chips Act.

              

              
                China

                In China, since the early 2000s, an explicit policy has been pursued to capture (mobile) telecoms as a strategic industry. China has managed to create space for its own 4G development and with significant state subsidies and impressive entrepreneurship and technical skills, companies such as Huawei and ZTE and China Mobile rapidly grew from minnows to world players. By 2015, these players jointly actually managed to capture the largest share of the world market including the European market and a significant part of the USA and Canadian and Indian markets. In the domestic market, they were overly dominant as access for European and other players remained difficult and relatively small. The EU and the USA for a long time underestimated the rise of these Chinese suppliers, firstly, not realizing what this did to erode their national competitiveness, and secondly, not seeing the influence of the Chinese state eroding their national security. In hindsight, China clearly and consistently pursued and continues to pursue—successfully—an autarky approach to strategic autonomy. China is explicit about its intention for dominance in 6G (China State Council, 2015) though the quest for autarky may for years be hampered by foreign dependencies (Rühlig, 2023).

              

              
                Relatedness of Policies

                Strongly related to telecommunications policy are cybersecurity, cloud, data/AI, IoT, and semiconductor policies. In most of these areas, in the EU at least, the approach to strategic autonomy has been based on risk management, which as mentioned above, is rather soft in terms of guarantees for sovereignty. Gradually, however, harder strategic autonomy elements have been appearing in at least some of these policies. For instance, in the ICT supply chain requirements for cybersecurity are being stepped up in the EU Cyber Resilience Act. These requirements are inspired by the EU 5G Security Recommendation and will imply stronger and independent controls on vendors, including those of IoT and other connected devices. Ensuring cybersecurity is thereby less left to third-country control. In addition, high-security cloud requirements are being developed by ENISA, the EU’s cybersecurity agency which may include a greater degree of cloud (and thereby data) localization and staff security scrutiny. However, the final form of these requirements was not yet clear at the time of writing.

              

            

          

          
            International Relations and Technology

            Before addressing how the interplay of geopolitics and 6G technology may result in four different futures, we briefly digress and discuss how international relations scholars view technology.

            In international relations thinking—grossly simplified—the main schools are the realists, liberalists, and contingency-thinkers. Realists consider that the international system of states is basically an anarchy of states. This does not mean that there is chaos but rather that there is no overarching authority. Moreover, states are captured in a ‘security dilemma’, ever mistrustful of the intentions of foreign states, having to rely on self-help, and likely pre-emptively having to arm themselves. This line also fits in with global or regional hegemonic thinking (Mearsheimer, 1994; Waltz, 2010).

            Liberalists consider that there is more to world order than states alone. International organizations and other actors (e.g., private sector, NGOs, or as relevant here, the global tech community) also play a role in international relations. Collaboration between states is possibly and in fact, quite likely out of ‘self-interest rightly understood’ (de Tocqueville, 1864). Contingency thinking considers that international relations between states ‘depend’ on history, the identity of states as historically formed and in relation to the ‘socialization’ between states, as developed over years and in all forms of international relations (cf. the establishment of international institutions/governance post-1945 which was strongly influenced by the traumas of the two World Wars).

            The evolution of international relations in relation to technological trends has been occasionally investigated, but generally technology has for a long time and for most international relations scholars been seen as an exogenous factor and mainly as a factor of warfare. The exception is the thinking about the Internet—famous is the Declaration of the Independence of Cyberspace that states ‘Governments of the Industrial World […] You have no sovereignty where we gather’ (Barlow, 1996).

            Recently, however, an emerging paradigm, which is still ill-defined, is ‘techno-politics’. This has grown out of Science and Technology Studies and takes seriously a two-way interplay of technology and (international) politics (Eriksson & Newlove-Eriksson, 2021). Examples of such techno-politics are where cyber-weapons are used nowadays by maleficent or rogue states to destabilize the established international system of states, creating a ‘sovereignty gap’ (Kello, 2017); or where a techno-state exercises a degree of surveillance with digital technologies such as mobile phones and smart cameras that could be considered by other countries as an infringement of human rights and even get raised to the level of the UN as a crime against humanity; or where control of electronic ID technology by the private sector straddles into the realm of the sovereign functions of the state (Timmers, 2022a).

          

          
            Geopolitics Versus Technology, 2035 in Four Scenarios for 6G

            It is against the backdrop of sovereignty-threatening forces that we can map the interplay of sovereignty and technology and consider a number of futures or scenarios. While in the following section we approach these futures for digital technologies in general, the reader may keep in mind what this may mean for 6G. The mapping onto 6G futures will then be dealt with in the later sections. Before moving into the detailed scenarios, let’s first present a policy narrative on the future of 6G in a geopoliticized world.

            
              A Policy Narrative on Geopolitics Versus 6G in 2035

              What will the future of 6G look like when threats to sovereignty and strategic autonomy are on the rise? We can imagine geopolitics in the future to range from an ‘anarchy of states’, in which sovereign states never can trust each other, and in which they resort to self-help, and may even be at war; to global collaboration that respects the sovereignty of individual states. Future 6G technology can range from fragmented with closed solutions to fully interoperable and open. See Fig. 10.1.
                  [image: ]
                    A chart presents the future of 6 G. The four scenarios of 6 G are defined. It can range from anarchy of states to one world. From fragmented and closed to global and open.

                  

                  
                
Fig. 10.1
                    Geopolitics versus technology

                  


              The actors steering 6G’s future are states, digital giants, 6G suppliers, 6G user companies, the technology community, the academic world, and civil society. Last but not least, there is also a vast army of cyber-criminals. That geopolitics is a major driver for the future of 6G is evident. Many argue that states have a natural tendency to not trust each other. Others are always a threat to survival.

              The promise of 6G technology is another major driver. 6G is a huge opportunity and solution for many global problems provided it is integrating, pervasively available, inclusive, and open. Many argue that this is the natural direction for 6G to develop. However, counteracting forces are at work such as global threats of climate change and cybercrime and these can motivate states to collaborate. On the other hand, there is the quest for dominance of large tech companies, who drive 6G toward proprietary oligopolistic configurations. States and large companies may be fighting to control technology, but they can also collude for world dominance.

              We can imagine four futures in the fight between geopolitics and technology (see Fig. 10.1, the scenarios are spelled out in detail in the next section):	
                  Scenario I: when states are on a knife’s edge, yet they support or force their companies to continue developing global standards and where not possible, they limit 6G.

                
	
                  Scenario II: when global standardization and global collaboration fail, the result is fragmented 6G in a fragmented world.

                
	
                  Scenario III: when states are willing to collaborate, but a few global and dominant companies slice up the 6G space, the result is a 6G of corporate islands.

                
	
                  Scenario IV: when states collaborate and global standardization functions, we could get a global, open 6G in a global, open world.

                





              Which one of the scenarios is most likely to win? Which one do we wish to win? Many will probably say that fragmentation, both geopolitically and technologically, is most likely (scenario II). Many will probably say that a global, open 6G in a global, open world is the most desirable (scenario IV). What if we want to avoid scenario II and maximize the chances of scenario IV? The key is to understand the forces at work and steer them in the right direction by developing our capabilities and capacities, and control ‘our’ 6G strategic autonomy.

              
                Current Stage?

                Let’s spell it out. Today, we are probably closest to scenario I. Tensions between states are on the rise and technology is becoming increasingly weaponized. To keep this trend in check, we need to renew cooperation on 6G standards in a balance of countries, companies, the tech community, and civil society. We need new security technology and/or architectures in 6G that safeguard the core of government information and still enable global connectivity and secure end-to-end information flows. Who can do this? The core is a coalition of like-minded countries, companies, and academics (from the USA, the EU, Korea, and Japan) but with openness to include India and, in selected areas where they see a common interest, China.

                We also see large corporates increasingly expanding from cloud and platforms into 5G and 6G, involved in a power grab on all the required technologies, from AI and crypto to cables and satellites, from the meta-verse to digital health, retail, and logistics. 6G risks becoming corporatized and fragmented into technology islands. To keep this trend in check, we need the global tech community to team up with innovative emerging disrupters and risk capital, supported by open-minded states to define open standards, make open tech available, and address global challenges with 6G.

              

              
                Next Steps to Avoid Scenario II and Maximize the Chances for Scenario IV?

                What can we do today to best move toward scenario IV, a global open 6G in a global open world? The action must be to strengthen and expand today’s collaborations of the willing that subscribe to the two-track agenda of open global collaboration and open 6G. What are such collaborations? In the global R&D community, open collaboration used to be supported by the EU Horizon 2020 R&D program, in both telecoms and information technology. This has helped to create a global community of specialists in future technologies and in standards-setting with corresponding forms of global governance. On the telecoms side, the main long-running collaboration platforms for these communities are 3GPP, GSMA, and ITU, while more recently platforms have been emerging around open RAN. These platforms have got and still get their input from large-scale R&D projects (a long tradition pre-6G and continued for 6G, such as in the University of Oulu-led 6G Flagship and many projects co-financed by the EU), private and public–private deployment pilots, and regional but fairly open standardization organizations (ETNO in the EU). On the IT side, the main long-running forms of global governance likewise are still with us from the early Internet times, notably IETF, W3C, IASB for technical architectures and specifications, with the ITU playing a growing role in IT standardization, and ICANN in the management of the Internet domain name system. A plethora of other global alliances exist in the world of AI, cloud, IoT, and even secure computing, which are all potentially relevant for the future of 6G.

                The default mindset in this broad community has been and still largely is to enable global open specifications for each generation of 3G, 4G, and 5G, as well as for 6G. Even if much intellectual property is protected by patents for commercial reasons, the assumption of a common global specification for 6G is still driving this ‘tech and business community’. One would say then that this broad technical and standards and business community is then the natural anchor for these collaborations of the willing who subscribe to the two-track agenda of open global collaboration and open 6G.

              

              
                Implications

                To assume the above will happen, however, would be naïve: these communities too are pulled into the maelstrom of geopoliticization. The growing concerns about sovereignty and strategic autonomy are also being felt in these forums. The suspicion of the hand of the state behind Chinese companies, which would steer their involvement in global standardization and international R&D collaboration has led to a pushback (Sheehan, 2021; Yan et al., 2019). Various studies document the growing influence of China in standardization, whether in 3GPP or in ITU (Baron & Kanevskaia Whitaker, 2021; Bruer & Brake, 2021). China indeed pursues a very active and comprehensive 5G and 6G leadership policy, as argued above. This is closely linked to its geopolitical ambitions (China State Council, 2015). The EU has become aware of the growing capture of its standardization efforts by foreign companies, and the state actors that are possibly hiding behind them and has come forward with a new approach to standardization that should better safeguard EU strategic autonomy (European Commission, 2022). The USA has been ramping up its involvement in global standardization and expressed willingness to team up with the EU (US & EU, 2022), while launching 6G R&D collaboration, the Next G Alliance, with a strong ‘American leadership’ ambition (ATIS, 2022). The EU’s Joint Undertaking on Smart Networks and Services states to ‘foster Europe’s technological sovereignty in 6G’ (European Commission, 2021). For national regulatory initiatives across the world, see (Serentschy et al., 2022) in this volume. The national and regional 5G/6G R&D and standardization initiatives are increasingly rivalrous. They are being complemented by trade and foreign investment restrictions that cast a dark shadow on the prospect for continued global collaboration. The realistic prospect at the time of writing is of increasing geopolitical tensions that are fueled by the Russian aggression against Ukraine and mainland China’s threats against Taiwan and by rising geopolitical rhetoric.

                The international academic, technology, standards and business community must go through a self-assessment on how to best handle geopolitics if it is to stay relevant as a platform toward open global 6G. We accept the premise that social construction and technological construction are related, viz. (Cohen, 2019; Lessig, 1999; Timmers, 2022a). Therefore, this should not only be a governance self-assessment but also a technological assessment, answering the question: which 6G technical architecture(s) will enable global collaboration that respects geopolitical concerns about strategic autonomy? In this respect, lessons can be learned from 5G security, that clearly did not live up to this expectation. The issue is that, while 5G was already being rolled out, concerns were raised, initially from the USA, that working with Chinese equipment suppliers such as Huawei would pose a national security risk, due to possible influence by the Chinese state such as on the early stage technology development or on the actual 5G operation. The EU subsequently agreed on a 5G Security Recommendation that would enable to do at least a cybersecurity risk assessment. This experience shows that such security concerns were raised only at a very late stage of 5G evolution, probably due to the lack of earlier involvement of governments. 6G should not fall into the same technical and governance traps that led to this 5G security problem (Timmers, 2020).

                A second collaboration that may contribute to open global 6G has been hinted at above. This is where policymakers of ‘like-minded’ countries (currently the USA, the EU, Japan, South Korea, and possibly India), despite potential differences of views such as on state surveillance (c.f., Voelsen, 2022), discuss aspects of 6G collaboration. Such discussions are happening largely in bilateral dialogues, sometimes with more concrete policy collaboration such as between the EU and the USA in the TTC. An international platform of these 6G policymakers does not exist, though. Provided these policymakers have a clear view on which parts of 6G are highly sensitive to sovereignty concerns, they can issue an open invitation to other countries to join efforts on those aspects of 6G that are not sensitive to sovereignty concerns. An example would be collaboration on pilots of global interest (e.g., global logistics, public health, climate change) provided 6G is properly technically architected. What does this mean? The 6G academic and technical community needs to urgently develop the characteristics of these parts of 6G. This would likely include compartmentalizing information which is of national security interest. Providing this assessment would be a very important contribution to the techno-politics as a recent and still-evolving perspective on international relations.

              

            

            
              Four Scenarios for 6G in Detail

              The 1648 Treaty of Westfalen established the system of sovereign states, which consists first of all of the idea that the international order is based upon states and secondly that each state is sovereign and has a sovereign. The latter at the time was a king or emperor but this has evolved via popular democracy into what we now see as the government of a state. So, Westfalen has evolved into the international system of sovereign states, in the West generally internally legitimized by popular democracy, and internationally externally legitimized by treaties, international law, and a plethora of international bodies, most prominently the UN, a rich mix of hard and soft power, and, importantly, having evolved way beyond the idea that the international system of sovereign states is an anarchy of states that in principle are always at war. However, in today’s world we do see a harking back to this proto-Westphalia model of sovereign states that principally cannot trust each other and have to rely upon self-help (Waltz, 2010). Here, when we say ‘Westfalen’ we mean the whole range of geopolitics (i.e., international relations) from Westfalen-1648 to a global world in which sovereignty is compatible with global collaboration.

              
                A Borderless World

                Digital technologies largely are constructed as if the world were without borders. From the perspective that social construction and technological construction are related, it is understandable that the until recently dominant paradigms (social constructs) of a global, open, liberal market economy, open research and innovation, academic freedom, and restrained states, have led to such technology. However, and importantly, there is rarely a technical reason that technology must be open, interoperable, uniform, and globally standardized. We can therefore also take technology here on a scale from fragmented to uniformed (on purpose written in this way, that is, formed to be non-fragmented).

                This leads to four scenarios as in Fig. 10.1, which, for the purpose of presentation, we label in a somewhat sloganized way as: state-controlled global but limited 6G; fragmentation into political blocs and 6G technology islands; 6G controlled by mega-corporations; globalization in economy and technology, that is, a full, open, and global 6G.

                One future may be that geopolitics leads to strong polarization between states (‘back to Westfalen’). Alternatively, global cooperation may win in the long run, perhaps under the pressure of the existential global challenges of climate change. In the world of technology, one future is that tech and service companies compete with largely proprietary monolithic solutions. It would be likely then that markets would be served by a few mega-corporations. Another technology future is one of global standards, interoperability, with many building blocks where companies compete through technological and service innovation and possibly disruptive new technologies.

              

              
                The Role of State Control

                Not all technology architectures will fit neatly with strong state control, e.g., non-permissioned distributed ledger solutions in telecoms. Conversely, not all state governance will allow for all technology architecture to develop unchecked. A global world that—hypothetically—would agree on strong fundamental rights including privacy, will wish to keep in check or perhaps even ban privacy-invasive network management architectures. Sovereignty, or more generally, the social constructs that we associate with states, are therefore also conditioned by the way technology is ‘constructed’, that is, put into technological architectures, specifications, and ultimately coded into hardware and software. Finally, this interplay is neither static nor completely known in advance. Anticipatory regulation is an approach to deal with both the dynamics and the innovation in this interplay (see Serentschy et al., 2022).

                In quadrant I, we find a globally open 6G where states are on a knife’s edge. Telecom companies have been ordered by their governments to ensure global interconnectivity. Military experts exercise oversight in standardization forums. No information flows can be trusted and there is constant suspicion that implementation is vulnerable to intrusion, backdoors, etc. This necessitates new technical solutions to ensure end-to-end security. Companies will compete globally with extensive backing from their home countries. They will not shy away from using any means to make foreign government buy their gear. The telecoms business may flourish but overheads will be large. 6G strategic autonomy will be a ‘militarized’ strategic autonomy.

              

              
                Fragmented 6G

                Fragmented 6G in a fragmented world (quadrant II) represents the failure of years of global telecoms and global collaboration in 4G and 5G. The telecom industry has limited markets and seeks value-added in diversification and application, stimulating thriving adjoint industries and entrepreneurship. There is rapid progress in technology within geopolitical blocs provided that these have sufficient scale. Where they do not have this, government subsidies must cover shortfalls. Governments will allow telecom oligopolies to have enough scale. Along the same lines, telecom companies are likely to be eaten by adjoint companies (e.g., cloud providers) to achieve economic scale and protect the state or coalition of states. 6G strategic autonomy means ‘fortress strategic autonomy’.

                In the third scenario (quadrant III) 6G technology is fragmented, yet there is global collaboration between countries. Mega-corporations have de facto taken over telecoms sovereignty from states and created their own technology islands, likely integrating much more than a traditional telecoms infrastructure (e.g., also satellite systems and cloud platforms and proprietary large-scale AI-as-a-service). Government policies have little effect on these mega-corporations or are absent due to their power and their integration into governmental processes. The ‘6G strategic autonomy is void’.

                A global, open, and full 6G in a globally open world (quadrant IV) is the continuation of the 4G global standards and assumes to counter the risk of security-induced fragmentation of 5G/6G. It requires a careful reflection on 6G architecture to combine openness and security. New security technologies, such as embedded quantum encryption and end-to-end system integrity control with blockchain safeguard the core communications of the state. This requires a new multilateral public–private organization for a balanced and trusted relationship between global 6G companies and governments worldwide, and an understanding that sovereignty battles are better fought elsewhere than in 6G. That is, hard power in other areas is balanced by soft power agreements in 6G, mediated by international diplomacy. Telecom companies will flourish but need to be extremely politically savvy. 6G strategic autonomy delivers a common good, namely ‘global 6G peace’.

              

            

          

          
            Discussion and Conclusions

            Let’s take scenario IV as the desired one, that is, a full and open and global 6G, with global availability and functionality that allows for innovation and inclusiveness. It may be a dream, but only the future will tell. What can be done—in the modest realm of those that are directly involved in 6G—to increase the chances of this scenario becoming a reality? ‘Modest’, because the likelihood that this scenario will materialize is influenced to a great extent by ‘big geopolitics’ on which the 6G community of policymakers, industry, and academics may have little influence.

            How do we arrive at recommendations on what to do? One way is to look at the other three non-desirable scenarios as destinations to avoid and consider the drivers that push the future in any of those. These are the negative recommendations. Another approach is to consider the drivers of specific positive qualities of the full 6G scenario that create a pull to move in that direction. These are the positive recommendations. To make this somewhat more concrete, for instance, we would want to avoid fragmentation and securitization (or worse, militarization) of 6G as that will block the road toward realizing a full, global, and open 6G. Openness would be a positive quality of full 6G, so we would want to promote that. This then leads to recommendations as in Table 10.1. The recommendations are labeled with ‘to avoid’ the bears on the road and with ‘to promote’ progressing in the desired direction.Table 10.1
                  Recommendation toward open, global, and full 6G

                

	 	
                      Issues

                    	
                      Recommendations

                    
	 	
                      Policymakers

                    	
                      Industry

                    	
                      Academia

                    	
                      Civil/tech communities

                    
	
                      To avoid

                    	
                      Fragmentation

                    	
                      Pro-active policy on open and full 6G and 6G global governance

                    	
                      Open technology development

                    	
                      Early research into fragmentation risks

                    	
                      Common interest and technological solutions

                    
	
                      Securitization

                    	
                      Improve engagement on national security interests

                    	
                      Sovereignty-by-design as a business model

                    	
                      Develop sovereignty-by-design approaches

                    	
                      Recognize legitimate concerns

                    
	
                      Lock-in

                    	
                      Anticipatory regulation

                    	
                      Value-added and innovation-driven business models

                    	
                      Early monitoring of emergence of lock-in

                    	
                      Early-on discuss, signal and prevent lock-in

                    
	
                      Private–public disconnect

                    	
                      Institutional capability and capacity for integrated policy

                    	
                      Re-design public involvement in standardization

                    	
                      Research multi-stakeholderism in geopolitical world

                    	
                      Defend global multi-stakeholder participation

                    
	
                      Democratic deficit

                    	
                      Bring 6G in the public debate

                    	
                      6G as theme of industry ESG-Da

                    	
                      Define democracy-related harm

                    	
                      Wide public communication

                    
	
                      To promote

                    	
                      Openness

                    	
                      6G open-source initiative

                    	
                      Free IP

                    	
                      Architect openness vs core of sovereignty

                    	
                      Accommodate widest range of views

                    
	
                      Global standards

                    	
                      Redefine govt. involvement in standards

                    	
                      Redefine govt. involvement in standards

                    	
                      Positive examples of open standards in use of AI and crypto in 6G

                    	
                      Propose and assess global tech standards

                    
	
                      Global usage

                    	
                      Multilateral and global fora on common good causes (health, logistics, climate etc.)

                    	
                      Run large-scale pilots in those global use cases

                    	
                      Assess importance and nexus of sovereignty concerns

                    	
                      Mobilize global membership

                    
	
                      ‘Smart’ policy

                    	
                      Combine open technology policy with inclusive international policy

                    	
                      Strengthen policy department and share strategic thinking on ESG

                    	
                      Build the case for ESG to include open, human-rights-respecting 6G

                    	
                      Engage from own agenda with industrial and sovereignty agendas

                    
	
                      Global commons

                    	
                      Diplomacy and common public interest cases

                    	
                      Common cause use cases

                    	
                      Research techno-politics

                    	
                      Common cause use; responsible technology-social construction

                    


                aResponsibility for ESG-D = Environmental, Social, Governance, and Democracy

              



            We now conclude with several practical and cross-cutting research recommendations toward full, open, and global 6G, for governments, industry, and academia.

            
              For Policymakers

              Above all, policymakers would have to promote open, global, and full 6G as a political vision, implying that policymakers mobilize their full, and extensive toolset for their 6G industrial policy. This would recognize that digital industrial policy is as much about geopolitics as about the industrial ecosystem and business economics, which is the modern view (Timmers, 2022c).

              Governments therefore need to also promote this vision at the global level such as in the UN Global Compact (https://​www.​unglobalcompact.​org/​), or minimally to do so multilaterally. A case in point is to build on the Declaration for the Future of the Internet (https://​digital-strategy.​ec.​europa.​eu/​en/​library/​declaration-future-internet) and international cooperation such as the EU’s Global Gateway (https://​ec.​europa.​eu/​info/​strategy/​priorities-2019-2024/​stronger-europe-world/​global-gateway_​en), such that other countries can join in when they recognize this vision as the better alternative to any other 6G future.

              The implication is to develop an integrated policy in at least two respects. Firstly, combining traditional 6G policy (R&D and deployment incentives, market regulation) with international/foreign policy actions such as trade policy, strategic international standardization, technology diplomacy, and international or multilateral cooperation. Secondly, to collaborate across user sectors in order to leverage economic, societal, and democratic benefits of 6G. A particular important case is 6G military-civil collaboration within public–private relationships (given that open, global, and fully 6G must enable strategic autonomy).

              Policymakers should be well-placed to define and initiate common good global 6G use cases, such as in global logistics, environmental monitoring, circular economy, and global public health. Collaboration on practical, highly relevant use cases, motivated by ‘self-interest rightly understood’ (de Tocqueville, 1864) is fertile ground for growing global trust. It is far from evident that policymakers can come forward with integrated, anticipatory, techno-politically and techno-industrial relevant policies. The road to full and open 6G requires breaking down policy silos and policy creativity, and perhaps even a degree of policy experimentation, something that is not in the DNA of traditional policy(law-)makers. Institutional capability- and capacity-building is therefore a must and can be stimulated by a close cooperation between policymakers, industry and civil society, while with academia new approaches to flexible regulation—that take account of the interplay between highly dynamic technology development and the more stable governance of 6G—will have to be developed.

              Two more specific policy challenges immediately relate to full, global, and open 6G, namely strategic standardization and open-source policy. Governments will have to develop new forms of engagement in international 6G standardization in order to safeguard their sovereignty interest, yet not destroy global openness or constrain 6G functionality. Such engagement must reflect the nature of technology and technology architectures that are embedded in 6G or are the foundation of 6G. It will be important to consider legitimate needs to protect the core of government information or ensure the resilience of critical services. Open source is likely to play a central and positive role in this future of 6G. However, governments have traditionally stayed away from the world of open source, for good reason—to not interfere with the powerful innovation and common good which stems from the collaboration of the open-source community, but at times also to bad effect, such as being exposed to cybersecurity risks and corporate capture of open source. Governments will have to develop and internationally align 6G open-source policy in order to both avoid such risks, yet ensure that the open-source momentum is maintained notably also from less-powerful contributors.

            

            
              For Industry

              Industry must find new approaches to deal with sovereignty concerns without losing its momentum toward open, global, and full 6G. One approach is to develop 6G tech alliances that have a political, industrial, and technological anchor (Timmers, 2022b). That is, these tech alliances should be driven by a political framing (namely, the political vision as mentioned above, as and when it shapes), which provides the strategic intent; industrial involvement as a delivery-/results-oriented platform with a strategic plan that reflects the strategic intent; and a clear technology focus in order to both advance the technology frontier yet remain practical. An example would be AI for 6G linked to advancing global common good causes such as sustainable global logistics or preventative global health. Obviously, alignment with governments and civil society is then also possible. A particular responsibility must be taken up by industry to support policymakers, civil society, and academics in ensuring that there is democratically responsible 6G in development and usage, or to put it more strongly, that 6G does not lead to democracy-related harm,3 such as its misuse for citizen surveillance, manipulation of public opinion, or cyber-undermining of society and democracy.

            

            
              For Academics

              This chapter introduced some challenging concepts that must be developed in order to ensure that the movement toward full, open, and global 6G is not stopped in its tracks. This includes sovereignty-by-design, which—for legitimate and democratic sovereignty—implies citizen rights-by-design (including privacy-by-design) as well as security-by-design. The academic and tech worlds need to develop architectures and individual technologies that respect and reinforce the social constructions of legitimate, democratic sovereignty and of rights.

              There is a long-lasting debate about what citizens’ rights are and in international law even human rights do not encompass all that is covered by rights charters such as the fundamental rights that are part of the EU Treaties, let alone political visions such as the EU’s Declaration on Digital Rights and Principles (https://​digital-strategy.​ec.​europa.​eu/​en/​policies/​digital-principles). Nevertheless, on some rights there is widely shared common ground such as on privacy and rights derived from trustworthy AI.

              On a somewhat more reflective level, the academic world must develop thinking on techno-politics, i.e., where international relations (IR) embrace technology as an endogenous rather than exogenous force. 6G is par excellence the test case, but more than mere academic interest such conceptual thinking is necessary as an alternative to arms race realist, powerless idealist, or vulnerable contingent IR thinking.

              Finally, there is the trilemma of (economic) globalization, sovereignty, and democracy, meaning that most but not all three can be realized at the same time, as posited by (Rodrik, 2007; Stein, 2016). If this holds true, one could argue that democracy will suffer from the path toward open, global, and full 6G as of the three it is the one that has the least powerful champions behind it. Whether this is correct and how it should be anticipated and perhaps alleviated, is a challenge for academics to investigate. One way may be to strengthen the global common goods case as suggested by (Stein, 2016), namely for 6G itself to be sustainable and to be a credible contribution to sustainability, as developed in 6G visions, such as (Yrjölä et al., 2020). It could be argued that ignoring the planet-sustainability of 6G would have to therefore undermine sovereignty. Namely, firstly, climate change goes way beyond and is more powerful than any individual country. Lack of 6G sustainability would put the sovereignty of any country at risk. Secondly, sustainability is becoming a profound and cross-cutting requirement (from semiconductors to services to applications). Not mastering 6G sustainability means weakening one’s strategic autonomy, i.e., one’s capabilities, capacities, and control, and thereby putting sovereignty at risk.

            

            
              For Global Civil Society and the Tech Community

              Finally, global civil society has a particularly important and triple cross-cutting role. Firstly, to defend causes for the global common good, societies’ specific interest agenda (such as climate, democracy, but also the planet-sustainability of 6G itself, etc.) would be to bring governments, industry, and academia around the table together with civil society and the tech community. Secondly, and related to this, global civil society should provide a meeting place to grow global collaboration and trust. Thirdly, to reduce the risk of democratic deficit that has been highlighted above, global civil society should become public communicators about the benefits and the risks of full, open, and global 6G.

              The global tech community is somewhat less easily identifiable and perhaps more fluid than the other stakeholders. Nevertheless, they were present at the start of the Internet and much of the open software and open hardware developments that will continue to provide building blocks for 6G. The global tech community has a particular responsibility to bridge technological construction and social construction of 6G. That is, to develop technological solutions that are compatible with the social constructions in the table above such as promoting openness and avoiding lock-in, or, one of the major challenges, to enable in technological and governance terms sovereignty-by-design.

            

            
              On Methodology

              The analysis of participation is based on https://​cordis.​europa.​eu. A typical Cordis query is:	
                  QUERY = contenttype = ‘project’ AND frameworkProgramme = ‘HORIZON’ AND relatedRegion/region/euCode = ‘CN’ AND (‘telecoms’ OR ‘4G’ OR ‘3G’ OR ‘5G’ OR ‘6G’ OR ‘wireless’ OR ‘telecommunications’ OR ‘broadband’ OR ‘cloud’ OR ‘mobile’ AND ‘communications’). Table 10.2 gives the results, where this QUERY is amended or modified as indicated in the first column.

                


Table 10.2
                    Participation of Chinese companies in EU-funded projects

                  

	
                        EU R&D programme

                      	
                        FP4

                      	
                        FP5

                      	
                        FP6

                      	
                        FP7

                      	
                        Horizon 2020

                      	
                        Horizon Europe

                      	
                        Total

                      
	
                        Period

                      	
                        1994–1998

                      	
                        1998–2002

                      	
                        2002–2006

                      	
                        2007–2013

                      	
                        2014–2020

                      	
                        2021–

                      	 
	
                        China

                      	
                        0

                      	
                        2

                      	
                        20

                      	
                        23

                      	
                        46

                      	
                        2

                      	
                        93

                      
	
                        Huawei-China

                      	
                        0

                      	
                        0

                      	
                        3

                      	
                        1

                      	
                        3

                      	
                        0

                      	
                        7

                      
	
                        Huawei

                      	
                        0

                      	
                        0

                      	
                        3

                      	
                        9

                      	
                        25

                      	
                        10

                      	
                        47

                      


                  Note Participation in EU-funded telecom/broadband/cloud
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Footnotes
1For more insight in and detail of the telecoms regulatory landscape, see Serentschy et al. (2022).

 

2China-registered organizations participated in 91 telecoms/broadband/cloud-related projects in the EU’s R&D Framework Programs (FPs), from 1998 to 2020, with a steep rise from 2014 to 2020 in Horizon 2020 or FP8. More specifically, Huawei is a large participant be it from its subsidiaries in Europe rather than from its headquarters in China. Namely in 3 projects in FP6 (2002–2006), 9 projects in FP7 (2007–2013) and 25 in Horizon 2020 or FP8 (2014–2020). Noteworthy is that direct Chinese participation slumped to only 2 projects in the first two years of current program, Horizon Europe, but that Huawei continues to have a strong presence with already 10 projects in Horizon Europe, comparable to the past. This includes 6G visioning projects such as the EU-funded SCION project (which runs until 2027 in Horizon Europe or FP9). Huawei is also a member of the 6G-Industrial Alliance which is the industry representation in the EU’s 6G-Smart Networks and Services Joint Undertaking. This initiative has as its missions ‘Fostering Europe’s technology sovereignty in 6G’ and ‘Boosting 5G deployment in Europe’. Details (Table 10.2) at the end of chapter.

 

3For democracy-related harm, see e.g., Robertson (2022).
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            Alles war Märchen, alles war um eine Dimension reicher,

            um eine Bedeutung tiefer, war Spiel und Symbol.

            (Herman Hesse, Steppenwolf)

          



          
            Assumptions Identified for Mobile Communications

            In retrospect, mobile communications can be explained to have developed in an evolutive manner from 1G to the current 5G, as described in preceding chapters. To chart future 5G evolution and 6G, this book applied the technology foresight perspective, which focuses on science, technology, and innovation to make better-informed policy decisions (Pietrobelli & Puppato, 2016), thereby following the technology enablers, regulatory delimitations, and business and other societal and environmental phenomena associated with 6G. To look beyond 6G with a futures research approach, one must therefore pay attention to the weight of the past in mobile communications, the push of the presently recognizable trends, events, and preferences, but especially, emphasize the pull of the future to achieve plausibility (Inayatullah, 2008). For what we label beyond 6G, there will be no single inevitable future, but rather a set of numerous alternative futures. Thus, the future of mobile communications should not be considered evolutive or predictable, but malleable.

            To look beyond 6G, this chapter applies a futures research approach that builds on causal layered analysis (Inayatullah, 2019; Inayatullah & Milojevic, 2015), following four steps of inquiry:	
                Identified assumptions > Presented visions > Transformed futures > Implications for policy

              





            We identify three types of assumptions behind the analysis. Ontological assumptions are assumptions regarding the reality faced in the research. Epistemological assumptions are associated with human knowledge, or what forms valid knowledge, whether it can be known, and how a researcher can get it and transfer it. Axiological assumptions concern the level of influence of the researcher’s values on the research process, or what is essential and valuable in the research (Burrell & Morgan, 2005). For assumptions, we list the key identified assumptions for the analysis of 6G and beyond. To understand the visions related to beyond 6G, we will present the key 6G visions and frameworks by China, Europe, South Korea, Japan, the USA, and ITU-R. Regarding transformed futures, we analyze the presented 6G visions and identify them from legitimation perspective alternative routes to beyond 6G. Finally, we provide policy implications for developing future mobile communications.

            Building on the previous chapters, we identify the following assumptions regarding the changes toward future mobile communications generations:	
                From technology-centricity and service-centricity toward human-centricity. The definition of mobile communications generations has evolved from technology-centric definitions toward service-centricity in 5G and toward human-centricity for 6G and beyond.

              
	
                From technology push toward pull from social and environmental goals. Up to 5G, the traditional innovation process in mobile communications can be characterized as a technology push from technology and equipment vendors toward operators and end-users. With 6G, new demands for social inclusivity or privacy, security, and safety up to national sovereignty, as well as environmental pressures, have raised triple bottom line sustainability to a driver for developing 6G as a general-purpose technology and an ecosystem-wide effort. This is also expected to continue in beyond 6G.

              
	
                From international to national and local communications toward focal communications. The provisioning of mobile communications services is changing from international and national operators’ mass-produced and top-down offered services toward tailored local communications in 5G and 6G, e.g., with the help of softwarization, virtualization, cloudification, and network slicing. However, it is envisaged that in beyond 6G communications, focally provisioned bottom-up-built personalized on-demand services will emerge.

              
	
                From quality of service and quality of experience toward immersion. The utilization of mobile communications services has been by provisioning-defined quality of service or utilization-based quality of experience in up to 5G communications. In beyond 6G communications, immersive extended reality, holographic communications, and the metaverse(s) require novel types of quantification for the quality of utilization and experience.

              
	
                From ubiquitous connectivity toward ubiquitous intelligence. With the convergence of artificial intelligence and other new capabilities like sensing with mobile communications, the assisting and automating role of these capabilities in up to 5G communications is expected to become augmenting in 6G, which means that the nature of communications will change from an availability challenge into what the degree of intelligence or other integrated capabilities available for use is.

              
	
                From human–machine interfaces toward transhumanism. The traditional device-based use of mobile communications in up to 5G networks is expected to change with new human–machine interfaces like virtual glasses or haptic communications in 6G. For beyond 6G communications, implanted sensors or devices enhance human capabilities and give rise to the emergence of transhumanism, the integration of humans and machines, but also new moral, ethical, and value-related concerns due to the presence of artificial intelligence.

              





          

          
            Visions for Future Mobile Communications

            This section summarizes the key findings of the recent national developments focusing on the 6G futures envisioned by government initiatives from China, Europe, Japan, South Korea, and the USA. The recent ITU-R activities on IMT toward 2030 and beyond, including 6G, are discussed.

            
              China

              In China, mobile communications technologies have become closely tied to national issues of development and prestige, and wider strategic infrastructure and digitalization initiatives such as China standards 2035, belt and road, digital silk road, and made in China 2025. The ministry of science and technology (MOST) has constituted a working group for 6G research, development, and policymaking, consisting of key research institutes and enterprises. In 2019, the ministry of industry and information technology (MIIT) established the IMT-2030 promotion group as the main platform for gathering China’s industry and academic forces to promote technological research, advance international dialog and cooperation, and develop a national standardization strategy. In 2020, the Chinese government introduced a subsidies and stimulus package worth RMB 10 T until 2025, focusing on the evolution of 5G, artificial intelligence, data centers, and smart manufacturing. A Chinese 6G white paper on 6G vision and candidate technologies was released in 2021 (China’s IMT-2030 (6G) Promotion Group, 2021). The vision, called ‘Intelligent connection of everything, digital twin,’ envisioned an intelligent era of society built on balanced high-quality social services, scientific and precise social governance, and green energy-saving social development. The vision urges the establishment of new technological industries for high-quality economic growth, driven by the shift from physical products to digital services. The imbalance in wealth and demographics was seen to anticipate changes in social structure. Moreover, a more diversified and flattened governance structure was found to demand scientific and precise governance powered by digital twinning and AI to make timely accurate decisions and respond to real-time topical events. Eight usage scenarios were discussed: the proliferation of intelligence with a ubiquitous smart core; immersive cloud extended reality; digital twinning; holographic communications; converged communication and sensing; sensory fusion; intelligent interactions of feelings and thoughts; global seamless nationwide coverage; and a cross-cutting theme of multilateral network security. China’s IMT-2030 (6G) promotion group determined the antecedents of the successful 6G development as follows (China’s IMT-2030 (6G) Promotion Group, 2021):	
                  To ensure the successful commercial deployment of preceding 5G.

                
	
                  Introduction of native AI intelligence and computing awareness.

                
	
                  Expansion to higher spectrum bands and bandwidths such as THz and visible light communications.

                
	
                  To further improve the efficient use of all the spectrum resources via refarming, aggregation, and sharing.

                
	
                  Expand the coverage ubiquitously on land, at sea, in the sky, and in space.

                





            

            
              Europe

              In 2020, the European Commission (EC) set extensive political goals to boost economies and competitiveness: green deal; fit for the digital age; an economy that works for people; a stronger Europe in the world; promoting our European way of life; and a new push for European democracy (EU, 2020). It is planned that European geostrategic and global approach initiatives will be pursued via partnerships with like-minded countries and regions. The objectives of the established smart networks and services joint undertaking (SNSJU, 2021) program with the Euro 0.9 B budget are to safeguard industrial leadership and foster technological sovereignty in future 6G. The key means to achieve the goals are the research and innovation program leading to conception and standardization around 2025 and preparatory actions for early market adoption of 6G technologies by the end of the decade. The initial work program has strategic aims to advance an open strategic autonomy via human-centric technologies and innovations. It is envisioned that Europe will become the first digital-led circular, climate-neutral, and sustainable region, leveraging Europe’s technological innovation advantages in digital and future emerging technologies (SBS JU, 2021). This is planned to contribute to several key technology policies: green deal; resilient communication privacy and security; AI, data & cloud computing; blockchain technology; high-performance computing; the Internet of things; and microelectronic components. From a services and applications perspective, it is foreseen that the program will impact communication and sensing fusion, immersive environments, digital twinning, and holographic communication. The programs will be measured via democracy, ecosystem, innovation, and sustainability key value indicators:	
                  Democracy: privacy, fairness, digital inclusion, and trust.

                
	
                  Ecosystem: sustainability, business value, economic growth, open collaboration, and new value chain.

                
	
                  Innovation: safety, security, resilience, regulation, responsibility, and energy consumption.

                
	
                  Seventeen United Nations sustainable development goals (UN SDGs).

                





              The European-level 6G visions (Uusitalo et al., 2021) and initiatives have recently been complemented by several national 6G visions including 6G Flagship in Finland (Latva-aho & Leppänen, 2019), Technology futures in the UK (Ofcom, 2021), and Six questions about 6G whitepaper in Germany (Bayern Innovativ, 2021).

            

            
              Japan

              The beyond 5G promotion consortium (B5GPC, 2020) was established in 2020 by the government, academia, and industry for information sharing and promoting Japanese first-mover advantage in 6G (The Japanese ministry of internal affairs and communications, 2020). The three policy objectives set for the launched program were global first, the creation of an innovation ecosystem, and strengthening competitive advantages in R&D through concentrated allocation of resources (The Japanese ministry of internal affairs and communications, 2020). Japan sets numerical targets for the infrastructure market share (30%) and the share of the number of standard essential patents(10%). The key means of achieving the objectives are to promote global harmonized standardization and policies, collaborative research, and bidirectional globalization.

              While targeting the export of its own technologies, Japan also aims to establish a hub of excellence to co-create values for society by calling together researchers and practitioners and their novel visions, as well as technological innovation. In the Japanese 6G vision, it is anticipated that novel mobile communications architecture will contribute to the new sustainable value creation stemming from low energy consumption, improved security and reliability, autonomy, scalability, and advancing 5G performance in data speed, capacity, latency, and density (The Japanese ministry of internal affairs and communications, 2020). From a societal sustainability perspective, it is projected that 6G will develop into a social infrastructure that integrates cyberspace with the real world. In this knowledge-intensive ‘Society5.0,’ real-time data will be available to all people safely and without an impact on the global environment. In 2021, the National Institute of Information and Communications Technology (NICT) published a beyond 5G/6G white paper, discussing the creation of three scenarios toward 2035: the cybernetic avatar society; the city on the moon; and transcending space and time (NICT, 2021).

            

            
              South Korea

              In 2021, the program was launched by the South Korean ministry of science and ICT (MSIT) to accelerate the digitalization of industries, support productivity and economic growth, and ‘transform our economy from a fast follower into a pace setter1’ (MSIT, 2021). MSIT has prioritized 6G, AI, and cybersecurity as strategic technologies in the digital sector. It is planed that the established program will contribute to digital inclusion, digital education, and the digitalization of enterprises. The goal is to gain leadership in international 6G standardization and patenting and be the first in line to launch a 6G trial in 2028, utilizing government-supported public–private partnerships. For the first 5-year period, the government is investing KRW 200 billion, focusing on strategic priorities consisting of space communications, new spectrum (THz) and antennas, ultra-precision, AI, reliability, and the improvement of mobile communications performance KPIs.

              South Korea established the 5G Forum Korea as a non-profit organization to promote the evolution and convergence of the extended global ecosystem, especially in the context of Industry4.0. Their 6G vision is based on the selected three drivers of the future society: cleanness and safety; sustainability; and fairness and transparency. The projected key usage scenarios are:	
                  Internet of inclusive education and experience

                
	
                  Human augmentation for health

                
	
                  Sustainable automation in industry and the workforce

                
	
                  Ubiquitous artificial intelligence in transportation and public safety

                





              It is envisioned that these usage scenarios will deliver a truly immersive experience, connected real-time intelligence, and interaction between the physical and digital worlds, built on the distributed data-centric network and service infrastructure (5G Forum, 2021).

            

            
              USA

              In the USA, the Clean Network Initiative was established in 2020 to address the envisioned cybersecurity threats related to data privacy, security, human rights, and democracy (The United States Government, 2021). To advance future wireless technological leadership, the alliance for telecommunications industry solutions (ATIS) established the NextG alliance (NGA), leveraging sector efforts in 2021 (ATIS NGA, 2021). The NGA program is organized in six working groups: applications; greenG; national goals; societal and economic needs; spectrum; and technology. The developed national roadmap exhibits six objectives for 6G mobile communication networks:	
                  Resilience, security, privacy-preserving, safe, reliable, and available for private, business, and governmental users.

                
	
                  Applicability to critical infrastructure, national security, and the military.

                
	
                  End-to-end cost-effectiveness.

                
	
                  Supporting life-improving value creation via transformative forms of human-to-human collaboration and human–machine and machine–machine interactions.

                
	
                  Leveraging artificial intelligence to improve robustness, performance, and efficiency.

                
	
                  Augmented intelligence with increased flexibility, performance, and resilience built on ultra-reliable low latency communication, multi-sensing, distributed cloud, and virtualization technologies.

                
	
                  Carbon neutrality by 2040 via 6G energy efficiency and the use of ICT as an enabler.

                





              The NGA’s key objective is to advance North American ICT ecosystem leadership over the next decade, encompassing research and development, manufacturing, standardization, and market readiness (ATIS NGA, 2021). In December 2021, the urgency of resilience and sovereignty was stressed by the three cybersecurity senate bills focusing on mobile communications networks, particularly future 6G deployments, and the national cyber literacy campaign (The Senate of the United States, 2021). Societal sustainability and digital inclusion were addressed in August 2021 via the Infrastructure Investment and Jobs Act, which includes USD 42 billion in investments in broadband coverage in unserved and underserved areas.

            

            
              Global ITU-R

              The international level joint process for IMT toward 2030 and beyond, which corresponds to 6G, is underway at the ITU-R working party 5D (ITU-R WP5D). The technology trends have been identified and published in Future Technology Trends Towards 2030 and Beyond in late 2022 (ITU-R, 2022). Work on the recommendation about the framework for IMT is ongoing and will be completed in June 2023 with the presentation of new usage scenarios for 6G. Work at the ITU-R WP5D on the framework for the future IMT systems involves member states and organizations worldwide to contribute to forecasting driving factors such as user and application trends, use cases, usage scenarios, and capabilities.

              The first report published by the ITU-R in 2022 (ITU-R, 2022) identifies the following services and application trends for IMT toward 2030 and beyond:	
                  Networks supporting enabling services that help steer communities and countries toward reaching the UN SDGs.

                
	
                  Increasing customization of user experience with user-centric resource orchestration models.

                
	
                  Localized demand–supply–consumption models.

                
	
                  Community-driven networks and public–private partnerships with new models for service provisioning.

                
	
                  Strong role of networks’ vertical and industrial contexts.

                
	
                  Lowered market entry barriers by the decoupling of technology platforms, allowing multiple entities to contribute to innovation.

                
	
                  Empowering citizens as knowledge producers, users, and developers, contributing to human-centered innovation.

                
	
                  Privacy influenced by increased platform data economy or sharing economy.

                
	
                  Monitoring and steering of the circular economy, including co-creation to promote sustainable interaction with existing resources and processes.

                
	
                  Development of products and technologies that innovate to zero (e.g., zero-waste and zero-emission technologies).

                
	
                  Immersive digital realities, facilitating new ways of learning, understanding, and memorizing in different scientific fields.

                





              The spectrum discussions related to 6G are expected to take place at the World Radiocommunication Conference in 2027 (WRC-27) if the WRC in 2023 (WRC-23) develops an agenda item on the IMT spectrum. The actual requirements definition phase will start in the beginning of 2024 and will be finalized in early 2026. The required evaluation criteria and processes will be finalized by the end of 2026. Technology proposals for IMT are expected in 2027–2028, with decisions in 2029.

            

          

          
            Transformed Futures for Mobile Communications

            This section explores the selected national and regional visions using the causal layered analysis (CLA) method, which articulates alternative perspectives, ideologies, and epistemes, as Table 11.1 illustrates. The futures research CLA method (Inayatullah & Milojevic, 2015) has proven useful in deepening visioning, strategic planning, and policy development. The framework is built on four layers (Inayatullah, 2019). The first is the official unquestioned future documented via the lists of details and contents (litany layer). The social systemic layer analyzes the litany as consisting of political-environmental, social, technological, economic, and legal (PESTLE) causation and meanings. The third discourse and worldview layer amplifies ideological and discursive assumptions and explores different stakeholder views on the litany and system. Finally, the myths and metaphors layer deepens the discovery of the unconscious emotive dimensions. In the CLA process, the four layers of analysis are engaged upward and downward to ensure different ways of knowing and breadth of perspectives. In particular, the ideologies and epistemes of the national and regional 6G vision stakeholders are brought into the worldview and the myth layers. In the final phase, the transformed future perspectives of 6G evolution were developed by reinterpreting the layers, considering the inflection and reconstructing the more visible upper levels of the systems and litany (Inayatullah, 2019) to create reconciled understanding of and visions toward beyond 6G.Table 11.1
                  The causal layered analysis of national and regional 6G visions transformed into 6G futures toward beyond 6G

                

	
                      CLA layer

                    	
                      Regional/national 6G visions

                    	
                      Key joint vision elements

                    
	
                      Litany of surface-level details of the available 6G visions

                    	
                      • Key performance indicators

                      • Key value indicators

                      • Emerging, enabling, and embedded role of technologies

                    	
                      • 6G general-purpose technology

                      • Global harmonized standardization

                      • Intellectual property licensing policy

                      • Sustainability-driven KPIs and KVIs

                    
	
                      Social systemic causation and meanings embedded in the 6G visions

                    	
                      • Capabilities: networks of networks

                      • Leadership

                      • Global vs. national targets

                      • Human- vs. technology-centricity

                      • R&D

                      • Standards

                      • Society

                      • Verticals

                    	
                      • Triple bottom line accounting for social, economic, and environmental sustainability

                      • Trustworthy 6G and stable rules for artificial intelligence and machine learning

                      • Anticipatory regulation promoting open innovation and sustainability

                    
	
                      Worldviews and discourse used to legitimate 6G visions

                    	
                      • Competition/partnerships

                      • National/international

                      • Social perspective and democracy

                      • Growth and innovation

                    	
                      • Ecosystem legitimacy

                      • Empowered human

                      • Citizen-driven

                      • Ethics and morality

                    
	
                      Myths and metaphors explaining the 6G visions’ deep meaning

                    	
                      • Rights

                      • Level of democracy

                      • Business

                    	
                      • Healing world

                      • Harmonious society advancement

                    




            
              Litany Layer

              At the surface level, a high similarity of key performance indicators and key value indicators between 6G visions was found, as Table 11.1 summarizes. The emerging technologies (Kapoor & Teece, 2021) highlighted in the visions seize the novelty via radical new knowledge and disruptions in terms of improved functionality and the value creation funded. Government funding was widely utilized to cope with initial diversity, high uncertainty, large investments, and the variety of complementary assets to achieve commercialization. The emphasized enabling technologies commercializes more horizontally necessitating coordination, a variety of complementary assets and tailored investments in which public–private partnership policies can be utilized to incentivize technological innovations. The envisioned embedded technologies were found to further expand the applicability across adjacent businesses. Global harmonization of standards, regulations, and policies will become a key antecedent for interoperability, security, data privacy, AI rights, and novel sharing of economy-based platform business models. In the 6G visions, the role of collaboration was emphasized in the early technological innovations. The value creation and capture were seen to increasingly stem from complementary assets and capabilities, shifting from a focal firm-led supply side to dynamic demand and multifaceted business models in platforms and ecosystems. For China, Japan, and South Korea, leadership in standardization is seen as a way to improve quality and increase international competitiveness, while the outcomes are left to the market in the USA.

            

            
              Social Systemic Layer

              In the explored 6G visions, a high similarity of technological capabilities was visible, while differences were found in their exploitation. The competitive free-market approach in the USA emphasizes the role of an enterprise or a focal platform, while the visions originating in Asia underline the role of society and governance. In Europe, global collaboration and the role of environmental, societal, and economic sustainability were central. In general, the nature and speed of technological innovations and the potential disruption related to AI/ML, Web3, and quantum compute were considered to put the current policy and regulatory systems under increasing stress. The common policy concerns of governments about the development of 6G were related to the accelerated global competition and disparity of policies and legislation between the major geopolitical nodes. The development may lead to technological divergence, compartmentalized innovation ecosystems, techno-nationalism, and market protection.

            

            
              Worldview, Myths, and Metaphor Layers

              The underlying assumptions and views in the visions reveal major differences in the legitimation of 6G that can be defined through value creation and value capture (Biloslavo et al., 2020), the selection of the ‘right thing to do’ (Palazzo & Scherer, 2006), and the socially constructed system of norms, values, beliefs, and definitions within the ecosystem (Suchman, 1995). In the visions originating in Asia, the pragmatic sociopolitical legitimation perspective was visibly adopted, emphasizing innovation compliance with established social rules, regulations, and norms.

              In China, passive discursive legitimation was built into the visions, stressing the acceptance and familiarity of existing institutions or the absence of alternatives. The industry legitimation perspective was clearly noticeable in the Japanese and South Korean 6G visions, stemming from the innovation in the industry’s institutionalized practices (Kwak & Yoon, 2020). The performative legitimation route in the US visions can be seen to demonstrate the viability of the 6G ecosystem through the processes of strategic action, value realization, adoption, and external intervention. Active legitimation orchestrated by dominant organizations and/or platforms can be built without discursive and performative processes. In Europe, the interaction of the above discussed discursive and performative legitimation was visible in the 6G ecosystem identity construction, founded on an emerging mutual understanding among stakeholders regarding the central, enduring, and distinctive characteristics of the ecosystem value proposition. There was a common understanding that to cope with the liability of newness in 6G and related technological innovation and potential disruption, it would be essential to leverage the interdependencies and resources built alongside collaborative research initiative, regulation, and standardization forums.

            

          

          
            Transformed Futures Beyond 6G

            Building on the causal layered analysis of the selected national and regional 6G visions, we explored and created new spaces wherein preferable futures visions and strategies could take place (Yrjölä et al., 2022) as Fig. 11.1 summarizes. The analyzed visions shared a characterization of the 6G system as having a ubiquitous economy-wide impact, driving innovation complementarities across industries and application domains and founded on sustained technological improvement across disciplines. Based on the common view on the governing effect on future society, 6G can be defined as a general-purpose technology (GPT) and platform (Teece, 2018). In this vision, the ecosystem legitimacy route will become essential to overcome the liability of newness in 6G.
                [image: ]
                  A diagram illustrates the 6 G vision, showcasing the performance and discursive legitimation of the U S A, E U, China, Japan, and Korea. It also represents the drivers, challenges, and limitations associated with each region.

                

                
              
Fig. 11.1
                  A legitimation view of the worldviews, myths, and metaphors in 6G visions

                


            Collective action among different ecosystem participants through collaborative research projects, trials, and demonstrations to develop a common set of standards that applies to all industries and geographies will ensure consistency, complementarity, extendibility, and economies of scale in the 6G and beyond rollouts. In policymaking, attention should be paid to support the value capture for innovators of the critical technological innovations, as the expanded ecosystem will lead to an increasingly complex patent licensing landscape. The sustainability discussion can be seen as moving from an engineering-driven performance discussion to a more holistic triple bottom line visioning, comprising the economic, societal, and environmental perspectives. The introduced complexity to anticipate sustainable development, use of disruptive technologies, and novel innovative business models more flexibly and in a timely manner, with legitimacy and public acceptance, calls for reframed regulation in the form of anticipatory regulation methods. Following the recent discussions and development in harmonized regulation and ethical guidelines for AI, a similar policy for the 6G system can be envisioned. Trustworthy 6G can be characterized as transparent, fair, accountable, robust and safe, human agency and oversight, and private and governed data. 6G futures will extend the role of users from consumer- to producer- and developer-centricity. This emphasizes 6G as an explanatory system that can explain the technical processes and the decisions they make to stakeholders, and the data sets and AI/ML decisions must be documented in a standardized manner to allow for traceability and auditability. The governance mechanisms must support human oversight, and users and developers should be given the knowledge and tools to comprehend and interact with the systems.

          

          
            Implications for Future Mobile Communications Policy

            In the light of the presented discussion, it is envisioned that mobile communications capabilities will play a central role for future societies in different aspects of human and machine life. As futurists, we seek preferred futures but see several bottlenecks and risks facing the development of global 6G and beyond communications that warrant broad policy action and global collaboration.

            In recent years, transformative innovation policies have been created to address grand challenges and broader societal goals like those of sustainability or future competitiveness (Diercks et al., 2019; Haddad & Bergek, 2023). Amidst the current geopolitical tension, we are concerned about the fragmentation of global 6G markets, technologies, and regulations. Transformative innovation policies consider the innovation process and agendas (Diercks et al., 2019) and address system and market failures and developing and expanding new markets, all based on the shared understanding of how change is expected to take place for the preferred future. For policymaking, the identified assumptions, presented visions, and transformed futures give grounds for discussing five intertwined areas of implications for future beyond 6G communications: innovation policy; regulation; sustainability; trustworthy communications; and strategic autonomy and sovereignty.	
                Innovation policy. Fair or perfect competition never exists. Innovation policies aim to increase companies’ and nations’ competitiveness both directly and indirectly by affecting firms’ intellectual property creation. General-purpose technologies like 6G and beyond require international ecosystemic cross-industry sector innovation. These innovation efforts need to be based on shared goals and expected impacts that enable the creation of a shared vision for 6G and beyond. As future mobile communications technologies are expected to build on the extended use of several complementary technologies such as artificial intelligence, it is of the utmost importance to engage both developers and users of future 6G and beyond in collaboration. We therefore argue for a global transformative innovation policy that can push mobile communications ecosystems to deal with system and market failures and address the opportunities for transition and value creation and spillover effects identified for future mobile communications.

              
	
                Regulation. Although the mobile communications business is highly regulated, the regulative domain for future mobile communications is becoming increasingly complex, especially in Europe, where the mobile communication networks are used to serve specific vertical sectors of society with their own sector-specific regulations. However, the increasing complexity should not create barriers to sustainable value creation or hamper innovation. We therefore argue for anticipatory regulation, which defines the rules ex ante for developing 6G and beyond, and ex post when deploying and using the services. In practice, the whole regulatory process should be more agile and anticipatory in the context of new technologies, entailing a more proactive, iterative, and responsive approach to evolving markets’ regulation and emphasizing flexibility, collaboration, and innovation.

              
	
                Sustainability. Already for 6G, the integrated triple bottom line of sustainability (social, economic, and environmental, considered in parallel as balanced and uncompromised) has been introduced as a new holistic design criterion. What this means in practice remains underdefined. 6G and beyond communications can be used to solve the grand environmental and social/societal challenges of sustainability, provided that a shared vision of 6G exists. On the social/societal side, 6G could contribute to fighting climate change, decreasing greenhouse gas emissions, or environmental pollution in different sectors, but on the social/societal side, the use of artificial intelligence may result in new values-based challenges to be solved. We argue for integrated triple bottom line sustainability and resilience when developing future 6G and beyond communications.

              
	
                Trustworthy communications. The privacy, security, and resilience of communications has emerged as important for individual users, organizations, and governments due to the critical role of digital infrastructures and data for modern society and its functions. The embedded or inbuilt trustworthiness of communications has thus become a value of its own for mobile communications for all its users. Moreover, as the amount of intelligence will increase in mobile communications and will increasingly be used in mobile communications, the functioning of the systems should be explicable, transparent, accountable, fair, safe, oversighted, and controlled by humans. We therefore argue for trustworthy communications as a human right.

              
	
                Strategic autonomy and sovereignty. Sovereignty is enabled by strategic autonomy in terms of capabilities, capacities, and control regarding the economy, society, and democracy. In the context of 6G and beyond, sovereignty is enabled and ensured in part by trustworthy communications. Digital technologies as a battleground for global competition are a source of geopolitical tension and threats against societal resilience and diversity; thus, autonomy and sovereignty are required to maintain competitiveness and sustainability via innovation policies and regulations. We therefore argue for the recognition of the role of sovereignty as a basis for fair and legitimate 6G and beyond mobile communications.
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            Life is short,

            Art long,

            Opportunity fleeting,

            Experiment dangerous,

            Judgment difficult.

            (Hippocrates)

          



          
            Toward Forward-Looking Multidisciplinarity

            Digitalization has dramatically changed the role of technologies in communications and information sharing. Over and above this, the ecosystems and value networks that used to be dominant are no longer in charge of technology evolution. At the center of all this are the customers, users, and developers and their unique needs and specific requirements. Most of the existing digitalization literature explores what is technologically possible or viable, and how future technologies will evolve. This technology push approach typically focuses on new technical developments that the technologists want to see, not what users need. Taking a step further, this book adopted a multidisciplinary and forward-looking approach to make sense of digitalization, especially in the context of future mobile communications, seeing technology as an enabler, regulation as a conditioning and limiting factor, and business as something that will emerge between technology and regulation. From the technological perspective, the chapters presented an outlook for the capabilities needed for various envisioned services enabled by future 5G and 6G. From the regulatory perspective, the chapters discussed the increasingly complex regulatory domain emerging for future mobile communications and presented some solutions for dealing with the complexities of anticipatory regulation. From the business perspective, the chapters provided an outlook on value creation and capture with novel services and business models, discussing the platform-based and ecosystemic features of future 5G and 6G. Finally, the chapters discussed the social and societal context for future 5G and 6G as they concern individuals, businesses, markets, societies, and geopolitics. What remains to be discussed are the implications and opportunities arising from the presented analysis and discussion.

            This chapter will discuss the implications for research, management, and policymaking stemming from the preceding chapters. The idea is not to wrap up the chapters; rather, the aim is to identify and map opportunities and implications for further action for researchers, managers making decisions in the mobile communications context, and policymakers and the authorities.

            
              Opportunities and Implications for Research

              This section will identify opportunities and implications from business, regulation, and technology perspectives for researchers interested in future mobile communications-related topics, regardless of their discipline or domain. The following research methodology and research theme-related opportunities and implications are presented for the future:	
                  Apply cross-disciplinarity and future research methods. Understanding and exploring mobile communications as a research domain requires knowledge from several disciplines, ranging from engineering, business, economy, law, international relations, sociology, and psychology to mention only some. The current and emerging phenomena around 5G and 6G call for a combination of scientific knowledge and approaches from several fields that warrant a cross-disciplinary approach and a forward-looking methodology, specifically with qualitative research but also with various multi-method combinations. This also requires the involvement of various stakeholders to open the door for non-dominant voices to be heard when designing the future.	
                      What does cross-disciplinarity mean in the future mobile communications context?

                    
	
                      What theories and approaches are suitable for explaining the phenomena around future 5G and 6G?

                    
	
                      What are the new cross-disciplinary design criteria for future mobile communications systems and services?

                    





                
	
                  Emphasize the triple bottom line of sustainability and sustainable development goals. Sustainability has emerged as a new design criterion for future 5G and specifically 6G. Green radios with lower energy consumption have long been a research topic, along with how to minimize electromagnetic fields in mobile communications. Yet the triple bottom line of sustainability, covering environmental, economic, and social perspectives, and especially what it means, how it can be reached, and what its measurable impacts are, remain interesting research questions. In addition, different notions of social and societal sustainability in different cultures and government systems provide impetus and importance for research into what social and societal sustainability means, and how it can be achieved. Questions concerning how ethnicity, inclusivity, and human-centricity can be embedded in the development of mobile communications arise.	
                      What are the new sustainability-driven performance and value-related requirements for 6G and beyond?

                    
	
                      How can 6G and beyond technologies and services contribute to solving sustainability challenges?

                    
	
                      How can ethical principles be introduced to future mobile communications?

                    





                
	
                  Examine general-purpose technologies and innovation. Technologies define the opportunities available for business and society. 6G and artificial intelligence are becoming tethered together, giving rise to a new type of general-purpose technology domain that will have far-reaching impacts on everyday life. However, the outcomes and impacts and the mechanisms behind them, specifically related to this combination of technologies, on individuals, organizations, businesses, markets, and societies, are poorly understood and present opportunities for future research.	
                      How will 5G, 6G, and artificial intelligence change societies and human life?

                    
	
                      What mechanisms can be used to explain and understand innovation behavior and the benefit for firms and societies?

                    




                
	
                  Explore platformization and ‘ecosystemization’ of businesses. On the consumer side, platforms have become the mainstream of global business. However, platformization and its related emergence of ecosystems—with traditional business incumbents becoming platform-based—are entering every business field, making multiplatform ecosystems the dominant type of business, represented by owners and complementors. However, theories that capture and explain strategies within such a new platform or ecosystem economy are still in their infancy.	
                      What kind of strategies emerge in multiplatform ecosystems?

                    
	
                      Will vertical-specific multiplatform ecosystems differ from those of consumer markets?

                    
	
                      What theories can help develop our understanding of strategies employed in multiplatform ecosystems?

                    





                
	
                  Explain novel ecosystemic business models for value creation and capture. The business model has become the contemporary tool for describing and designing businesses in the digital era, with value creation and capture at the heart of the discussion. Related to platforms, ecosystems, and general-purpose technologies, novel business models, and business model conceptions are expected to arise for public and private organizations, but also due to the increasing human-centricity of digitalization for individuals.	
                      Will there be specific business models for new services such as network slicing, artificial intelligence, or metaverses in the future?

                    
	
                      How can we use business model theory to explain firms’ strategies and behavior?

                    
	
                      To what extent can business model theory be used to foresee future strategies?

                    





                
	
                  Explore human experience and services. In the future, empowering experiential citizens as knowledge producers, developers and users will contribute to a process of human-centered democratizing innovation stemming from pluralism and diversity. With the expected emergence of new human–machine interfaces, holographic communications, haptic communications, and metaverses, human experience and empowerment are expected to expand to new heights. Data-intensive, human experience-enhancing services, especially if ubiquitously available, are technically and regulatorily challenging.	
                      How should human experience be researched in the context of the metaverse or human–machine interaction?

                    
	
                      How will human–machine interaction and metaverses change human needs, servitization, markets, and the consumption of services?

                    





                
	
                  Ensure privacy, security, resilience, strategic autonomy, and sovereignty. Future mobile communications must be understood and designed to ensure privacy, national and personal security, the availability and integrity of communications and data, and respect for the fundamental rights of the individual and for countries’ self-determination. These principles and procedures must meet the legitimate expectations set by the stakeholders in future mobile communications, but they may also produce differing implications in different contexts, as they may be of concern for nations regarding strategic autonomy, democracy, and sovereignty.	
                      How can 6G technology and governance be designed and societal acceptance be supported so that they evolve fruitfully together?

                    
	
                      How can we collaborate internationally to reap the full benefits of a global 6G and to avoid a backlash by concerns about sovereignty or fundamental rights?

                    





                
	
                  Explore regulatory antecedents and outcomes to develop anticipatory regulation. The increasingly complex regulatory environment surrounding mobile communications-enabled businesses is becoming challenging to comply with, and in different markets and countries, the regulatory domains may have contradictory requirements, leading sometimes to unwanted or unexpected outcomes. Anticipatory regulation has been seen as an opportunity to develop future regulation, but new knowledge is needed for how to understand and approach it.	
                      What is the minimum that needs to be regulated?

                    
	
                      How can we examine and anticipate the outcomes and impacts of regulation?

                    
	
                      How can we avoid the negative outcomes and impacts of regulation?

                    





                
	
                  Benefiting from innovation and transformative innovation policies. Like the regulatory domain, the policy domain needs a holistic understanding of how firms and societies can benefit from innovation. As innovation policies should holistically consider innovation activities, their lifecycle, and commercialization efforts, transformative innovation policies should also have predefined and measurable outcomes and impacts. However, theories that explain the benefits of innovation and transformative innovations are yet to be combined.	
                      What kind of innovations policies should there be for future mobile communications?

                    
	
                      The systemic and complex converging 6G platform and ecosystem provide an exciting research context to study how to profit from innovation, particularly in relation to the open architecture and open source adopted in 6G.

                    
	
                      How do globalization or global strategies and innovations policies interact within mobile communications?

                    





                
	
                  Risks, threats, and negative impacts of platformization and digitalization. 5G and 6G are typically associated with progress and development. However, they can be seen as enablers of harmful and even criminal developments in society.	
                      What could the downsides be of progressing digitalization and advancing mobile communications, and how can we deal with or solve them?

                    





                





            

            
              Managerial Opportunities and Implications

              The 6G era is characterized by a completely new kind of convergence and complementarities as a multiplatform ecosystem with a central role of general-purpose technologies, which generates new kinds of needs to understand how value is created, delivered, shared, and captured. For business managers, the discussion in the book chapters gives rise to the following observations regarding business opportunities and implications:	
                  Value appropriation (capture) outcomes may not only be about the immediate profits from innovation, but the benefits may be quite varied, from private to social returns, and they may accrue over time. This gives rise to the following implications for management:	
                      Innovators may monetize their innovations by paying attention to the appropriability regime covering legal instruments, especially intellectual property rights (IPRs), tacit, hard-to-imitate technologies, and complementary assets like algorithms, data, interfaces, and ready-made components.

                    
	
                      Attention should be paid to the instruments, processes, and outcomes of value appropriation in different areas/markets of future 6G.

                    





                
	
                  For incumbent firms, the changing role of innovation and ecosystems will entail the need to develop new ecosystem-embracing strategies and business models in their existing markets. The question is about choices:	
                      Identify emerging new ecosystems and business verticals in the intersection of different technological domains.

                    
	
                      Develop hybrid business models that extend from connectivity toward product-service models building on higher 4C layers like context and commerce.

                    
	
                      Considering the organizational perspective, organize activities outside the focal enterprise to implement new business models, and design and implement the business process across the ecosystem.

                    
	
                      Bring human-centricity to business model innovation.

                    





                
	
                  The decoupling of technology platforms will lower the market entry barrier, allowing multiple entities to contribute to the innovations envisaged for 6G. For startups and small and medium-sized enterprises, the exploration of growth opportunities with complementary services will become essential.	
                      Adopt complementor strategies for quick market entry.

                    
	
                      Develop new business models for slicing, secure zones, sensing, and sustainability.

                    
	
                      Privacy regulation will be strongly linked to the rising trends of the platform data economy, sharing economy, intelligent assistants, connected living in smart cities, transhumanism, and digital twins’ reality.

                    
	
                      Attention should be paid to the value appropriation outcomes of business activities at the ecosystem level.

                    





                
	
                  In the emerging new ecosystems, understanding management and the organizational models needed for specific business models becomes central for business model implementation and competitiveness. New kinds of governance and organizing logics are needed for the coopetitive context, where collaboration and competition take place on both sides of platforms. This raises several implications:	
                      Identify the real needs in various vertical and industrial contexts to develop a strong role for 6G.

                    
	
                      Identify the decision-making logic in the ecosystem.

                    
	
                      Identify the fundamental role/position choices that need to be made regarding how to do business in the new ecosystems.

                    
	
                      Avoid siloed thinking in multiplatform ecosystem contexts.

                    
	
                      Prepare for two-sided coopetition.

                    
	
                      Build alternative governance structures for multiplatform ecosystems.

                    





                
	
                  It is not enough for platform owners and complementors that technical, service, and business infrastructures will exist and be available in the future 6G era. It is essential to consider whether users have real access to these services—that they have the required devices, and that they also know how to use them, as well as the other adjacent/complementary services. The role of developers has been emphasized in emerging 6G (general-purpose) technology contexts. Moreover, openness can benefit original innovators later even if they release (or lose) the technological innovations to the surrounding environment where others exploit it. A deeper understanding of technology in the form of design and development skills such as programming or digital fabrication may also further enhance users’ opportunities to play an active role in the ecosystem and make and shape technologies for their personal needs. This also assists users in evaluating and reflecting on the technologies and their role in the user’s own life, as well as more widely in society.	
                      Identify and explore the spillovers and social returns that could become a new source of private returns for the initial innovator.

                    
	
                      Examine non-users and understand the reasons for their exclusion: Is it by their own choice or for another reason?

                    
	
                      Identify who benefits from technology or service use, and how.

                    
	
                      Who experiences value?

                    
	
                      What is the real price of services, and is it worth paying?

                    
	
                      Organize and balance value-related processes to achieve diverse triple bottom line sustainability goals.

                    
	
                      Integrate social and environmental goals into business models.

                    
	
                      Decentralized platform cooperatives will become counterforces to winner-takes-all platform monopolies.

                    





                
	
                  There will be traditional stakeholders in the future mobile communications ecosystem like mobile network operators, mobile virtual network operators, mobile communications technology providers, and mobile communications equipment providers, as well as different new ones like resource and asset providers, matching and bridging service providers and a variety of new types of service users.	
                      Benchmark best newcomer strategies to enter the mobile communications domain internationally.

                    
	
                      Build customized user experiences with user-centric resource orchestration.

                    
	
                      Identify new sources of value creation in metaverse variants.

                    
	
                      New societal models for future service provisioning will emerge, building on community-driven networks and public–private partnerships.

                    
	
                      Learn the regulations that apply in mobile communications ecosystems.

                    





                
	
                  It may be expected that with new generations of mobile communications, the commercialization and standardization lifecycle will get more complicated due to the need to integrate/converge new technologies like security-enhancing ones or artificial intelligence to 5G and 6G. This raises at least the following for consideration:	
                      Make a clear strategy for contributing to the definition, standardization, and deployment/use of a technology generation.

                    
	
                      Develop corporate responsibility around future 6G and share best practices.

                    
	
                      Local-demand–supply-consumption models will become prominent in an already globalized world, with opportunities in localized spatial circular economies.

                    





                
	
                  From the environmental perspective, 6G is seen as a provider of services to help steer communities and countries toward reaching the UN SDGs. However, the UN SDGs should have been achieved by the time 6G enters the market. 6G will offer opportunities for monitoring and steering the circular economy and understanding the big picture of the sustainable data economy. It is also expected that companies will shift the focus, developing products and technologies that innovate to zero, including zero-waste and zero-emission technologies bringing social innovation to the fore.

                





            

            
              Implications for Policymaking

              The traditional questions for policymakers with a new mobile communications generation at hand have been about how to deal with new spectrum bands. The challenge of finding more spectrum for mobile communications is a fundamental problem for which the solution space differs by the stakeholder. The only way out of this challenge is sharing-based spectrum access, which allows different radio systems to share the spectrum under predefined rules and conditions. The technology for this is already mature; now, it is time to introduce these principles to mobile communications, which has traditionally relied on exclusive long-term spectrum licenses over wide areas.

              However, policymaking is not only about spectrum management. How to address the emergence of a large number of local 6G networks deployed by different stakeholders for different types of use faces not only the spectrum challenge but also competition, openness, regulatory, and technology, and innovation policy challenges. These themes extend the discussion to the global scale, requiring harmonization in several fields. Among the most important are: spectrum-related policies and principles; standardization across different technology areas and industries; international trade and fair competition; data ownership, governance, and platforms; privacy, security, and user/consumer rights; innovation policies and international collaboration; and artificial intelligence.

              Moreover, digital technologies have become the basis for global competitiveness and geopolitical rivalry. They are becoming the source of geopolitical tension and are being weaponized. One consequence is the fragmentation of regulations. Apart from the increasingly complex regulations, there is now also a geopolitical motivation to turn away from global interoperability and open interconnection. The ‘splinternet’ is already a fact today. Industrial and innovation policies are becoming more compartmentalized and are driven by geopolitics as much as by national competitiveness and company interests. Trade impediments, data colonialism, and increasing concerns about strategic autonomy and sovereignty all risk contributing to the globalization backlash, creating a real possibility that we will never see a truly global 6G.

              However, there are also forces that require global 6G and beyond mobile communications. The most pronounced of these are global grand challenges, notably climate change and the need to achieve environmental sustainability at a global level, global health scares (pandemics), and rampant worldwide cybercrime. Environmental sustainability has emerged as a new design principle for future mobile communications. However, we argue that social and societal sustainability, inclusivity, human-centricity, and human rights should also be considered, as indicated and measured by the United Nation’s seventeen social development goals, the UN SDGs. In current discussions, the concept of trustworthy and resilient networks or communications has been related to the privacy, security, safety, and resilience of communications, but the concept could also be seen in a wider context. This gives rise to the following implications for policymaking:	
                  Despite geopolitical tension, promote open, global, and full 6G as a political vision.

                
	
                  Collaborate as policymaking communities with researchers, academia, and business to advance common global good use of 6G, addressing global challenges in particular.

                
	
                  Avoid regulatory and standardization fragmentation by enabling global collaboration on legal and technical matters.

                
	
                  Develop integrated policy for 6G to achieve economic, social, and democratic progress, respecting human-centricity and human rights and addressing security concerns by design.

                
	
                  Collaborate internationally to anticipate the future of technologies and their economic and social appropriation, notably on	
                      The combination of electronic communications with cybersecurity, quantum computing, cyber-physical systems, and artificial intelligence, as well as on

                    
	
                      The evolution of platformization and its effects in terms of competition, global inequality, and equity.

                    





                





              Finally, we emphasize that sustainability will be a game changer for beyond 6G. The ways and criteria for how countries are evaluated as pioneers in mobile communications will change drastically. The total amount of consumed mobile data is far from sustainability thinking. Telecommunications policymakers face the challenge of defining new rules and requirements for something that is outside their traditional competence area.	
                  Develop new metrics and methods to assess environmental, social, and economic sustainability of 6G and beyond (footprint), as well as the use of mobile communications in other sectors to make a positive impact (handprint) on the environment (see, for example, the recent discussions on nature positive strategies by the World Economic Forum) and societies at large.

                
	
                  Provide visibility for end users about the sustainability impact of their decisions on ICTs.

                
	
                  Establish the research community’s role as the provider of unbiased research results that are the foundations for future policymaking.
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